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If you upgrade from an older version to this openSUSE release, see previous release notes listed here:
http://en.opensuse.org/openSUSE:Release_Notes

These release notes cover the following areas:

» Section 1, “Miscellaneous’: These entries are automatically included from openFATE, the Feature- and
Requirements Management System (http://features.opensuse.org).

N/A
» Section 2, “Installation”: Read thisif you want to install the system from scratch.
» Section 3, “Genera”: Information that everybody should read.

* Section 4, “ System Upgrade”: I ssuesrelated to the processif you run asystem upgrade from the previous
release to this openSUSE version.

* Section 5, “Technical”: This section contains a number of technical changes and enhancements for the
experienced user.
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1. Miscellaneous

N/A

2. Installation

2.1. For Detailed Installation Information

For detailed installation information, see Section 3.1, “openSUSE Documentation”.

2.2. No Network after Installation

Directly after installation, NetworkManager is not started automatically and thus WiFi cannot be config-
ured. To enable networking (WiFi), reboot the machine once manually.

2.3. The Proprietary NVIDIA Driver Requires Users to
Have Access to /dev/nvidia* Devices

Default and new usersare no longer added to thevi deo group automatically. But the proprietary NVIDIA
driver requires users to have accessto /dev/nvidia* devices.

Symptoms. OpenGL applications report that they cannot operate on / dev/ nvi di act | . Or GNOME
only showing a blank screen with a mouse pointer.

Becausethe NVIDIA driver does not use the usual kernel methodsthat allow to install ACLson thedevice
nodes, users have to be added manually tothevi deo group; asr oot call (replace $USER with the actua
username):

usermod -a -G video $USER

3. General
3.1. openSUSE Documentation

» In Sart-Up, find step-by-step installation instructions, as well as introductions to the KDE and Gnome
desktops and to the LibreOffice suite. Also covered are basic administration topics such as deployment
and software management and an introduction to the bash shell.

* Reference covers administration, and system configuration in detail and explains how to set up various
network services.

» The Security Guide introduces basic concepts of system security, covering both local and network se-
Ccurity aspects.

* The System Analysis and Tuning Guide helps with problem detection, resolution and optimization.

* Virtualization with KVM offers an introduction to setting up and managing virtualization with KVM,
libvirt and QEMU tools.

Find the documentation in / usr/ shar e/ doc/ manual / opensuse- nmanual s_$LANG after in-
stalling the package opensuse- manual s_$LANG or online on http://doc.opensuse.org.
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3.2. UEFI—Unified Extensible Firmware Interface

Prior to installing openSUSE on a system that boots using UEFI (Unified Extensible Firmware Interface)
you are urgently advised to check for any firmware updates the hardware vendor recommends and, if
available, to install such an update. A pre-installed Windows 8 is a strong indication that your system
boots using UEFI.

Background: Some UEFI firmware has bugs that cause it to break if too much data gets written to the
UEFI storage area. Nobody really knows how much "too much” is, though. openSUSE minimizestherisk
by not writing more than the bare minimum required to boot the OS. The minimum means telling the
UEFI firmware about the location of the openSUSE boot loader. Upstream Linux Kernel features that use
the UEFI storage area for storing boot and crash information (pst or e) have been disabled by default.
Neverthelessit is recommended to install any firmware updates the hardware vendor recommends.

3.3. Enable Secure Boot in YaST Not Enabled by Default
When in Secure Boot Mode

This only affects machinesin UEFI mode with secure boot enabled.
YaST does not automatically detect if the machine has secure boot enabled and will therefore install an

unsigned bootloader by default. But the unsigned bootloader will not be accepted by the firmware. To have
asigned bootloader installed the option "Enable Secure Boot" has to be manually enabled.

3.4. Wrong Bootloader When Installing from a Live Medi-
um in a UEFI Environment

This only affects machines in UEFI mode.

When using the installer on the live medium, Y aST does not detect UEFI mode and therefore installs the

legacy bootloader. This results in a not bootable system. The bootloader has to be switched from grub2
to grub2-efi manually.

3.5. openSUSE 12.3 Medium May Not Boot on Future Se-
cure Boot Enabled Hardware

This only affects machinesin UEFI mode.
Our double signed shim on openSUSE 12.3 medium may be rejected by future firmwares.

If the openSUSE 12.3 medium does not boot on future secure boot enabled hardware, temporarily disable
secure boot, install openSUSE and apply al online updates to get an updated shim.

After installing all updates secure boot can be turned on again.

3.6. Crypted LVM in UEFI Mode Needs /boot Partition

This only affectsinstallations in UEFI mode.

In the partitioning proposal when checking the option to use LVM (which isrequired for full disk encryp-
tion) YaST does not create aseparate/ boot partition. That means kernel and initrd end up in the (poten-
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tially encrypted) LVM container, inaccessible to the boot loader. To get full disk encryption when using
UEFI, partitioning has to be done manually.

4. System Upgrade

4.1. systemd: Activating NetworkManager with a
network.service Alias Link

By default, you use the YaST Network Settings dialog (yast2 network) to activate NetworkManager. If
you want to activate NetworkManager, proceed as follows.

The NETWORKMANAGER sysconfig variable in / et ¢/ sysconfi g/ net wor k/ confi g to activate
NetworkManager has been replaced with a systemd net wor k. ser vi ce aliaslink, which will be cre-
ated with the

systenctt!| enable NetworkManager. service

command. It causes the creation of a network.service aias link pointing to the
Net wor kManager . ser vi ce, and thus deactivatesthe/ et ¢/ i ni t . d/ net wor k script. The com-
mand

systenttl -p Id show network. service

allowsto query the currently selected network service.

To enable NetworkManager, use:

* Firgt, stop the running service:

systenct | is-active network.service &% \
systenct | stop net wor k. service

» Enable the NetworkManager service:
systenctt!l --force enabl e Net wor kManager . servi ce
» Start the NetworkManager service (viaalias link):
systenct | start net wor k. service
To disable NetworkManager, use:
* Stop the running service:

systenct | i s-active network.service &% \
systenct | stop net wor k. servi ce

 Disable the NetworkManager service:
systentt| di sabl e Net wor kManager. servi ce
» Start the /etc/init.d/network service:

systenct | start network. service
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To query the currently selected service, use:
systencttl -p Id show net wor k. servi ce

It returns "I d=Net wor kManager . ser vi ce" if the NetworkManager service is enabled, otherwise
"I d=net wor k. ser vi ce" and /etc/init.d/network is acting as the network service.

4.2. SYSLOG_DAEMON Variable Removed

The SYSLOG_DAEMON variable has been removed. Previously, it was used to select the syslog daemon.
Starting with openSUSE 12.3, only one syslog implementation can be installed at atime on a system and
will be selected automatically for usage.

For details, see the syslog(8) manpage.

5. Technical
5.1. Initializing Graphics with KMS (Kernel Mode Setting)

With openSUSE 11.3 we switched to KMS (Kernel Mode Setting) for Intel, ATl and NVIDIA graphics,
which now isour default. If you encounter problemswith the KM Sdriver support (intel, radeon, nouveau),
disable KMS by adding nonodeset to the kernel boot command line. To set this permanently using
Grub 2, the default boot loader, add it to the GRUB_CIVDLI NE_LI NUX_DEFAULT kernel default load
optionslineinyour / et ¢/ def aul t/ gr ub text file as root and running the terminal command

sudo /usr/sbin/grub2-nmkconfig --output=/boot/grub2/grub.cfg

for the changes to take effect. Else, for Grub Legacy, add it to the kernel command line in / boot /
gr ub/ menu. | st , dsodoneasroot. Thisoption makes sure the appropriate kernel module (intel, radeon,
nouveau) isloaded with rodeset =0 ini ni trd, i.e. KMSisdisabled.

In the rare cases when loading the DRM module from i ni t r d is a genera problem and unrelated to
KMS, it is even possible to disable loading of the DRM moduleini ni t r d completely. For this set the
NO_KMS_I N_I NI TRD sysconfig variable to yes via YaST, which then recreatesi ni t r d afterwards.
Reboot your machine.

On Intel without KM Sthe Xserver fallsback tothef bdev driver (thei nt el driver only supportsKMS);
aternatively, for legacy GPUs from Intel the "intellegacy™ driver (xor g- x11-dri ver - vi deo-i n-
t el -1 egacy package) is available, which still supports UMS (User Mode Setting). To use it, edit /
et c/ X11/ xor g. conf . d/ 50- devi ce. conf and change thedriver entry toi nt el | egacy.

On ATI for current GPUsit fallsback tor adeonhd. On NVIDIA without KMSthenv driver isused (the
nouveau driver supports only KMS). Note, newer ATl and NVIDIA GPUs are falling back to f bdev,
if you specify the nonodeset kernel boot parameter.

5.2. systemd: Cleaning Directories (/tmp and /var/tmp)

By default, systemd cleans tmp directories daily as configured in /usr/1ib/tmpfiles.d/
t np. conf. Users can change it by copying /usr/1lib/tmpfiles.d/tnp.conf to/etc/
tnpfiles.d/ tnp. conf and modifying the copiedfile. It will override/ usr/ i b/t nmpfil es. d/
t np. conf.

Note: systemd does not honor obsolete sysconfig variables in / et ¢/ sysconfi g/ cron such as
TMP_DI RS_TO _CLEAR
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5.3. pwdutils Replaced by shadow

The pwadutils package was replaced by the shadow package. The shadow package is mostly a drop-in
replacement, but some commandline options have been removed or changed. See/ usr/ shar e/ doc/
packages/ shadow README. changes- pwdut i | s for alist of al the changes.

5.4. Configuring Postfix

The SuSEconfi g. post fi x wasrenamed as/ usr/ sbi n/ confi g. post fi x. If you set sysconfig
variablesin/ et ¢/ sysconfi g/ postfix or/etc/sysconfig/ nail,youmust manualy run/
usr/ sbi n/ confi g. postfi x asroot.

5.5. GTK+ Applications Output a Fontconfig Warning

Because the location of the fontconfig files was changed, Emacs and other applications linked against
GTK+ output warning messages when started.

Move the files to the new location:

nkdir -p ~/.config/fontconfig
nv ~/.fonts.conf ~/.config/fontconfig/fonts.conf

5.6. GNOME: Workaround to Set Shift or Ctrl+Shift as
Shortcut Keys for Input Source Selection

In Gnome 3.6 use the following workaround to set Shift or Ctrl+Shift as shortcut keys for input source
selection:

1. Install gnome-tweak-tool.
2. Start gnome-tweak-tool (‘Activities>'advanced settings).
3. Viatheleft menu, select Typing', in the right window, change the settings.

Thisisalso being tracked in the upstream bug report https://bugzilla.gnome.org/show_bug.cgi?id=689839.

5.7. SSH Installation Blocked by SuSEFirewall Service

During the second stage of an SSH installation YaST freezes. It is blocked by the SuSEFirewall service
because the SYSTEMCTL_OPTI ONS environment variable is not set properly.

Workaround: When logged in for the second time to start the second stage of the SSH installation, call
yast.ssh withthe - - i gnor e- dependenci es asfollows:

SYSTEMCTL_OPTI ONS=- - i gnor e- dependenci es yast. ssh
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