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O6 aTOM pyKOBOLACTBE

3TO PyKOBOACTBO MPEACTABIISIET OCHOBHbIE KOHIIETIIINY OE30IaCHOCTH CUCTEMBI B .
OHO oXBaThBaeT OOMIMPHYIO YaCTh JOKYMEHTAIMU 00 ayTeHTH(PHUKAIMOHHBIX MeXa-
Hu3Max, foctymHbeix B GNU/Linux, Takux kak NIS um LDAP. B pykoBoactee Takxke
OCBEIIAIOTCS TAKKE BOIIPOCH O€30MaCHOCTH KaK CIMCKHA KOHTPOJIS JOCTYIA, IIHd-
poBaHue U oOHapykeHue BTopxkeHus. B Tpetbeii yactu "CerteBast 6e30macHoCcTh" Bb
y3HaeTe Kak 00e30IMacuTh CBOH KOMITHIOTED C IOMOIIBIO OpaHaMayepa, MacKapaauHra,
a Tak ke KaK HaCTPOUThb BUPTyaJlbHYI0 YyacTHYIO ceTh (VPN). DTo pykoBoAcTBO pac-
CKa3bIBaET Takxe 00 ucmonb3oBanuu [10 st obecrieueHnst 6e30MacHOCTU TOCTYITHO-
ro B cucreme: AppArmor (c noMouplo Hero Bel MoxeTe HacTpausath focryn gig IO
K paitnam).

MHorue r71aBbl B 3TOM PYKOBOJICTBE COZIEPKAT CChUIKM Ha PECYPCHI C JOMOJHUTENLHOM
JOKyMeHTaluel. Bee 3Tu pecypchl U OpUrHHANIbHAS IOKYMEHTAIUSI, JOCTYITHBI KaK B
CUCTEME, TaK U B CETH.

JloKyMeHTaIwIo, IOCTYIHYIO [T Barero mpoaykTa, MOKHO HAWTH Ha CTpaHHIIE:
http://www.suse.com/documentation, aTak ke B CICAYIOLIMX pa3jeiax.

1 JocTynHaa poKyMeHTauus

Mp! npenocrasiasem HTML u PDF-Bepcuu Hayx KHUT Ha pasHbIX sA3blkax. [na naH-
HOTO JICTPUOYTHBA TOCTYITHHI CIIeyIOIe PYKOBOACTBA AJIS MOJIb30BaTeNel U aiMU-
HUCTPaTOPOB:

Berymienue (TBerymuienue)
PykoBocTBO 1Iar 3a maroM npoBBegeT Bac yepe3 ycranoBky ¢ DVD wnu u3
ISO-o06paza, mact kpaTkoe BBeieHHe B OKpyxkeHust pabodero croija GNOME
u KDE, BKJII04asi HEKOTOPBIE KJIIOUEBbIE MPUIOKEHH . Takxke MO3HAKOMMUT C
LibreOffice u ero MogyisiMu AJis1 CO3JaHUS TEKCTa CO CIOXHBIM (pOopMaTHpOBa-
HEEM, paOdOTHI C JIEKTPOHHBIMH TaOJHMIIAMU WM CO3/IaHUS TPapuKU U IIPe3eHTa-
U,

Conepxanue (TConepskanue)
Jlaét oblee MOHMMAaHKe PabOTHI , 3aTParkBas 3a4a4y MPOJBHHYTOrO CHCTEMHO-
ro agMUHUCTpUpOBaHus. Ero MaTepuan npeiHa3HaueH B IEPBYIO OUepeIb S CH-
CTEMHBIX aJIMHHICTPATOPOB M JOMAIITHHUX MONB30BATENEH, 00/Ia/IAI0NIIX Ga30BbI-


http://www.suse.com/documentation
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MU HaBBIKAMU aJMUHUCTpUpOoBaHUs. COAEPKUT AeTaIbHYI0 HH(POPMALMIO O MPO-
JBUHYTHIX BAPUAHTAX Pa3BEPTHIBAHUSA, aIMUHUCTPUPOBAHMUS], B3AUMOJEUCTBUS
KJTIOYEBBIX KOMIIOHEHTOB U HACTPOWKE Pa3IMYHBIX CETEBBIX U (DAIIOBBIX CITyXKO .

PykoBojcTBo 1o 6e3omacuoctu (cTp. 1)

OnuchIBAIOTCS. OCHOBHBIE MOHSITUSI CHCTEMbI OE30ITACHOCTH, OXBATHIBAIOIIIECH KaK
JIOKaJIbHBIE, TAK U CETEBbIC aclieKThl. [loKa3pBaeTCs, KaK MCIOJIb30BaTh TaKUe
YTHIATHL U151 0OecrieYeHrst CeTeBOi Ge30MacHOCTH, Kak AppArmor (KoTopast 1mo3-
BOJISIET OIPENIeIIUTD K KaKuM (paiiyiaM 3aaHHas Iporpamma OyeT UMeTh JIOCTYI
Ha 3aIMCh, YTEHHE WU BBIIOJIHEHUE) WM CUCTEMA ay/IuTa, KOTOpast TIIATeIbHO
cobupaeT MHMOPMALIUIO O COOBITHX, TAK WM MHAYE CBSA3AHHBIX C 00eCIeYeHIEM
HaJIJIeXKAIero YpoBHs 0e30MACHOCTH CUCTEMBI.

System Analysis and Tuning Guide (TSystem Analysis and Tuning Guide)

PykoBoacTBO aiMMHHCTpaTOpa 110 OOHAPYKEHHIO IPOOIIeM, MX pa3pelieHre 1 Ofl-
TUMU3aLMs paboThl. B Hem HaiiaeTcss MH(pOPMALIUS O TOM, KaK [TPOBEPHUThH U OIl-
THUMU3UPOBATh PaOOTY CUCTEMBI C TIOMOIIBIO CHEIHaTbHBIX HHCTPYMEHTOB, 3¢-
(bexTHBHO yrpaBisATh ee pecypcamu. Takxke B HEM COfIepKHUTCS 0030p OOIIHX
npoOJieM U X PellleHuil, a TAKKe JOMOHUTEIbHbIC CIIPABOYHBIC MaTEPUAIIbI U
0030p JAOCTYITHBIX PECYPCOB.

Bupryamuzauusa ¢ KVM (TBupryamsanus ¢ KVM)

JlaHHOE PYKOBOJCTBO IMpejiaraeT KpaTkoe OINUCAHIe HACTPOUKH U yIIpaBJie-
HUs cucteMoi Buptyanm3aiyu Ha 6aze KVM (Kernel-based Virtual Machine)
B . Takke mokasbiBaercs, Kak ynpasisaTe VM Guest ¢ momouipio 1ibvirt u
QEMU.

Bonbumnacreo HTML-Bepcuit pyKOBOJCTB B YCTAaHOBJIEHHON CUCTEME MOKHO HalTH
o agpecy /usr/share/doc/manual WM B CIPAaBOYHOM LIEHTPE UCIIOJIB3YEMO-
ro oKpyxeHus padoyero crona. [TocneHne OOHOBIEHUS JOKYMEHTAIUK JIOCTYITHBI 11O
agpecy http://www.novell.com/documentation, riie MOXHO 3aTpy3UTh B
PDF nnu HTML-Bepcun pyKOBOJCTB 1711 KOHKPETHOTO IIPOLYKTa.

2 ObparHasi cCBfA3b

HGKOTOPLIC 13 NOCTYITHBIX KaHAJIOB O6paTHOfI CBA3U:

OmmoKy 1 3aIPOCH 00 YIYUIICHAIX

Uto6bl cOOOIUTH 00 OLIMOKE WM OTHPABUTH 3aIPOC 00 YIyULIEHHH, [10%Ka-
JIyfcTa, UCMONIb3yHTe https://bugzilla.novell.com/. YToOb cO00-

PykoBoacTteo no 6e3onacHocTm
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IIUTh O HAWJICHHOW OIMOKE B IOKYMEHTAIIUU OTIPABbTE OTUET JJ11 KOMIIOHEHTA
Documentation (JJokymeHTaIus1) COOTBETCTBYIOIIETO MTPOAYKTA.

Ecnu BBl itoxo 3Hakomsl ¢ Bugzilla, To 1151 Bac MOTyT oKa3aThCsl MOJIE3HBIMU 3TH
CTaThU:

e http://ru.opensuse.org/openSUSE:CoobuuTh_o6_omubxre

e http://ru.opensuse.org/
openSUSE : CoobmuThs_06_omubke_FAQ

KommeHnTapuu nosp3oBartenei
MpI XOTUM YCIIBIIIATh Ballld KOMMEHTAPUH U MPEJIOKEHUs 00 3TOM PYKOBOJI-
CTBE U JJPYrod JOKYMEHTAIUH, TOCTABJISIEMON C IAHHBIM MPOIYKTOM. Mcross-
3yiTe MoJie BBOJA B HMKHEH YacTy Ha KaXJOW CTpaHMILIbl OHJIAH-JOKYMEHTAllu!

WJIM TIeperuTe 1o ccbutke http://www.novell.com/documentation/
feedback.html u ocTaBbTe CBOM KOMMEHTAPHH.

3 YcnoBHble 0603HaYeHUs

B 1aHHOM pyKOBOJCTBE MCHOJB3YIOTCS CIEAYIOIIME TUIIOrpa)CKUe CoTallleHus
* /etc/passwd: IMEHa KaTaJoroB U (pailjioB

* 3aNOJHHTENb: 3AMEHA 3aNONHHTEIb Ha (DPAKTUYECKOe 3HaUeHNe

* PATH: nepeMeHHas okpyxenus PATH

* 1ls, ——help: KOMaH[IBI, OILUN U ITADAMETPHI

* user: [OJI30BATENIN WIU TPYIIIBI

» Alt, Alt + F1: xaBuIa wiv KJ1aBUaTypHas KOMOWHAINS; HA3BaHUsI KJIABHIII ITOKa3a-
HbI B BEpXHEM PErucTpe, Kak Ha KJIaBuatype

* Qaiin, @aiin > Coxpanums Kax: IyHKTHl MEHIO, KHOTIKH

o Tanuyrowue nunzeunsvt (Inasa ITunzeunvt, TJIpyroe pykoBOACTBO): 3TO CCHLIKA HA
IJIaBY B IPYTOM PYKOBOICTBE.

06 3TOM pyKOBOLCTBE
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4 O co3paHMM 3TOro pykoBoacTBa

Dra kHura Obu1a co3nana B Novdoc, ocHoad Ha DocBook (cMmotpute http://
www . docbook . org). Ucxomusie XML-daiinsl mpoBepsIoTCs MporpaMMoint
xmllint, obpaboranBaiTcs xsltproc u npeodpasossBaoTcsa B XSL-FO ¢
HCIIOJIb30BAHUEM CIIEIMATM3UPOBAHHON Bepcun Tabimil ctiiieit Hopmana Vooma
(Norman Walsh). Koneunsiit PDF-caiin orhopmaruposan yepe3 XEP ot RenderX.
WHCTpYyMEHTHI C OTKPBITHIM UCXOIHBIM KOJIOM U Cpefia, UCTIONb3yeMast LTSl CO3aHMs
3TOrO PYKOBOJCTBA, JOCTYIHEI B akeTe susedoc, MOCTABIsEMOM B COCTABE .

5 UcxopoHbIN KOA,

HcxopHblii KoJ HaXoAUTCA B OTKPBITOM goctyne. [o cnenyomemy aapecy
JOCTYITHBI CCBUIKM Ha 3arpy3Ky M JOIOJHUTEIbHAA uHdopMmauusd http: //
ru.opensuse.oryg/UCcxOOHBIE_KOI.

6 bnarogapHocTu

PazpaboTunku Linux coTpyaHUYAIOT C OTPOMHBIM YMCIOM JOOPOBOJIBIEB IO BCEMY
MHPpY, YTOOBI CIIOCOOCTBOBATH pa3BUTHIO Linux. MbI G1arofiaHbsl UM 3a MPUIIOKEHHbIE
YCHJIASI — 3TOT AUCTPUOYTHB He CyliecTBOBaN Obl Oe3 HuX. Kpome Toro, Mel 6J1aropa-
pum Ppanka 3arma (Frank Zappa) u [TaBap (Pawar). Ocobas 6;1aroqapHoCTb, KOHEY-
HO ke, Boipaxaetcs Jlunycy TopBanbacy (Linus Torvalds).
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Bbe3onacHOCTb u
KOHdoUOeHUnanbHOCTb

OpHoli u3 TaBHBIX XapaktepucTuk UNIX/Linux cucreM sBIsieTCs BO3MOXKHOCTh 00-
CJIy)KUBATh HECKOJIBKO T0JIb30BaTeNEl (MHOIOMOJIB30BATENbCKIE CUCTEMBI), & TaK Ke
MIPEIOCTABIISTH UM BO3MOKHOCTh BHIIOJHSATH HECKOJIBKO 3224 OHOBPEMEHHO (MHO-
ro3ajauHoctsb). bonee Toro, oneparyoHHas cucteMa rnpospadsa s cetu. [Tomb3oBa-
TEJIM 9acTo JaXKe He 3HAIOT, HAXOIATCS JIU UCIOJIb3yeMble MU JaHHBIE U IIPOT PAMMEL
Ha JIOKAJIbHOM KOMTIBIOTEPE WU JOCTYITHBI Yepe3 CETb.

Tak Kak cucTeMbl MHOTOIIOJIb30BATENbCKUE, JaHHbIE Pa3HBIX MOJb30BATEEH JOIKHBI
XPaHUTBCS Pa3lesbHO, a TaK Xe OJKHA OBITh oOOecreueHa ux 0e30MacHOCTh U TIPH-
BaTHOCTh. Be3ornacHocTh JaHHBIX OblIa BaXKHA Jlake ellle JJO TOro, Kak MOsBUJIach BO3-
MOXHOCTh OOBEIMHATE KOMIIBIOTEPH Yepe3 ceTh. HamHoro Gosmbinee 6ecriokoicTBO
BbI3bIBAET HECAHKIIMOHUPOBAHHBIN JJOCTYI K MH(OPMAIIUH, HEXENU ee TIOTeps WK Jia-
K€ N0JIOMKa HocuTelsl MH(opMaluu (HarpuMep KeCTKOro AUCKa).

IroT paznen pokycupyercst Ha mpodaeMax KOH(PHUISHITNATLHOCTH U Ha criocodax 3a-
IIUTHI JIMYHBIX TIOJIb30BATEILCKUX JaHHbIX. KoHIenmus 6e30nacHOCTH BKIIIOYaeT B ce-
051 peryJisipHO OOHOBIISIEMYIO, PaboUyIo M IPOBEPSIEMYIO PE3EPBHYIO KOITHIO, XPAHSIILY-
1ocsi B 6e3onacHoM Mecte. bes aTix mep Bam npuzetcst moTpaTtuTh MHOTO BpEMEHH,
BO3Bpallas MH(pOPMaLI0o— IIPUTOM He TOJIBKO B CIydae MOJIOMKH WX AedeKTa Ho-
CHTeJIs, HO U B CJTy4ae HECAaHKLIMOHUPOBAHHOTO JOCTYIIA.
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1.1 JlokanbHas n cereBasi
6e30MnacHOCTb

B03MOXKHBI HECKOJIBKO CIIOCOOOB JIOCTYIIA K JTAHHBIM:

¢ JIMYHOCE 06I.LICHI/IS C JIIOAbMH, UMEIOIINM HYKHYIO I/IHq)OpMaLII/IIO WJIA OOCTYII K JaH-
HBIM Ha KOMITBIOTEPE

* HaNpsAMYyIo, MyTeM (pU3MIecKoro JOCTyna K TepMUHATY
* yepes Moc/eA0BaTeNbHbII HHTEpQENc
* WCIIOJIB3YSI CETEBOE COECANHEHE

B KaxII0M U3 9THX CIIOCOOOB MOJIE30BATEND JOJDKEH IPOUTH IPOBEPKY MOUTMHHOCTU
nepej TeM, Kak MOJy4uT JOCTYII K 3allpalliMBaeMbIM UM pecypcaM wid 1aHHbiM. Ha
BeO-cepBep MOKET HaKJIAbIBATHCSI MEHbIIIEe OrPAHNYESHUI, HO B JTIOOOM city4yae Ber
BPSI/L JIM 3aXOTUTE, YTOOBI OH JIaBajl aHOHUMHOMY MOJIb30BaTENIo JOCTYN K Barmm
JIMYHBIM JaHHBIM.

B npuBeieHHOM BBIIIIE CITUCKE CaMBbIi IIEPBHIN CIIOCOO MCMOIB3YeT HauOOJIbIIIee KO-
YEeCTBO MEXJIMYHOCTHOTO B3aMMOJIENCTBUS (Hanpumep, Korja Bel cBsi3bIBaeTeCh € CO-
TpyaHUKOM OaHKa, Bam TpeOyeTcs moATBEpaUTh, UTO BH sIBiisseTeCh BlIaJIeNbIIeM Cye-
ta). Bac monpocst npenocraButh noamick, [IMH-kxon win maposb, 4To0H yIOCTOBE-
puThCs, uTO BBl TOT, 32 KOro ce0s BbliaeTe. B HEKOTOPBIX Clydyasix MPOCTOTO yIIOMU-
HaHUS yKe U3BECTHBIX Bam (pparMeHTOB 1 KyCOUYKOB MH(OPMALIMU JOCTATOYHO, YTO-
OBl PacnoJIOKUTh K ceOe OCBeJOMIEHHOTO UeJIoBeKa 1 BhIBeIaTh ee IeJuKkoM. Huuero
HE MOI03PEBAIIYI0 KEPTBY MOXKHO ITOIBECTH OCTETIEHHOMY PACKPBITUIO Bce OOJTb-
mmx 00beMoB uHGopMarmu. Cpean XakepoB 3TO Ha3bIBACTCS COUUANbHOL UHIICEHE-
pueli. ETMHCTBEHHOM 3aIIMTON OT 3TOTO SIBJISIETCS MMOArOTOBKA JIIOJEH M OCO3ZHAHHOE
pacnipenesnenve nHgopmaiuu. [lepen B3710MOM KOMITBIOTEPHOI CUCTEMBI aTaKyIoIIye
YacTO MBITAIOTCS MCIOIB30BATh CEKpeTapeid, 00CTyKUBAIONIHI ITepCOHAT KOMITAHUT
WM Jjake YJICHOB CEMe ee COTPYIHMKOB. Bo MHOTHX ciyyasix O TaKOiH OCHOBaHHOM
Ha COLIMAJIbHON MH)XEHEPUU aTaKe CTAHOBUTCS M3BECTHO ropas/io MO3Ke.

Yenoek, KeJaouil NOJyIUTh HECAHKIIMOHUPOBAHHBIN AOCTYM K Balmm 1aHHbBIM,
MOJKET TaK>Ke MOIMBITATLCS HCHOIb30BaTh TPATUIIMOHHBIN CIOCOO MPSAMOro JOCTYIA K
Bamemy kommbiotepy. M3 3TOrO CienyeT, 4To cucTeMa J0JKHA OBbITh 3alllUIIeHa OT
JIIOOBIX MAHWITYJISIAMA, ¥ HUKTO HE MOT yIAJTUTh, U3MEHUTD WK ITOBPEAUTh €€ KOM-
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MOHEHTHI. DTO OTHOCUTCS U K PE3EPBHBIM KOMMSAM, U JIAXe K CETEBbIM KaOesAM U Ka-
OemsM rutanusl. Takke He0OXOIUMO 00e30MaCUTh JTAIl 3arpy3KH, IIOCKOJIBKY CyIIIe-
CTBYET HECKOJIbKO IMPOKO PACIPOCTPAHEHHbBIX KIaBUATYPHBIX KOMOMHAIIWH, CIIOCO0-
HBIX BBI3BaTh HECTaHIApHOE TOBEICHHUE. 3alUTHTE Ce0sI OT ITOTO, YCTAHOBUB MAPOJIH
Ha BIOS u cuctemHblil 3arpy34mK.

YcrpoiicTBa, MOAKII0YaEMbIe K TOC/IeI0BATEILHBIM OPTaM TOBCEMECTHO UCIIONb3Y-
I0TCSI JIO CUX MOp. B oT/Mume oT ceTeBhIX MHTEP(ENHCOB, OHU HE MCIIOIb3YIOT CETEBBIX
MIPOTOKOJIOB JIJIS1 B3AUMOJIECHCTBHSI C CUCTEMON K KOTOPO# mojakmoveHsl. s obmMena
JAHHBIMHU MKy YCTPOMCTBAMU UCTIONb3YeTCsI OOBIYHBIA Kabeb Wi WH(pPaK pacHbIN
MOPT, [0 KOTOPOMY B 00€ CTOPOHBI TIepealoTcsi 00bIUHbIe CUMBOJIBL. Kabenb siBisercs
caMbIM cJIaObIM 3BEHOM TaKOH CUCTEMBI: TiepeiaBaeMble TI0 HeMy JaHHbIe MOTYT OBITh
MePEXBAYCHBI [TyTEM MOIKTIOUSHHUs K ITOMY KaOeJio OOBIYHOrO CTApOro MpHHTEpA.
Kpome npuHTepa /1715 nepexBara MOXHO UCIIOb30BaTh BCE UTO YTOJHO, B 3aBUCUMO-
CTU OT TEXHUYECKOU OCHAINEHHOCTH aTaKYIOIIEro.

UreHue JIOKAIBHOTO haiiia TpeOyeT TOMOTHUTEIBHBIX TPABUIT JIOCTYIA B CPABHEHUU
C OTKPBITHEM CETEBOTO MOJKJIIOYEHHS K Apyromy KomibioTtepy. CyliecTByeT 4eTkoe
pasrpaHuYeHHe MeXk Iy JTOKAJIbHOW U CeTeBOi OE30IIaCHOCTBIO U YepTa NPOXOAUT TaMm,
r/ie JaHHbIC UHKATICYJIMPYIOTCS B TAKETHI [JIs1 OTHPABKU Ky1a-1100.

1.1.1 JlokanbHas 6e30nacHOCTb

JlokanpHast 6e30MacHOCTh HAUMHACTCS C (PU3MUIECKOTO OKPYKEHHS TOTO MecTa, TJIe
ycTaHOBJIeH Bain kommbioTep. Y cTaHaBIMBaiTe CBOIO MAIlIMHY B MecTe, Oe30MacHOCTh
KOTOPOTO COOTBETCTBYET Bammm moTpeOGHOCTSIM U OkuaaHusIM. [ TaBHas 3a1a4a Jio-
KaJIbHOM 0e30MacHOCTH — pa3Jie/ieHre MOJIb30BaTeNIel TaKUM 00pa3oM, YTOOBI HU
OJIVIH U3 HUX HEe CMOT KCIOJIb30BaTh MPUBIIIETUH WM UICHTH(DUKAMOHHBIEC TaHHBIE
napyroro. to HanOoJee ooIIee MPaBUIIO, KOTOPOe HEOOXOAUMO COOTIOIATh, U OHO
0COOEHHO KacaeTcs MOJIb30BaTeNsl root, 00IadaloIIero NpUBIISTUsAMI CHCTEMHO-
r0 aJMHUHUCTPATOPa. root MOXeT paboTaTh OT UIMEHH JII0OOT0 APYroro JOKAILHOTO
TMOJTb30BATENS HE BBOJIS €r0 MApOJIsl M YUTATH JOOBIE JIOKAIbHBIE (DATLTBL.

1.1.1.1 MNMaponu

Linux-cucrema He XpaHUT MAPOJIU B TEKCTOBOM BUJIE, CIIOb3YsI JJIS1 UX BATUIALMN
MPOCTOE CPaBHEHUE BBEAEGHHOTO TEKCTa C COXpaHeHHbIM 00pasioM. Eciu Ob1 910 ObI-
JIO TaK, TO BCE aKKAYHTBI CHCTEMBI ObLITN ObI TI0[] yIPO30U MPH MOIYUYESHUH KEM-JTHO00
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JOCTyIa K COOTBETCTBYOLIEMY (paiity. IMEHHO MO3TOMY BCe COXpaHEHHbIE MapoJiu
3ammppoBaHsL, Miepel] CpaBHEHNEM BBEIEHHBIN TEKCT TaKXkKe MI(PyeTcs, TTOCIe Yero
CPaBHUBAIOTCS JBE 3alM(POBAHHBIX CTPOKU. DTOT MeTO OyieT Oosiee Oe30MmacHbM
TOJIBKO B TOM CITy4ae, eciId 3arr(ppOBaHHBIA MMapoJIb He MOXKET OBITh BOCCTAHOBJICH B
OPHUIMHAJIBHYIO TEKCTOBYIO CTPOKY.

DTO IOCTUTAETCS MPU MOMOIIM AJITOPUTMA OCOOOTO POJIa, TaK JKe HA3BIBAEMOTO (120~
PUMMOM € NOMATIHBIM X0O0OM, TIOCKOJIBKY OH pab0TaeT TOJBKO B OJHOM HaIlpaBJICHHH.
3510yMBIIIEHHUK, 3aM0Ty4uB Bari naposbs B 3ammgppoBaHHOM BUJIE, HE CMOXET BOC-
CTaHOBUTb €I'0 UCIOJIB3Y$ STOT AJITOPUTM IIOBTOPHO. BMecTo 3TOro emy npunercs mne-
pebupath BCe BOBMOKHbIE KOMOMHAIIMY CHMBOJIOB JIO T€X IO, TOKA OH HE IMOJYYUT
KOMOHMHAIIMIO, KOTOpAas ocyIe Mg POBaHIs COBINAET C 3aIl(pPOBAHHBIM MAPOJIEM.
[pu muHe mapois B BOCEMb CUMBOJIOB €My MPUIAIETCS mepedpaTh 3HAUUTENbHOE KO-
JIMYECTBO TAKMX KOMOMHAIIHH.

B cemupecsaThIX rojiax MpoILIoro BeKa yTBepkaainoch, YTO JAaHHBIN MeToj Ge3onacHee
IPYTUX, MOCKOJIBKY aITOPUTM padoTajl JOBOJIFHO MEIIEHHO U Ha M poBaHUE OTHO-
ro napoJsi TpeboBaIock HECKONBKO ceKyH[. OHAKO B HACTOsIIEe BPeMsl KOMITbIOTe-
PBI CTAJIN JOCTATOYHO MOIIHBIMY JUTSI MIM(PPOBAHMUS COTEH THICSY WK JaXKe MUJUTHO-
HOB Iaposield B cekyHay. [Toatomy naxe 3ammdpoBaHHbIe APOJIU HE JOJKHBI ObITh
JOCTYIHBI OOBYHOMY TTOJIb30BaTENIO (OOBIYHBIE TIOJIB30BATENN HE JOKHB UMETh 10~
crymna K (aiiny /etc/shadow). Ere 6osee BaHbIM sBJISETCS HEBO3MOKHOCTD yra-
JaTh IAPOJb B CIIydae, eciv (pafisl mapose 1ocTyrieH no omuoke. CienoBaTenbHo,
«ITepeBoj» napoisi Buja «tantalize» B «t@nt@ 11z3» He noBbIIIaeT ypoBHS 6€30MacHO-
CTH.

HepmocrarouHo 3aMeHTh HECKOJIBKUX OYKB B CJIOBE IMMOXOXKUMH Ha HUX ITudpamu (Ha-
nozio6ue 3amnmcy «tantalize» kak «t@nt@ 11z3»). [Tporpammsl, HCIIONIB3YIOIIHE CIOBa-
PH [T B3JIOMA Maposiei, TakKe MOTYT IPOU3BOIUTh TaKKe 3aMeHBbI. ['opa3no ydmmi
Crocod — COCTaBHTh CJIOBO He MMeIoIIee CMbICIIa HY [UIsl Koro, kpome Bac mmaHo, Ha-
NpHMep U3 TIePBBIX OYyKB MpeUIOKEeHNUs WIN Ha3BaHUA KHUTH. Bo3bMeM K npumepy
(pazy o kuure «Mms Po3pr» Ymbepto Ixko - «The Name of the Rose» by Umberto
Eco. B pesysbrare nmonyuurcs ciienytomuii 6eonacHsiii naposib: «TNotRbUE9». Ha-
MIPOTHB, TapoJH Harono6ue «beerbuddy» wmm «jasmine76» MOTYT OBITH JIETKO TTOJIO-
OpaHbl KeM-JIM00, KTO 3HaeT Bac XOTh HEMHOTO.

1.1.1.2 NMpouecc 3arpy3ku

Hacrpoiite cBolo cuctemy Tak, 4ToObl ee Heslb3st ObUIO 3arpy3UTh C AUCKETHI UJIA KOM-
MaKT-AUCKA - OO0 (PU3MUYECKU YIAMB STH YCTPONCTBA, b0 paspenms B BIOS 3a-
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IPY3KY TOJBKO C )KECTKOrO AUCKA M yCTaHOBHB Maposs Ha BIOS. Linux-cucremst
OOBIYHO 3aITyCKAIOTCS TPH IIOMOIIYM CHCTEMHOTO 3arpy34rKa, TO3BOJISIOIIETO Mepe-
JaTh JOTOJHUTENbHBIC TAPAMETPHI 3arpykacMoMy sIApy. 3a0JOKUPYHTE 3Ty BOZMOXK-
HOCTb Il IOCTOPOHHUX, YCTAaHOBUB JIONOJHUTENIBHBIN apoJb B daiiie /boot /
grub/menu. lst (nasa 6, The Boot Loader GRUB (TConepsxkanue)). 310 HE00-
XOJMMO 1151 6€30TIACHOCTH Balllell CHCTEMBI: TOCKOJIBKY SJPO CTapTyeT C MPUBMIIETHS-
MU root, CyIIECTBYET BO3MOXKHOCTb IOJY4YUTh IPUBWIETUU ¥ OOt IIPU CTapTe CUCTE-
MBL.

1.1.1.3 lNpaBa pocrtyna K cannam

OCHOBHBIM MPABIJIOM SIBJISIETCS YCTAHOBKA MAKCUMAJTBHO CTPOTHX MPUBIJICTHI 0O~
CTaTOYHBIX JIJIS1 BBITIOJIHEHUST KOHKpEeTHOM 3ana4un. Harmpumep, HEeT HUKaKoi He00X0-
JMMOCTH HCIIOJIb30BaTh MOJIb30BATENsl rOOt Ui UYTEHUS M OTIPABKH JIEKTPOHHOM
nouthl. JII000# Gar MOYTOBOM MPOrPaMMbl MOKHO HCIIOJI30BATh ISl ATAKH, KOTOpast
OyJeT Npou3Be/eHa C paBaMy JI0CTYIIa STON MporpamMMel. V31105keHHOe BhIIIE TIPaBU-
JIO CBOJIUT K MUHUMYMY [OTEHIIUAbHBII YPOH, HAHECEHHBII CUCTEMe MOI00HON aTa-
KOH.

ITpaBa goctyna ko BceM pailyiaM BXOJISIIUM B COCTAaB AUCTPUOYTHBA OBLTH BBIOpa-
HBI OYEHb TIIATeNbHO. [Ipu ycTaHOBKE OMOHUTEIBHOTO IPOrPaMMHOr0 odecriede-
HUSI WK OpyTruX (ailyioB CUCTEMHBIA aMUHICTPATOP JOJIKEH ObITh OYeHb BHIMATE-
JIeH, 0COOEHHO TIPH YCTaHOBKE OUTOB focTymna. ONBITHRE CHCTEMHBIE aIMAHUCTPA-
TOPBI YIEJISIONIME BHUMaHKEe Oe30MacCHOCTH CHCTEMBI, BCETJa MCIOIB3YIOT O — 1
KOMaH[pl 1 s [T IOJTyYeHUs TOTIOJHUTENILHON nH(popMaIu o daiiax u ooHapyxe-
HUY HEBEPHO 3a[JaHHBIX MpUBIUIernii. HernpaBuIbHO yCTaHOBJICHHBIE OUTHI IOCTYIIA HE
MIPOCTO TIO3BOJISIOT U3MEHSTh WK YIAIATH (pailiiel. MoauduimpoBaHHbIe (aiiibl Mo-
I'yT OBITH BHIIOJHEHBI MTOJIb30BATENIEM YOOt WM, €CITH 3TO KOH(PHUTYparlioHHbIe (haii-
JIBI, TIPOTPaMMa MOKET HCIOIB30BaTh ITU (halliIbl C IPUBHIETUSMH roOOt, YTO 3HA-
YHUTENHHO YBEJIMUMBAET YSA3BUMOCTb CUCTeMBL. [10JOOHBIe aTaku HOCAT Ha3BaHUE "KY-
KYIIKWHO SIAII0", TOCKOJIbKY TIpOrpamMma (sIifiio) BHIMOIHSIETCs (TOSIBSIETCS] HA CBET
U3 CKOPJIYIIbl) Y APYroOro rnojib3oBatesis (MTUIbl), B TOYUHOCTU KaK KYKYLIKA IypauuT
OCTAJIbHBIX NTHII, TOAOPACHIBAsI UM CBOM SIAIIA.

Cucrema BKJIOUaeT B ceOs ainbl permissions, permissions.easy,
permissions.secure M permissions.paranoid, paClioJ0OXEeHHbIE B IU-
pektopuu /et c. D1u dhaisibl HyKHBI TSI 33aHKUsT OCOOBIX IPUBKUJICTUH, TAKUX KaK
paspeleHne BCeM IMOJIb30BaTeNsIM U3MEHATh TUPEKTOPUH U YCTaHOBKA OUTa setuser
ID (mporpammsl ¢ 6utom setuser ID 3amyckaioTcst He ¢ IPUBIIIETHSIMU TTOJIb30Ba-
TeJIs, a C TIPUBIJICTUSIMHY BJIA/IENbIIa TAHHOU MTPOTPAMMBI, B OOJIBIIMHCTE CITyJIacB

BesonacHOCTb U KOHPMAEHLMANbHOCTD



6

UM fBJIsIeTCA root). AAMUHUCTPATOP CUCTEMbI MOKET MCIIOJIb30BaTh (paitn /et c/
permissions.local s yCTAaHOBKH COOCTBEHHBIX HACTPOEK.

UroOsl 33/1aTh KaKKe U3 BBIIIENIePEUNCIICHHBIX (DaliIoB UCIOIB3YIOTCS MPOrpaMMa-
MU KOH(UTYpaIMH JJIs1 yCTAHOBKY OUTOB JOCTYIIA, BRIOSPHUTE MYHKT JIoKaabHas 6e3-
onacHocmyp B ceKIK bezonacrhocmu u noavzoeamenu YaST. [Ins noixydyeHus qomoi-
HUTEJIbHOW MH(pOpMaIu 00paTUTECh K KOMMEHTapusaM /etc/permissions win
CIPaBOYHOMY PYKOBOJCTBY II0 KoMaHJe chmod (man chmod).

1.1.1.4 Barn nepenonHeHus 6ydoepa n CTPoKU
dopmarta

CrnemyeT ObITh 0COOEHHO OCTOPOKHBIM B CIydae, eClId MporpaMmme HeoOXoaumMo oopa-
0aTpIBaTh JaHHBIE, JOCTYITHBIE MMOIH30BATEIIO AJIS1 U3MEHEHUS. DTO MPABUJIO apeco-
BaHO B MEPBYIO0 oUYepeib pa3pabOTUHKY MPOrPaAMMBI, a HE PSJOBBIM MOJIb30BATEISIM.
Pa3paboTumk qosmkeH ObITh YBEPEH, UTO €ro MPUIOKEHUEe KOPPEKTHO 00padaThiBacT
JAHHBIE U HE TIHITAETCS UX COXPAHUTh B YYACTKH MaMATH HEJOCTATOUYHOTO pa3Mepa.
[MomuMoO 3TOTO, MPUIIOKEHUE TOJKHO IPOBEPSATH LIEIOCTHOCTh JAHHBIX, HCIOJIb3YS
onpezeNeHAbIe )Tl 3TUX Iiesiel HHTepgeich.

Ilepenoanenue byghepa MOXET IPOUZOUTH, €CIIH PeaNIbHBIN pa3Mep Oydepa mamsTu
HEe YUUTBIBAETCS [pH 3anucu B Oydep. Bo3mokHa cuTyalus, KOrjia STd JaHHbIe (Co-
3[JaHHBIC TI0JIb30BATEJIEM) HCTIOJIB3YIOT TPEOYIOT OOJIbIIE MAMSITH, YeM €€ JOCTYITHO B
Oydepe. B pe3yibrare mpu HEKOTOPHIX 0OCTOATENBCTBAX BMECTO OOBIYHON 00pabOTKU
BBEJICHHBIX M10JIb30BATENIeM JIAHHBIX MX 4acTh, 3alllCaHHas1 3a npenesisl Oydepa, Mo-
XKET OBITh BHITOJIHEHA. DTO MOKET OBITh UCIIOIBL30BAHO IS BHIIOHEHUS KOJa, 3aJaH-
HOTO IOJIb30BaTeNeM, a He IporpaMmuctom. Takoi 6ar MOKET UMETh OUeHb Cepbe3-
HbIE MTOCJIEJICTBHUS, OCOOEHHO MPY BBITIOJIHEHUH TIPOrPAMM C OCOOBIMU TIPABAMHU JOCTY-
na (cm Pazpmen 1.1.1.3, «IIpaBa goctyna k ¢aitnam» (cTp. 5)).

bazu gpopmama cmpoxu HEMHOTO OTIMYAIOTCS, HO CYTh UX MO-NIPEXKHEMY B TOM, 4TO
BBOJI TI0JIb30BATEJIsI CIOCOOEH BBECTH NPOrpamMMy B 3a0iysxkeHue. B GobImHCTBe
CIIy9JaeB 3TH OIMMOKHA MOTYT OBITh UCIIOIBE30BAHBI TSI IIPOTPaMM, 00JIAJaI0NMMHU 0CO-
ObiMU TTpUBIIerHsIMU —setuid u setgid — TakuM 00pa3oM, TS 3AIMUTHl CHCTEMBI 1
IaHHBIX BBl MOXkeTe OTMEHHTh COOTBETCTBYIOIINE MIPUBIIIETHH [UTs Tiporpamm. [ToBTo-
pUMCs, TIOIMTHKA MPEJOCTABICHUSI HAUMEHBIIIUX BO3MOKHBIX TPUBUJICTUN SBJISAETCS
Hawtyurien (cm. Pazgen 1.1.1.3, «IIpaBa noctyna k daiinmam» (cTp. 5)).

IMockonbky Garu nepenosiHeHust Oydepa u cTpoku popMaTa OTHOCATCS K 00paboTKe
T0JIb30BATEIbCKHX JIAHHBIX, OHU MOTYT OBITh UCIIOIB30BAHBI HE TOJIBKO MOJI30BATE-
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JieM, UMEIOIIIUM JIOKAJIbHBIN JOCTYI. MHOKECTBO N3BECTHBIX OaroB MOKHO OBLIIO BOC-
MIPOM3BECTH KaK JIOKAIBHO, TaK U IO CETH (HaNpuMep, UCHOIb3YsT 0COOBIM 00pa3omM
chopMUpoOBaHHYIO CChUIKY). COOTBETCTBEHHO, Oaru CTpOKU (popMaTa U meperoJTHeHus
Oydepa cremyeT KiIaccuUIMPOBaTh KaK OTHOCSIIMECS U K JIOKAJTBHOW W K CETEBOU
06e30I1aCHOCTH.

1.1.1.5 Bupychl

Bonpeku pacnpocTpaHeHHOMY MHEHHIO, CYIIECTBYIOT BUPYCH paOOTaIOIIHE M0
Linux. OnHako, M3BeCTHbIE BUPYCHI OBUIM HAIIMCAHBI CBOMMH aBTOPaMH B Ka4eCTBe
00Kazamenbcmea KOHuenyuy, 9To TeEXHIKa paboTaeT 1o HazHavyeHuwo. JJo HacTosIme-
r0 BpeMeHH HU OJJVH U3 3THX BUPYCOB He ObLI 0OHApYkKeH B QUKo npupooe.

Bupychl He MOTYT CYIIECTBOBAaTh U PaCIIPOCTPAHATHCS Oe3 CBOEro X03s5IMHA. X035I1-
HOM MOJXET OBITh IIporpaMMa MM BaKHOE XPaHWIUIIE CUCTEMBI, TAKOe KaK OCHOB-
Has 3arpy304Has 3allich, JU1d 3allUCU B KOTOPYIO KO BUpYyca A0JKEH UMETh COOTBET-
CTBYIOIIVIE TPUBHJIETHHX. biiarogapst CBoMM MHOTOITOJIb30BaTEILCKUM BO3MOXKHOCTSIM,
Linux no3BosieT OrpaHU4IUTh AOCTYII HA 3aIUCh K TpeeieHHbIM daiiaM (3To oco-
6eHHO BaxHO 1151 paitnoB cuctemsl). Takum oO6pazoM, eci Bel nMeeTe MpUBHIYUKY
paGOTaTb C MIPUBUJIETUAMUA root, BH YBEJIMYMBACTE IIaHChl CUCTEMBI 6I)ITb 3apaxeH-
HOI1 BupycoM. U HarpoTuB, criefoBaHie YIOMSHYTOMY BBIIIE IIPUHIUITY HAUMEHBIIX
BO3MOJKHBIX HpMBPI.HeFPIﬁ, SHAYUTEJIbHO CHUKACT TaKyI0 BO3MOXKHOCTbD.

Kpowme toro, HuKOr1a He TOPONMUTECH 3aMyCKaTh MPOTPAMMY, CKAYaHHYIO C TIEPBOTO
TOTABINErocsl UHTepHeT-caiita. RPM makeTsl cofepxarh KpUnrorpapuyeckyio moj-
MTUCh, KaK 3HaK TOTO, YTO OHU ObLIM COOpaHbI C JOJDKHBIM BHUMaHeM. Hanmiuue Bu-
PYCOB SIBJISIETCS TUIIMYHBIM MPU3HAKOM TOT'O, YTO aAMUHUCTPATOP WY MOJIb30BATENb
He 00J1aJal0T JOCTATOYHBIMU 3HAHUSIMH O O€30MACHOCTH, TTOCKOJIBKY UM YIIAJIOCh TTO/I-
BEPrHYTh PUCKY CUCTEMY, M3HAYAIBHO CIIPOSKTHPOBAHHYIO C BHICOKMM YPOBHEM 0e3-
OITaCHOCTH.

He cnenyer mytaTh BUpPYCHI C UepBSMU, IPUHAAJIEKAIMMU UCKIIOUUTEIBHO K MUDY
ceteil. OT/IMYME COCTOUT B TOM, YTO YEPBIO HE HYKEH XO3SIMH JUIs1 PACIIPOCTPAHEHHUS.

1.1.2 CeTeBasl 6e30nacHOCTb

CeTteBas 06e30MaCHOCTh BaXKHA JIJIS 3ALUTHI OT aTaK, HCTOYHUK KOTOPBIX HAXOJUTCS 3a
npezesnaMy ceTd. TUIMMYHAS MPoIieypa BXoJa B CUCTEMY, TpeOyoIas Uil aBTOpH3a-
LMY MMEHH TI0JIb30BaTEJIsl U MapoJisi, BCE TaK XKe ABJISIETCS] 00bEKTOM JIOKAIbHOM 0e3-
onacHocTy. B yacTHOM cilyyae yJajJeHHOro BXoJa B CCTEMY C/IEAyeT OTMeuarh J1Ba
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acriekta 6ezomacHocTy. Bee, 4To MpOMCXOAUT 0 BXOJIa B CUCTEMY, OTHOCUTCS K ceTe-
BOU 0€30TaCHOCTH, a BCE, UTO MPOUCXOMT MOCJIe — K JIOKATbHOM.

1.1.2.1 Cucrema X Window u aBTopu3saums B X

Kax ynmomuHaocs B caMOM Hadasle, ceTeBast IPO3paYHOCTb - OJHA U3 LIEHTPATBbHBIX
xapakTepucTuk cucteM cemeiictBa UNIX. X, okonHas cuctema UNIX cucrem, moss-
3yeTcs 3TO COOEHHOCTBIO IS JOCTIKEHNS JOBOJIBHO BHYMMTENbHOTO 3dexTa. C
noMo1bio X a0COMOTHO HECJIOKHO MOAKTIOUUTHCS K yAAICHHOMY KOMIIBIOTEPY U 3a-
MYCTHTB NIPOrpaMmy ¢ rpapuaecknm nHTEpdericoM, KoTopas 3aTeM OyIeT OTIpaBiie-
Ha I10 CeTH ¥ 0ToOpaxxeHa Ha Bamem koMnblioTepe.

Korma kimmenty X tpebyeTcst 0ToOpa3uTh yaaJeHHO UCTIONB3Ys X cepBep, OCIeIHUI
JOJIKEH 3alUIIATh CBOU PECypChl (3KpaH) OT HECAaHKIIMOHMPOBAHHOTO AocTyna. Tou-
Hee, KIIMEeHTCKask IporpaMMa JOJKHA 00JIafaTh CTPOro 3aJaHHBIMU TIPaBaMU JOCTYTIA.
C nomoripio cuctembl X Window 3To MOKET ObITh pean30BaHO ABYMS CIIOCOOAMM:
JOCTYII, OCHOBaHHBIM HA XOCTE WM JIOCTYI, OCHOBaHHBIM Ha cookie. IlepBblii mosara-
ercs Ha [P agpec xocTta, rae 3amyIieHa KJIueHTcKas mporpaMma. s ynpasieHus: um
ucrosb3yercs mporpamma xhost. xhost coxpansier IP agpeca uMeommx qoctTyn K-
€HTOB, B 0a3y IaHHBIX X cepBepa. OmHako mosaratbes Ha IP agpeca ans aBropusa-
VY HEe CIIUIIKOM Oe3omacHo. K mpumepy, eciti Ha KIIMEHTCKOM KOMIIBIOTepe padoTaeTt
ellle OJIMH TMOJIb30BATENb, TO OH TAKXKe MOJYYHT JIOCTYI K X cepBepy — TOYHO TaKxke,
Kak Jo0oH, KTo nprcBouT cede IP sToro kommpiotepa. BeencTpre n3noKeHHBIX BhI-
IIIe HEJIOCTATKOB TOT METO/ He Oy/eT AeTaJbHO OMKMCaH B JAHHOM PYKOBOICTBE, Of1-
Hako BEI MOXxeTe BOCIIONB30BaThCs man xhost JUist MoTydeHus 6ojee mogpoOHON
vHpopmanuu.

B ciyuae ynpasiieHHs JOCTYIIOM IIPY [IOMOLIY cookie, reHepupyeTcsi CTpOKa CHM-
BOJIOB, U3BECTHas TOJBbKO X CepBEpy M aBTOPU30BAHHOMY TOJIb30BATEIO, TIOJOOHO
mo6oi naeHTUhUKAMOHHON KapTe. DTa cookie coxpaHsieTcs rnocie JoruHa B (aii-
Je .Xauthority B JOMalIHeM KaTajlore Moib30BaTeNsd U JOCTYIHA JIoooMy X
KJIMEHTY, JeJIalolleMy BOCIOJb30BaThesl X CEpBEpOM Ul OTOOpakeHus okHa. Paiin
.Xauthority MoXeT ObITb HCCIIE/IOBAH MOJIb30BATENIEM IIPH TIOMOIIH yTHIUTHI
xauth. Ecnu Bel nepeumenyete . Xauthority, wm yaanute 3ToT (aiin u3 Barueit
JOMAIITHEl AUPEKTOPHH, TO OOJIbIIIE HE CMOXKETE OTKPHITh HOBBIX OKOH MM X KJIMEH-
TOB.

SSH (6e3omacHast 060J109Ka) MOKET OBITh UCTIONB30BAHA TSI TIOJHOTO MM POBAHUS
CETEeBOr0 COeJIMHEHHs ¥ IIPO3PavYHON Nepeagpecalin ero X cepeepy, 0e3 BMellaTeb-
CTBa MMOJIb30BaTelIsl B MeXaHn3M ImudpoBanus. Takxke 1o HasbBaeTcs X forwarding.

PykoBoacTteo no 6e3onacHocTm



X forwarding gocturaercsa umuranued X cepBepa Ha CepBEpHON CTOPOHE U YCTa-
HOBKoi1 iepeMerHoit DISPLAY mist 06051049KkY Ha yaaneHHOM KoMItbiotepe. Boubine
urpopmarmu o SSH mMoxHo Haiiti B rnase ['maBa 12, SSH: Bbesonacuas paboma 6
cemu (ctp. 157).

BHUMAHUE

Ecnu Bbl He cumTaeTte 6e30nacHbiM yaaneHHbI KOMMbIOTEP, K KOTOPOMY
nogknioyaeTech, He ucnonbaynte X forwarding. Byoyyv BKNOYEHHbBIM, OH
Nno3BONSET aBTOPU30BaTLCA Mcnonb3ya Bawe SSH coenmHeHuns ona npo-
HUKHOBEHMS Ha Baw X cepsep 1 NPOM3BECTU PasnuyHbie MaHUNynauum
(4TeHne nnu cHUGPGMHT, HaNpuUMep Toro, 4To Bl NneyataeTte Ha knasmaTty-

pe).

1.1.2.2 Baru nepenonHeHus 6ychepa n cTpokun
cdopmarta

Kak ob6cyxnanocs B Paznen 1.1.1.4, «baru nepenosnnenus Oydepa u CTpoku
opmarta» (ctp. 6), 6aru nepenosnHeHus Oydepa U CTpoku opMara J0JKHBI
KJIACCU(PUITUPOBATHCS, KAK UMEIOIINE OTHOIIIEHUE U K JIOKAJIbHOM, U K CETeBOM Oe3-
onacHocty. [TogoOHO TOKaTEHOMY BapUaHTy, IieperoiiHeHre 0ydepa B CETEBBIX MPO-
rpaMMax MpeuMyLIeCTBEHHO MOXET ObITh UCIOIB30BAHO 3TIOYMBIIIIEHHUKOM AJIS 110-
Jy4eHUs IpUBWIeruil root. [laxe eciu 3Ta MOIMbITKA He OyIeT yCIellHa, aTaKyonmi
MOXET UCIIOJIB30BaTh Oar A1 MOJyYeHHs JOCTYNA K HEMPUBUIETMPOBAHHOMY JIOKAJTh-
HOMY aKKayHTY U JJIbHEHIIIero MOUCKa APYTHX ySI3BUMOCTEN, KOTOPBIE BO3MOXHO
MIPUCYTCTBYIOT B CHCTEME.

Hcnonb3oBanue 6aroB nepenoneHust 6ygepa u cTpoku dopmara o ceT — Hanoo-
Jiee 9acTO BCTPEYAlOIascsl pa3HOBIUIHOCTD YAATEHHBIX aTaK. DKCIUIOUTH — MPOrpam-
MbI, UCTIOJIb3YIOIUE BHOBb Haﬁ[LCHHbIE: YA3BUMOCTH — 4aCTO Hy6JII/IKyIOTCH B I1OYTO-
BBIX PACCBUTKAaX IMOCBAMIEHHBIX 6e30macHOCTH. OHU MOTYT OBITh UCTIOTB30BAHBI 1151
MONBITKY MPOHMKHOBEHUS B CUCTEMY 0e3 3HaHMsI OAPOOHOCTEH KOHKPETHOH ysI3BH-
MocTé. ONBIT MHOTHX JIET I0Ka3aJl, UYTO JOCTYIHOCTh KOJIA SKCIUIOUTOB MTOMOTJIA OTle-
PALIMOHHBIM CHUCTEMaM CTaTh OoJiee Oe30MacHBIMU, OUEBUIHO OJIarofapsi TOMy, 4TO
MMEHHO OHU MPHUHYKAAI0T CO3JaTesIell OIepaliOHHBIX CHCTEM HCIIPABIISATH IPOOIEMBI
B CBOMX IporpamMmMax. B cBOOOIHOM MPOrpaMMHOM 00eCTIeYeHUH KaKIbIi, KTO UMEeT
JOOCTYH K UCXOAHBIM KOJaM ( TOCTaBJISIETCS CO BCEMHU JIOCTYITHBIMHU UCXOAHBIMU KOZa-
MH) U KaKAbli, KTO HAal/IET YSA3BUMOCTD M KOJl, €€ SKCILTyaTUPYIOLIUil, MOTYT TIPEJIO-
JKUTD TIATYH IJIs1 KCTIIPABJICHIUS COOTBETCTBYIOIIETO Oara.
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1.1.2.3 OTKa3 B 06¢cnyXxumsaHum

Llensio aTaku THa oTka3 B obcmyxuBannu (DoS) sBisercs 610krpoBaHUe IPOTrpam-
MBI-CepBepa WM BCEH CUCTEMBI, YTO MOKET OBITh JOCTUTHYTO PA3HBIMU ITyTsMH: TO-
BBIIIEHHON HArpy3Koi Ha cepBep, yAep:KaHUEeM €ro B COCTOSTHUU 3aHATOCTH ITyTEM OT-
MPaBKU MAKETOB C MyCOPOM WJIM UCTIOIb30BAaHUEM INEpernoHeHus ero Oydepa. Ya-
I1le BCEro eIMHCTBEHHOM Liesbio DoS ataku sBisteTcs npekparieHne oociyKMBaHU s
cepeepoM. TeM He MeHee, IOCKOJIbKY CEPBEP CTAHOBUTCS HEJOCTYIIHBIM, NOSBIISAETCSA
BO3MOKHOCTb TAK:KE UCIIOJIb30BATh APYTUE BUIBI ATaK: «Uea06ek nocepedure» (Ipo-
cnymmBanue, nepexsaT TCP coenunenus, ciiygunr) u nogmena DNS.

1.1.2.4 «<HenoBeK nocepenuHe»

JioGas ceTeBast aTaka, Ipy KOTOPOW aTaKyOIIUI HAXOJUTCSA MEKAY B3aUMOJCHCTBYIO-
VMK YCTPONCTBAMM, HA3bIBAETCS aTAKOW THIIA «4en08eK nocepedure» (a man-in-the-
middle). O0muM MeskIy HUMH sBJISIETCS TO, YTO JKePTBA aTaKK OOBIYHO HHYETO HE IMO-
no3peBaet. CyIiecTByeT MHOTO BAPHAHTOB — HATIPUMeEp, aTaKYIOIIUA MOKET IMTPUHSTH
3aIpoc Ha COeJJIHEHNE U 3aTeM MepeHanpaBuTh ero aapecary. B pe3ysbrare xepTBa
HerpeTHAMEPEHHO YCTaHABJIMBAET COSIMHEHUE HE C TEM KOMITBIOTEPOM, TIOCKOJIBKY
Jpyrasi CTOpOHa BefieT ceOsl Kak KOMITbIOTep, C KOTOPHIM M3HAYATLHO MPEroiaraioch
CO€EIMHEHNE.

[Ipocreiimas popMa ataky «4enoBeK MocepeIruHe» Ha3bIBaeTcs cHuggep (aTakyio-
IIUH «IIPOCTO» MPOCIIYIIUBAET MPOXOASINN ceTeBol Tpadduk). B kayecTtse Gonee
CJIO’KHOTO BHJIA, aTaKU «YeJIOBEK TMOCepeTMHE» MOXKET MONPOOOBATh MePeXBaTUTh ykKe
YCTaHOBJIEHHOE cOoeIMHeHue (3T0 HasbiBaeTcs hijacking). [l aToro atakymomemy
HEeoOXOMMO HEKOTOpOe BpeMsI aHAJIM3UPOBATH MAKETH HEKOTOPOE BPEMsI, YTOOBI My
yJanoch MpeackKasarth nocienosarenbHocTh ynces TCP npuHapiexanux coearHe-
Huo. Korga arakyionmii okoH4aTenbHO OepeT Ha ceOst poITh LeJIeBOi MAIIUHEL, KepT-
BbI Y3HAIOT 3TO, TIOCKOJIBKY OHH MOJYYaloT COOOIIEHHUE TOBOpsIIliee O MpeKpalieH!H
COEIMHEHUs U3-32 OMMOKH. PaKT CyIeCTBOBAHNS He 3alIUIIICHHBIX OT MepexBara Imy-
TeM IIH(POBAHUS TPOTOKOJIOB (IIPOU3BOSAIINX TOJIBKO OOBIUHYIO ITPOLIEAYPY aBTOPH-
3aIiY TP YCTAHOBJICHUY COSIMHEHNsT) TOJBKO YIIPOINAET 3aJa4y 3JI0yMBIIUICHHUKA.

Cnycpune (spoofing) 3T0 araka rmpu KOTOPOU B MaKeTax MOJAMEHSIOTCS IePBOHAYAITb-
Hble 1aHHbIe, 00bIyHO IP anpec. HanGosiee akTvBHBIE (DOPMBI aTAKH MMOJIAraloTCs Ha
PacChUIKY TaKUX MOAJEIbHBIX MaKeTOB (Ha Linux-MalimHe, T0 MOXET ObITh C/IeJIaHO
TOJIBKO CyNeprnojib3oBaresieM (root)).

PykoBoacTtBo no 6e30nacHoCTM



MHorue U3 ynomMsaHyThIX aTak MCHOJb3yloTcs B couetanuu ¢ DoS. Eciu atakyrommii
BUIWT BO3MOKHOCTb BHE3AITHO TTOJIOKHTh ONPEAEIeHHbBIN XOCT, Jake Ha KOPOTKHUI
MPOMEXYTOK BPEMEHH, 3TO MOKET IIOMOYb €My B IPOBEJCHIM aKTUBHOM aTaky, T.K.
3TOT XOCT He OyZieT BMeIMBaThcs B TpaMK HEKOTOPOE BpeMsl.

1.1.2.5 NMNoaomeHa DNS

IMoamena DNS (Taxxe Ha3piBaeMast aTakoil KaMMHCKOro) Npou3BOAUTCS IyTeM Mo-
BpEXKJCHMS IeJTIOCTHOCTH AaHHBIX B Kemme DNS cepsepa. Oteeuas Ha 3anpocst DNS
cepBepa NOAMEHEHHBIMU ITAKETAMU, MOXKHO 3aCTABUTh €r0 MOCJaTh ONpPe/IC/ICHHbIE
JaHHBIE KepTBe, KOTopas 3alpalirvBaeT MHGOpMaLKIo ¢ 3Toro cepsepa. MHuorue us
CEepBEPOB JIOBEPSIIOT APYTUM XOCTaM, OCHOBbIBasICh Ha UMeHax wu IP agpecax. Ata-
KyIOIeMy HeoOXOIUMBI 3HAHUS O CTPYKTYpe AOBEPHUTEIBHBIX OTHOIIEHUN MEXIy XO-
CTaMHu, JUTsI TOTO, YTOOBI 3aMaCKUPOBAThCS 1O aBTOPUTETHBIN XocT. OOBIYHO JUIs 110-
JIy4deHus 3Toi MH(pOpMaLIMY aHAIM3UPYIOTCS HEKOTOPBIE NTAKEThl, OJTyUYEHHBIE OT CEp-
Bepa. [ToMumo 3TOro, aTaKylomeMy 4acto HeoOXOANMa XOPOIIO CTUIAHUPOBaHHAS 110
Bpemenu DoS aTtaka Ha cepBep uMeH. [{J1s1 32U TH UCHOIb3YiTE 3amr(pOBaHHBIE CO-
€/IMHEHMUsI C ITPOBEPKOY MOUIMHHOCTU XOCTa, K KOTOPOMY IPOUCXOAUT MOAKIIOUYEHHE.

1.1.2.6 Yepsu

HecMmoTpst Ha oueBHAHYIO pa3HUILY, YepBel YacTo MyTaloT ¢ BUpycaMu. B otimyue ot
BUpYCa, YepBIO IJIs1 pACIIPOCTPaHEeHNUs He TpeOyeTCs 3apakeHre HaXosIIeiicst Ha XO-
cre mporpamMmsl. OHY CIIENMATIM3UPYIOTCSI HA MAKCUMaJILHO OBICTPOM pacIipocTpaHe-
HUM B CETEBBIX CTPYKTYypax. YepBu mpouuioro, Takue kak Ramen, Lion u Adore uc-
TIOJIb30BAJIM M3BECTHBIE JABIPHI O€30MIACHOCTH CEPBEPHBIX MTPOrpaMM, TakMX Kak bind8
u lprNG. 3ammTuTECS OT YepBell OTHOCUTENBHO JIeTko. [1py ycmoBuu 9to Mexmy 06-
HapykeHHeM MpoOsieMbl B G€3011aCHOCTH 1 MOMEHTOM, KOT/ia YepBb JOCTUTHeT Ba-
IIIETO CepBepa, IOJKHO MPOUTH HEKOTOPOE BPeMsl, IAHCH TIOTyYUTh OOHOBIICHHYIO
BEPCHIO IIPOrpaMMBI IO 3TOTO MOMEHTA BecbMa BBICOKH. [103TOMy BaskHO peryJisipHO
YCTaHABIMBATH OOHOBJIEHHS OE30IIaCHOCTH.

1.2 O6LLme coBeTbl U XUTPOCTU
6e3onacHoCTH

Jnst cobmoaenus 6e30MacHOCTH BakHO MPUIEPKUBATbCS ONPEJEIeHHBIX MPaBUI.
Crety1oIuii CIIMCOK MPaBUIJI MOKET OBITH B3ST 32 OCHOBY:

BesonacHoCTb 1 KOHPMAOEHLMANBHOCTD
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¢ IIpuHuMaiiTe ¥ yCTaHABIMBAKTE MMAKETHI, COAEPKAIINE OOHOBICHUS OE30MaCHOCTH

MaKCHUMaJIbHO 6bICTp0.

» CrnieuTe 3a TIOCNIEIHUMHU TIpoOIeMamMu Oe30TIaCHOCTH:

* opensuse-security-announcel@opensuse.org 3TO NOYTOBAA
pacceiika SUSE mocBsimenHast HOBOCTSIM G€30MaCHOCTH. DTOT UCTOYHUK
MpejjiaracT 13 MepBbiX pyK UH(POpMAIMI0 00 OOHOBJICHUSX MTAKETOB U HO-
BBIX YUACTHHKAX KOMaH/IbI O€30IIACHOCTH M3 YMCIIa AKTUBHBIX KOHTPUOBIO-
TopoB. Ha 3Ty pacceuiky Bel MoxeTe noanucatbcs Ha crpanuie http://
en.opensuse.org/Communicate/Mailinglists.

¢ Bronnerenp 6e3onacHoctrt SUSE fmocTyreH B BUe HOBOCTHOM JIeH-
THI IO apecy http://www.novell.com/linux/security/
suse_security.xml.

* bugtrag@securityfocus.com oAHa U3 CaMbIX U3BECTHBIX PACCBLIIOK
MOCBSINEHHBIX 0E€30MaCHOCTU. PeKoMeH 1yeTcs CIeIUTh 3a 3TOW PacChUIKOM, B
KOTOpYyIo mpuxomut ot 15 1o 20 coobmienuii B aeHb. [TogpodHee 0 Helt MOKHO
Y3HaTh 371ech http://www.securityfocus.com.

OO6cyxnaiite moObIe HHTEpecyolre Bac mpobiemMbl 6e30MacHOCTH B HAIIeH pac-
CBUIKE opensuse—-security@opensuse.org.

CoriacHO NMpaBWJIy MCIOJIb30BaHKUsI HANMEHBITNX HEOOXOMUMBIX ISl pabOTHI IpaB
JOCTyIa, u30eraiTe BHIMOJHEHHSI CBOMX €XEIHEBHBIX 3a/1a4 OT MOJIb30BaTe s
root. DTo yMeHbIIAET PUCK TONYyIEHNS «KYKYIIKUHOTO SNIa» WA BUPyca U 3a-
maer Bac ot Bammx coOCTBEHHBIX OIIMOOK.

[To BO3BMOKHOCTH BCEr/a UCHOIB3YyiTe 3am(poBaHHOE COSIUHEHUE IJIsT paOOTHI
Ha yzaaneHHoil mamvae. Micnonb3oBanue ssh (secure shell) B kauecTBe 3aMeHbI
telnet, ftp, rsh,u rlogin AOKHO CTaTh MOBCEIHEBHOM npaKTMKOﬁ.

N3z6erarite METOO0B ayTeHTI/Iq)I/IKaI_[I/II/I OCHOBAHHBIX UCKJIIOUUTEJIbHO Ha IP aapecax.

[TeITaiiTecs cogepkaTh B aKTyalbHOM COCTOSIHUM CAMBIC BAKHBIE TTAKETHI CUCTeE-

MBI, OTHOCSIIIIAECS K CETU U MOIUIIUTECh HA COOTBETCTBYIOIIME PACCHUTKYU Oe3-
OIACHOCTH, YTOOBI IOJTyYaTh YBEIOMJICHHUsI O HOBBIX BEPCHsAX 9THX Mporpamm (bind,
postfix, ssh, etc.) 1o xe KacaeTcs mporpamMm, OTHOCSIIMXCS K JIOKAJIbHOH Ge3omac-
HOCTH.
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Nsmenure ¢aiin /etc/permissions I ONTUMU3ALMY [TPaB IOCTYMA K Cy-
IIeCTBEHHBIM 151 Oe3omacHocTH Bameli cuctemsl daitnam. Eciu Bor ynanure y
HporpamMMsl OUT setuid BIIOJIHE MOXET OKa3aThCsl, YTO OHA He CMOXKET paboTaTh
TaK, Kak 3agymaHo. C Ipyroil CTOpOHBI B OOJBIIIMHCTBE CIIyYaeB TaKasl MporpamMmma
JOJDKHA CUMTATHCS MOTEHIMATBHOM MPoOIeMOoi 7151 6€301aCHOCTH. DTO MPABIIIO
TaKXe MPUMEHUMO K JOCTYITHBIM JJIs1 BCEX Ha 3aIUCh TUPEKTOPUAM U (hailmam.

3anpeTute aOCOMOTHO BCE CETEBBIE CEPBICH, KOTOPHIE HE SIBISIOTCS HEOOXOAUMBI-
MU 17151 paboThl Baitiero cepsepa. 910 caenaer Bariy cucteMy MeHee ysI3BUMOM.
OTKpHITHE TOPTH ¢ cokeTamu B cTatyce LISTEN, MoxHO 0OHapyKUTh Iporpam-
Moil net stat. Uro Kacaercst onuui, peKOMeHAyeTCsl UCNOJb30BaTh net stat —
ap WM netstat —anp. Onuus —p No3BOJISAET Y3HATh, KAKOW MPOLIECC 3aHUMAET
MOPT TOJ] KAKUM UMEHEM.

CpaBHUBaiiTe pe3yJbTaThl net stat ¢ pe3yabTaTamMy paboThl BHEIIHETO CKaHepa
nopToB.. [IJis 3TOro NpekpacHo NoAoiaeT nmap, KOTopas He TOJIbKO IPOBEPUT MOp-
THl Batiero koMnsliotepa, a Takxke caeaeT HeKOTOPhIe 3aK/II0UeHHs O CITyk0ax, Ko-
TOpBIE X UCHOJIB3YIOT. OHAKO CKAHMPOBAHKE ITOPTOB MOXET OBITh MHTEPITPETHPO-
BAHO KaK aKT arpeccyy, I03TOMY He IIPOU3BOJMTE ero 6e3 BeoMa aAMUHUCTpaTopa
cucteMbl. M HakoHell IOMHUTE, YTO BaKHO CKaHUPOBATh He TOIbKO TCP moptsl, HO
u UDP noptsl (onmmu —s S u —sU).

J1Jis HaIe’KHOTO KOHTPOJISI LIEIOCTHOCTH (paiiioB Barieli cucteMbl UCTIONb3yiTe
nporpammy AIDE (Advanced Intrusion Detection Environment), moctymayio B . Bo
u3bexaHue noanenky 3amudpyite coznannyio AIDE 6a3y nanusix. Bosee toro,
XpaHUTE Pe3epBHYI0 KOMHMIO 3TOH 0a3bl JAHHBIX MOAANBINE OT CBOETO KOMITBIOTEpa,
Ha BHEIIHEM HEJJOCTYITHOM IO CEeTH HOCHTEIIE.

ByabTe BHUMATEIbHBI TIPH YCTAHOBKE CTOPOHHETO MPOrpaMMHOI0 00eCeueHus,
N3BecTHEH cityvail, KOra Xakep BCTPOWI TPOSIHCKOTO KOHSI B apXMB MaKeTa ¢ mpo-
rpaMMOM, K CUACTBIO 3TO OBICTPO OOHAPYKWIH. Y CTaHABIMBalTe OMHAPHBIC MTAKEThI
TOJIBKO B Cliydae eciii y Bac HeT COMHeHUi B caiite ¢ KOTOporo Bel ux ckavam.

RPM naketst SUSE noamucanst gpg. Koy, ncnonp3oBannsii SUSE s moanmicu:
ID:9C800ACA 2000-10-19 SUSE Package Signing Key <build@suse.de>

Key fingerprint = 79C1 79B2 E1C8 20C1 890F 9994 A84E DAE8 9C80 OACA

Komanpma rpm ——checksig package. rpm noka3bBaeT BEpPHA JIU KOHTPOJIb-
Hasi CyMMa ¥ TIOAIVCh MaKeTa, KOTOpbIid Bel coOupaeTech yCTaHOBUTH. Bbl MoXkeTe
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HaiTy Kimou Ha nepeoM CD auctpuOyTrBa 1 Ha GOJIBIIMHCTBE CEPBEPOB KIII0YEH M0
BCEMY MUpY.

* PerymnsapHo npoBepsiiiTe GeKaribl MOJIb30BaTEILCKUX U CUCTEMHBIX (paiiyioB. YurtuTe,
4T0 ecyii BH He mpoBepuTe paboTOCIIOCOOHOCTh IPOU3BEICHHOTO OeKaria, OH MO-
JKET OKa3aThCsl OECIIONIE3HBIM B KPUTUIECKON CUTYAIIUH.

® HpOBCpHﬁTC JIoru. HpI/I BO3MOXKHOCTH HAIMIIUTE HEOOJIBIION CKPHUIIT AJI TIOUCKa
IO JO3PUTEJIbHBIX 3amuceil. Bo3MoOXHO 3TO He Takas YK IIpoCTad 3agava. B koH1e
KOHIIOB, TOJIbBKO Bam N3BECTHO, KAKUE 3aIUCU MOJO3PUTEJIbHDBI, 4 KAKUE - HET.

* Hcnonwsyiite t cp_wrapper ISl OrpaHUYEHHS TOCTYNa K ONpeIe/IeHHbIM CITy K-
6am Bamei mamvnbl 1 ynipaByieHus [P aipecamu, KOTOpBIM pa3pemeHo MoIKIo-
YeHHe K KOHKpeTHbIM citysk0am. 11 moapobHoi nHpopMaium o tcp_wrapper
00OpaTUTECh K CIIPAaBOYHOMY PyKOBOJICTBY 1o tcpd u hosts_access (man 8 tcpd,
man hosts_access).

* HUcnonwsyiite SuSEfirewall s ycunenus: 6e3onacHoCTH odecrieunBaeMoit t cpd
(tcp_wrapper).

» Co3paBaiiTe CBOM Mepbl Oe30MACHOCTH TaK, YTOOBI OHU OBUTH N30BITOYHBIMU: COO0-
IIEHKE, BHIBOAMMOE IBAK/IBI, JIyUIIlEe, YeM OTCYTCTBHE COOOIIEHHUS BOOOIIIE.

* Ecnum Bol ucnionb3yeTe rudepHaIMIo ¢ COXpaHeHUEeM Ha IUCK, PACCMOTPHUTE BO3-
MOKHOCTb IppoBaHus haiiia ruOepHalMK ¢ TIOMOIIIBIO CKpunTa configure—
suspend-encryption.sh. DTa nporpaMmma co3iaeT K04, KONUPYET ero B
/etc/suspend.key uu3MeHsieT /etc/suspend. conf mis mmgpoBaHus
(haiina rubepHaIyy.

1.3 Ucnonb3oBaHune LleHTpanbHOro
appeca gnsi coobLL.eHnn o
6e3onacHocTn

Eciu Bot o6HapyxuTe mpodeMy CBsI3aHHYI0 ¢ 6€30MacHOCThI0 (MOXATyHCTa, CHaYaIa
MpOBEpbTE HAJIMUKE OOHOBJICHUH JIsl COOTBETCTBYIOMIETO MAKETa), HAMMUIIATE UMEHIT
security@suse.de. [loxkanyiicTa, BKJIIOYUTE MOAPOOHOE ONMCAHKE npo6ﬂeMbl

1 HoMep BepcuM cooTBeTcTBymoIIero nakera. SUSE npumner Bam oTBET HACTOIBKO
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security@suse.de

OBICTPO, HACKOJIBKO 3TO BO3MOKHO. MBI peKOMeHIyeM IU(pPOBATh COOOLIEHHUS NPU
nomouu pgp. Pgp kmou SUSE:

ID:3D25D3D9 1999-03-06 SUSE Security Team <security@suse.de>
Key fingerprint = 73 5F 2E 99 DF DB 94 C4 8F 5A A3 AE AF 22 F2 D5

DTOT KJ0Y TaKKe TOCTYIEH IS 3arpy3KH 1o ajipecy http://www.suse.com/
support/security/contact.html.
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ABTOpU3aL NS C MOMOLLLbIO
PAM

[Tpu aBTOpU3aumu Linux ucnonszyer PAM (pluggable authentication modules - moj-
KJI0YaeMble MO/ aBTOPHU3ALIMY) B KAYeCTBE IMPOCIOMKY ME:X/Ly M0JIb30BaTe/IeM

1 npuioxenreM. Moaym PAM pocTynHs! 17151 Bcell CHCTEMBI, [TOSTOMY OHH MOTYT
OBITD 3aIPOIIEHBI JIOOBIM MPUJIOKEHUEM. DTa IJIaBa ONMUCHBAET MEXaHU3M PaboOThl U
HACTPOIKY MOAYJIEN aBTOPU3ALIMY.

2.1 Yto Takoe PAM?

CHCTeMHBIM aJIMUHUCTPATOPAaM H ITPOrpaMMHUCTaM YacTo TpeOyeTcsl OrpaHuIUTh J0-
CTYIT K HEKOTOPHIM YACTsIM CUCTEMbI W/ (DYHKITHAM KOHKPETHOTO MpuioxkeHusi. Ec-
7 Ob1 He ObUT0 PAM, NpuiioxkeHus: HeoOX0IUMO ObLIO OBl aJalITHPOBATh K KaXkKJIOMY
HOBOMY MexaHu3my aBTopuzauuu: LDAP, Samba, Kerberos. Takas agantanus takxe
TpeboBasiach Obl TIPH MOSBJIEHUH JIOOOTO JAPYroro MeXaHUu3Ma aBTOpU3aIiK. JTa Mpo-
Heaypa TpedyeT 3HaUMTeIbHBIX BPEMEHHbBIX PECYpCOB U MOjIBEepKeHa ommokam. Exaun-
CTBEHHBIN MyTh JJI1 YCTPAHEHUS STUX HEJOCTATKOB - BBIJICIUTh aBTOPU3AITUOHHBIN
MEXaHU3M U3 MPUIOKEHHSI U IeJIeTUPOBATH ABTOPU3AIINIO IIEHTPATU30BAHHO YIIPaB-
JisseMbIM MojtyJ1siM. Tlociie 3Toro, mpy HEOOXOIUMOCTH MCIIOJIb30BaTh HOBYIO CXEMY
ayTeHTU(UKAIUY, ee JOCTATOYHO aJIaNTHPOBATh WM HATIMCATh MOAXOIAIINN MOOYNb
PAM 1114 3TOM CXEMBIL.

Kounnemnuusa PAM Bxio4aer B ceOs:

* Mooyau PAM, KOTOpbIe TIPEACTABIISIIOT cOO0N HAOOp pa3ieaseMbIX OUOIMOTEK TSI
HCIIOJIb30BAHUS OIpe/Ie/IEeHHBIMUA MEXaHM3MAMU aBTOPHU3ALHH.

AsTOpmn3aums ¢ nomowbio PAM
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* Cmex modyeli ¢ ofHUM U 6osiee Moaynsimu PAM.

* Cayxcoy PAM, kotopoii TpebyeTcst aBTOpHU3alvsl C UCIIOJIb30BaHUEM MOJIyJIer
PAM wunum creka moaysieii. Kak nmpaBuiio, B KauecTBe UMEHH CITy:KObl HCIIOJb3YeTCs
MMsI COOTBETCTBYIOIIETO MPUJIOKEHHS - HAIIpuMep, Login mmm su. UM cimyxOsl
other 3ape3epBUPOBAHO AJIA MPABUJI ITO YMOJIYAHUIO.

* Apzymenmol MOOY.A5l, C TIOMOIIBIO KOTOPBIX MOKHO YIPABJIATh BHIIOJHEHHEM KOH-
KpetHOro Momyiss PAM.

* MexaHu3M, ONpeeSIONINN pe3y.1bmam BbIIIOJTHEHUsI KOHKpeTHOro Moayist PAM.
[TonoxuTenpHBIN pe3ysIbTaT IPUBOAUT K BHITOJHEHUIO ClIeAyomiero Mmoayis PAM.
Crioco6 06pabOTKH OTPULIATENILHOTO 3HAYCHHSI 3aBUCHUT OT KOH(UTYpaLUK: OT «HE
BaXXHO, MPOJIOJIKUTH» JIO «IIPEKPATUTh HEMEJIEHHO» M TIPOMEXYTOUHBIX 3HAUSHUH.

2.2 CtpyKTtypa dbavna
KoHdpurypauum PAM

Ectp 1Ba criocoba koudurypammu PAM:

Kondurypanms ¢ ncnonp3zoBanuem ogHoro daitna (/etc/pam. conf)
Hacrpoiiku kaxaoi ciryxObl XpaHsTes B /et c/pam. conf. OpHako, U3 coob-
paXeHU COMPOBOXKAEHNA U 103a0INTH, JaHHAA CXeMa KOH(UTYpauy He Uc-
MOJIb3YETCS B .

Kongurypanus ¢ ucnons3oBanueM qupekTopu (/etc/pam.d/)
Kaxmas cnyx6a (wiu mporpaMma), KOTOpast UCIob3yeT Mexanusm PAM, xpauut
CBOI1 (haiiyT HaCTpoeK B AupeKTopuy /etc/pam.d/. Hanpumep, cayxba sshd
Haxoautcs B ailie /etc/pam.d/sshd.

Daiinel B /etc/pam.d/ onpepensaioT moayau PAM ucnosib3yeMble A7 aBTOpU3a-
1mn. Kaxapiid (haiin COCTOUT U3 CTPOK, ONPEAeISAIONINX CIy )0y U Kakaas CTPOKa CO-
JEePXKUT JO YETHIPEX KOMIIOHEHTOB:

TYPE
CONTROL
MODULE_PATH
MODULE_ARGS
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ITU KOMITOHEHTHI UMEIOT CliefyIolee 3HaueH1e:

TYPE
Onpenensier Tvn ¢y x0bl. Moy PAM o6pabatsiBaioTcst Kak cTeku. Pazmnd-
HBI€ TUITbl MOJLYJIEH MCHIOJB3YIOTCS JUIs pa3HbIX 1eneil. Hampumep oqun Moayiib
MIPOM3BOJUT IIPOBEPKY MapoJisi, BTOPOil - pa3MellleHHs], C KOTOPOTo 3arpoLIeH J10-
CTYI, U €Ille OJIMH CYUTHIBAET OTHOCSIIMECS K MOJIb30BaTEII0 HACTpoiiku. PAM
M3BECTHO O YETHIPEX Pa3IMYHbIX TUIAX MOJLYJIei:

auth
[TpoBepsieT NOATMHHOCTD TIOJIb30BaTENA, OOBIYHO 3arpaivBas naposs. OnaHa-
KO TSI 9TOTO TaKke MOKHO UCIOIB30BaTh KAPTY-KJIIOY WM OMOMETPHUECKIE
JaHHBIE (HAPUMEp CKaHUPOBAHUE OTIIEYATKOB MAIBIEB WIN PaLyKHOH 000-
JIOUKH IJj1a3a).

account
Monynu 3TOro THma MpoBepsIioT, €CTh JIW y TIOJIb30BaTeNs 0OIe IPUBUIIe-
TUU 1151 IOCTYTIA K 3allpalluBaeMoi ciryxoe. Hanpumep, mono6Has nmpoBepka
JIOJI’KHA BBITIONHSITCS /IS 3aIpeTa BXOJa B CUCTEMY IOJIb30BaTeNel C UCTEK-
1M CPOKOM JIEHCTBUS aKKayHTa.

password
enpio 1aHHOTO THIA MOJYJIeH SIBJISIETCS pa3pellieHre Ha U3MEHEHUE aBTOPU-
3aI[IOHHOTO TOKEHA. B GOJIBINMHCTBE CITyYaeB UM SIBJISIETCSI IAPOJIb.

session
Mopmynu 3TOro THMa OTBEYAIOT 32 yIpaBIeHre 1 KOH(PUTYPAIHIO TOJIh30Ba-
TEJILCKUX ceccuil. OHM 3aIyCKaloTCsl 10 aBTOPU3AIIMY U TIOCIIe Hee IS y4e-
Ta MOMBITOK BXOJ]a B CUCTEMY M KOH(PUTyparyy MoIb30BaTeIbCKOTO OKPYKe-
HUS (MIOYTOBBIX AKKAYHTOB, IOMAIIHUX AUPEKTOPUH, OTPAaHUUEHUNA CUCTEMBI
U T.J.)

CONTROL
Vnpagisier noeaeHrieM PAM mony:s. s Kaxkaoro u3 Moaysied BO3MOXHBI
cnenyomue (paru yrnpapieHus:

required

Mopysib ¢ 5TUM (hJ1aroM JOJIKEH ObITh YCIEHNIHO 00paboTaH AJ1s MPOAOJIKe-
HIISI aBTOpU3anuu. B cirydae oTkasza moayis ¢ piarom required obpaba-
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TBIBAIOTCS OCTAJIbHBIE MOAYJIN C 9TUM q)HaFOM M TOJIBKO ITOCJIE 3TOI'O I10JIb30-
BaTeJIb MOJy4YaeT COO6H.[6HI/Ie (0] HCy,Ha‘lHOﬁ TMOMBbITKE aBTOPU3ALIAN.

requisite
MopayJu ¢ 3TuM (p1arom Toxke JTOJKHBI ObITh 00paOOTaHbI YCIIEIIHO, TAK Ke
Kak y Montysiu ¢ piiarom required. OfHaKo B cilydae Hey1aul MOIYJIb C
9TUM (pJ1aroM HeMeAJICHHO COOOIIAET MOJIb30BaTeN0 00 OTKa3e, U OCTaIbHbIC
MOJYJIA He BBITIOJHSIOTCS. B cilydae ycrexa npyrve Moaysiu oOpadaThiBaioT-
sl TIOC/IeIOBaTeNbHO, TaK JKe KakK U B cilyyae Mofayen ¢ gjiarom required.
®nar requisite MOXeT ObITh UCIIOJL30BAH JIJIs1 OA30BOM MPOBEPKU HAJIU-
YK ONpeieIeHHbIX YCIOBUI HEOOXOUMBIX /11 KOPPEKTHOM aBTOPU3ALIUY.

sufficient
IMocne ycnermHoro 3aBepiieHus paboThl MOAYJIS ¢ STHM (pIaroM, 3arpoCHB-
I11ee aBTOPU3ALMIO PUIOKEHUE MoTyJyaeT HeMeAJIeHHOe cooOlIeH e 00 ycre-
Xe ¥ JanpHedmas o0paboTka MOIyIel peKpalaeTcs, py YCJIOBHH, UTO BCe
MpepIAyIre MOIYIU ¢ pjiaroM required BhINOIHEHH ycnemHo. OTka3
Monyns ¢ piarom suf ficient He UMeeT NPSMBIX MOCIECTBUII - Bce TO-
CJIe/IyIoIIre MOIYJIU BHITIONHSIOTCA B OOBIYHOM TIOPSIJIKE.

optional
YcnenrHoe BHITOJHEHUE WM OTKa3 MOJYJISL C 3TUM (piaroM He UMeeT Mpsi-
MBIX HOCJIC/ICTBHI. DTO MOXKET ObITh TIOJIE3HO JJIsI MOZLYJIeH, KOTOpbIE ITPOCTO
0oTOOpaXaloT yBeIoMJIeHHe (HarpuMep, YBeJOMIISIIOT MOJIb30BaTelsi O HOBOM
COOOIIEHUH), He TIPeIPUHAMAsT HUKAKKUX JalbHEeHIINX NeCTBHUM.

include
ITpu ycranoBke 3Toro ¢mara ¢aiii, yka3aHHBIN B KAYeCTBE apryMeHTa, BCTaB-
JISIETCS B JAHHOE MECTO.

MODULE_PATH
Conepsxwut monmHoe uMsl (aiina moxyist PAM. Ero He TpeGyeTcst yKa3sBaTh sIB-
HO, €CJI1 MOJYJIb HaXOAUTCA B AUPEKTOPUH 110 yMOJIYaHuo /1ib/security
(s 64-6uTHBIX TWIAT(OPM, IOAAEPKUBACMBIX , B IUpEKTOpUH /1ib64/
security).

MODULE_ARGS
Conep:XuT pa3eieHHbII MpoOeIaMul CIICOK OIIIUH IS YIIPaBICHUST MOLYJIEM
PAM, Takue kak debug (BKJIOYaeT oTaaaKy) i nullok (IMO3BOJISIET UCTIONb-
30BaTh IyCThIE NAPOJIN).
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Kpome 3toro, cymecTByloT riodaibHbie (paiibl HacTpoek it Moaysiei PAM B iu-
pekTopuu /etc/security, KOTOpbIe ONPeessioT TOYHOE IOBEAEHUE STUX MOLY-
Jielt (puMepamu sBJstioTes ainibl pam_env.conf u time. conf). Kaxnoe npu-
JIOKEHHUE, KOTOPOe UCTIOIb3yeT MOy ib PAM, B 1efCTBUTEILHOCTH BhI3bIBAET HEKO-
Topbiit Habop pyHkuuit PAM, kotopbie 00pabaThiBaioT HH(GOPMALIHIO B Pa3INYHbIX
(paiinax KoHUTrypalMK 1 BO3BPAILAIOT PE3YJIbTAT 3aIPOCUBIIEMY €ro NPUIOKEHHUIO.

Jnst obnerdeHns co3iaHus 1 MoAAepXKKU Moayieii PAM, 6bumi co3pans! o01ye fe-
onTHbIE (hailyibl KOHUTYpalUKY AJIs1 TUIOB MoayJieil auth, account, password
u session. OHu u3BneueHsl U3 KoHGUrypauun PAM a1 KaxI0ro NpuioKeHus.
OO6HOBIeHNS IT100aIBHBIX MOAyJIel KoHduryparmu PAM B common—* pacnpocTpa-
HAIOTCS TaKUM 00pa3oM Ha (aiisel koHduryparmm PAM, n anMuHICTpaTOpy He Tpe-
OyeTcst OOHOBJIATH KX A paiin koHpurypauun PAM 1o oTaenbHOCTH.

I'noGanbHble (haitnbl KoHpurypamu PAM o6ciykUBaOTCS ¢ TOMOIIBIO YTUIATHI
pam-config. DTa yTWINTA aBTOMATUYECKH JOOABISET HOBbIE MOIYJIA B KOH(UTY-
paLuio, U3MeHsAA KOH(PUTypaLHio CyLIECTBYIOLIMX MOLYJIel WM yJalseT MOAy/ I (WK
OIMMK) U3 KOH(pUTyparwy. PydHble i3MeHeHUs TIpy 00CTyKUBAHUHN KOH(PUTYpaLTim
PAM cBeneHsl K MUHUMYMY WIH He TpeOyIoTCs BOBCE.

3AMEYAHUE: CmeluaHHble 64-6UTHbIe U 32-6UTHbIe UHCTANNALUN

Mpw ncnonb3oBaHM 64-6UTHON ONEPaLMOHHON CUCTEMbI BO3MOXHO TakXe
BK/IIOYaTb OKPYXeHWe ons 3anycka 32-6uTHbIX NpunoxeHuii. B atom cny-
yae ybenutecb, 4To Bbl ycTaHoBunm obe Bepcun PAM mooyneii.

2.3 KoHdourypauumsa sshd c
ucnonb3osaHuem PAM

B kauectBe npumepa paccmorpuM KoHpuryparmio PAM s sshd:
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Tpumep 2.1 Konugpueypayus PAM oas sshd (/etc/pam.d/sshd)

#SPAM-1.0 o
auth requisite pam_nologin.so (2]
auth include common-auth ©

account requisite pam_nologin.so (2]
account include common-account ©
password include common-password (3]
session required pam_loginuid.so (4]
session include common-session ©

©  OObBABIISIET BEPCHIO 3TOTO KOH(pUTryparioHHoro (aiiia - PAM 1.0. 3o npocto
COIJIalleHHe, HO ero MOKHO MCIIOJIb30BaTh B OyyIlieM JUisi IPOBEPKH BEPCUH.

®  IlIposepser, cymectByeT M /etc/nologin. Ecim ga - JIOTMH pa3pelleH TOJb-
KO TOJIb30BATEINI0 rOOt.

®  Ccputaercs Ha KOH(PUrypauMOHHbIe (Dailiibl YETHIPEX TUIIOB MOJYJIEH: Ccommon—
auth, common-account, common-password u common-session.
Otu yetwipe paiina cogepxar aedoNTHbIE HACTPOWKY IS KaXKIOTO THUIA MOJTY-
9.

O  VcranaBmuBaeT aTpuOyT uid AJIS Mporiecca, KOTOPHIA MPOIIIET aBTOPHU3ALIHIO.

Bxumouast 3tu ¢pafiirel BMecTO 100aBIIEHIS KakJOro MOAYJIS IO OTAEIBHOCTH B COOT-
BETCTBYIOIIYIO KOH(puUrypaumio PAM, Bbl aBTOMaTi4yecky MoJrydaere OOHOBIISIEMYIO
KoH(purypauuio PAM B ciydae, eClii aJMUHUCTPATOP CMEHUT JehOJITHbIE HACTPOM-
ku. Panee nocine usmenenuii B PAM wim nocsie yCTaHOBKM HOBOTO MPUJIOKeHUsT Bam
MIPUXOIMIOCH OBl U3MEHATh KOH(PHUT'YpalMOHHBIE (il TS BCEX MPUIIOKEHUN BPYyd-
Hywo. Ceituac HacTpoiika PAM npou3BOAUTCS IIEHTPATU3OBAHHO U BCE MU3MEHEHUS aB-
TOMAaTHYECKH HACJIeyI0TCsl KOH(MUTypaler Kaxaoi ciryxkos PAM.

[Nepsbiii noak0YaeMslil paiis (common-auth) BeI3bIBaeT TpU MOAYJISA THNA auth:
pam_env.so, pam_gnome_keyring.sou pam_unix?2.so.Cwm. [Ipumep 2.2,
«[lecpontHass KoHpuUrypams cekuuu auth (common—auth)» (crp. 24).

Tpumep 2.2 JJechormnas konguzypauyus cexyuu auth (common-auth)

auth required pam_env.so o
auth optional pam_gnome_keyring.so (2]
auth required pam_unix2.so (3]

O pam_env.so3arpyxaer /etc/security/pam_env.conf mis ycTaHOB-
KU NIEPEMEHHBIX OKPYXKEHUA B COOTBETCTBUHU CO 3HAYEHUAMHU B 3TOM (paitie. OH
MOJKeT OBbITh UCIIOJIb30BAH JIJIs1 YCTAHOBKHM KOPPEKTHOTO 3HAYEHUS TIepeMEHHON
DISPLAY, NOCKOJIBKY MOAYJIIO pam_env U3BECTHO, OTKYJa ITPOU3BOJUTCH JIO-
TVH.
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®  DroT MOAYJb aBTOMATH4eCKH pazookupyet kiourn GNOME mpu HeoOXxoaumo-
CTH.

©® pam_unix2, npoBepseT JOTUH U NapoJib MOJb30BaTeNsA, UCIIONB3YA /et c/
passwdu /etc/shadow.

Becb crek Monynet auth obpabareiBaetcs 10 monydenus sshd mobdoit napopma-
MY O pe3yJibTaTe aBTopu3anuu. [I0CKOJIbKY Bce MOIYJIU CTeKa NMEIOT YIPaBJISIONTAI
(yar required, oHU JOJKHBI OBITH YCIIEITHO 00paboTaHbI 10 noydenust sshd co-
obmenus 06 ycriexe. Eciu oy n3 Mojiysielt BEpHET OTpUIIATeIbHbIN Pe3ybTaT, BECh
CTeK MojyJier Oyner oOpaboTaH 10 KOHIIA ¥ TOJIBKO 3aTeM sshd OyzaeT yBenomieH 00
OTpHLIATESIbHOM Pe3yJbTare.

IMocne ycnerHoro 3aBepiieHns Bcex MoIyJiel Tha auth 6ymer 06padoTaHo clemy-
fomee Beipaxkenue. B Hamewm ciydae [pumep 2.3, «JledontHas kKoH(pUTYypanys cek-
K account (common-account)» (cTp. 25). common—-account coaep-

JKUT BCETO OJIMH MOYJIb, pam_unix2. Ecim pam_unix2 cooOmUT, 9TO MOIb30-
BaTeJb CYIIECTBYeT, sshd Oyner yBemomiieH 06 9ToM 1 OyzeT 00paboTaH Ciemayonuit
cTeKk MofyJeil (password), nokazanHslil B [Ipumep 2.4, «[lepontHas koHpurypa-
uus cekluu password (common-password)» (crp. 25).

Tpumep 2.3 /lechormnas kouguzypauyus cekyuu account (common-account)

account required pam_unix2.so

Tpumep 2.4 lehormnas kongdueypayus cexyuu password (common-password)

password requisite pam_pwcheck.so nullok cracklib
password optional pam_gnome_keyring.so use_authtok
password required pam_unix2.so use_authtok nullok

Urak, konduryparmms PAM ans sshd BkiioyaeT B cebst TOJBKO BeipaxeHue include,
cepltamoneecs Ha ehoNITHYI0 KOH(UTypalvio MofyJied pas sword, KoTopasi Haxo-
JIUTCA B common—password. DTH MOJYJU TOJKHBI 3aBEPIIUTHCS YCIENHO (YIpaB-
nsoye yark requisite u required) npu 3anpoce NPUIOKEHUEM CMEHBI TO-
KEeHa aBTOPU3AIHH.

N3meHeHue maposist UM ApYroro TOKeHa aBTOPU3AIMU TpeOyeT MpoBepKH Oe3-
onacHocty. OHa MPOM3BOIUTCSA NIPU MOMOIIY MOAYJisA pam_pwcheck. MoayJb
pam_unix2 UCMOIb3yeMbIil Jajiee, MOAXBATHBACT JIIOObIe HOBBIE M CTaphle APOJIH Y
pam_pwcheck, Tak 9TO MOJB30BATEIIO HE TpeOyeTcs MOBTOPHAS aBTOPU3aIHs MO~
CJie CMeHbI MapoJis. DTa mpoleaypa aejaeT HeBO3MOKHBIM 00X0J1 IIPOBEPOK, IIPOU3BO-
JUMBIX MOLyJleM pam_pwcheck. B ciyyae, eciii Hy)KHO HACTPOUTH TUIBL account

AsTOpmn3aums ¢ nomowbio PAM
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WM auth Ha GJIOKUPOBKY aKKayHTOB IIOC/IE UCTEYEHHs] CPOKa AEHCTBUSA Napois, MO-
IyJH pa s sword TOXKe JOJKHBI OBITh MCHOJIb30BAHBL.

Tpumep 2.5 [lechormnas konguzypauyus cexyuu session (common-session)

session required pam_limits.so

session required pam_unix2.so

session optional pam_apparmor.so

session optional pam_umask.so

session optional pam_gnome_keyring.so auto_start only_if=gdm, 1xdm

[NMocneaqHrMY BBI3BIBAIOTCS MOIYJIM THIIA SeS s ion (BCTpOeHHbIE B (haill common—
session) A HACTPOMKU CECCUH MOJIb30BATENs B COOTBETCTBUU C KOHKPETHBIM
noJsib3oBaTesieM. Moaynb pam_1imits 3arpyxaer ¢aiin /etc/security/
limits.conf, KOTOpHI MOXET ONpeeNsTh OrPAHUYEHHUS Ha UCTIOJIb30BAHUE OIIpe-
JeNeHHBbIX pecypcoB cucTeMbl. Mozyib pam_unix2 obpabarbiBaetcsi cHoBa. Mo-
IOyJib pam_umask MOXeT OBITh HCIIOJIb30BaH IJIS OTpeesIeHIs] MACKY OUTOB JOCTY-
na cozfaBaembix (paityioB. [TockosibKy 3TOT MOIYJIb 3a/1aH ¢ piiaroM optional, oT-
Ka3 3TOr0 MOJYJIsI He TIOBJIUsIET Ha YCIIEITHOe BHIIOTHEHNE BCErO CTeKa MOJIYJIeH cec-
cun. Mopiynu se s s ion BBI3BIBAIOTCSA BO BTOPOH pa3 MPH BHIXOJIE MOJIb30BATENS U3
CHCTEMBI.

2.4 Hactpounka moaynein PAM

Hexkoropsie u3 moayneit PAM mMosxHO KoH(purypupoBaTs. Paiiibl HACTpOeK Haxo-
JATCS B JUPEKTOPUU /et c/security. DTa ceKIMs KpaTKO OMUCHIBAET (hailiibl
KOH(pUryparuu uMeiole OTHOIIeHue K mpumepy ¢ sshd — pam_env.conf u
limits.conf.

2.4.1 pam_env.conf

pam_env.conf MOXeT ObITh HCIOJIb30BAH 151 ONPE/IC/ICHUS CTAHAAPTHOTO
TOJIb30BaTEIbCKOTO OKPYXEHHSI, KOTOPOE YCTAHABIMBACTCS MIPU BHI3OBE MOJYJISI
pam_env. OH NO3BOJISIET YCTAHOBUTh TIEPEMEHHbBIE OKPYKEHUSI UCTIONB3YSI CIeIyI0-
A CUHTAKCHUC:

VARIABLE [DEFAULT=value] [OVERRIDE=value]

VARIABLE
Nms nepeMeHHON OKpYKEHUSI.
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[DEFAULT=<value>]
3HaueHue 1o YMOJIYaHUIO value, KOTOpPOE€ XOYET YCTAHOBUTb aIMUHUCTPATOP.

[OVERRIDE=<value>]
3HaveHusl, KOTOpble MOTYT OBITh 3alPOIIEHBl U YCTAaHOBJICHBI pam_env, mepe-
KpbIBas AedoaTHOE 3HAUEHHE.

TUIIYHBINA TPUMEP UCTIOJIB30BAHUS pam_env — U3MEHEHUe NIepeMEHHOM
DISPLAY, KOTOpast U3MEHSETCS B ClIydyae yJAJIEHHOTO BXOJa B CUCTEMY. DTO ONuUCa-
Ho B [Ipumep 2.6, «pam_env.conf» (cTp. 27).

lpumep 2.6 pam_env.conf

REMOTEHOST DEFAULT=localhost OVERRIDE=@{PAM_RHOST}
DISPLAY DEFAULT=${REMOTEHOST}:0.0 OVERRIDE=${DISPLAY}

[TepBas cTpoka ycTaHaBNMBaeT 3HaUeHHE NepeMeHHoi REMOTEHOST B
localhost, KOTOpOE UCTIOIB3YETCHA, ECIIU Pam_env HE MOXET ONPEAEIUTD
Ipyroe 3HadeHue. B cBolo ouepenp, nepeMeHHass DI SPLAY COAEPKUT 3HAUCHUE
REMOTEHOST. [1onoJHUTENBHYI0 MH(POPMAIIUIO MOKHO HAUTH B KOMMEHTapUsX K
(aitny /etc/security/pam_env.conf.

2.4.2 pam_mount.conf

3amavya pam_mount — MPUMOHTHPOBATH AOMAIITHUE KATAJIOTH MOJIb30BaTeeld BO
BpCMH BXOJa B CI/ICTeMy n OTMOHTI/IpOBaTL UX BO BpCMH BbIXOJa. BTOT MO)lyJ'[I) nc-
MOJIb3YETCs U1 OKPYKEHHUs, B KOTOPOM IIEHTpaIbHbIN (haiIOBBIN cepBep XpaHHT BCe
JOMaIITHUE AUPEKTOPUH MOJIb30BaTesiel. VICmob3ys 3TOT METO 1 HET HEOOOAUMOCTH
MOHTHUPOBAThH /home MOJHOCTHIO, C JIOMAIIHAMU JIMPEKTOPUSIMHU BCEX TOJIb30BaTe-
Jieil. BMecTo 3Toro MOHTHpYETCs TOJBKO JOMAIIHUIA KaTalor TOro MoJb30BaTess, KO-
TOPBIA HAXOAUTCS B MPOIECCE BXO/A B CUCTEMY.

[ocye ycraHOBKM pam_mount, mabdioH ¢gaiiia pam_mount . conf . xml gocTy-
MeH B /etc/security. Onucanue pa3iMyHbIX €ro JIEeMEHTOB MOXHO HAWTH B
CIIPaBOYHOM cucTeMe man 5 pam_mount.conf.

BazoByio HacTpOWKy 3TOr0 MOZYJsI MOXKHO MPOU3BECTH ¢ MoMmoltnpio YaST. Beioe-
pure Cemesvle caydxcovl > Ynencmeo 6 domene Windows > Hacmpoiiku sxcnep-
ma 4T0o0bl 100aBUTH (PAiIOBHI cepBep; nmoapodHee cmotpute Pazaen “Configuring
Clients” (Tnasa 15, Samba, TConepxanue).
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2.4.3 limits.conf

OrpaHnyeHus IS OIB30BaTe sl WM TPYIIIEI MOTYT OBITh YCTAHOBJICHH B (paiiie
limits.conf, KOTOpHIH UCMOB3YETCA MOY/IEM pam_1limits. DTOT daiiln nos-
BOJISIET YCTAaHOBUTH KECTKUE OTPAHNYEHNSI, HAPYIIIEHNE KOTOPHIX HE JOITyCKaeTCsl, U
MSATKHE OrPaHIYEeHUS, KOTOPBIe MOXHO HapyIuTh BpeMeHHO. [lonpo6Hyio uadop-
MAITMI0 O CHHTAKCHICE M OMIUSX MOXKHO HAaWTH B KOMMEHTapusix K aitny /etc/
security/limits.conf.

2.5 Hactpounka PAM npu nomoLumn
pam-config

Ytunura pam—config nomoxer Bam HacTpouTs rinodasnbHbie (hailiibl KoHpUrypa-
i PAM (/etc/pam.d/common—*-pc), a TakKXke HECKOJIbKO JPYTUX MPUJIOKe-
HUH. 17151 0TOOpakeHus CIIMCKa MOJIEP)KUBAEMBIX MOy MCHONB3YHTE KOMaHIy
pam-config --list-modules. Komanna pam-config ucnonsdyercs mis
corpoBoxaeHus (aitioB koHdurypanun PAM. C ee moMOIIbI0 MOKHO JOOABIATH
Monyiu B Bamty kondurypauuu PAM, ynanarts ux, uiv Mogu(pUIUPOBATh UX OIMLHH.
ITpu n3meHeHuu riodanbHbIX (aitioB KoHpuUrypauun PAM He TpeGyercsi pyuHas Ha-
ctpoiika PAM s Kakao0ro OTAeIbHOTO MPHIIOKEHMS.

ITpocroii npumep ucnob3oBaHus pam—config BEIJISAAUT Tak:

1 ABTOoMaTHuyeckoe co3aaHne HOBoM KoHdurypauuu PAM B cruie Unix.
Hagaiite pu momory pam-config co3aaaumM MpocTeNiyio KOHGUTYpaIHio, KOTO-
pyto Bel cMoxete paciimputh nmo3xe. Komanna pam—-config --create co-
31aeT npocTylo KoHdurypauuio 11 apropusaimu B UNIX. Cymectyioiye aii-
Jibl KOH(UTypanuu OyayT Mepe3arcaHsl, a X Pe3epBHbIC KOMUU COXPAHEHBI KAk
* .pam-config-backup.

2 Jlo6aBieHne HOBOro MeTOAa apToOpu3anuu. [[oOaBieHre HOBOTO METO/IA aB-
topusaiuu (Harpumep, LDAP) B Bam crek moayseit PAM cBoauTcs Kk pocToi
KoMaHJe pam—config —--add —--1ldap. [Ipu Heo6xomumoctu LDAP nobas-
JIieTcsl BO Bce common—*—pc (ailisl kongurypauun PAM.

3 BkJirouenne oTiago4uHOi nH( opManun Ui TecTUPOBaHust. Itols! yoe-
JUTHCS B pabOTOCIIOCOOHOCTH HOBOM MPOILIEYPbl ABTOPU3AIIMHI, BKJIIOYAM OTJIAAKY
IUTS BCeX omepanuii, cBsi3anHbIX ¢ PAM. C nomomnsio KoMaHasl pam—config —-—
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add --ldap-debug oTiagKy MOXHO BKJIOYUTH AJis1 Bcex onepaimii PAM cBs-
3aHHBIX ¢ LDAP. OTianounyio nHGpOpMaLKMIo MOXHO HailTi B aitne /var/log/
messages.

IIpoBepka koncurypanuu. Ilepen okOHUATETHHBIM 3aITyCKOM HOBOM KOH(pH-
rypauuu PAM, npoBepbTe, COIEPKUT JIM OHA BCe HACTPOUMKHU, KOTOphle Brl xoTe-
Ji1 B Hee 100aBuTh. KoManna pam—config —-—-query —-module oToOpaxaer
THII ¥ IApaMeTPBl V14 3arpaiuBaeMoro moayia PAM.

OTkiaodenne oTaag09H0l nH(popMmamuu. Tenepp, KOrjga Mbl OKOHYATEIBHO
yJIOBJIETBOPEHH KOH(UTypalvelt, oTkmounM oiaaky. Komanga pam-config
-—delete --ldap-debug orkmouaer omaaky 1isi LDAP asropuzanmu. Ec-
71 Bel BKJTIOYAIM OTJIAAKY JJIS1 IPYTUX MOAYJIeH, UCIIOJIb3YITe aHAIOTHYHbIE KO-
MaH/Ibl, YTOOB! BHIKJTIOUUTD U UX.

[MoapoGHyo nHdopmalmio 0 KomaHje pam—-config U ee OMIUsAX MOKHO MOJYyYUTh
B CIIPABOYHOM PYKOBOZCTBE O KOMaHe pam—-config (8).

2.6 PyyHast Hactpouka PAM

Ecnu Bel npeanountaere co3aaBath U NOAAEPKUBaTh (hailiibl KoHpUrypauuu PAM
BPYUHYI0, yOequTech, 4To pam—conf ig 3anpemieHa Jjs 3Tux (hanios.

Korna Bsl co3naere ¢aitnsl koHpuryparmu PAM c HyJ1s UCTIONBb3YSl KOMaHIy pam-—
config ——-create, OHa CO3[Ja€T CUMBOJIMYECKHE CCHUTKH C (PAJIOB common— *
Ha (pailyiel common— *—~pc. YaaneHue 3TUX CUMBOJIMYECKUX CCHUIOK 3(h(eKTUB-
HO JUTs1 OTKJTIIoueHus1 pam-config, Tak Kak pam-config ornepupyet TonbKo (aitiamu
common— *-pc 1 3TU (ailibl He U3MEHATCS MPU OTCYTCTBUU CUMBOJIMUECKUX CChI-
JIOK.

2.7 lanbHeULLUne UHCTPYKLUN

IMocne ycTaHOBKHM cucTeMbl B qUpeKkTopud /usr/share/doc/packages/pam
MOKHO HAalTU JONOJHUTENBHYIO JOKYMEHTALMIO:

README

B stoit qupextopun ects oomuii paitn README. [MogaupexTopus modules
conepxut aiiiel README nnst goctynabix moayieir PAM.

AsTOpmn3aums ¢ nomowbio PAM
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Linux-PAM. PykoBOACTBO CUCTEMHOT0 aJMUHUCTPATOPA
ITOT JOKYMEHT COAEPKUT BCE, YTO CUCTEMHBIN aIMUHUCTPATOP JOJIKEH 3HATDh O
PAM. B Hem oOcysxaaeTcst MIMPOKUI CTIEKTP TeM, OT CUHTaKCcHca KOH(UTypaliy-
OHHBIX (DaJIOB JI0 acleKToB Oe3omnacHocTi PAM.

PykoBoacTBO A71s1 co3aareneit moayneit Linux-PAM
TOT TIOKYMEHT 000011aeT JaHHYI0 TEMY C TOUYKH 3peHHs pa3padOTIYMKa, ONKCHI-
Bas, Kak co3/1aBath Mogyd PAM cooTBETCTBYIOIIME CTaHAAPTAM.

Linux-PAM. PykoBoacTBo pa3paboTdmKa NpUIoKeHHH
ITOT IOKYMEHT COJEPKUT BCE, YTO HYXKHO pa3pabOTUNKy, KOTOPHI XOUeT HC-
N0J1B30BaTh 6ubIMoTeK PAM B CBOEM NPUJIOKXEHUH.

CnpaBouHoe pykoBojacTBo PAM
PAM, Kak 1 Kax[Ibplil U3 €ro MoJLyJjiei, MOCTaBJISIeTCs CO CPABOYHBIM PYKOBO/-
CTBOM, TIPEJOCTABIISIONIAM HEIIOXOH 0030p (PyHKITOHAIBHOCTH COOTBETCTBYIO-
IIEr0 KOMITOHEHTA.
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Ucnonb3oBaHue NIS

IMockonbky MHOKecTBO UNIX crcTeM MCHONBb3YIOT OOIIMe CeTeBble pecypChl, BO3HHUK-
J1a HeoOXOUMOCTh OOIIIel NASHTU(UKALINY TOIB30BaTe el U IPYII Ha BCEX KOMITBIO-
Tepax BHYTpH ceTd. CeTh JOJKHA OBITh MPO3PAYHOM ISl ITOJIb30BATENEH: UX OKpYyKe-
HIE He IOJDKHO 3aBUCETh OT TOr0 KOMITBIOTEepa, KOTOPHIN OHU UCTIONB3YIOT B TaHHBIHA
MOMEHT. DTOr0 MOXHO JIOCTUTHYTb UcTofb3ys ciyxk0bl NIS u NFS. NFS pacnipenens-
eT (phailJIoBBIE CUCTEMBI 110 CETU U ocyxkaaercs B I'nasa 14, Sharing File Systems with
NFS (TCopepsxanue).

NIS (Network Information Service, H(popmaimonHas ciryx6a ceTr) MOXKHO OIUCATh
KaK CXOXKYI0 ¢ 6a30¥ JaHHBIX CIIyk0y, KOTOpas MPEeAOCTaBIISeT JOCTYII TI0 CETH K CO-
nepxumomy ainoB /etc/passwd, /etc/shadown /etc/group. NIS takke
MOXeT ObITh MCIIOJIb30BaHa JUIsl IPYTUX LieJied (Hanpumep, JUis IOCTYIa K COAepKU-
MoMy (ailJioB /etc/hosts wim /etc/services), OIHAKO JAHHOE IPUMEHEHNE
31echk He paccMaTpuBaercs. NIS yacTo Ha3bBaloT YP, MOCKOJBKY OHa padoTaeT Kak
«yellow pages - KENTbIe CTPAHUIIBD» CETH.

3.1 Hactpounka NIS cepBepoB

Ins pacnpoctpadenus nagopmanuu NIS no cetn, HeoOxoauMa HHCTALTAIMS OIHOTO
cepBepa (21a6H020) TSl 0OCTYKMBaHHSI BCEX KJIMEHTOB WM ogdnHeHHBIX NIS ceppe-
POB, 3aIPAIIMBAIOIIMX 3Ty MH(OPMALIMIO Y IJIABHOTO U JOCTABJISIONIUX €€ CBOMM KJIU-
eHTaM.

» Jlnsa Hactpoiiku ogHoro NIS cepBepa B cBoelt cetn oOpatutech Kk Paznen 3.1.1,
«Hacrpoiika riaBHoro cepsepa NIS» (ctp. 32).

Ncnonb3osaHue NIS
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» Ecmu Bamemy rimasaomy NIS cepepy HE0OXOIMMO OCTaBIIATh JAHHBIE MOA-
YUHEHHBbIM CepBepaM, HACTPOMTe ero Kak onucano B Paspen 3.1.1, «Hacrpoii-
Ka riaBHoro cepepa NIS» (cTp. 32), a 3aTemM yCTaHOBUTE MOJYMHEHHbIE
cepBepa B nofceTsx coriacHo Pazgen 3.1.2, «Hacrpotika nogqunaenHoro NIS-
cepepa» (ctp. 37).

3.1.1 Hactpouka rnaBHoro cepsepa NIS

Iyist HacTpoiiku riaBHoro cepBepa NIS B Baieii cetu:

1 Ilposepste, ycraHoseH i Moayib YaST nuist Hactpoiiku NIS cepeepa. st ato-
ro 3amycrute YaST u BeiOepure [Ipozpammuoe obecneuenue > Ynpasienue npo-
epammHbim obecneuenuen. Ilonnmre naker yast2-nis—server u ycTaHOBUTE
ero ecim Tpedyercsl.

2 3anycrure YaST > Cemesvie caycovl > Cepeep NIS.

3 Ecnu Bam HyxeH Beero oqun NIS-cepBep B ceTu Wi 9T0 Oy/IeT IJIaBHBII cepBep
st nogarHeHHBIX NIS-cepBepoB, BEOepUTe Y cmanoska u Hacmpouika 2aasHozo
NIS-cepsepa. YaST ycraHOBUT TpeOyeMble TTAKETHI.

NOJOCKA3KA

Ecnun nporpammel NIS-cepBepa yxe yctaHoBneHbl Ha Bawem komnbtoTe-
pe, 3anyctute codnaHme rnaeHoro cepsepa NIS Haxas Coagats rnas-
Hei NIS-cepsep.
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PucyHok 3.1 Hacmporixa NIS-cepeepa

B Network Information Service (NIS) Server Setup

Select whether to configure the NIS server as a master or a slave or not to configure a NIS server. more

Current status: Mo WIS Software is installed,

Help

Mo NIS Server is configured.

Select what you want to do
© Install and set up an NIS Master Server
Install and set up an NIS Slave Server

Do nothing and leave set up

Abort Back | Mext |

4 Vxaxurte OCHOBHbIe HacTpoiku NIS:

4a

4b

4c

4d

Bsenure nmsa nomena NIS.

VKaxuTe, TOJDKEH JIU 3TOT y3eJ ObITh Takxke 1 NIS-KimeHToM (TT03BOIATh
TI0JIb30BATEJISIM BXOJUTh B CUCTEMY U MOJy4aTh AaHHblE OT NIS-cepsepa)
BBIOpaB Imom y3en maxoice sigasiemest NIS-kauenmonm.

Ecu nannbiii NIS-cepBep H0/KEeH BBITOIHATL (DYHKIMU [JIABHOTO U1 MO/~
4yrHeHHBIX NIS-cepBepoB B ipyrux nojcersix, Beidepure Ecmp deticmeyio-
wiuii noouurenHwlii cepsep NIS.

Onmwms beicmpoe pacnpedenernue omoopadsicenuii IoJIe3Ha TOJIBKO B KOMOU-
Hatu ¢ Ecmb deticmsyowjuii noouunenmwiii cepgep NIS. OHa yckopsiet 1e-
penady oToOpakeHUH OAUYNHEHHBIM CepBEpaM.

B]:I66pI/ITe Pa3pemumb usmeHeHue naponeﬂ, €CJIM XOTHUTE ITIO3BOJIUTH

MoJib30BaTeNsIM B Bareli cetut (M1 JToKasbHBIM, U ynpaBisiembiM NIS-cep-
BEPOM) U3MEHATH CBOU Naposu Ha NIS-cepBepe (C MOMOILbI0 KOMaH/Ibl
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4e

yppasswd). Ee aktuBams aenaet AOCTYIHBIMU ONUMK Paspeuumse u3-
merenue GECOS noaeii u Paspeuums usmeHeHue 00010uKu 8x00d 6 Cu-
cmemy. «<GECOS» o3Hauaer, 4To noib30BaTENN CMOTYT TaK:Ke U3MEHSTh
CBOM HACTPOWKHM UMEH U aJIpecoB KoMaHIoi ypchfn. «O60mouka» Mmo3Bo-
JIMTH MOJIB30BATEIISIM U3MEHSTh CBOIO O00IOUKY 0 YMOJIYAHUIO KOMAHION
ypchsh (Hanpumep, s nepekmodenus ¢ bash Ha sh). Hosast o6omouka
MOXeT ObITh BhIOpaHa TOJILKO U3 3amuceit ¢aitia /etc/shells.

Buibepure Omkpouns nopm é 6pardmayaspe utodsl YaST uzmeHunn Ha-
CTpoviku OpaHaMay3pa i padoTel NIS-cepBepa.

PucyHok 3.2 Hacmpoiixa 2naenozo cepgepa

7Y Master Server Setup

Enter a NIS domain. more

NIS Domain Name

example.com|

This host is also a NIS client

[ Active Slave NIS sever exists
Fast Map distribution (rpc. ypxfrd)

Changing of passwords

Allow changes to passwords

Open Port in Eirewall

Firewall pott is closed

Cither global settings ...

Help Abort Back Next

4f BpiiiauTe U3 9TOrO AUAJIOra MpY MMOMOIIM KHONKY Jldnee WM HAKMHTE

Hpouue 2100a1bHbIe H(lCl’leOIZICM [JIA UIBMEHEHU A JOMOJHUTEIbHbIX HACTPO-
€K.

IIpouue 2r06aneHble HacmpotiKy TIO3BOJIAIOT U3MEHUTb HCXOAHBIN KaTa-
sor NIS-cepsepa (1o ymonvanuio /et c). Takxke, Ha 9TOH CTpaHULIE MOX-
HO 00BEAMHUTD Maposi. YeKOOKC I0JKeH OBITh OTMeUeH, ecsii Bl xoTuTe
co3zaTh 6a3y JaHHBIX T10JIb30BaTENeH U3 CHCTEMHBIX (DaiiyioB ayTeHTH()U-
Kaiuu: /etc/passwd, /etc/shadowu /etc/group. Takke 3amai-
TH MUHUMAaJIbHblEe UAEHTU(UKATOPHI [0JIb30BATEIIsl M IPYIIIBL, KOTOPhIE MO-
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ryT ObITh Mipeyioxkensl NIS. Haxkmurte OK 11 NOATBEPkKISHNUS] HACTPOEK U
BO3BpaTa Ha TIPebIYIIUI K PaH.

PucyHok 3.3 Hzmenenue oupexmopuu u cunxponusayus aiinos ¢ NIS-
cepeepom

& NIS Master Server Details Setup

You can change NIS server source dirsctory (usually Yetc). more

P Sourcs directory
ete |

Merge passwords

Minimum UID:  Minimum GID

Help Cancel | ok |

5 Ecmu Bol BeOpanu ommuio Ecme deiicmeyrouyuti noduunennolii cepgep NIS, BBe-
JWTE UMeHa MOAYMHEHHBIX XOCTOB M HaxkmuTe Janee. Eciu HeT - 3TOT miar 6yaer
TIPOITYIIIEH.

6 [lajee NOSBUTCS AMAJIOT HACTPOMKHU 0a3bl JAHHBIX. YKakuTe Omoopasxcenus, Ja-
ctu 6a3bl JaHHBIX, KOTOpBIe OymyT nepenansl NIS-cepBepom kimenty. Kak npasu-

JI0, HaCTpOfIKPI IO YMOJTYaHUIO BIIOJIHE aICKBATHBI. Haxxwmute ,Zla/zee.

7 BriGepurte 0oTOOpakeHus, IOCTYIHbIE KIMEHTY 1 HakMuTe Janee 1i1sl MPOROIIKe-
HUSI.

Ncnonb3osaHue NIS

35



PucyHok 3.4 Ycmanoexa omoopadsicenuii NIS-cepeepa

& NIS Server Maps Setup

With this dialog, adjust which maps will be available

Maps
[ ethers
group
hosts
netgrp
networks
passwd
printcap
protocols
pe
senices

EO0C00C0OE®ROO0O

shadow

Help Abart Back DNext

8 Vkaxwure, KakuM XocTam paspelieHo oopaiienue k NIS-cepsepy. Bel Moxete n0-
0aBJIATh, PEOaKTUPOBATD, WM YIAIATH XOCTHL. OnpeenuTe U3 KakuxX ceTell MOKHO
nockuiath 3anpockl Kk NIS-cepsepy. O0buHO 9T0 Baia BHyTpeHHss ceThb. B aTOM
ciyJae, HeoOXOVMBI CIIEAYIONIHE BE 3aIIHCH:

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

[MepBas 3amuck pa3pemaer coeAnHEeHNe C TEKYIIEero X0CTa, KOTOPHIN SIBIISIETCS
NIS-cepsepom. Bropas pa3speliaetr Bcem XocTam MOChUIATh 3aPOCHL K CEPBEPY.
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PucyHok 3.5 Ycmaroska yznoe sanpoca cepeepa NIS

& NIS Server Query Hosts Setup

Please enter which hosts are allowed to query the NIS sewver. more

Netmask Network
255000 127000

Add Edit| Delete

Help Abort Back || FEinish |

9 Haxwmure 3agepuiums A5 COXpaHSHUsT M3MEHEHUI U BBIXOJA U3 TUAJIora KOH(H-

rypaLuu.

3.1.2 HacTtponka nogymHeHHoro NIS-
cepsepa

UToObl HACTPOUTH JOMONHUTEIBHBIE nOJuUHeHHbIe cepéepbl B Batei ceT:

1 3amycture YaST > Cemesvie cayocovr > Cepsep NIS.

2 BwiGepute Yemanoska u nacmpoiika noouunernnozo NIS-cepeepa u Haxmure /a-

zee.

Ncnonb3osaHue NIS
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NOJOCKA3KA

Ecnun nporpammbl NIS-cepeepa yxe yctaHoBneHbl Ha Bawem komnbtoTe-
pe, 3anyctute cosnaHue rnasHoro cepsepa NIS Haxas Cosgars rnog4qu-
HeHHbINt NIS cepsep.

3 TlIpowusBeaute HacTpoiiKy nogunnenHoro NIS-cepBepa:

3a Bsenure nomen NIS.
3b Bgeeaure ums xocra wim IP afpec riiaBHOro cepeepa.

3¢ BuiGepute dmom yzea maxoice sgasiemest NIS-kauenmom, ecliv XOTUTE pas-
PEIINTh BXOJ TMOJIb30BaTEN el Ha 3TOT CepBep.

3d UMsmenure HacTpoiiku OpaHamayspa OmKpuims nopm 6 opanomayspe.
3e Haxwmure Janee.

4 Vxaxure, KaKUM XOCTaM paspenieHo oopamienne k NIS-cepsepy. Bel Moxere no-
0aBJIATh, PEAAKTUPOBATD, WU YIAIATH XOCTHL. ONpesiesuTe BCe CETH, 3aIIPOCH U3
KOoTOpbIX K NIS-cepBepy paspeleHsl. Ecii oHM pa3pellieHsl OT Bcex ceTel, uc-
TIOJIB3YHTE CIIEAYIONTYI0 KOH(Uryparuio:

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

INepBas 3anuck pa3pernaer coeJUHEHNe ¢ TEKYIIEro X0cTa, KOTOPBIH ABIAeTCs
NIS-cepBepom. Bropas pasperraer BceM XocTaM IMOCHIIaTh 3aIIpOCHl K CEPBEPY.

5 Haxwmure 3asepusums, 4T0Obl COXPAHUTb U3MEHEHMUS U BHIATU U3 Uasiora KoHpu-
rypaluu.

3.2 Hactponka NIS-knueHTOB

s ucnionb3oBanust NIS Ha paGoueid cTaHmu:

1 Banycrute YaST > Cemegvie cayorcovl > Kauenm NIS.
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2 Buibepure Hcnoavzosame NIS.

3 Bsenute nomen NIS. 06bIYHO 3TO UMSI IOMEHa, IIPeAOCTaIeHHOH BaM agmuHucTpa-
TopoM mwiH cratudeckuii IP anpec, nonydennsiit no DHCP. [Insa ungopmanuu o
DHCP o6parurech k I'naa 12, DHCP (TConepmaHHe).

PucyHok 3.6 Ycmanoska domena u adpeca NIS-cepsepa

. Configuration of NIS client

Enter your NIS domain, such as example.com, and the NIS semver's address, such as nis.example.com or 10.20.... more

Do not use NIS
O Use NIS

NIS client
Metconfig NIS Policy

Default Policy ~

NIS Domain:

‘exampla com |

Addresses of NIS servers:

[192.168.1.113 |

Broadcast Find

Additional NIS Domains
Edit

[l Cpen Port in Firewall Firewall Details

Firewall port is open on all interfaces
B Start Automounter

Expert

Help Abort Back Einish

4 Bpeaure agpeca Bamux NIS-cepepos, paznensis ux npodeisamu. Eciu anpec NIS-
cepeepa Bam HemsBecteH, Haxmute Haiimu, 4ToObl HaiTh anpeca NIS-cepepos B
Bamem nomene ¢ momoripio YaST. Bpems norcka 3aBucuT oT BenmdarHb Batei
JoKaneHOU cetu. [llupoxoseuamenvroiii 3anpanmsaeT NIS-cepsep B JIOKanbHOM
CETH MOCJIe TOrO KaK YKa3aHHBIE CEPBEPbI HE OTBETHIIN.

5 B 3aBucumMocTu oT Bameii 1okaJbHON MHCTAUTANNMN, BO3MOXHO Bam mortpedyercs
automounter. [Tpu BeIOOpe 3TO¥ OMLIMK JOMOJHUTEIBHOE POrPaMMHOE oOecrieye-
Hue OyIeT yCTaHOBJICHO ITPU HEOOXOAUMOCTH.

6 Eciu Bl He XOTUTE MPeIoCTaBIATh APYTHM XOCTaM HH(POPMALHIO O TOM, KaKOK

cepBep UCMOJIb3yeTCsl BaliM KJMeHToM, OTKpOiTe HACTPOUKU IKcnepm U 3arpe-
tate Omegeuams yoanreHHvim y3nram. Beiopas Caomarnnulii cepgep, KIASHTY OyeT
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paspelieHo NoIydaTh OTBETH OT CepBepa Yepe3 HeMpPUBMIIETUPOBAHHBIN MOPT. [s
JanbHewel nHpopMaImy oopaTuTech K man ypbind.

7 Haxwmure 3agepuiums, 9T00B COXPAHUTH UX U BepHYThCs B LleHTp YnpaBnenus
YaST. Kondurypauus Bamero NIS-knnenra 3aBepiieHa.
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LDAP—A Directory Service

The Lightweight Directory Access Protocol (LDAP) is a set of protocols designed to
access and maintain information directories. LDAP can be used for user and group
management, system configuration management, address management, and more.
This chapter provides a basic understanding of how OpenLDAP works and how to
manage LDAP data with YaST.

In a network environment it is crucial to keep important information structured
and to serve it quickly. A directory service—like the common yellow pages, keeps
information available in a well-structured and readily-searchable form.

Ideally, a central server stores the data in a directory and distributes it to all clients
using a well-defined protocol. The structured data allow a wide range of applications
to access them. A central repository reduces the necessary administrative effort. The
use of an open and standardized protocol like LDAP ensures that as many different
client applications as possible can access such information.

A directory in this context is a type of database optimized for quick and effective
reading and searching:

* To make multiple concurrent reading accesses possible, the number of updates
is usually very low. The number of read and write accesses is often limited to a
few users with administrative privileges. In contrast, conventional databases are
optimized for accepting the largest possible data volume in a short time.

* When static data is administered, updates of the existing data sets are very rare.
When working with dynamic data, especially when data sets like bank accounts

LDAP—A Directory Service
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or accounting are concerned, the consistency of the data is of primary importance.
If an amount should be subtracted from one place to be added to another, both
operations must happen concurrently, within one transaction, to ensure balance
over the data stock. Traditional relational databases usually have a very strong
focus on data consistency, such as the referential integrity support of transactions.
Conversely, short-term inconsistencies are usually acceptable in LDAP directories.
LDAP directories often do not have such strong consistency requirements as
relational databases.

The design of a directory service like LDAP is not laid out to support complex
update or query mechanisms. All applications are guaranteed to access this service
quickly and easily.

4.1 LDAP versus NIS

Unix system administrators traditionally use NIS (Network Information Service) for
name resolution and data distribution in a network. The configuration data contained
in the files group, hosts, mail, netgroup, networks, passwd, printcap,
protocols, rpc, and services in the /etc directory is distributed to clients
all over the network. These files can be maintained without major effort because
they are simple text files. The handling of larger amounts of data, however, becomes
increasingly difficult due to nonexistent structuring. NIS is only designed for

Unix platforms, and is not suitable as a centralized data administration tool in
heterogeneous networks.

Unlike NIS, the LDAP service is not restricted to pure Unix networks. Windows
servers (from 2000) support LDAP as a directory service. The application tasks

mentioned above are additionally supported in non-Unix systems.

The LDAP principle can be applied to any data structure that needs to be centrally
administered. A few application examples are:

* Replacement for the NIS service
* Mail routing (postfix, sendmail)
¢ Address books for mail clients, like Mozilla, Evolution, and Outlook

* Administration of zone descriptions for a BIND9 name server
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» User authentication with Samba in heterogeneous networks

This list can be extended because LDAP is extensible, unlike NIS. The clearly-
defined hierarchical structure of the data eases the administration of large amounts of
data, as it can be searched more easily.

4.2 Structure of an LDAP Directory
Tree

To get background knowledge on how a LDAP server works and how the data

is stored, it is vital to understand the way the data is organized on the server and
how this structure enables LDAP to provide fast access to the data. To successfully
operate an LDAP setup, you also need to be familiar with some basic LDAP
terminology. This section introduces the basic layout of an LDAP directory tree and
provides the basic terminology used with respect to LDAP. Skip this introductory
section if you already have some LDAP background knowledge and just want to
learn how to set up an LDAP environment in . Read on at Pasnen 4.3, «Configuring
an LDAP Server with YaST» (ctp. 46) or Paznen 4.7, «Manually Configuring an
LDAP Server» (ctp. 64).

An LDAP directory has a tree structure. All entries (called objects) of the
directory have a defined position within this hierarchy. This hierarchy is called the
directory information tree (DIT). The complete path to the desired entry, which
unambiguously identifies it, is called the distinguished name or DN. A single node
along the path to this entry is called relative distinguished name or RDN.

The relations within an LDAP directory tree become more evident in the following
example, shown in Pucynok 4.1, «Structure of an LDAP Directory» (ctp. 43).

PucyHok 4.1 Structure of an LDAP Directory

The complete diagram is a fictional directory information tree. The entries on

three levels are depicted. Each entry corresponds to one box in the image. The
complete, valid distinguished name for the fictional employee Geeko Linux,

in this case, is cn=Geeko Linux, ou=doc, dc=example, dc=com. Itis
composed by adding the RDN cn=Geeko Linux tothe DN of the preceding entry
ou=doc, dc=example, dc=com.

LDAP—A Directory Service
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The types of objects that can be stored in the DIT are globally determined following
a Schema. The type of an object is determined by the object class. The object class
determines what attributes the relevant object must or can be assigned. The Schema,
therefore, must contain definitions of all object classes and attributes used in the
desired application scenario. There are a few common Schemas (see RFC 2252 and
2256). The LDAP RFC defines a few commonly used Schemas (see e.g., RFC4519).
Additionally there are Schemas available for many other use cases (e.g., Samba,
NIS replacement, etc.). It is, however, possible to create custom Schemas or to use
multiple Schemas complementing each other (if this is required by the environment
in which the LDAP server should operate).

Ta6mma 4.1, «Commonly Used Object Classes and Attributes» (ctp. 44)

offers a small overview of the object classes from core . schema and
inetorgperson.schema used in the example, including required attributes and
valid attribute values.

Tabmuua 4.1 Commonly Used Object Classes and Attributes

Object Class Meaning Example Required
Entry Attributes
dcObject domainComponent (name example dc

components of the domain)

organizationalUnit organizationalUnit doc ou
(organizational unit)

inetOrgPerson inetOrgPerson (person-related Geeko sn and
data for the intranet or Internet) Linux cn

[Tpumep 4.1, «Excerpt from schema.core» (ctp. 45) shows an excerpt from a
Schema directive with explanations.
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Tpumep 4.1 Excerpt from schema.core

attributetype (2.5.4.11 NAME ( 'ou' 'organizationalUnitName') (1]

DESC 'RFC2256: organizational unit this object belongs to' (2]
SUP name ) (3]

objectclass ( 2.5.6.5 NAME 'organizationalUnit' (4]

MAY

» U A A

DESC 'RFC2256: an organizational unit' (5]

SUP top STRUCTURAL @

MUST ou @
(userPassword $ searchGuide $ seeAlso $ businessCategory ©
x121Address $ registeredAddress $ destinationIndicator
preferredDeliveryMethod $ telexNumber
teletexTerminalIldentifier $ telephoneNumber
internationaliSDNNumber $ facsimileTelephoneNumber
street $ postOfficeBox $ postalCode $ postalAddress
physicalDeliveryOfficeName
st $ 1 $ description) )

The attribute type organizationalUnitName and the corresponding object
class organizationalUnit serve as an example here.

The name of the attribute, its unique OID (object identifier) (numerical), and
the abbreviation of the attribute.

A brief description of the attribute with DESC. The corresponding RFC, on
which the definition is based, is also mentioned here.

SUP indicates a superordinate attribute type to which this attribute belongs.
The definition of the object class organizationalUnit begins—the same
as in the definition of the attribute—with an OID and the name of the object
class.

A brief description of the object class.

The SUP top entry indicates that this object class is not subordinate to another
object class.

With MUST list all attribute types that must be used in conjunction with an
object of the type organizationalUnit.

With MAY list all attribute types that are permitted in conjunction with this
object class.

A very good introduction to the use of Schemas can be found in the OpenLDAP
documentation. When installed, find it in /usr/share/doc/packages/
openldap2/guide/admin/guide.html.

LDAP—A Directory Service
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4.3 Configuring an LDAP Server
with YaST

Use YaST to set up an LDAP server. Typical use cases for LDAP servers include the
management of user account data and the configuration of mail, DNS, and DHCP
servers.

PucyHok 4.2 YaST LDAP Server Configuration

) LDAP Server Configuration
With Start LDAP Server Yes or No, start or stop the LDAP server. more

General Settings

Start LDAP Server
O [Yes)
No

Register at an SLP Daemon

Firewall Settings
B Tpen Port in Firewall Firewall Details

Firewall port is open on all interfaces

Help Cancel Next
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PucyHok 4.3 YaST LDAP Server—New Database

@ New Database
=" Choose the Database from hdb and bdb. more

Basic Database Settings
Database Type:
hdb LA
Base DN:

|dc=example‘dc=cnm

Administrator DN
cn=Administrator | E Append Base DN
LDAP Administrator Passward:
[senee \
Validate Passwaord,
[oenes \
Database Directory:
| Browse...
) Use this database as the default for OpenLDAP clients
Help Cancel Back \ Next \

To set up an LDAP server for user account data, make sure the yast2-1dap-
server and openldap?2 packages are installed. Then proceed as follows:

1 Start YaST as root and select Network Services > LDAP Server to invoke the
configuration wizard.

2 Configure the Global Settings of your LDAP server (you can change these settings
later)—see Pucynok 4.2, «YaST LDAP Server Configuration» (ctp. 46):

2a Set LDAP to be started.

2b If the LDAP server should announce its services via SLP, check Register at
an SLP Daemon.

2c Configure Firewall Settings.
2d Click Next.
3 Select the server type: stand-alone server, master server in a replication setup, or

replication (slave) server.

LDAP—A Directory Service
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4 Select security options (TLS Settings).

It is strongly recommended to Enable TLS. For more information, see Illar
4 (ctp. 50).

BHUMAHME: Password Encryption

Enabling TLS ensures passwords are sent encrypted over the network.
When this option is not enabled, passwords are sent unencrypted.

Also consider to use LDAP over SSL and certificates.

5 Confirm Basic Database Settings with entering an LDAP Administrator
Password and then clicking Next—see Pucynok 4.2, «YaST LDAP Server
Configuration» (ctp. 46).

6 Check the LDAP Server Configuration Summary and click Finish to exit the
configuration wizard.

PucyHok 4.4 YaST LDAP Server Configuration

[@ LDAP Server Configuration

Select Yes if the LDAP server should be started automatically as part of the boot process. more

Startup Configuration Start LDAP Server

<~ Global Settings No
Log Level Settings O Yes
Allow/Disallow Features
TLS Settings
Schema Files
P Databases

Register at an SLP Dasmon

Protocol Listeners
€ LDAP

LDAP over SSL (ldaps)
[ LDAE over IPC (Idapi)

Firewall Settings
[ Open Port in Eirewall Firewall Details...

Firewall port is open on all interfaces

Help Cancel oK
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For changes or additional configuration start the LDAP server module again and in
the left pane expand Global Settings to make subentries visible—see PucyHok 4.4,
«YaST LDAP Server Configuration» (ctp. 48):

1 With Log Level Settings, configure the degree of logging activity (verbosity) of
the LDAP server. From the predefined list, select or deselect the logging options
according to your needs. The more options are enabled, the larger your log files
grow.

2 Configure which connection types the server should offer under Allow/Disallow
Features. Choose from:

LDAPv2 Bind Requests
This option enables connection requests (bind requests) from clients using the
previous version of the protocol (LDAPvV2).

Anonymous Bind When Credentials Not Empty
Normally the LDAP server denies any authentication attempts with empty
credentials (DN or password). Enabling this option, however, makes it
possible to connect with a password and no DN to establish an anonymous
connection.

Unauthenticated Bind When DN Not Empty
Enabling this option makes it possible to connect without authentication
(anonymously) using a DN but no password.

Unauthenticated Update Options to Process
Enabling this option allows non-authenticated (anonymous) update
operations. Access is restricted according to ACLs and other rules.

3 Allow/Disallow Features also lets you configure the server flags. Choose from:

Disable Acceptance of Anonymous Bind Requests
The server will no longer accept anonymous bind requests. Note, that this
does not generally prohibit anonymous directory access.

Disable Simple Bind Authentication
Completely disable Simple Bind authentication.

Disable Forcing Session to Anonymous Status upon StartTLS Operation Receipt
The server will no longer force an authenticated connection back to the
anonymous state when receiving the StartTLS operation.

LDAP—A Directory Service
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Disallow the StartTLS Operation if Authenticated
The server will disallow the StartTLS operation on already authenticated
connections.

4 To configure secure communication between client and server, proceed with TLS
Settings:

4a Activate Enable TLS to enable TLS and SSL encryption of the client/server
communication.

4b Either Import Certificate by specifying the exact path to its location
or enable the Use Common Server Certificate. If the Use Common
Server Certificate is not available because it has not been created
during installation, go for Launch CA Management Module first
— for more information, see Paznen 15.2, «YaST Modules for CA
Management» (ctp. 202).

Add Schema files to be included in the server's configuration by selecting Schema
Files in the left part of the dialog. The default selection of schema files applies to the
server providing a source of YaST user account data.

YaST allows to add traditional Schema files (usually with a name ending in

. schema) or LDIF files containing Schema definitions in OpenLDAP's LDIF
Schema format.
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PucyHok 4.5 YaST LDAP Server Database Configuration

[@ LDAP Server Configuration

You can see a list of configured databases. more

Startup Configuration Suffix DN Database type
~ Global Settings

Log Level Settings cn=config config
Allow/Disallow Features| de=example de=com  hdb
TLS Settings
Schema Files
~
P (frontend)

P en=config (config)
P de=example,de=com (h

Add Database. Delete Database

Help Cancel oK

To configure the databases managed by your LDAP server, proceed as follows:

1 Select the Databases item in the left part of the dialog.
2 Click Add Database to add a new database.

3 Enter the requested data:

Base DN
Enter the base DN of your LDAP server.

Administrator DN
Enter the DN of the administrator in charge of the server. If you check
Append Base DN, only provide the cn of the administrator and the system
fills in the rest automatically.

LDAP Administrator Password
Enter the password for the database administrator.

LDAP—A Directory Service
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Use This Database as the Default for OpenLDAP Clients
For convenience, check this option if wanted.

4 In the next dialog configure replication settings.

5 In the next dialog, enable enforcement of password policies to provide extra
security to your LDAP server:

5a Check Enable Password Policies to be able to specify a password policy.

5b Activate Hash Clear Text Passwords to have clear text passwords be
hashed before they are written to the database whenever they are added or
modified.

5¢ Disclose "Account Locked" Status provides a relevant error message for
bind requests to locked accounts.

BHUMAHME: Locked Accounts in Security Sensitive
Environments

Do not use the Disclose "Account Locked" Status option if your
environment is sensitive to security issues, because the «Locked
Account» error message provides security-sensitive information
that can be exploited by a potential attacker.

5d Enter the DN of the default policy object. To use a DN other than the
one suggested by YaST, enter your choice. Otherwise, accept the default
settings.

6 Complete the database configuration by clicking Finish.

If you have not opted for password policies, your server is ready to run at this point.
If you have chosen to enable password policies, proceed with the configuration of the
password policy in detail. If you have chosen a password policy object that does not
yet exist, YaST creates one:

1 Enter the LDAP server password. In the navigation tree below Databases expand
your database object and activate the Password Policy Configuration item.

2 Make sure Enable Password Policies is activated. Then click Edit Policy.
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3 Configure the password change policies:

3a Determine the number of passwords stored in the password history. Saved
passwords may not be reused by the user.

3b Determine if users will be able to change their passwords and if they will
need to change their passwords after a reset by the administrator. Require
the old password for password changes (optional).

3¢ Determine whether and to what extent passwords should be subject to
quality checking. Set the minimum password length that must be met
before a password is valid. If you select Accept Uncheckable Passwords,
users are allowed to use encrypted passwords, even though the quality
checks cannot be performed. If you opt for Only Accept Checked
Passwords only those passwords that pass the quality tests are accepted as
valid.

4 Configure the password time-limit policies:
4a Determine the minimum password time-limit (the time that needs to pass
between two valid password changes) and the maximum password time-
limit.

4b Determine the time between a password expiration warning and the actual
password expiration.

4c Set the number of postponement uses of an expired password before the
password expires permanently.

5 Configure the lockout policies:

5a Enable password locking.
5b Determine the number of bind failures that trigger a password lock.
5¢ Determine the duration of the password lock.

5d Determine the length of time that password failures are kept in the cache
before they are purged.

6 Apply your password policy settings with OK.
LDAP—A Directory Service
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To edit a previously created database, select its base DN in the tree to the left. In

the right part of the window, YaST displays a dialog similar to the one used for the
creation of a new database (with the main difference that the base DN entry is grayed
out and cannot be changed).

After leaving the LDAP server configuration by selecting Finish, you are ready to go
with a basic working configuration for your LDAP server. To fine-tune this setup,
make use of OpenLDAP's dynamic configuration backend.

The OpenLDAP's dynamic configuration backend stores the configuration in

an LDAP database. That database consists of a set of . 1dif filesin /etc/
openldap/slapd.d. There is no need to access these files directly. To access
the settings you can either use the YaST LDAP server module (the yast2-1dap-
server package) or an LDAP client such as 1dapmodify or 1dapsearch. For
more information on the dynamic configuration of OpenLDAP, see the OpenLDAP
Administration Guide.

4.4 Configuring an LDAP Client with
YaST

YaST includes a module to set up LDAP-based user management. If you did not
enable this feature during the installation, start the module by selecting Network
Services > LDAP Client. YaST automatically enables any PAM and NSS-related
changes as required by LDAP and installs the necessary files. Simply connect your
client to the server and let YaST manage users over LDAP. This basic setup is
described in Pasnen 4.4.1, «Configuring Basic Settings» (ctp. 55).

Use the YaST LDAP client to further configure the YaST group and user
configuration modules. This includes manipulating the default settings for new

users and groups and the number and nature of the attributes assigned to a user or
group. LDAP user management allows you to assign far more and different attributes
to users and groups than traditional user or group management solutions. This is
described in Paznen 4.4.2, «Configuring the YaST Group and User Administration
Modules» (ctp. 58).
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4.4.1 Configuring Basic Settings

The basic LDAP client configuration dialog (Pucynok 4.6, «YaST: LDAP Client
Configuration» (ctp. 55)) opens during installation if you choose LDAP user
management or when you select Network Services > LDAP Client in the YaST
Control Center in the installed system.

PucyHok 4.6 YaST: LDAP Client Configuration

0] LDAP Client Configuration

Here, your machine can be set up as an LDAP client. more

User Authentication
Do Not Use LDAP
© [Use LDAP|
Use LDAP but Disable Logins

LDAP Client

Addresses of LDAP Servers:

[192.188.1 113 | Find

LDAP Base DN

‘dc=examp\e dec=com ‘ Fetch DN
Secure Connection

@ LDAP TLS/SSL Download CA Certificate

& Start Automounter

Create Home Directory on Login

Advanced Configuration
Help Cancel oK

To authenticate users of your machine against an OpenLDAP server and to enable
user management via OpenLDAP, proceed as follows:

1 Click Use LDAP to enable the use of LDAP. Select Use LDAP but Disable Logins
instead if you want to use LDAP for authentication, but do not want other users to
log in to this client.

2 Enter the IP address of the LDAP server to use.

3 Enter the LDAP Base DN to select the search base on the LDAP server. To
retrieve the base DN automatically, click Fetch DN. YaST then checks for any
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LDAP database on the server address specified above. Choose the appropriate
base DN from the search results given by YaST.

4 If TLS or SSL-protected communication with the server is required, select LDAP
TLS/SSL. Click Download CA Certificate to download a certificate in PEM format
from a URL.

5 Select Start Automounter to mount remote directories on your client, such as a
remotely managed /home.

6 Select Create Home Directory on Login to have a user's home automatically
created on the first user login.

7 Click OK to apply your settings.

To modify data on the server as administrator, click Advanced Configuration.
The following dialog is split into two tabs. See Pucynok 4.7, «YaST: Advanced
Configuration» (ctp. 56).

PucyHok 4.7 YaST: Advanced Configuration

Q Advanced Configuration
Specify the search bases to use for specific maps (users, passwords, and groups) if they are different from the b... more

Client Settings | Administration Settings

Naming Contexts
User Map

|dc:example‘d:=cam | Browse

Password Map:

|dc:example‘d:=cam | Browse
Group Map
|dc:example‘d:=cam | Browse

Password Change Protocol:

‘exop v

Group Member Attribute:

member v

Certificate Directory: CA Certificate File:

Browse Browse

LDAP Version 2

Help Cancel oK

1 In the Client Settings tab, adjust the following settings according to your needs:
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1a

1b

1c

1d

1e

If the search base for users, passwords, and groups differs from the global
search base specified in the LDAP base DN, enter these different naming
contexts in User Map, Password Map, and Group Map.

Specify the password change protocol. The standard method to use
whenever a password is changed is crypt, meaning that password hashes
generated by crypt are used. For details on this and other options, refer to
the pam_1dap man page.

Specify the LDAP group to use with Group Member Attribute. The default
value for this is member.

If a secure connection requires certificate checking, specify where your
CA Certificate File in PEM format is located. Or specify a directory with
certificates.

If the LDAP server still uses LDAPv2, enable the use of this protocol
version by selecting LDAP Version 2.

2 In Administration Settings, adjust the following settings:

2a

2b

2c

2d

2e

Set the base for storing your user management data via Configuration Base
DN.

Enter the appropriate value for Administrator DN. This DN

must be identical with the rootdn value specified in /etc/
openldap/slapd.conf to enable this particular user to
manipulate data stored on the LDAP server. Enter the full DN (such as
cn=Administrator,dc=example, dc=com) or activate Append
Base DN to have the base DN added automatically when you enter
cn=Administrator.

Check Create Default Configuration Objects to create the basic
configuration objects on the server to enable user management via LDAP.

If your client machine needs to act as a file server for home directories
across your network, check Home Directories on This Machine.

Use the Password Policy section to select, add, delete, or modify the
password policy settings to use. The configuration of password policies
with YaST is part of the LDAP server setup.
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2f Click OK to leave the Advanced Configuration, then Finish to apply your
settings.

Use Configure User Management Settings to edit entries on the LDAP server. Access
to the configuration modules on the server is then granted according to the ACLs

and AClIs stored on the server. Follow the procedures outlined in Paznen 4.4.2,
«Configuring the YaST Group and User Administration Modules» (ctp. 58).

4.4.2 Configuring the YaST Group and
User Administration Modules

Use the YaST LDAP client to adapt the YaST modules for user and group
administration and to extend them as needed. Define templates with default values
for the individual attributes to simplify the data registration. The presets created
here are stored as LDAP objects in the LDAP directory. The registration of user data
is still done with the regular YaST modules for user and group management. The
registered data is stored as LDAP objects on the server.

PucyHok 4.8 YaST: Module Configuration

® Module Configuration

Here, manage the configuration stored in LDAP directory. more

Configuration Maodule:

userConfig £ Mew | Delete
Attribute Value

suseDefaultBase ou=people, dc=example,dc=com

suseDefaultTernplate cn=usertemplate, ou=ldapconfig,de=example dc=com

suseMapAttribute

suseMaxPasswordLength 8

suseMaxUnigueld 60000

suseMinPasswordLength &

suseMinUnigueld 1000

suseNextUnigueld 1000

susePasswordHash CRYPT

suseSearchFilter objectClass=posixAccount

suseSkelDir letciskel

Edit Configure Template
Help Cancel oK
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The dialog for module configuration (Pucynok 4.8, «YaST: Module
Configuration» (ctp. 58)) allows the creation of new modules, selection and
modification of existing configuration modules, and design and modification of
templates for such modules.

To create a new configuration module, proceed as follows:

1

5

In the LDAP Client Configuration click Advanced Configuration, then open the
Administration Settings tab. Click Configure User Management Settings and enter
the LDAP server credentials.

Click New and select the type of module to create. For a user configuration
module, select suseUserConfiguration and for a group configuration
choose suseGroupConfiguration.

Choose a name for the new template (e.g., userConfig). The content view
shows a table listing all attributes allowed in this module and their assigned
values.

Accept the preset values or adjust the defaults to use in group and user
configurations by selecting the relevant attribute, pressing Edit, and entering
the new value. Rename a module by changing the cn attribute of the module.
Clicking Delete deletes the currently selected module.

After you click OK, the new module is added to the selection menu.

The YaST modules for group and user administration embed templates with
standard values. To edit a template associated with a configuration module, start
the object template configuration (Pucynok 4.9, «YaST: Configuration of an Object
Template» (ctp. 60)):

1

2

In the Module Configuration dialog, click Configure Template.

Determine the values of the general attributes assigned to this template according
to your needs or leave them empty. Empty attributes are deleted on the LDAP
server.

Modify, delete, or add new default values for new objects (user or group
configuration objects in the LDAP tree).
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PucyHok 4.9 YaST: Configuration of an Object Template

) Object Template Configuration
Here, configure the template used for creating new objects (like users or groups). mare

Attribute Value

suseMamingAttribute  uid

susePlugin UsersPluginLDAPAII

suseSecondaryGroup

Edit

Default Walues for New Objects

Attribute of Object Default Valug

loginShell [hinfbash

Add | Edit  Delete

Help Cancel oK

Connect the template to its module by setting the susedefaulttemplate
attribute value of the module to the DN of the adapted template.

NMOACKA3KA

The default values for an attribute can be created from other attributes by
using a variable instead of an absolute value. For example, when creating
a new user, cn=%sn %givenName is created automatically from the
attribute values for sn and givenName.

Once all modules and templates are configured correctly and ready to run, new
groups and users can be registered in the usual way with YaST.

4.5 Configuring LDAP Users and
Groups in YaST
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The actual registration of user and group data differs only slightly from the procedure
when not using LDAP. The following instructions relate to the administration of
users. The procedure for administering groups is analogous.

1 Access the YaST user administration with Security and Users > User and Group
Management.

2 Use Set Filter to limit the view of users to the LDAP users and enter the password
for Root DN.

3 Click Add to enter the user configuration. A dialog with four tabs opens:

3a Specify username, login, and password in the User Data tab.

3b Check the Details tab for the group membership, login shell, and home
directory of the new user. If necessary, change the default to values
that better suit your needs. The default values (as well as those of the
password settings) can be defined with the procedure described in Pa3-
nen 4.4.2, «Configuring the YaST Group and User Administration
Modules» (ctp. 58).

3c Modify or accept the default Password Settings.

3d Enter the Plug-Ins tab, select the LDAP plug-in, and click Launch to
configure additional LDAP attributes assigned to the new user (see Pucy-
HOK 4.10, «YaST: Additional LDAP Settings» (ctp. 62)).

4 Click OK to apply your settings and leave the user configuration.
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PucyHok 4.10 YaST: Additional LDAP Settings

Additional LDAP Settings

Here, see the table of all allowed attributes for the current LDAP entry that were not set in previous dialogs. mare

Attribute Malue
givenMame Tux
sn Geeko

audio
businessCategory
carlicense
departmentMumber
displayMame
employeeMumber
employeeType
homePhone
homePostalAddress
initials

jpegPhoto
labeledURI

mail

manager

mohile

o

pager

photo

Edit

Help Cancel

The initial input form of user administration offers LDAP Options. This allows you
to apply LDAP search filters to the set of available users. Alternatively open the
module for configuring LDAP users and groups by selecting LDAP User and Group

Configuration.

4.6 Browsing the LDAP Directory

Tree

To conveniently browse the LDAP directory tree and all its entries, use the YaST

LDAP Browser:

1 Loginas root.

2 Start YaST > Network Services > LDAP Browser.
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3 Enter the address of the LDAP server, the Administrator DN, and the password for
the Root DN of this server (if you need both to read and write the data stored on
the server).

Alternatively, choose Anonymous Access and do not provide the password to gain
read access to the directory.

The LDAP Tree tab displays the content of the LDAP directory to which your
machine connected. Click to expand each item's submenu.

PucyHok 4.11 Browsing the LDAP Directory Tree

LDAP Browser
Browse the LDAP tre in the Ieft part of the dialog. more

de=example de=com uid=tuxg,ou=pe ople de=example de=com
' de=example de=com Attibute Value
en=Default Policy
~ ouldapeonfig gidNumber 100
cn=userconfig givenhiame Tux
cr=usertemplate homeDirectory fhomeftuxg
< ou=people loginShell fhinfbash
ObjectClass top posixAccount inet OrgPerson
sn Geeko
uid tuxg
uidNumber 1002
userPassword {cryptNABIDLgdcdss
audio
businessCategory
carlicense
departmenthumber
displayName
employeehumber
employesType
homePhane
homePostalAddress
initials, .
Reload
Help Close

4 To view any entry in detail, select it in the LDAP Tree view and open the Entry
Data tab.

All attributes and values associated with this entry are displayed.
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PucyHok 4.12 Browsing the Entry Data

=) LDAP Browser
Browse the LDAP tre in the Ieft part of the dialog. more

e e e uid=tuxg,ou=pe ople de=example de=com
' de=example de=com Attibute Value
cn=Default Policy
< ou=ldapeonfig gidNumber 100
cn=userconfig giventiame Tux
cn=usertemplate homeDirectory fhomeftuxg
~ ou=people

jash

sixAccount inetOrgPerson
Values of "o’ Attribute:

OK | | Cancel | | Help || Add Value

- ehABIDLgdcdss
audio

businessCatzgory

5 To change the value of any of these attributes, select the attribute, click Edit, enter
the new value, click Save, and provide the Root DN password when prompted.

6 Leave the LDAP browser with Close.

4.7 Manually Configuring an LDAP
Server

YaST uses OpenLDAP's dynamic configuration database (back-config) to
store the LDAP server's configuration. For details about the dynamic configuration
backend please see the slapd-config (5) man page or the OpenLDAP
Software 2.4 Administrator's Guide located at /usr/share/doc/packages/
openldap2/guide/admin/guide.html on your system if the openldap?2
package is installed.

MNOOCKA3KA: Upgrading an Old OpenLDAP Installation

YaST does not use /etc/openldap/slapd.conf to store the
OpenLDAP configuration anymore. In case of a system upgrade, a copy of
the original /etc/openldap/slapd.conf file will get created as /etc/
openldap/slapd.conf.YaSTsave.
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To conveniently access the configuration backend, you use SASL external
authentication. For example, the following 1dapsearch command executed as
root can be used to show the complete s1apd configuration:

ldapsearch -Y external -H ldapi:/// -b cn=config

4.7.1 Starting and Stopping the Servers

Once the LDAP server is fully configured and all desired entries have been made
according to the pattern described in Pa3nen 4.8, «Manually Administering LDAP
Data» (ctp. 65), start the LDAP server as root by entering rcldap start.

To stop the server manually, enter the command rcldap stop. Query the status of
the running LDAP server with rc1ldap status.

Use the YaST runlevel editor to have the server started and stopped automatically on
system bootup and shutdown. It is also possible to create the corresponding links to
the start and stop scripts with the insserv command from a command prompt.

4.8 Manually Administering LDAP
Data

OpenLDAP offers a series of tools for the administration of data in the LDAP
directory. The four most important tools for adding to, deleting from, searching
through and modifying the data stock are explained in this section.

4.8.1 Inserting Data into an LDAP
Directory

Once your LDAP server is correctly configured (it features appropriate entries

for suffix, directory, rootdn, rootpw and index), proceed to entering
records. OpenLDAP offers the 1dapadd command for this task. If possible, add the
objects to the database in bundles (for practical reasons). LDAP is able to process
the LDIF format (LDAP data interchange format) for this. An LDIF file is a simple
text file that can contain an arbitrary number of attribute and value pairs. The LDIF
file for creating a rough framework for the example in Pucynok 4.1, «Structure of an
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LDAP Directory» (ctp. 43) would look like the one in ITpumep 4.2, «<An LDIF
File» (cTp. 66).

BA>XHO: Encoding of LDIF Files

LDAP works with UTF-8 (Unicode). Umlauts must be encoded correctly.
Otherwise, avoid umlauts and other special characters or use iconv to
convert the input to UTF-8.

lpumep 4.2 An LDIF File

# The Organization

dn: dc=example, dc=com
objectClass: dcObject
objectClass: organization
o: Example dc: example

# The organizational unit development (devel)
dn: ou=devel, dc=example,dc=com

objectClass: organizationalUnit

ou: devel

# The organizational unit documentation (doc)
dn: ou=doc, dc=example, dc=com

objectClass: organizationalUnit

ou: doc

# The organizational unit internal IT (it)
dn: ou=it, dc=example,dc=com

objectClass: organizationalUnit

ou: it

Save the file with the . 1d1 f suffix then pass it to the server with the following
command:

ldapadd -x -D dn_of_the_administrator -W -f file.ldif

—-x switches off the authentication with SASL in this case. —D declares the user
that calls the operation. The valid DN of the administrator is entered here just

like it has been configured in s1apd. conf. In the current example, this is
cn=Administrator, dc=example, dc=com. —W circumvents entering the
password on the command line (in clear text) and activates a separate password
prompt. The —£ option passes the filename. See the details of running 1dapadd in
IMpumep 4.3, «ldapadd with example.ldif» (cTp. 67).
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TMpumep 4.3 Idapadd with example.ldif

ldapadd -x -D cn=Administrator,dc=example,dc=com -W —-f example.ldif

Enter LDAP password:

adding new entry "dc=example,dc=com"

adding new entry "ou=devel,dc=example,dc=com"
adding new entry "ou=doc,dc=example,dc=com"
adding new entry "ou=it,dc=example,dc=com"

The user data of individuals can be prepared in separate LDIF files. [Ipumep 4.4,
«LDIF Data for Tux» (ctp. 67) adds Tux to the new LDAP directory.

lMpumep 4.4 LDIF Data for Tux

# coworker Tux

dn: cn=Tux Linux,ou=devel, dc=example,dc=com
objectClass: inetOrgPerson

cn: Tux Linux

givenName: Tux

sn: Linux

mail: tux@example.com

uid: tux

telephoneNumber: +49 1234 567-8

An LDIF file can contain an arbitrary number of objects. It is possible to pass
directory branches (entirely or in part) to the server in one go, as shown in the
example of individual objects. If it is necessary to modify some data relatively often,
a fine subdivision of single objects is recommended.

4.8.2 Modifying Data in the LDAP
Directory

The tool 1dapmodify is provided for modifying the data stock. The easiest way
to do this is to modify the corresponding LDIF file and pass the modified file to the
LDAP server. To change the telephone number of colleague Tux from +49 1234
567-8to+49 1234 567-10, edit the LDIF file like in ITpumep 4.5, «Modified
LDIF File tux.1dif» (cTp. 67).

Tpumep 4.5 Modified LDIF File tux.ldif

# coworker Tux

dn: cn=Tux Linux,ou=devel, dc=example,dc=com
changetype: modify

replace: telephoneNumber

telephoneNumber: +49 1234 567-10
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Import the modified file into the LDAP directory with the following command:

ldapmodify -x -D cn=Administrator,dc=example,dc=com -W —-f tux.ldif
Alternatively, pass the attributes to change directly to 1dapmodi fy as follows:

1 Start 1dapmodify and enter your password:

ldapmodify -x -D cn=Administrator,dc=example, dc=com -W
Enter LDAP password:

2 Enter the changes while carefully complying with the syntax in the order
presented below:

dn: cn=Tux Linux,ou=devel, dc=example,dc=com
changetype: modify

replace: telephoneNumber

telephoneNumber: +49 1234 567-10

For more information about 1dapmodi fy and its syntax, see the 1dapmodify
man page.

4.8.3 Searching or Reading Data from an
LDAP Directory

OpenLDAP provides, with 1dapsearch, a command line tool for searching data
within an LDAP directory and reading data from it. This is a simple query:

ldapsearch -x -b dc=example,dc=com " (objectClass=*)"

The —b option determines the search base (the section of the tree within which the
search should be performed). In the current case, this is dc=example, dc=com.

To perform a more finely-grained search in specific subsections of the LDAP
directory (for example, only within the devel department), pass this section

to 1dapsearch with —b. —x requests activation of simple authentication.
(objectClass=*) declares that all objects contained in the directory should be
read. This command option can be used after the creation of a new directory tree to
verify that all entries have been recorded correctly and the server responds as desired.
For more information about the use of 1dapsearch, see the 1dapsearch (1)
man page.

4.8.4 Deleting Data from an LDAP
Directory
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Delete unwanted entries with 1dapdelete. The syntax is similar to that of the
other commands. To delete, for example, the complete entry for Tux Linux, issue
the following command:

ldapdelete -x -D cn=Administrator,dc=example,dc=com -W cn=Tux \
Linux, ou=devel, dc=example, dc=com

4.9 For More Information

More complex subjects (like SASL configuration or establishment of a replicating
LDAP server that distributes the workload among multiple slaves) were omitted from
this chapter. Find detailed information about both subjects in the OpenLDAP 2.4
Administrator's Guide—see at OpenLDAP 2.4 Administrator's Guide (ctp. 69).

The Web site of the OpenLDAP project offers exhaustive documentation for
beginner and advanced LDAP users:

OpenLDAP Faq-O-Matic
A detailed question and answer collection applying to the installation,
configuration, and use of OpenLDAP. Find itat http://
www.openldap.org/fag/data/cache/1.html.

Quick Start Guide
Brief step-by-step instructions for installing your first LDAP server. Find it at
http://www.openldap.org/doc/admin24/quickstart.html
or on an installed system in Section 2 of /usr/share/doc/packages/
openldap?2/guide/admin/guide.html.

OpenLDAP 2.4 Administrator's Guide
A detailed introduction to all important aspects of LDAP
configuration, including access controls and encryption. See http://
www .openldap.org/doc/admin24/ or, on an installed system, /usr/
share/doc/packages/openldap2/guide/admin/guide.html.

Understanding LDAP
A detailed general introduction to the basic principles of LDAP: http://
www . redbooks.ibm.com/redbooks/pdfs/sg244986.pdf.

Printed literature about LDAP:
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* LDAP System Administration by Gerald Carter ISBN 1-56592-491-6)

* Understanding and Deploying LDAP Directory Services by Howes, Smith, and
Good (ISBN 0-672-32316-8)

The ultimate reference material for the subject of LDAP are the corresponding RFCs
(request for comments), 2251 to 2256.
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Active Directory Support

Active Directory* (AD) is a directory-service based on LDAP, Kerberos, and other
services that is used by Microsoft Windows to manage resources, services, and
people. In an MS Windows network, AD provides information about these objects,
restricts access to them, and enforces policies. lets you join existing AD domains and
integrate your Linux machine into a Windows environment.

5.1 Integrating Linux and AD
Environments

With a Linux client (configured as an Active Directory client) that is joined to an
existing Active Directory domain, benefit from various features not available on a
pure Linux client:

Browsing Shared Files and Folders with SMB
Both Nautilus (the GNOME file manager) and Konqueror (its KDE counterpart)
support browsing shared resources through SMB.

Sharing Files and Folders with SMB
Both Nautilus (the GNOME file manager) and Konqueror (its KDE counterpart)
support sharing folders and files as in Windows.

Accessing and Manipulating User Data on the Windows Server
Through Nautilus and Konqueror, users are able to access their Windows user
data and can edit, create, and delete files and folders on the Windows server.
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Users can access their data without having to enter their password multiple
times.

Offline Authentication
Users are able to log in and access their local data on the Linux machine even if
they are offline or the AD server is unavailable for other reasons.

Windows Password Change
This port of AD support in Linux enforces corporate password policies stored in
Active Directory. The display managers and console support password change
messages and accept your input. You can even use the Linux passwd command
to set Windows passwords.

Single-Sign-On through Kerberized Applications
Many applications of both desktops are Kerberos-enabled (kerberized), which
means they can transparently handle authentication for the user without the need
for password reentry at Web servers, proxies, groupware applications, or other
locations.

A brief technical background for most of these features is given in the following
section.

5.2 Background Information for
Linux AD Support

Many system components need to interact flawlessly in order to integrate a Linux
client into an existing Windows Active Directory domain. PucyHok 5.1, «Active
Directory Authentication Schema» (ctp. 72) highlights the most prominent ones.
The following sections focus on the underlying processes of the key events in AD
server and client interaction.

PucyHok 5.1 Active Directory Authentication Schema

To communicate with the directory service, the client needs to share at least two
protocols with the server:

LDAP
LDAP is a protocol optimized for managing directory information. A Windows
domain controller with AD can use the LDAP protocol to exchange directory
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information with the clients. To learn more about LDAP in general and about
the open source port of it, OpenLDAP, refer to I'naBa 4, LDAP—A Directory
Service (ctp. 41).

Kerberos
Kerberos is a third-party trusted authentication service. All its clients trust
Kerberos's authorization of another client's identity, enabling kerberized single-
sign-on (SSO) solutions. Windows supports a Kerberos implementation, making
Kerberos SSO possible even with Linux clients.

The following client components process account and authentication data:

Winbind
The most central part of this solution is the winbind daemon that is a part of the
Samba project and handles all communication with the AD server.

NSS (Name Service Switch)
NSS routines provide name service information. Naming service for both users
and groups is provided by nss_winbind. This module directly interacts with
the winbind daemon.

PAM (Pluggable Authentication Modules)
User authentication for AD users is done by the pam_winbind module.
The creation of user homes for the AD users on the Linux client is handled
by pam_mkhomedir. The pam_winbind module directly interacts with
winbindd. To learn more about PAM in general, refer to I'maBa 2, Aémopuzayus
¢ nomowypro PAM (ctp. 19).

Applications that are PAM-aware, like the login routines and the GNOME and KDE
display managers, interact with the PAM and NSS layer to authenticate against

the Windows server. Applications supporting Kerberos authentication (such as file
managers, Web browsers, or e-mail clients) use the Kerberos credential cache to
access user's Kerberos tickets, making them part of the SSO framework.

5.2.1 Domain Join

During domain join, the server and the client establish a secure relation. On the
client, the following tasks need to be performed to join the existing LDAP and
Kerberos SSO environment provided by the Window domain controller. The entire
join process is handled by the YaST Domain Membership module, which can be run
during installation or in the installed system. The steps involved are:
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1 The Windows domain controller, providing both LDAP and KDC (Key
Distribution Center) services, is located.

2 A machine account for the joining client is created in the directory service.

3 An initial ticket granting ticket (TGT) is obtained for the client and stored in its
local Kerberos credential cache. The client needs this TGT to get further tickets
allowing it to contact other services, like contacting the directory server for LDAP
queries.

4 NSS and PAM configurations are adjusted to enable the client to authenticate
against the domain controller.

During client boot, the winbind daemon is started and retrieves the initial Kerberos
ticket for the machine account. winbindd automatically refreshes the machine's ticket
to keep it valid. To keep track of the current account policies, winbindd periodically
queries the domain controller.

5.2.2 Domain Login and User Homes

The login managers of GNOME and KDE (GDM and KDM) have been extended
to allow the handling of AD domain login. Users can choose to log into the primary
domain the machine has joined or to one of the trusted domains with which the
domain controller of the primary domain has established a trust relationship.

User authentication is mediated by a number of PAM modules as described in
Paznen 5.2, «Background Information for Linux AD Support» (ctp. 72). The
pam_winbind module used to authenticate clients against Active Directory or
NT4 domains is fully aware of Windows error conditions that might prohibit a user's
login. The Windows error codes are translated into appropriate user-readable error
messages that PAM gives at login through any of the supported methods (GDM,
KDM, console, and SSH):

Password has expired
A message stating that the password has expired and needs to be changed is
displayed. The system prompts for a new password and informs the user if the
new password does not comply with corporate password policies (for example
the password is too short, too simple, or already in the history). If a user's
password change fails, the reason is shown and a new password prompt is given.
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Account disabled
The user sees an error message stating that the account has been disabled and to
contact the system administrator.

Account locked out
The user sees an error message stating that the account has been locked and to
contact the system administrator.

Password has to be changed
The user can log in but receives a warning that the password needs to be changed
soon. This warning is sent three days before that password expires. After
expiration, the user cannot log in.

Invalid workstation
When a user is restricted to specific workstations and the current machine
is not among them, a message appears that this user cannot log in from this
workstation.

Invalid logon hours
When a user is only allowed to log in during working hours and tries to log in
outside working hours, a message informs the user that logging in is not possible
at that time.

Account expired
An administrator can set an expiration time for a specific user account. If that
user tries to log in after expiration, the user gets a message that the account has
expired and cannot be used to log in.

During a successful authentication, pam_winbind acquires a ticket granting
ticket (TGT) from the Kerberos server of Active Directory and stores it in the
user's credential cache. It also renews the TGT in the background, requiring no user
interaction.

supports local home directories for AD users. If configured through

YaST as described in Pazgen 5.3, «Configuring a Linux Client for Active
Directory» (ctp. 76), user homes are created at the first login of a Windows

(AD) user into the Linux client. These home directories look and feel entirely the
same as standard Linux user home directories and work independently of the AD
domain controller. Using a local user home, it is possible to access a user's data on
this machine (even when the AD server is disconnected) as long as the Linux client
has been configured to perform offline authentication.
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It is also possible to mount server home directories automatically; for more
information, see Pasnen “Configuring Clients” (I'nasa 15, Samba, TConepxanue).

5.2.3 Offline Service and Policy Support

Users in a corporate environment must have the ability to become roaming users (for
example, to switch networks or even work disconnected for some time). To enable
users to log in to a disconnected machine, extensive caching was integrated into the
winbind daemon. The winbind daemon enforces password policies even in the offline
state. It tracks the number of failed login attempts and reacts according to the policies
configured in Active Directory. Offline support is disabled by default and must be
explicitly enabled in the YaST Domain Membership module.

‘When the domain controller has become unavailable, the user can still access
network resources (other than the AD server itself) with valid Kerberos tickets that
have been acquired before losing the connection (as in Windows). Password changes
cannot be processed unless the domain controller is online. While disconnected
from the AD server, a user cannot access any data stored on this server. When a
workstation has become disconnected from the network entirely and connects to the
corporate network again later, acquires a new Kerberos ticket as soon as the user has
locked and unlocked the desktop (for example, using a desktop screen saver).

5.3 Configuring a Linux Client for
Active Directory

Before your client can join an AD domain, some adjustments must be made to your
network setup to ensure the flawless interaction of client and server.

DNS
Configure your client machine to use a DNS server that can forward DNS
requests to the AD DNS server. Alternatively, configure your machine to use the
AD DNS server as the name service data source.

NTP
To succeed with Kerberos authentication, the client must have its time set
accurately. It is highly recommended to use a central NTP time server for this
purpose (this can also be the NTP server running on your Active Directory
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domain controller). If the clock skew between your Linux host and the domain
controller exceeds a certain limit, Kerberos authentication fails and the client is
logged in using the weaker NTLM (NT LAN Manager) authentication. For more
details about using active directory for time synchronization, see Ilpoueaypa 5.1,
«Joining an AD Domain» (ctp. 77).

DHCP
If your client uses dynamic network configuration with DHCP, configure DHCP
to provide the same IP and hostname to the client. If possible, use static IP
addresses.

Firewall
To browse your network neighborhood, either disable the firewall entirely or
mark the interface used for browsing as part of the internal zone.

To change the firewall settings on your client, log in as root and start the YaST
firewall module. Select Interfaces. Select your network interface from the list of
interfaces and click Change. Select Internal Zone and apply your settings with
OK. Leave the firewall settings with Next > Accept. To disable the firewall, just
set Service Start to Manually and leave the firewall module with Next > Accept.

AD Account
You cannot log in to an AD domain unless the AD administrator has provided
you with a valid user account for that domain. Use the AD username and
password to log in to the AD domain from your Linux client.

Join an existing AD domain during installation (or by later activating SMB user
authentication with YaST in the installed system).

3AMEYAHUE

Currently only a domain administrator account, such as Administrator,
can join into Active Directory.

To join an AD domain in a running system, proceed as follows:
lpouenypa 5.1 Joining an AD Domain

1 Loginas root and start YaST.

2 Start Network Services > Windows Domain Membership.
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3 Enter the domain to join at Domain or Workgroup in the Windows Domain
Membership screen (see PucyHok 5.2, «<Determining Windows Domain
Membership» (ctp. 78)). If the DNS settings on your host are properly
integrated with the Windows DNS server, enter the AD domain name in its
DNS format (mydomain.mycompany . com). If you enter the short name of
your domain (also known as the pre-Windows 2000 domain name), YaST must
rely on NetBIOS name resolution instead of DNS to find the correct domain
controller. To select from a list of available domains instead, use Browse to list
the NetBIOS domains, then select the desired domain.

PucyHok 5.2 Determining Windows Domain Membership

(=] Windows Domain Membership

A Linux client can be a member of a workgroup, NT domain, or Active Directory domain. more

Membership
Domain or Workgroup:

WORKGROUP

Also Use SME Information for Linux Authentication

Expert Settings...

Sharing by Users

Allow Users to Share Their Directories

NTP Configuration...

Help Cancel oK

4 Check Also Use SMB Information for Linux Authentication to use the SMB
source for Linux authentication.

5 Check Create Home Directory on Login to automatically create a local home
directory for your AD user on the Linux machine.

6 Check Offline Authentication to allow your domain users to log in even if
the AD server is temporarily unavailable, or if you do not have a network
connection.
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Select Expert Settings, if you want to change the UID and GID ranges for the
Samba users and groups. Let DHCP retrieve the WINS server only if you need
it. This applies when some of your machines are resolved by the WINS system
only.

Configure NTP time synchronization for your AD environment by selecting
NTP Configuration and entering an appropriate server name or IP address.
This step is obsolete if you have already entered the appropriate settings in the
standalone YaST NTP configuration module.

Click Finish and confirm the domain join when prompted for it.

Provide the password for the Windows administrator on the AD
server and click OK (see PucyHok 5.3, «Providing Administrator
Credentials» (ctp. 79)).

PucyHok 5.3 Providing Administrator Credentials

Enter the username and the passwerd
for joining the domain sbs-test.site.

To jein the domain anenymously, leave the
text entries empty

Usemame

IAdministrator

Password

Cancel

After you have joined the AD domain, you can log in to it from your workstation
using the display manager of your desktop or the console.

5.4 Logging In to an AD Domain

Provided your machine has been configured to authenticate against Active Directory
and you have a valid Windows user identity, you can log in to your machine using
the AD credentials. Login is supported for both desktop environments (GNOME and
KDE), the console, SSH, and any other PAM-aware application.

BAXKHO: Offline Authentication

supports offline authentication, allowing you to remain logged in to your
client machine even if the client machine is disconnected from the network.
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5.4.1 GDM and KDM

To authenticate a GNOME client machine against an AD server, proceed as follows:

1 Select the domain.
2 Enter your Windows username and press Enter.
3 Enter your Windows password and press Enter.

To authenticate a KDE client machine against an AD server, proceed as follows:

1 Select the domain.
2 Enter your Windows username.
3 Enter your Windows password and press Enter.

If configured to do so, creates a user home directory on the local machine on the first
login of each AD authenticated user. This allows you to benefit from the AD support
of while still having a fully functional Linux machine at your disposal.

5.4.2 Console Login

You can not only log in to the AD client machine using a graphical front-end, but
also by using the text-based console login or by using SSH.

To log in to your AD client from a console, enter DOMAIN\ user at the login:
prompt and provide the password.

To remotely log in to your AD client machine using SSH, proceed as follows:

1 At the login prompt, enter:

ssh DOMAIN\\user@hostname
The \ domain and login delimiter is escaped with another \ sign.

2 Provide the user's password.
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5.5 Changing Passwords

has the ability to help a user choose a suitable new password that meets the corporate
security policy. The underlying PAM module retrieves the current password policy
settings from the domain controller, informing the user about the specific password
quality requirements a user account typically has, by means of a message on login.
Like its Windows counterpart, presents a message describing:

» Password history settings

* Minimum password length requirements
* Minimum password age

* Password complexity

The password change process cannot succeed unless all requirements have been
successfully met. Feedback about the password status is given both through the
display managers and the console.

GDM and KDM provide feedback about password expiration and prompt for new
passwords in an interactive mode. To change passwords in the display managers, just
provide the password information when prompted.

To change your Windows password, you can use the standard Linux utility,
passwd, instead of having to manipulate this data on the server. To change your
Windows password, proceed as follows:

1 Log in at the console.

2 Enter passwd.

3 Enter your current password when prompted.

4 Enter the new password.

5 Reenter the new password for confirmation. If your new password does not

comply with the policies on the Windows server, you are prompted for another
password.

To change your Windows password from the GNOME desktop, proceed as follows:
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Click the Computer icon on the left edge of the panel.
Select Control Center.

From the Personal section, select Change Password.
Enter your old password.

Enter and confirm the new password.

Leave the dialog with Close to apply your settings.

To change your Windows password from the KDE desktop, proceed as follows:

1

2

Select Personal Settings from the main menu.

Select Security & Privacy.

Click Password & User Account.

Click Change Password.

Enter your current password.

Enter and confirm the new password and apply your settings with OK.

Leave the Personal Settings with File > Quit.
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CeTeBasi ayTeHTUpMKaL U
npu noMmowum Kerberos

OTKpHBITas ceTeBast apXUTEKTypa He MPEIOCTaBIIEeT Crocoda YIOCTOBEPUTHCS B TOM,
41O paboyasi CTAHIMS UASHTU(UIMPYET MOIb30BaTe el JOIKHBIM 00pa3oM, 3a UC-
KJTIOYEHHEM OOBIYHOTO MEXaHM3Ma Maposieil. B GoNbIMHCTBE CiTydaeB MOab30BaTENb
J0JDKEH BBOJIUTDH TAPOJIb IIPU KaxkJIoM oOpaIieHnu K cinyxk6e BHyTpu cetu. Kerberos
MPEIOCTABIISIET METO I Ay TeHTH(HUKALINH, C TIOMOIIBIO KOTOPOT'O MOJb30BATENb PETH-
CTpUpYETCs TOJbKO OJJH Pa3, MOCIe Yero eMy JOCTYITHbI BCE CETEBbIE PECYPCHI 10
KoHIIa ceccnu. Creaymomne TpeOOBaHuUS TOJKHBI OBITh COOJIOICHBI TS O€30IIaCHOCTH
CceTu:

* Bce noabp3oBaTesm A0JKHBI NOATBEPKAATH CBOIO MNOAJIMHHOCTb U HUKTO HE NOJI)KEH
HMCII0JIb30BaTh 9YKHUE JAHHBIC.

* Y06eauThcs, UYTO Kax/Iblid CEpBep CETH TaKkKe MOATBEPXkKIaeT CBOK MOATMHHOCTb.
WNHaue 3710yMBIIUIEHHUK MOXET MOJMEHUTDb CEPBEP U MOMYUYUTh JOCTYII K OTIPaB-
JIsIeMOl eMy KOH(UASHITHAILHOW NH(MOPMALIMK. DTa KOHIENIN Ha3BaHa 63aUM-
Hoti aymenmugbuxayueri, NOTOMY YTO KJIIMEHT ayTEHTU(DUIIUPYETCS y cepBepa U Ha-
000pOT.

Kerberos momoxet Bam coOutiocT! 3TH YCIOBHS Npeasiaras ayTeHTU(UKAIIIO C
YCTOMYMBBIM IIH(ppOBaHUEM. 31€Ch MBI 00CYIUM TOJbKO OCHOBHbIC IIPUHIIHIIBI
Kerberos. 3a mogpoOHON TEXHUIECKOW UHCTPYKIMER 00paTuTech K JOKYMEHTAIIU
Kerberos.
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6.1 TepmuHonorus Kerberos

Criepyrommumii Toccapyil CoepKUT OCHOBHEIE orpenieienust Kerberos.

BEPUTEJIbHBIE JaHHbIE
IMosnp30BaTeNy WM KJIMEHTH JOJKHBI IPEACTaBUTh KaKue-IM00 BepUTEIbHbIE
JaHHBIE, pa3peliaolye UM 3alpalmBaTh cIykObl. Kerberos n3secTHo /1Ba Bia
BEpUTEJIbHBIX IaHHBIX: OMJIETH ¥ Ay TeHTU(UKATOPHI.

oueT
Buser - 9T0 BepuTebHbIE JAHHBIE, UCIIOIb3yEMbIE KIIMEHTOM IS ayTeHTH(HKA-
MU Ha cepBepe, Y KOTOPOro KJIMEHT 3arpaiimBaet ciayxk0y. OH COAepKUT UMs
cepBepa, UMsI KJIMEHTA, aIpec KIMEHTa B HHTEPHETE, ATy, BPEMS KU3HU U IIPOU3-
BOJIbHBIH KJTIOY ceccur. Bee 9Tu naHHbBIe 3a1upoOBaHbI C UCIIOJIb30BAHUEM KITIOYA
cepBepa.

ayTeHTU(UKATOP

O0bennHssACh C OWIIETOM, ayTeHTU(UKATOP KCIIONb3YETCs VIS IOKA3aTe/IbCTBA
TOT'O, YTO KJIMEHT MPEeIOCTABUBIIIIA OWIIET IeHCTBUTEIBHO TOT, 32 KOTO OH ce0s
BBIIACT. ayTEHTU(UKATOP CO3ACTCS C MCIOIB30BaHUEM UMEHH KIIMeHTa, [P-an-
peca paboueil CTaHIINK U TEKYIIEero BpeMeHH padodeil cranumm. Bee 9To 3ammd-
POBAHO KJIIOYOM CECCUH, M3BECTHBIM TOJIBKO KJIMEHTY M COOTBETCTBYIOIIEMY Cep-
Bepy. B orymmame ot 6miera, ayTeHTH(UKATOP MOKET OBITh UCTIOIB30BAH TOJHKO
oauH pa3. KieHT MoxeT co3aaBaTh ayTeHTU(UKATOPB CAMOCTOSITEITBHO.

TIPUHIHTIAT
Kerberos mpuHIIUIAN 3TO YHUKATEHAS CYITHOCTS (TI0JIb30BATENb WX CITyk0a),
KOTOPOH MOKHO acCUTHOBaTh OvteT. [IprHIMnan coOCTOUT U3 CAeayIoNMX KOMIIO-
HEHTOB:

* OcHoga (primary) — nepBas yacTb IPUHLMIIANA, KOTOpPas MOXET COBIAAATD
C IMEHEM I10JIb30BaTeIs, B ClIyJae UCIOJIb30BaHMUs MT0JIb30BATENsI B KAUECTBE

MpUHOMAITAIA.

¢ Dk3eMIuAp (instance) — Hekas HeoOsI3aTeIbHAS HH(POPMALIUS, XapaKTepH-
3yI01asi OCHOBY. DTa CTPOKA OTJIeJIeHa OT UCXOAHON CUMBOJIOM /.

¢ Oo6uaacts (realm) — onpenenser Bairy ob1acts Kerberos. O6pr4HO 0671aCTh
COOTBETCTBYET JJOMEHHOMY MMEHH, HAMTICAHHOMY B BEDXHEM PETHUCTPE.
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B3aUMHas ayTeHTU(]pUKaLus
Kerberos nposepsieT NOAIMHHOCTb KaK MOJIb30BaTeNIs, TaK U KiueHTa. OHU pas-
JeNAIT MeX Iy COOOH KJIIOY CECCUH, KOTOPBIN UCTIONB3YeTCs A/ 6e3011acHOr0
B3aUMOJIEIICTBUS.

KJII0Y CECCHU
Kimoun ceccrn — 3T0 BpeMeHHbIe 3alluIlieHHbIe KITo4n, co3aanHbie Kerberos.
OHU U3BECTHHI KJIMEHTY W UCTIONB3YIOTCS sl M pOBaHUs JAHHBIX, TiepeJaBae-
MBIX MEXIy KJIMEHTOM M CEPBEPOM, JJIs1 KOTOPOrO OH 3alPOCHI U TTOJTYYHT OUJIeT.

IIOBTOPHOE BOCIIPOU3BEJECHUE
IMoutu Bce cooOIEeHNs, TOCHUTAEMBIE TI0 CETH, MOTYT OBITh MTOACITYIIAHbL, YKpa-
JIeHbI U OTOC/IaHbI TOBTOPHO.B KoHTekcTe Kerberos Gyaer oueHb OnacHo, eciu
aTakyomeMy yAacTcs MOTyduTh Bamm 3ampoc Ha 00cTy KUBaHUE COIEPKAIIMIT
Baru 6usnier u ayTeHTH(UKATOP. ATaKyOIMHA MOXET IOIBITATHCS MOCIATh UX MO-
BTOpHO (replay), arobwl npencraButhest Bamu. Onqnako, B Kerberos peammzoBano
HECKOJIbKO MEXaHU3MOB YTOOBI PEIIUTh 3Ty MPOOIeMy.

cepBep U ciyx0a
Cayoicoa UCnoJIb3yeTcs 11 0003HAUEHUST ONpeIeJIeHHOTO ISHCTBUSA, KOTOPOE
HY>KHO BBIMOJHUTH. CTOSINIMI 32 STUM JEVCTBUEM MPOLIECC Ha3bIBACTCS cepae-
pom.

6.2 Kak pabotaet Kerberos

Kerberos 4acTo Ha3bIBalOT CTOPOHHEW JTOBEPEHHOM CITyKO00W ayTeHTU(HKAIIUU, STO
03HAuaeT, 4To BCe KJIMEHTH JoBepstoT Kerberos peiieHre o MOAIMHHOCTH APYT Apyra.
Kerberos xpanut 6a3y JaHHBIX BCEX CBOUMX ITOJIH30BATENEH M MX 3AIIUIICHHBIX KITIO-
yen.

YroOsl yOenuThbes B IpaBuiIbHON padote Kerberos, 3anmyctute cepep ayreHTH(DU-
Kali¥ ¥ MPeJOoCTaBIISIONIMI OMIIETH cepBep Ha BBIICNICHHOW MaluHe. Y OeinuTech,
YTO TOJIBKO aIMUHUCTPATOP UMeeT (PU3NIECKUI U CETEBOM JAOCTYI K 3TOW MallMHE.
CHM3bTE KOJMYECTBO 3aITyIIEHHBIX Ha HeM (CETeBHIX) CIIYX0 JI0 aOCOMOTHOTO MUHH-
MyMa — He 3aIycKaiTe faxe sshd.

CeteBag ayteHTucbrkauus npu nomowm Kerberos
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6.2.1 [epBbi KOHTAKT

Bamr nepBbiil koHTakT ¢ Kerberos HamomuHaeT craHIapTHYIO POLEAypy CETeBOro Jio-
ruHa. Beeaute Barre nmst mosp3oBaTests. I1a 9acTh HHGOPMAIN U UMSI CITYXKOBI, BBI-
Jarorieit OuseThl, mockUIaoTes cepepy ayrentudukarmu (Kerberos). Eciu cepsep
ayTeHTU(hUKaIK 3HaeT Bac, OH reHepupyeT CllyyaiHblil KJII0Y Ceccru YISl JajlbHEeN-
IEero UCIoJb30BaHUA MEKAY Bamum kimeHTom u MpeaoCTaBJIAIIINM 6I/IHGT])I cepBe-
pom. [anee cepBep ayTeHTU(DUKAIAI TOTOBUT OWJIET IJIs cepBepa, MPeIoCTaBIISIONIe-
ro 6usetsl. Buser cogepxkut cieayollyio nHbopmanuio (Bee 3anmdpoBaHo KIIoYeM
CECCUM, KOTOPBI 3HAIOT TOJIBKO CEpPBEP ayTEHTU(PUKALIMU U CEPBEP, IPEJOCTABIAIO-
U OUJIETHI):

* Mmena oboux, KJIMEHTA U cepBepa, MPETOCTABIISIONIEr0 OUIEThI
* Tekymee Bpems

* Bpems xu3HH, HA3HAYSHHOE ITOMY OUJIETY

e [P-anpec kimeHTa

¢ BHOBB CO3JaHHBINA KJTI0Y CECCUU

ITOT OWIIET MOChUIAETCs KJIMEHTY BMECTe C KJTI0UeM CeCCHH, OISTh-TaK! B 3amdpo-
BAaHHOM BH/JI€, HO Ha 3TOT Pa3 3aILUIIEHHbIM KJII0UOM KJIMEHTA. 3alUIIEHHBIN KITI0Y
u3BecTeH TosibKo Kerberos u KiMeHTy, IOTOMY 4TO OH CO3Ja€eTCsl Ha OCHOBE MapoJist
MOJIb30BATEIS. MOCJIE MOTyUeHHs 3TOr0 OTBETA KJIMEHTOM, Y Bac 3ampaimiBaeTcs na-
POJIb. DTOT MAPOIIBL MPeodpa3yeTcs B KIIOY, KOTOPHIM MOXHO pacimgpoBaTth MakKer,
OTIpaBJICHHBIN cepBepoM ayTeHTuduKanuu. [Taker «pa3BopadyrBaeTcs» U NapoJb C
KJTIOYOM CTHPAIOTCS M3 MaMsATH padodeit cranimu. [Toka Bpems xu3HM OrieTa, ¥c-
TNOJIL3YEMOTO JUTSI TIOJTyYeHHs JPYTriX OWIIeTOB He ucreder, Bama paboyas craHims
MOJKET IOATBEPKIATh CBOIO IOAIMHHOCTb.

6.2.2 3anpoc cnyxobl

It 3ampoca ciryk08l y T000ro ceppepa CeTH, KIMeHTCKOe MPUIIOKEHHE JOIKHO TOJ-
TBEPIUTH MTOUTMHHOCTS Tiepell cepBepoM. [103ToMy NpriokeHne TeHepupyeT ayTeHTU-
(pukatop. AyTeHTU(DUKATOP COCTOUT U3 CIEAYIOUINX KOMIOHEHTOB:

* HpI/IHLII/IHEU'I KJIMCHTa
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» IP-agpec knueHra
* Tekymee Bpems
* KoHrponbHas cymma (BHIOpaHHAS KIIHEHTOM)

Bcs aTa mH(popManus 3ammdpoBaHa ¢ UCTIONF30BAHUEM KJTIOUa CECCHHU, KOTOPYIO
KJIEHT YKe MOJIyYMIT OT CIIEIMAIbHOTO cepBepa. AyTeHTU(UKATOp U OWIIeT TSl cep-
Bepa MochUIanTcs cepBepy. CepBep HCIONb3YeT CBOI0 KOMMIO KITI0YA CECCHH, YTOOBI
pacimdpoBath ayTeHTU(UKATOP, KOTOPBII MPEIOCTABISIET BCIO HEOOXOAUMYIO WH-
(popmanuio o KJIMEHTe, 3ampayBanIneM CIIyX0y, 1 CPABHUBAET ee ¢ HH(popMaIuen
ounera. CepBep Takxe MPOBEPSIET, MPUHAJICKAT JIM AyTEHTU(PHUKATOP U OUIIET OJHO-
MY M TOMY Xe KJIUCHTY.

Ecnm He mpeanpuHATE Mep 6e30IacHOCTH Ha CTOPOHE CepBepa, STOT IIAr MOXKET OBITh
UJIeaJIbHOM LIEJTBIO JTSI aTaK MOBTOPHOTO BOCTIpor3BeeHus. KTo-HuOy b MOXeT mo-
TIBITATHCS TIepecyIaTh 3aIpoc, YKPaJeHHBIN paHee U3 ceTH. s mpeJoTBpanieHus 3To-
ro, CepBep He MPUHUMAET 3aMPOCOB C OMJIETOM U BPEMEHHOM METKOU YKe MPUHATHIMU
panee. B mornonHeHue K 3TOMY, 3aMIpOCH C BpEMEHHON METKOW CHITBHO OTJIMYAIOIIECsT
OT BpeMEHH MOJTyYeHHs 3aIpoca, UTHOPUPYIOTCS.

6.2.3 BsanmHasa ayteHTU(pUKaL U4

Ayrentudukanus Kerberos MoxeT ObITh HCHIOJIB30BaHA B 000MX HampaieHusx. OHa
KacaeTcsl He TOJIbKO YIOCTOBEPEHHsI CBOEH MOUIMHHOCTH KimeHToM. CepBep Toxke
JOJDKEH ayTeHTU(UIMPOBATh ceOsI Iepes KJIMEHTOM, 3arparimBas ero cryxoy. Takum
00pa3oM, OH TOXe MOochUTaeT ayTeHTu(puKaTop. OH NoOABISIET SANHUIY K KOHTPOJIb-
HOH CyMMe KJIMEHTCKOTO ayTeHTU(UKATOpa U MH(pPyeT pe3ysIbTaT pa3ieisieMbIM UM
C KJINEHTOM KJTI0UeM ceccrd. KIMeHT MpHHUMAET 3TOT OTBET, KaK JI0Ka3aTesIbCTBO
MOAJIMHHOCTH CepBepa M OHM HAUMHAIOT B3aUMOJIEICTRHE.

6.2.4 NMonyyeHue 6UnNeToB — coeguHEHne
C cepBepamu

BuneTtsl co3paioTces A5 UCTIOIb30BaHUS C KOHKPETHBIM CEPBEPOM. DTO O3HAYAET,
YTO IPH 3aIipoce K HOBOM cityx0e Bam HyxeH HoBbI O6unet. Kerberos peanmuzyer
MEXaHM3M TOJTy4eHHs] OWIIETOB [UIs OTAENBHBIX CEpBEPOB. DTa CiykOa Ha3bIBaeTCs
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«CJTyk00ii nosyueHus 6unetoB ». Cityx0a HosrydeHus: OMJIETOB MCIIOJIb3YeT HPOTOKO-
JIBL OCTYTIA OIKCaHHbIe paHee. Kaxplil pa3, Koraa MpHIOKEHUIO HyXKeH HOBBIA OU-
JIET, OHO COEJMHSETCSI C CEPBEPOM MOTyUeHHs OMIETOB. DTOT 3aIPOC COCTOUT U3 Clie-
IYIOLIMX KOMIIOHEHTOB:

 3anpalnyBaeMblil IPUHLIUIAT

* bBuner Ha nosrydenue ouera

* AyreHTuduKaTop

Kax u so6o¥#t apyroii cepsep, cepBep MoJyueHus: OUIETOB IpoBepsieT OuleT Ha Io-
JydeHue OuiieTa u ayreHTudukarop. Ecii oH cuMTaeT ux JOCTOBEPHBIMU, TO CO3/AET
HOBBIH KJII0Y CECCUM JJIS1 UCIIOJIb30BAHUS MEXIy KJIMEHTOM U HOBBIM cepBepoM. 3a-

TEM CO3/1aeTCs OMIIET ST HOBOTO CepBepa, KOTOPHIN CONEPKUT CIEAYIONyo HH(Op-
MaLMIO:

* IlpuHuunan kiueHra

* [Ipuniunan cepsepa

* Tekyee BpeMs

* [P-anpec kimeHTa

* BHOBb CO3JaHHBII KJIIOY CECCUU

Hogblii OusieT uMeeT BpeMst KU3HH, PABHOE OCTaBIIEMYCsI BpeMEHH KU3HU OUiieTa Ha
MoJTyYeHue OuieTa Wik BpeMEHH KU3HH [0 YMOITYAHUIO IJIs1 9TOM CiTyxObl. M3 nByX
STUX 3HAYCHUI BHIOUpaeTcs HanMeHbiee. KMeHT nosydaer ot ciiykObl MONTyYeHuUs
OUJIETOB 3TOT OWIIET U KJI0Y CECCHU, 3aIlM(PPOBAHHBIE TEM, Ke KII0UOM, KOTOPHIM
6bUT 3ammdpoBaH OuieT Ha motydeHue Ouera. KimeHT MoxkeT pacumdpoBaTh OTBET
0e3 MCIoIb30BaHMsI APOJIs TIOJIb30BaTes, MPH 3arpoce HOBOH cirykObl. Takum oOpa-
3oMm, Kerberos MoxkeT mostydats Ouiet 3a Ouietom, He GECOKOsI TOJIb30BATE S

6.2.5 CoemectumocTtb ¢ Windows 2000

Windows 2000 conepxur peanmzanmio Kerberos 5 or Microsoft. ucnosissyer MIT pe-
anu3aumio Kerberos 5, noseszHas nagopmanusa 1 pyKoBOJCTBO MOKHO HAaliTH B IOKY-
menTarmu MIT Pazpen 6.5, «[lononaurtensHas napopmanus» (ctp. 111).
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6.3 NMonb3oBaTenbCKkun B3rnsa O Ha
Kerberos

B uneanbHOM cityuae, eTMHCTBEHHBIN KOHTAKT NoJib3oBaTens ¢ Kerberos mpoucxonur
BO BpeMs BXojia B cuctemy. [Ipornecc BXoja crcteMy BKIIIOUAeT colaHue OusieTa Ha
nostyyenue Outeta. [1pu BrIXofe Bee mojib3oBatenbekue omnetsl Kerberos yHuuTOXa-
I0TCSI aBTOMATUYECKH, YTO 3aTPYAHSIET KOMY-THOO BO3MOXKHOCTh NIPEACTABUTHCS STHM
MOJIb30BaTeIeM. ABTOMATHUYECKOE UCTeUeHHE OUIIETOB MOXKET MPUBECTH K HECKOJIb-
KO HEJIOBKOUW CHUTYaIH, KOT/Ia TI0JIh30BATEIbCKAS CECCHS JJTUTCS JIOJIbINE, YeM MaK-
CHMaJIbHAsI TIPOJIOJKUTENIBHOCTD JKU3HM OWJIeTa Ha BblIauy OuieTa (pa3yMHOE ee 3Ha-
yenue paBHo 10 yacam). OIHAKO MOJIb30BATENb MOKET TOJTYYUTh HOBBIA OMJIET Ha T0-
JTydeHue Ouseta, 3amycTuB kinit. Beexure nmaposs cHoBa u Kerberos momyuur no-
CTYII K TpeOyeMbIM CITy)k0aM Oe3 OTIOJHUTEIbHOM ayTeHTHU(hUKAIMH. [ oy YeHus
CIHUCKa BCex OUIIeTOB, mojtydeHHbIX 11t Bac Kerberos, 3anycture k 11 st.

KPaTKHU CIMCOK BCEX MPUJIOKEHNUM, UCTIONB3YIONIMX ayTeHTudukanmio Kerberos 9tu
MIPWIOKEHUS] MOXKHO HalTU B qUpeKkTopun /usr/lib/mit/binu /usr/lib/
mit/sbin nocie ycraHoBKM nmakeTa krb5-apps—clients. Bce oHu uMeroT nosi-
HyIo (pyHKIOHaNBbHOCTH cBomx UNIX n Linux 6patbeB, IUT0C JOMOJHUTEBHBIN 60-
HYC NpO3pavyHoi aBTOpu3aluy, ynpasisemoil Kerberos:

* telnet, telnetd
* rlogin

* rsh, rcp, rshd
* ftp, ftpd

e ksu

Bawm 6outblite He Hy>KHO BBOJUTb CBOH MAapoJib 1T UCIOIBb30BAHMS STUX NPIIIOKEHUH,
nockosbKy Kerberos yxe noarsepaun Barry nmommHHOCTE. ssh, coOOpaHHbIN ¢ O~
nepxkkoi Kerberos, MoxeT faxe nepeHanpaBJisATh BCe MOJyJYeHHbIE 1T OHON pado-
Yyel craHImy OwieThl Ha npyryo. Eciv B ucronb3yeTe ssh ij1s BXoJa Ha qpyryio pa-
004yIo CTaHIIMIO, Ssh MpoBepsieT, YTOOH 3a(POBAHHOE COIEPKAHNE OUIICTOB HC-
MPABJISLIOCh B COOTBETCTBHU C cuTyanuer. [IpocToro KonupoBaHus OUIETOB MEKTy
PaboYMMHM CTAHIMSAMU HEJOCTATOYHO, IIOCKOJIBKY OHJIETHI COAEpKAT HH(OPMAIIHIO,
oTHocsIIyocs K padoyert cranimu (IP-agpec). XDM, GDM u KDM Takxke npeaia-
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raiot noagepxky Kerberos. lanpHeinyio nH(pOpMaLMIO O CETEBbIX NPUIOKEHUAX
Kerberos moxHo Haiitu B Pykosoocmee noavzosamens no Kerberos V5 UNIX, no-
CTYIIHOMY II0 azpecy http://web.mit.edu/kerberos.

6.4 UHcTannauuma n
agMuHuctpuposaHue Kerberos

Oxkpyxenune Kerberos cocTout 3 HECKOJIBKUX Pa3IMUHbIX KOMIIOHEHTOB. LIeHTp pac-
npoctpanenus kmoueit (KDC - key distribution center) copepKuT IeHTpaIbHYyI0 Oa-
3y IaHHBIX cO BceMu JaHHbIMU Kerberos. Bee knmenTsl nonaraiorcs Ha KDC B Hante-
xameit cereBor ayreHTudukanuu. Kak KDC, Tak v KJIMEeHTH Hy KJA0TCsl B HACTPOU-
Ke Ui COOTBETCTBUM Baieit KoHpuryparmu:

OO0111as IOArOTOBKA
ITpoBepbTe CBOIO KOH(UTYPALIHIO CETH U YOSIUTECh, YTO OHA COOTBETCTBYET MH-
HUMAJIbHBIM TpeOOBaHUSM, onMcaHHbIM B Pazzen 6.4.1, «CereBas Tomosorus
Kerberos» (ctp. 91). Beibepute nomxosiryio oo6aacts uist Bamieii koHpury-
pauuu Kerberos, cm. Paznen 6.4.2, «Boibop obnacreit Kerberos» (ctp. 92).
TiaTeabHO HACTpOiTe KOMITbIOTEp, peaHasHayeHHbii i KDC, ¢ npu-
MEHEHHEeM MaKCUMaJIbHBIX Mep Oe3omacHocTH, Pa3pen 6.4.3, «Hactpoiika
KDC» (ctp. 92). HacTpoiite Ha/ie:)KHBIN NICTOYHUK BPEMEHH B CETH, YTOOBI
YIOCTOBEPUTHCS, UTO BCe OUJIETHI COMIEPXKAT BaMIHbIE BpeMEHHbIE METKU, CM.
Paznen 6.4.4, «<Hactpoiika cMHXpOoHU3aLMU BpeMeHu» (CTp. 93).

OcHoBHas KOH(pUrypauus
Hacrpoiitre KDC u knuenToB cornacuo Paznen 6.4.5, «Hactpoii-
ka KDC» (ctp. 94) u Paznen 6.4.6, «<KoHpurypauus KIneHToB
Kerberos» (ctp. 97). Pa3zpemmure ynaneHHoe agMUHUACTpUpOBaHue s Ba-
et cryxkO6bl Kerberos, uro6sl Bam He HyxeH ObUT (PU3NYECKUI TOCTYI K KOM-
neiotepy ¢ KDC, cm. Paznen 6.4.7, «<Hactpolika yianeHHOTO aAMUHUACTPU-
poBanust Kerberos» (ctp. 103). Cozaafite NprHIMIANOB CITykKO IS Kax-
Jou ciyxObl B Bameii o6nactu, cMm. Pazpuen 6.4.8, «Creating Kerberos Service
Principals» (ctp. 105).

Bxumouenue ayrentudukaryu Kerberos
Pazmuunele cry:xObl B Bareli cetrt MoryT ucnosib3oBath Kerberos. UtoOs! 0-
OaBuTh MpoBepKy naposis Kerberos mpusnoxenusm, ucrnonb3yomym PAM, Bbi-
TIOJTHUTE JeUCTBUs, onvcaHHbie B Paznen 6.4.9, «Bkmovyenne nognep:xku PAM
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B Kerberos» (ctp. 107). Yto6sl Hactpouts SSH nnmu LDAP Ha ayreHTH(UKA-
umio yepe3 Kerberos, cnenyiite Pasnen 6.4.10, «Hactpoiika SSH 1 ayteHTu-
(pukarmu ¢ nomompio Kerberos» (ctp. 107) u Paznen 6.4.11, «Mcnosnb3oBanue
LDAP u Kerberos» (ctp. 108).

6.4.1 CeteBasi Tononorus Kerberos

JIo6oe okpyxenue ¢ Kerberos s momHomneHHOW paOOTHI JOKHO OTBEYATH CIIEIYIO-
M TpeOOBaHUSAM:

Hacrpoiite DNS cepBep ais pa3pelnenus iMeH BHyTpr Bareit cetu, YTo0b! Kid-
eHThI M CepBepbl MOIIM HalTh Apyr apyra. O6parurecs k ['nasa 11, The Domain
Name System (TConepxanue) 3a undopmanmeii no nacrpoiike DNS.

Hacrpoiite cepeep Bpemenu B Bareit cetu. Vicrosb3oBaHHE TOYHBIX BPEMEHHBIX
METOK CyIIecTBeHHO A1 pabotel Kerberos, mockomnpky Banmuansle 6unetst Kerberos
JOJKHBI COfIepKaTh KOPPEKTHbIe BpeMeHHble MeTKH. O6parurech k ['nasa 13, Time
Synchronization with NTP (TConepxanue) 3a undpopmanueii mo nactpoiike NTP.

Hacrpoiite nientp pacnpoctpanenus kmouedt (KDC) kak HeHTpasIbHYIO YacTb ap-
xuteKTyphl Kerberos. OH copepxut 6a3y nanubix Kerberos. Mcnonb3yiite Makcu-
MAaJTbHO BBICOKYIO ITOJIUTHUKY O€30MaCHOCTH Ha STOW MaIlMHE /IS IPeI0TBPAIICHHS
TMOOBIX aTaK, KOTOpPBIE MOTYT MOABEPrHYTh PUCKY BCIo Bamty ceteByo nHppacTpyK-

TYpy.

Hacrpoiite kueHTCKHME MalllMHBI Ha UCNIOJIb30BaHKe ayTeHTuguKanun Kerberos.

Crenyomee n300paxeHne MOsICHSIET IPOCTOM MPUMEp CETH C MUHUMYMOM KOMITO-
HEHTOB, HEOOXOAUMBIX JIJIs1 MOCTpoeHust nHppacTpyKTypsl Kerberos. B 3aBucumoctu
OT pa3MepoB U TornoJioruy Bamei cety, Baiia HCTAIALIMA MOXET OTJMYATHCS.

PucyHok 6.1 Cemesas mononoeus Kerberos

NMOOCKA3KA: HacTponka mapLupyTusaLum noaceTtu

Lns koHurypaumm nogobHol PrucyHok 6.1, «CeTeBasi Tononorus
Kerberos» (cTp. 91), HacTponTe MapwpyTU3aunio Mexay aBy-

Msi noacetsmm (192.168.1.0/24 n 192.168.2.0/24). Obpatutechb K

Pasnen “Configuring Routing” (Cnasa 9, Basic Networking, TConepxaHue)
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3a fanbHewein nHgopMaumein o HacTPoiKe MapLpPyTU3aLU C NOMOLLbIO
YaST.

6.4.2 Boibop obnacren Kerberos

JomeH, B koTopoM paboTtaeT uHCTaJuIsius Kerberos HazpiBaeTcst 001acTbio ¥ MeH-
TU(DUIIPYETCS] IMEHEM, TAKMM Kak EXAMP LE . COM wiu ipocto ACCOUNT ING.
Kerberos 4yBcTBUTENIEH K PErUCTPY, TOITOMY example . com sBIsSETCs 00IaCThIO,
OTJIMYHOU OT EXAMP LE . COM. Mcnonk3yiite peructp, Kotopsiii Bam mpasutcs. On-
HAKO, OOIIENPUHATAS MPAKTHKA — KCIIOJIb30BaTh BEPXHUI PETUCTP JJIs1 UMEH 00J1a-
CTel.

Xopormas uaest UCIoIb30BaTh Barie umst tomena u3 DNS (wim nogyiomena, Takoro
Kak ACCOUNTING.EXAMPLE .COM). Kak nmoka3zaHo Huke, Bol MOkeTe 00JI€UYUTh
ce0e JKU3Hb KaK aJJMHHUCTPATOPY, eclii HacTpouTe KiveHThl Kerberos Ha monck KDC
u apyrux ciyx6 Kerberos ¢ nomorpio DNS. ITpy 5ToM 0YeHb NOJIE3HO yKa3aTh UMsI
o0acTy Kak noaaoMed Bamero nomenaoro umenu DNS.

B oTyimume ot npocrpadcTtBa umeH DNS, Kerberos He nepapxudeH. Bol He Moxe-

T€ HOAYUHUTH 00JIACTUA C UMeHEM EXAMPLE . COM, IBE «I10100J1aCTU» C UMEHAMU
DEVELOPMENT 1 ACCOUNTING, TaK, 4TOOBI IOAYMHEHHbIE 001aCTH HAC/IEAO0BA-
JIY TIPUHIMIANIOB Yy EXAMPLE . COM. Bmecto aToro, Bl monyunte Tpu pa3HbIx o0a-
CTH, JIUIS1 KOTOPBIX BaM mpuieTcst HACTPOMTh MEkKOOIACTHYIO ayTEHTU(DUKALIUIO, YTO-
OBl MOJI30BATEN OJTHOM 0OJACTH MOTJIM B3aUMOJIEHCTBOBATH C CEPBEPAMM U MOJIb30-
BaTeJIsIMU JIPYror 00JIacTH.

JI71s1 IPOCTOTHI IaBalTe PEIIONIOKUAM, UYTO Bbl HacTparBaeTe BCEro OiHy 00IacTh s
Bcell opranu3zanuu. [lo KOHIa 9TOM CeKInM IJ1s Hee BO BCeX MpuMepax OyaeT MCIHOJb-
30BaThCd UMA EXAMPLE . COM.

6.4.3 Hactpounka KDC

IepBerii mar, HeOOXOMMBIN [T HCTIOIb30BaHMA Kerberos — 3To KommbioTep, KOTO-
phIil OyaeT paboTaTh Kak LEHTP pacrpocTpaHeHHst Kiouen i, juis kpatkoct, KDC.
ITOT KOMITBIOTEP COAEPXKUT BClo Oa3y JaHHBIX Mosb3oBatenelt Kerberos ¢ maponsavu u
Apyroi uHpopMaLuen.

KDC st0 Haubosee BakHast 4YacTh Bariel HHGPACTPYKTYpbl OE30MACHOCTH: €CIIn
KTO-JIMOO IIPOHVIKHET B Hee, BCe yUEeTHBIE 3aMUCH ITOJIb30BATENIeH U BCSI 3aIUIIeHHAST
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Kerberos vactb cet OyieT CKOMIPOMEHTHPOBaHa. B3IOMIIMK ¢ JOCTyOM K Oaze
naHHbIX Kerberos MoXeT mpeICTaBUThCs TIOOBIM TIPHHIAIIAIOM 13 3ToH 6a3sl. Cre-
JIaliTe HACTPOMKM 6E30MaCHOCTH 11 TOrO KOMIIBIOTEpa MaKCUMAaJIbHO CTPOTHMHU:

1 IToecture 10T cepBep B (hU3MUECKU GE30MACHOE MECTO, TAKOE KaK 3aKphbiTasi cep-
BepHas KOMHATa, K KOTOPOH UMEET JOCTYIl OrPAHMYCHHOE KOJIMYECTBO JIIOfIEH.

2 He 3amyckaiite Ha Hell CeTEBBIX MPUIOKeHuH 3a uckmodeHrneM KDC. Dt1o oTHO-
CHUTCS U K cepBepaM U K kimeHTaM: Hanipumep, KDC He JoykeH MMIIOPTUPOBaTh
(paiinoseie cuctemsl no NFS wnum ucnosns3oBats DHCP a5 nonyuenus ceteBoit
KOH(pUrypary.

3 VcraHoBuTe Ha HETO MUHUMAIBHOE KOJMYECTBO ITPUIIOKEHUM, 3aTEM [TPOBEPhTe
CIIUCOK YCTAHOBJICHHBIX MTAKETOB M yAAJIUTE BCE HEHYKHBIE MTAKEThl. ITO OTHOCHUT-
s K cepBepaM, TAKMM Kak inetd, portmap u cups, a Takke KO BceMy padoTaioliemy
noj X. Jaxe ycranoBka SSH cepBepa g0o/kKHA paccMaTpUBAThCS KaK MOTEHIUAIb-
Hasi ysI3BUMOCTb.

4 Ha sro0ii MaiuHe He TpeOyeTcsi rpadyecKoro BXoja B CUCTEMY, IOCKOJIbKY X cep-
Bep 3TO MOTEeHLMaNbHAs yrpo3a 6e3onacHocTr. Kerberos npepocrasisier coOCcTBeH-
HBIN MHTEp(ENC aTMUHICTPUPOBAHHUSI.

5 Hacrpoiite /etc/nsswitch.conf s UCHONB30BaHUS TOJBKO JIOKAIBHBIX
(baitnios 1151 moucka mosb3oBaresiel u rpyit. M3mMeHuTe CTpoku 1jisl passwd U

group CJIEAYIIUM 00pa3oM:
passwd: files
group: files

Nsmenwnre daiinsl passwd, group u shadow B /et c, yIaJauB CTPOKHM HAYMHAIO-
1ecs ¢ CUMBOJia + (OHM HYXHBI AJ1s1 oucka NIS).

6 3amperuTe Bce aKKayHTHI MOJIb30BaTENel, KpOMe root, 3aMeHHUB B /et c/
shadow xelu napoJsieil Ha CMMBOJI * WM ! .

6.4.4 HacTporka CUHXpPOHU3aLUu
BpeMeHM

Inst yenenHoro ucnonb3oBanus Kerberos, yoenurecs, 9YTo BCe CUCTEMHBIE Yachl
BHYTpU Baineii opranu3anuy CMHXpOHU3UPYIOTCS B ONPENEIEHHOM Ipefesie. ITo
BaXXHO, IOCKOJIbKY Kerberos 3alnuineH npoTuB MOBTOPHOM OTIIPABKM BEPUTEbHBIX
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JAaHHBIX. ATaKYIOIMHA MOXET UMETh BO3MOXHOCTh OTCJICKUBATh BEpUTEIIbHbIE JAHHBIE
Kerberos no cetu 1 MOBTOPHO MCIIOJIB30BATh UX IJIs aTaku cepBepa. Kerberos npume-
HSIET HECKOJIbKO BHUIOB 3aIUThI, YTOOBI MPEAOTBPATUTH 3T0. OIHUM M3 HUX SBJISIOTCS
BpeMeHHbIe MeTKH OmeToB. CepBep, NONTyYHBIINI OUJIET ¢ BpeMEHHOW METKOMU, KOTO-
past OTJIMYAETCS OT TEKYIIEro BpeMeHH, He IPUHUMAET ITOT OUJIeT.

Kerberos nmeer HeKOTOPBII JTOMT NPy CpaBHEHUM BPEMEHHBIX METOK. TeM He MeHee,
Yachl KOMITIOTEPa MOTYT ObITh HETOYHBI IIPU OTCUETE BPEMEHN — YaCTO TPUXOUTCS

CJIBIIIATH O MOJTyYacOBOM OTKJIOHEHHWH OT TOYHOTO BPEMEHH, HAOpaHHOM 3a B HEAEIIO.
[To 31Ol NpUuMHE, HACTPONTE BCE KOMITBIOTEPHI CETH Ha CHHXPOHU3AIMIO M IIEHTPaJIb-
HBIM MCTOYHHUKOM BPEMEHH.

CaMbIM IIPOCTBIM CIIOCOOOM OyZIET YCTaHOBKA HAa OJWH M3 KOMIThIOTepoB cepBepa NTP
Y CHHXPOHM3AIIHSI BCEX CBOMX YACOB KJIMEHTAMHU C 3TUM CEpBEPOM. DTO MOXKHO CHIe-
nath 60 3amyctuB NTP neMoH B pexume KJIMEHTa HA BCEX 9TUX KOMIThIOTEpax A
P TTOMOIIY €KEIHEBHOTO 3aIycka nt pdate Ha BCeX KJIMEHTax (3TO pelieHrne CKo-
pee Bcero OyaeT padoTaTh TOJIBKO ISl HeOOJIBIIOro Konmuectsa KimeHToB). KDC To-
e JOJDKEH CHHXPOHU3KPOBATHCS C OOIIMM UCTOYHHKOM BpeMeHH. [1ocKoIbKy 3a-
myck NTP nemMoHa Ha 3TOM KoMITbioTepe OyAeT MPeICTaBIATh yIpo3y OE30IMacHOCTH,
Xopoliei uzaeeit OyaeT 3amyck ntpdate mopeacTBOM 3anucu B KpoHe. Yto Ol HACTPO-
uthb kueHT NTP, cnenyiite unctpykuusam Pazgen “Configuring an NTP Client with
YaST” (I'nasa 13, Time Synchronization with NTP, TConep:xanue).

Hpyroit ciocobom 6e30MacHO UCIIOIb30BaTh ciyk0y BpemeHu ¢ NTP-mgemoHoM - 3a-
KpEenuTh OJIMH UCTOYHUK TOYHOTO BpeMeHH 3a BbiieieHHbIM N'TP-cepBepom u Apyroii
WCTOYHMK TOYHOTO Bpemenu 3a KDC.

MoxkHO Takke U3MEHUTh MaKCUMaJIbHOE OTKJIOHEHHE, JlolTyckaemoe Kerberos npu
MpOBEpKe BPeMEHHBIX METOK. DTO 3HAUeHHUe (Ha3bIBaeMoe pazopoc uacos - clock
skew) MOXeT OBITh YCTAaHOBJIEHO B (haifie krb5 . conf Kak ommcano B «M3meHeHus
pazbpoca yacoB» (ctp. 103).

6.4.5 Hactpouka KDC

Ira ceKlus NOsCHsET HavuaIbHYI0 HACTPOUKY 1 ycTaHoBKY KDC, BKIIIoUas cozgaHue
aJIMUHMCTPATUBHOIO IpUHLIMNAIA. DTa MPOLELypa COCTOUT U3 HECKOJIBbKHUX LIaroB:

1 YcranoBure RPM-nakersl Ha mammmae, npennasnauennoi mist KDC, ycraHo-
BUTE CJIEYIONIME aKeThl MPUIOKEHUI: krb5, krb5-server u krb5-client
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HN3mennte paiiunl koHpurypamuun Paiins KoHpuUrypamnuu /etc/
krb5.confu /var/lib/kerberos/krb5kdc/kdc.conf KOMKHBI OBITh
WU3MEHEHBl B COOTBETCTBUHU ¢ Bamum cuenapueM. D1u (paiisibl cofepkar BClo UH-
¢popmanmio o KDC.

Cospnaiite 6a3y nannbix Kerberos Kerberos xpanur 6a3y naeHTH(pUKaTOpOB
BCEX MPUHIIUITATIOB U UX 3aIlUIICHHbIE KTI0YH, HeOOXOAUMBbIE TSl ayTeHTU(UKA-
un. O6parutech Kk Pazpmen 6.4.5.1, «Setting Up the Database» (ctp. 95) 3a mo-
IpoOHON uHMOpMaIen.

N3mennte daitant ACL: no6aBbTe afMUHUCTPATOPOB PacroioxkeHHOl Ha
KDC 6a3oii nannasix Kerberos MoxHO yIpaBisiTe yaajaeHHoO. [l mpe1oTBpaleHust
NOL/IENIKY Ga3bl JAHHBIX HEAaBTOPU30BAHHBIMU MpUHIMIIATamMu, Kerberos ncross-
3yeT CIHCKH YIIPaBJIeHHsI JOCTYIIOM. BHI TOJKHBI SIBHO pa3pelluTh yIaaeHHbIN 10-
CTYN /151 QIMHHUCTPUPYIOIIEro MPUHIIMIIANA YTOObI OH MOT YITPaBJISITh 3TOM Ga30
nannbix. @an ACL Kerberos Haxogutcsi B /var/lib/kerberos/krb5kdc/
kadm5.acl. O6parurech k Paznen 6.4.7, «<Hacrpolika yaaneHHOro agMHUHUCTPH-
posanus Kerberos» (ctp. 103) 3a moxpoOHoM nHpOpMaIrei.

H3menure 6a3y qannbix Kerberos: 1o0aBbTe agMuHucTpaTopos Bam Hy-
JKEH KaK MUHUMYM OJMH aJIMHUHHUCTPUPYIOIIHI TPUHIIMIIAI /IS 3aIyCKa U yITPaB-
nenns Kerberos. DTor npuHIMIaN 10/KeH ObITh qo0aBied nepen 3amyckom KDC.
O6parutech k Paznen 6.4.5.2, «Co3nanue MpuHIUIAIOB» (CTp. 96) 3a moapoo-
HOCTSIMH.

3anyctute nemoH Kerberos Ilocine Toro, kak KDC ycranBieH 1 HaCTpoeH, 3a-
nycrute neMoH Kerberos mist o6ciysxkusanus Kerberos Bareit o6nacrtu. [Tonpo6-
HOCTH MOXHO HaiTu B Paznen 6.4.5.3, «3anyck KDC» (ctp. 97).

Cozpaiite 1 ce6s mpuHIunagsa Bam HykeH NpuHIMTAT TS

ce6s1. [Togpo6HOoe onmcanue goctymHo B Pasnen 6.4.5.2, «Co3nanue
TIPUHLIMTIAIOB» (CTp. 96).

6.4.5.1 Setting Up the Database

Bam crieyromuii miar - MHAIAATN3UPOBaTh 0a3y TaHHBIX, B KoTtopoil Kerberos xpa-
HUT BCIO HH(POPMAIIUIO O MPHUHIMIATAX. 3aJaiTe MacTep-KJI04, KOTOPBIA OyIeT wc-
MOJTF30BAH IS 3aIIUTH Batreil 6a3bl JaHHBIX OT CIYYailHOTO pacKphITHS (HarlpuMep,
IIPY CO3JAHUU €€ Pe3ePBHOI KonuK). MacTep KJIoY cO3aeTcs U3 NapoJid U XpaHUTCS
B (paiiie, Ha3pIBAEMOM CIIPATAHHBIA (aHIIL. stash) carin. I[TosTomy Bam He TpeOyercs
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BBOJIMTS Maposib NpH Kax oM nepesamnycke KDC. Yo6eaurecs, uro Bel BeIOpaiu Xopo-
IV TIapOJTb, HapuMep (ppa3y U3 KHUTH, OTKPHITON Ha CITyYailHON CTpPaHUIIE.

Korna Bl coxpansieTe pesepBHBIe Kormn 6a3bl TaHHBIX Kerberos Ha jeHTy, (/
var/lib/kerberos/krb5kdc/principal), He BKIOUYANTE B pe3epB-

HYIO KOTIHIO CTIpSITAaHHBIN (paiin (Haxogsmmiica B /var/lib/kerberos/
krb5kdc/ .k5.EXAMPLE . COM). MHaue, KaxJplif, KTO UMEET IOCTYI K pe3epBHOM
KOIMH, CMOXeT femmdpoBaTs 6a3y naHHbIX. [I0aTOMY XpaHuTe KOMMIO TTaposist B 6e3-
OIMAcHOM MeCTe, Ha ClTyJal, ecii Bam mpueTcst BOCCTaHABIMBAThH Oa3y JaHHBIX TOCTIE
cbosl.

Jn1s1 co3nanus CpsATaHHOTO (paiiia 1 6a3bl JaHHBIX, 3AIyCTUTE:

kdb5_util create -r EXAMPLE.COM -s

Bel yBuguTe crnegyioinyio nHpOpMaluio:

Initializing database '/var/lib/kerberos/krb5kdc/principal' for realm
'EXAMPLE.COM',

master key name 'K/M@EXAMPLE.COM'

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key: (1]

Re-enter KDC database master key to verify: (2]

©  Bseaure mactep-naposb.
®  Bgseaure nmaposs CHOBa.

JI7151 TpOBEPKY UCTIONB3YHTEe KOMaHy list:

kadmin.local

kadmin> listprincs

BhI yBUIMTE HECKOJIBKO MPUHIIUIIAIOB B 0a3e JaHHBIX, KOTOPbIE MPeIHA3HAYCHBI IS
BHyTpeHHero nosb3oBanus Kerberos:

K/MQREXAMPLE .COM

kadmin/admin@EXAMPLE.COM

kadmin/changepw@EXAMPLE .COM
krbtgt /EXAMPLE .COM@EXAMPLE .COM

6.4.5.2 Co3paHue npuHUMNanos

Cozpaiite 11 ce0s AByX npuHIMNaioB Kerberos: 0ObIYHOTO MPUHIMIIANA JUIS eXKe-
JTHEBHOM pabOThI U JIpyroro - st amMuaucTprupoBanust Kerberos. [omycrum, Bame
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UM TT0JIb30BaTelisl geek o, 3Ha4uT Bam HEOOXOQMMO BBITIOJHUTD CJICAYIOIIUE Aei-
CTBHUS:

kadmin.local

kadmin> ank geeko

Bul yBunuTe crnegyoree:

geeko@EXAMPLE.COM's Password: o
Verifying password: (2]

O Type geeko's password.
© Type geeko's password again.

Hanee cozaaiite Apyroro MpUHIMIIAIA C UMEHeM geeko/admin HabpaB ank
geeko/admin B kadmin. Cydpdukc admin nocie Bamiero uvMeHnu nosb3oBa-
TeJIs1 — 3TO poab. Ucnosb3yiTe 3Ty posib IpH aAMUHUCTPUPOBAHUM 0a3bl JaHHBIX
Kerberos. [Tomp30BaTens MOKET IMETh HECKOJIBKO POJIEH pa3InIHOrO Ha3HAYCHHUS.
Poisit — 3710 pa3nuyHble aKKayHTHI C TIOXOKUMU NMEHAMH.

6.4.5.3 3anyck KDC

3anycrure gemonsl KDC u kadmin. JI1s1 pydHOro 3amycka A€MOHOB BBEIUTE
rckrb5kdc start m rckadmind start. Takxe ygocroBepsrech, uto KDC u
kadmind 3amyckaioTcs aBTOMaTUYECKH MIPU Nepe3anycke cepBepa ¢ OMOIIbI0 KOMAaH
insserv krb5kdc u insserv kadmind wm ucnons3yiite Hactpoiiku ypoBHS
3amycka YaST.

6.4.6 KoHdourypauusa knueHtoB Kerberos

IMocne Toro, kak pasBepHyTa BcrioMoraresbHas uHppacTpyktypa (DNS, NTP) u KDC
HACTPOEH U 3alyIIeH, HACTPONTE KJIMEHTCKUe KoMmbioTephl. s HacTpoiiku Kerberos
kJmeHTa Bel Moxkere ncronp3oBats YaST 6o oauH U3 IByX METO/IOB PYYHOI Ha-
CTPOMKH, OIIMCAHHBIX HUXKE.

6.4.6.1 KoHdourypauusa knmeHta Kerberos npu
nomoium YaST

BwmecTto pydHoro usmeHnenus (paiyioB KOH(Urypaluy py HaCTPOMKE KJIMEHTa
Kerberos, nozposibre YaST crnenats 370 32 Bac. Bel MoxeTe npou3BecTH HACTPORKY
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BO BpeMs MHCTAJUISALIMY, JTUOO Ha yXKe YCTAaHOBJIEHHOW cructeMe. OHa BHIIOJIHAETCS
CIIEIYIOINM 00pa3oM:

1 Boiigure B cuctemy Kak root u Beidepute Cemegule cayicovt > Kauenm
Kerberos.

2 Buibepure Hcnoavzosams Kerberos.

3 s Hactpoiiku kinenTa Kerberos, ncronp3yomero DNS BBITOJIHUTE ClIeAyIOLIHE
ENCTBUSA:

3a Bxuounre Hcnoavzosams DNS 045 noayuenusi 0aHHbIX HACMPOEK 60 8pe-
M1 pabomst ¥ ipoBepbTe OchosHble Hacmpoliku Kerberos oToOpakeHHBIE
Ha KpaHe.

3AMEYAHME: Ucnonb3oBaHue noonepXxku DNS

Onuwus Vcrions3oBats DNS He moxeT 6biTb BoibpaHa, ecnu DNS
cepBep He NpeaocTaBnsieT Takux AaHHbIX.

3b Haxwmure Jonoanumenvhvie nacmpoiiku st KOHGUTYPUPOBaHMS Tapa-
MeTpOoB OmeToB, oaaepkku OpenSSH, cHHXpOHU3AIIMU BpEMEH! 1 9KC-
MIEPTHBIX HacTpoek PAM.

4 ]lns HacTpoiiKu cTaTmueckoro kimenta Kerberos:

4a VYcranosure B Jomen no ymoauanuro, Odaacme no ymoauanuro 1 Aopec
cepsepa KDC 3HaueHus1, cOOTBETCTBYIOIME Bateil koH(purypauuu.

4b Haxwmute Jonoanumenstvle HACMPOIKY s KOH(PUTYPUPOBAHHUS Mapa-

MeTpoB OmeToB, ogepkki OpenSSH, cMHXpoHU3aIy BpeMeHH 1 9KC-
nepTHbIX HacTpoek PAM.
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PucyHok 6.2 YaST: Baszosas nacmpoiika kauenma Kerberos

(£ Kerberos Client Configuration

() Do Mot Use Kerberos
@ Use Kerberos

] Use DNS to aquire the configuration data at runtime

Basic Kerberos Setting:

Default Domain Default Realm

[examme com | IEXAMPLE com
KDC ServerAddress
‘kdc example.com
Advanced Settings..

I KoH(UTYpUPOBaHUSI ITApaMETPOB OWIIETOB B uajiore JonoaHumenviole Ha-
CMpOUKU:

* Vkaxure Bpems deiicmeus no ymoauanuro n O6nosasiemoe epemsi Oelicmaust no
YMONUAHUIO B THSIX, YacaxX WM MUHYTaX, (UCMOJIb3Ys eJUHULIbI U3MepeHus d, h i
m, 6e3 pa3enuTeNs MexX Iy 3HaYeHHEeM U eIIMHULICH N3MEPeHNs).

* Jlns nepeazgpecany Bameit nonHon nneHTHdUKamy (IU1s1 MCHOb30BaHus Barmmx
OWJIETOB Ha JPYIHUX XOCTax), BRIOepHUTe 3HaUeHKe B nosie [lepeadpecayust.

* PaspemmTe nepegady HEKOTOPBIX OMJIETOB, BHIOpAB 3HaYeHUE B 1oJe [Ipokcuposa-
Hue.

* Bxmounte nogaep:xky ayreHrudukanuu Kerberos ans ceoero OpenSSH kiuenra,
OTMETHUB COOTBETCTBYIOIIIee ToJie. [lociie 3Toro KiameHT OyaeT UCHoIb30BaTh Ouie-
Tl Kerberos jyis aBropusanuu Ha cepsepe SSH.

* Ortkimounte Uctonb30BaHue ayreHTrdukanmu Kerberos nis HeKOTopbIX momib30-
BaTeJILCKUX aKKAYHTOB BBellsd B Nojie Munumanwroui UID 3HaYeHUEe HEOOXOAUMOE
JUTsl akTUBaIMy aBTopusanuu. Hampumep, Bol MoxkeTe noxesnars UCKIIOYUTh aIMU-
HHUCTPATOpa CUCTEMHI (root).
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* Hcnonssyiite Paz6poc uacog, 4ToOB yCTAHOBUTh 3HAYEHHE MAKCUMAaIbHOTO OTKJIO-
HEHMs MEXJy BpEMEHHbIMU METKAMH 1 CUCTEMHBIM BpeMeHeM Bartieil MalimHsl.

e Jlnsa cuHxpoHu3anuu cuctemHoro BpeMenn ¢ NTP cepeepom, Bbl Takke MoxkeTe Ha-
crpouth NTP kimenr, BoiopaB Hacmpotika NTP , koTopast oTkpoeT nuanor YaST
Pacimpennas Hactpoiika NTP, onuceiBaemslii B Pazgen “Configuring an NTP
Client with YaST” (I'nasa 13, Time Synchronization with NTP, TConepxanue).
[Mocne 3aBepinenus koHgpurypanuu, YaST BHITOTHUT Bce HEOOXOAUMBIE H3MEHe-
HUS 1 KueHT Kerberos OyneT rotoB K HCHOJIB30BAHHUIO.

PucyHok 6.3 YaST: Jonoanumenvhvie nacmpoiixu kauenma Kerberos

(£) Advanced Kerberos Client Configuration

[ PAM Settings [ Expert PAM Settings | PAM Senvices

Ticket Attribut

Default Lifetime
[ J
Default Renewable Lifetime
[ J
Forwardable Proxiable
[Arsenices [*] [nosewices [+
| ] Kerberos Support for OpenSSH Client
[%] lunore Unknown Users
Minimum UID
b S
Clock Skew
[300 | (TP Configuration.
Configure User Data -

3a noapoOHoi nHpopMaImel o KOH(pUrypauu BKIanok Hacmpoiiku sxcnepma PAM
u Cayocovt PAM, obpartutech k opurmaibHon TokymeHTarmu Pasnen 6.5, «[Jomnon-
HuTenpHas uHopmMaius» (ctp. 111) u man-ctpanune man 5 krb5.conf, Bxo-
nIgmen B maker krb5-doc.

6.4.6.2 PyyHasa HacTpourka KnueHToB Kerberos

CymiecTByeT 1Ba OCHOBHbIX Noaxojja HacTpoiiku Kerberos: cratuueckast kongurypa-
LMS1 C UCTIOJNIB30BaHueM (aitia /et c/krb5. conf wm quHamuyeckas KOHpUrypa-
uus npu nomoiuu DNS. HUcnons3ys konpurypanuio DNS, npuioxenus Kerberos mbi-
Tatotcst 00HapykuTh iy k06 KDC ucronbays 3amucu DNS. [I71s cTaTiyeckoid KoH-
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¢urypaumu, nodaesre agpec Bamero KDC cepepa B krb5 . conf (1 00HOBJIsIHTE
(paiin mpu nepenoce KDC wim npyrux m3MeHeHusX B Bameii o6mactn).

Kondwurypanus, ocHoBanHast Ha DNS, sBnsieTcst 6osiee rTHOKOM U COKpaiaeT BpeMst
Ha HACTPOUKY Kakaoro kiueHTa. OqHako, oHa TpeOyet, yToObl uMs Bainei obnactu
6o cosmnajano ¢ Banmmm gomenom DNS wnu ero nogmomenom. Hacrpoiika Kerberos
yepe3 DNS takske co3gaeT HeOOJbIIYI0 yrpo3y 0e30MacHOCTH — aTaKYIOIIUA MOXKET
3HAYMTEJILHO HAPYIIUTh paboTy Barreit nappacTpykTyphl, ¢ omonipio DNS (Hanpu-
Mep, OTKJTIOUYMB cepBep MMeH noaMeHuB 3anvcu DNS u 1.4.). OgHako, B caMOM XyJ-
IeM cliydyae 3TO BBI3OBET OTKa3 B 00CIykuBaHuu. [10JJOOHBIN ClieHApHUid aTaky MpUMe-
HHM U K CTaTU4IeCKON KOH(UTYpaIyy, eciii TobKo Bel He BBeniete IP-aapeca B (paitn
krb5.conf BMECTO UMEH XOCTOB.

Cratnueckasi KoHpurypaums

OpuH u3 croco6oB HacTporiku Kerberos 3akiiogyaercst B peqakTupoBanuu /et c/
krb5.conf. ®aill, yCTaHOBJIEHHbII IO YMOJYAHUIO, COAEPKUT PAa3JIMUHbIE IPUMeE-
pbl 3amMcel. Y panure ux Bce Mepel HayajoM HacTporKu. krb5 . conf cocTtout us
HECKOJIBKUIX CeKIUH (cTpod), Kaxkaass ONpeelisseTcss IMEeHeM B KBaJPaTHBIX CKOOKaxX
BOT [Tax].

st Hactporiku Bammx kireHtoB Kerberos, no6aBbte crnenyomnyio cTtpody B
krb5.conf (rme kdc.example.com — umsa xocta KDC):

[libdefaults]
default_realm = EXAMPLE.COM

[realms]
EXAMPLE.COM {
kdc = kdc.example.com
admin_server = kdc.example.com

Crpoka default_realm ycTaHaBJIMBaeT 00JACTh MO YMOTYAHHIO IS IPUIOKEHUH
Kerberos. ecu y Bac obiacteil HeCKOJIbKO, MTPOCTO 0OABbTE TOMOTHUTEIHBIC BBIPA-
’KEHMs B CEKIIMIO [realms].

Takxke B 3TOT (haiiyl HY’)XHO TOOABUTH BhIpaXeHHE, KOTOpoe OyeT cooOmarh MpuiIo-
KEHHsIM, KaK OTOOpa3UTh MMeHa XOCTOB Ha o0JiacTh. Hanpumep, mpy MOAKITIOUEHUN K
yIaJIeHHOMY KOMITbIoTepy, Onommoteke Kerberos TpedyeTcst 3HaTh, B KaKOU 001acTH
pasMelieH 3TOT XOCT. DTO JIOJKHO ObITh 33J]aHO B CeKLMK [domain_realms]:

[domain_realm]
.example.com = EXAMPLE.COM

CeteBas ayteHTndbmkaumns npu nomowm Kerberos
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www.foobar.com = EXAMPLE.COM

10 cooldIaeT GUOIUOTEKE, YTO BCe XOCTHI B foMeHax DNS example . com Ha-
xogarcs B oonactu Kerberos EXAMPLE . COM. B gomnoyinenye, 0QuH BHENHWHA
XOCT C UMEHEM www . foobar . com JO/KEH TOXKE CUUTATHLCS WIEHOM 00JIACTH
EXAMPLE .COM.

KoHdourypauus npu nomowin DNS

Kondurypamus Kerberos Ha ocHoBe DNS mioTHo ucnions3yert 3amucu SRV. O6partu-
Tech K (RFC2052) DNS RR for specifying the location of services Ha caiite http://
www.ietf.orgqg.

Nwms 3anmucu SRV, ¢ Touku 3penns Kerberos, Bcerna 3agano B popmare
_service._proto.realm, rae realm — 3to obnacts Kerberos. JloMeHHble nme-
Ha B DNS He 4yBCTBUTEIIBHBI K PETUCTPY, IO3TOMY YyBCTBUTENBHBIE K PETHCTPY 00-
nactu Kerberos realms OyayT HapyIIeHs! IpY UCIIOIB30BAaHUH JJAHHOTO METO/a KOH-
(purypammm. _service — 3T0 UM CIIyKOBI (HaIPUMEp, TIPH HOMBITKE CBA3AThCS

¢ KDC i ciryx060ii mapoJieil UCHosib3yIoTCs pa3iiM4Hble MMEHa). _prot o MOKeT
ObITh JTNOO __udp, MO0 _t cp, HO He BCe CITYKObI TIOAJEePKUBAIOT 00a MPOTOKOJIA.

Yactp maHHBIX pecypca SRV cocTouT U3 3HAUEHUsI IPHOPUTETA, Beca, HOMepa IopTa
¥ uMeHH xocta. [Ipuopurer onpenensieT HopsIoK, B KOTOPOM JOJKHBI Iepeduparthest
XOCTHI (MEHbIIIVE 3HAYEeHNsI YKa3bIBAIOT Ha 00Jiee BHICOKUI IPHOPUTET). 3HAUCHHE Be-
ca HeoOX0JUMO s TOJJEPKKH OalaHCUPOBAHUS Harpy3Ku Meky CepBEpaMH C paB-
HBIM TIpHopuTeToM. BosMoxHo, Bam He moTpedyercst nX UCIOIb30BaTh, B 3TOM CITy-
Yae MPOCTO YCTAaHOBHUTE 00a 3HAUEHUS B HOJIb.

B Hacrostiiee Bpemst MIT Kerberos uiieT ciienyromiuie uMeHa Ipy MOUCKe CITYxXO:

_kerberos
Onpeaensietr pazmemenne nemona KDC (cepBepa ayTeHTU(DUKAIIUK U BbIIa9W OU-
J1eTOB). OOBIYHO BBITJISIINAT TaK:

_kerberos._udp.EXAMPLE.COM. IN SRV 0 0 88 kdc.example.com.
_kerberos._tcp.EXAMPLE.COM. IN SRV 0 0 88 kdc.example.com.

_kerberos-adm
Omnpenenser pa3MenieHne CIIyKObl yIAIEHHOTO afMUHUCTPUPOBaHUs. TUIIMYHBIE
3AIMCH BBITJISIAT TaK:

_kerberos—-adm._tcp.EXAMPLE.COM. IN SRV 0 0 749 kdc.example.com.
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IMockonbky kadmind He mopaepxuaer UDP, 3anmucu _udp ObITh HE JOTKHO.

Kak u npu ucnosnp3oBaHuu (paitia cTaTUIecKol KOH(UTYpaluu, CyIeCTBYeT Me-
XaHU3M, COOONIAIONINI KIIMEHTaM O MPUHAJIIEKHOCTH 3aJAHHOTO XOCTa K 00J1acTH
EXAMPLE . COM, aaxe eciy oH He BXoauT B 1oMeH DNS example . com. 9T0 MOX-
HO crenath npukpenus 3amuch TXT kK _kerberos.hostname, Kak MOKa3aHO
371€Ch:

_kerberos.www. foobar.com. IN TXT "EXAMPLE.COM"

N3ameHeHus pa3bpoca yacos

Pazbpoc uacoé — 3T0 UyBCTBUTEILHOCTH MIPYU MpHeMe OWIETOB, BpEMEHHbBIE METKU
KOTOPBIX HE TOYHO COOTBETCTBYIOT TEKYILIEMY BpeMeH! cucteMbl. OObIUHO, pa3opoc
4acoB ycraHaBmBaeTcs B 300 ceKyHI (MATh MUHYT). DTO O3HAYAET, YTO OMJIET MOKET
MMETh BPEMEHHYIO METKY OIepekalollylo Yachl cepeepa Ha MATh MUHYT WM OTCTAl0-
IIyI0 OT HUX Ha CTOJIBKO XKe.

ITpu ucnonszoBanuu NTP 11 cuHXpOHU3aLMK BCeX XOCTOB, BBl MOXeTe yMeHb-
IIUTh 9TO 3HAYEHHME JI0 OJTHOM MHUHYTHI. Pa3sopoc yacoB 3anaercs B daiiie /etc/
krb5.conf cremyomum 06pa3oMm:

[libdefaults]
clockskew = 60

6.4.7 HacTpouka ynaneHHOro
apMnHuctpupoBaHua Kerberos

YrtoObl 100ABJIATH U yAAIATH PUHIMNAIOB 13 Oa3bl gaHHbIX Kerberos, He nmes npsi-
Moro poctyna K koHconu KDC, ykaxure cepBepy aiMUHUCTpUpoBaHus Kerberos
Kakue AEUCTBUS pa3pelleHbl KaKuM [IPpUHLMIIANAaM OTpeakTupoBas /var/1lib/
kerberos/krb5kdc/kadm5.acl. @aitn ACL (cniucka KOHTpOJIsL AOCTYIIA) M03-
BOJIsieT BaM 3a/1aBaTh NPUBUJIETHH C YETKUM UX KOHTPOJIEM. 3a OAPOOHOCTAMH 00-
paTuTech K man-cTpaHuie man 8 kadmind.

Ceiiyac npocTo yTaHOBUTE ceOe MPUBKIIIETUIO aIMUHUCTPUPOBATh 0a3y JTaHHBIX 100a-
BUB CIIKJYIOILYIO CTPOKY B (paiii:

geeko/admin *

3ameHuTe UM MOJIb30BaTENsl geeko Ha cBoe. nepesamnycture kadmind s npume-
HEHUSI U3MEHEHUH.
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VY Bac I0JIKHA MOSIBUTCSI BOBMOKHOCTD BBIIOJIHATH 334 YIAIEHHOTO aIMUHUCTPH-
poBanust Kerberos ucrionb3yst yrwmty kadmin. CHavana monyaute OUIeT Uisl CBOSH
AJIMUHHCTPATOPCKOM POJIM ¥ UCTIONB3YHTE ero JUIsl MOAKII0YeHus K cepBepy kadmin:

kadmin -p geeko/admin
Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: getprivs
current privileges: GET ADD MODIFY DELETE
kadmin:

HUcnonb3ys koMaHay getprivs, npoBepbTe, Kakue y Bac npusmieruu. Crucok Bbl-
11e 0ToOpaxaeT MOJHBIA HaOOp MPUBUIIETU.

B xauectBe mpuMepa, NBMEHNUTE NIPpUHLIAIIATIA g eeko:

kadmin -p geeko/admin
Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: getprinc geeko
Principal: geeko@EXAMPLE.COM

Expiration date: [never]
Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:47:17 CET 2005 (admin/admin@EXAMPLE .COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin: modify_principal -maxlife "8 hours" geeko
Principal "geeko@EXAMPLE.COM" modified.

kadmin: getprinc joe

Principal: geeko@EXAMPLE.COM

Expiration date: [never]
Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 08:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:59:49 CET 2005 (geeko/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: O

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
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Key: vno 1, DES cbc mode with CRC-32, no salt

Attributes:
Policy: [none]
kadmin:

ITO U3MEHNUT MaKCUMAJIbHOE BPeMs1 )KU3HU OWieTa, yCTAHOBHMB €ro paBHbHIM BOCBMU
yacam. [ToapoOHyo nHpopMalmio o KoManae kadmin U JOCTYIHBIX OMIUAX CMOTPU-
Te B makete krb5—-doc, Mo cchlike http://web.mit.edu/kerberos/www/
krb5-1.8/krb5-1.8.3/doc/krb5-admin.html #Kadmin%200ptions,
WM Ha man-cTpaHuie man8 kadmin.

6.4.8 Creating Kerberos Service
Principals

Jlo HacTOsIIIero MOMEHTa MBI 00CY KA TOJIBKO ayTeHTH(HUKALIUIO O30~

BaTeseidl. OmHaKo, ciryObl coBMecTuMble ¢ Kerberos 0ObIYHO Takke JTOJIKHBI
ayTeHTU(UIMPOBATH ceOs rmepes KMeHTaMu. TakuM oO0pa3om, B 6a3e JaHHBIX
Kerberos TO/KHBI CyIIIECTBOBATH CIICIIUATIBHBIC CITYKeOHbIC IPUHITAIAIBL TS KakK-
JIOW CcITyXOBbI paboTaromeit qanHon obnactu. Hampumep, eciu 1dap.example.com
npenocrasisier ciyx0y LDAP, Bam HyxeH citykeOHbli puHimnai, ldap/
ldap.example.com@EXAMPLE . COM, Ayis ayTeHTU(UKAIIN STOH CIIyKOHI TIepex
BCEMHU KJIMEHTAMU.

CornaieHiue IMEHOBAHUS JUTSI CITYKeOHBIX MPUHIIUNATIOB CJIyX—
6a/umaxocTal@OBJACTE, TIe HMYI_XOC Ta — IOJHOE UMs XOCTa.

JeficTBUTENbHBIE TECKPUIITOPHI CITYKO:

JecKpunTop Cay:kKobl Cay:xo6a

host Telnet, RSH, SSH

nfs NFSv4 (c monaepxkon Kerberos)

HTTP HTTP (c ayrentudukanuei
Kerberos)

imap IMAP

pop POP3
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JecKpunrop Cay:kobl Cay:xo6a

ldap LDAP

Cﬂy)Ke6HI)IC MIPpUHOUIIAJIBI CXOAHBI C IMOJIb30BATEJIbCKUMHU, HO UMCIOT CYIIIECTBEHHBIE
oriuuusi. OCHOBHOE OTJIMUKE MEXIY HUMH 3aKJI0YaeTcs B TOM, YTO KJII0Y MOJIb30Ba-
TEJILCKOTO MPUHIKIIAJA 3aIMIIEeH apojieM — KOr/ia MoJIb30BaTe b MoJTyyaeT OuieT
Ha nipenoctanieHne Ormnera ot KDC, eMy HyKHO BBECTH CBOH MapoJb I TOTO, YTO-
6b1 Kerberos cmor pacmugpoBath 310T OmietT. CUCTEMHOMY aqMUHHCTPATOPY ObLIO
OB OYeHb HEYJOOHO TIOyJIaTh HOBBIe OMIIETH T feMoHa SSH kaxkpie BOCEMb YacoB
WM OKOJIO TOTO.

Bwmecto aTOTO0, KITI0Y 17151 paciii@poBKY IepBOro OuiieTa CirykeOHOTro MpUHIIUIIAIA
nojyyaercsa agMunucrpaTopom o KDC Bcero oguH pa3 U XpaHUTCS B JIOKaJIbHOM
(aiine ¢ umeHem keytab. CnyxObl, Takue Kak 7eMOH SSH, YuTaloT 3TOT KJI0Y U, IIpH
HEO0OXOIMMOCTH, MCIOJIB3YIOT €ro JUIs TOJyYeHUs] HOBOTO OuiieTa aBTOMAaTHYECKH.
®aiin keytab mo ymoruanmio Haxonutcs B /etc/krb5.keytab.

Iist co3gaHus CEPBUCHOTO MPUHIMIAIA XOCTa jupiter.example . com BBEOUTE
crenymolme KoManasl B ceccuu kadmin:

kadmin -p geeko/admin

Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: addprinc -randkey host/Jjupiter.example.com

WARNING: no policy specified for host/jupiter.example.com@EXAMPLE.COM;
defaulting to no policy

Principal "host/jupiter.example.com@EXAMPLE.COM" created.

BmecTo ycTaHOBKY MapoJisl UIsl HOBOTO NpUHIUNANA, ¢uiar —randkey yKa3blBaeT
kadmin co3gars ciaydaiiHblii Ko4. OH UCTIONIB3YETCS IOTOMY, UTO [l 9TOTO IIPUH-
LUIaJa He HY’KHO B3aUMOJENCTBHE C MOJIb30BaTeIeM. DTO CEpBEPHAsi yUeTHas 3a-
IUCh.

3areM U3BJIEKHTE KJTI0Y ¥ COXPAHUTE ero B JIOKambHOM (paiiie keytab /et c/
krb5.keytab. Baagenbuem atoro aiina ABIsieTcs Cyneprnosb30BaTeiib, TaK YTO
BBI ODKHBI 3ayCTUTh KOMaHAY OT r OOt MCHOMB3Yst 000109Ky kadmin:

kadmin: ktadd host/jupiter.example.com

Entry for principal host/jupiter.example.com with kvno 3, encryption type
Triple

DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/jupiter.example.com with kvno 3, encryption type
DES

cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.
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kadmin:

IMocrne 3aBepiiieHNs yOeqUTECh, YTO Bbl YHUUTOKIIM aIMUHUCTPATOPCKUI OUJIET, MO~
JIydeHHBIH Kinit BbIlle KoMaHoi kdestroy.

6.4.9 BknioyeHue nopgnepxku PAM B
Kerberos

cofepxuT Monyib PAM ¢ umMeHeM pam_krb5, KOTOpbI NOANEPKUBAET BXOJ B CU-
creMy 4epe3 Kerberos v uamMeHeHue naposist. TOT MOAYJIb MOKET UCIOIb30BAThCS
KaK KOHCOJIbHBIMU MPUJIOKEHUAMMU: login, Su, Tak ¥ NPUI0KEHUAMU IpadudecKoit
aBTopu3anuu, Hanpumep KDM (rae mosb30BaTeb BBOJIUT MApOJib U XOUYET, YTOOBI
MIPWIOKEHHE, YIOCTOBEPSIONIEe MTOIMHHOCTD, IOTYUIJIO Ul HETO HAaYaJIbHBIN OMIeT
Kerberos). 15 Hactpoiiku nogaepxku PAM B Kerberos, ucnosnb3yiite ciienyionryio
KOMaHzy:

pam-config --add --krb5

Dra KomMaHa Jo0aBJIsAeT MOAYJIb pam_krb5 B cymiecTByolue (haiiibl KOHpUrypa-
i PAM u nipoBepsieT, B IPaBUIBHOM MOPSIIKE JIM OH 3aIrycKaercs. st TOUHoH Ha-
CTPOMKHM UCIOJIB30BaHUs pam_krb5, oTpefaktupyiite gaiin /etc/krb5.confu
n00aBbTE MPUIIOKEHH [0 YMOTYaHUIO B pam. [1oIpoOHOCTH JOCTYIHBI HAa man-cTpa-
Hylle man 5 pam_krbb5.

Monyns pam_krb5 crienyaibHO He MpeJHa3HauYeH /ISl CETEBBIX CITYKO, KOTOphIe
npuHEMaloT OmteTsl Kerberos kak yacTh ayTeHTH(DHKALIUK TOJIB30BaTe . ITO COBCEM
JPYroy cydai, KOTOpbIi OyJeT OIucaH HUXe.

6.4.10 Hactponka SSH ons
ayTeHTUdomKaumm ¢ nomoLubio Kerberos

OpenSSH noanepxuBaer ayreHTugukanuio Kerberos kak 17151 IpOTOKOJIOB BEpcUr

1 u 2. B Bepcun 1, ecTb crienuaibHbBle COOOMIEHHS MPOTOKOJA Mepeiavu OMIeTOB
Kerberos. Bepcus 2 yxe He ucnonssyet Kerberos Hanpsimyio, nonarasic Ha GSSAPI,
Oommee API ciryx6 6e3onacaoctr (General Security Services API). 9to nmporpamm-
HBI HHTepdeiic, He XapaKTepHbIi ToIbKO Wi Kerberos — oH ObUT co3/1aH AJIS CKPhI-
THSI 0COOEHHOCTeH crucTeM ayTeHTuduKarmu, 6yap To Kerberos, cucrema ayreHTHdbM-
Kallu¥ Ha OCHOBE OTKPBITOro Kioya Hanopooue SPKM wim apyras. OaHako, umeo-
niasicst ouomoreka GSSAPI noanepxuBaet Topko Kerberos.

CeteBas ayteHTndbmkaumns npu nomowm Kerberos
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st ucnonb3oBanus sshd ¢ ayrentudukanueit Kerberos, orpenakrupyiire caitn /
etc/ssh/sshd_config u ycraHOBUTE CIIEAYIOLIME ONLINN:

# These are for protocol version 1

#

# KerberosAuthentication yes
# KerberosTicketCleanup yes

# These are for version 2 - better to use this
GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

3atem nepesanycrure geMoH SSH ¢ nomolneio komasnael resshd restart.

Jlina ucnonb3oBaHus ayreHTAdUKanuu Kerberos ¢ mpoTokosom Bepcuu 2, BKJIO-
YHTE ero Ha CTOPOHE KJIMeHTa. DTO MOKHO CHEaTh TUO0 B CHCTEMHOM (Dafi-

Jie KoHdurypauuu /etc/ssh/ssh_config wim Ha ypoBHE MOJIb30BaTE-

751, OTpeAakTHpoBaB ~/ . ssh/config. B mobom ciydae, 1o6aBbTe OIIIHIO
GSSAPIAuthentication yes.

Teneps Bbl cMokeTe MoAKIOYaThCs UCTIONb3Ys ayTeHTUguKanuuio Kerberos. Ucnons-
3yiite k11 st Ay MpOBEpPKHU HAJIMUKS JeHCTBUTEIBLHOTO OMIIeTa, 3aTeM ITOJKTI0UH-
Tech K cepBepy SSH. I npuHyAMTEIBHOrO UCIIOJIb30BaHUA Bepcuu 1 mpoTokosa
SSH, ykaxwute onmumio —1 B KOMaHIHOW CTPOKE.

NMOOCKA3KA: NononHutenbHas uHcpopmMauus

B hanine /usr/share/doc/packages/openssh/README . kerberos
conepxuT 6onee noapobHoe onvcaHne B3ammoneincTems OpenSSH u
Kerberos.

6.4.11 Ucnonb3oBaHue LDAP u Kerberos

npu ucrionb3oBanuy Kerberos, ogHIM 13 ciocoO0B pacrpocTpaHeH s MOTb30BaTeNb-
cKkoit nHdopmanuu (takor kak ID mosp30Batessi, €ro rpynisl ¥ JOMAIIHSS JUPEKTO-
pus) B Bameii jokanbHOM ceTH, siBsieTcs ucronb3oBanne LDAP. Dto TpeOyer Ha-
JIEKHOTO MeXaHU3Ma ayTeHTU(PUKAIIUK, TIPEA0TBPAILAOIIETrO MOJMEHY MaKETOB U
npyrue atakd. OIHIM U3 pelleHui BJsIeTCs ncronb3oBanue Kerberos mist B3anmo-
neucteusg ¢ LDAP.

OpenLDAP peanuzyet GOJIBIIMHCTBO CIIOCOO0B ayTeHTH(MKaImu yepe3 SASL, ypo-
BEHb [IPOCTON CECCMOHHOM aBTOpU3auuu. SASL 3TO ceTeBOy MPOTOKOJ, CO3AAHHbIM
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g ayreHtudukanuu. Peanmmzanueinn SASL aBiigercs cyrus-sasl, KOTOpsIi ogaepxku-
BaeT pa3/IM4yHble MeTobl ayTeHTu(huKauuu. AyreHtudukaims Kerberos BeinosHser-
ca nocpeactBoM GSSAPI (General Security Services API). [1o ymonuaHuio riarux
SASL nns GSSAPI we ycraHoBneH. YcraHoBUTe cyrus—sasl—-gssapi npu no-
moiu YaST.

Yrobsl pazpemuts Kerberos ncrnonszoBanue cepeepa OpenLDAP, coznaiite npuHITU-
nana 1dap/ldap.example.com u g06aBbTe ero B keytab.

ITo ymomyanuio cepsep LDAP slapd 3anyimien ot noip3oBaresst ¥ rpynmsl 1dap, B

TO BpeMs Kak (aiin keytab MoxkeT untath TOIBKO root. [TosaTomy, mubo u3meHuTe
koHpuryparmio LDAP, uyto6sl cepBep padboTan oT root WIM pa3peniure yTeHue Qaii-
na keytab rpynne 1dap. 9To MOXKXHO aBTOMATU3UPOBATh UCIOJb3Ysl CKPUIIT 3aI1yCKa
OpenLDAP (/etc/init.d/1ldap) ecnu ¢aiin keytab OblT yka3aH B IepeMEHHON
OPENLDAP_KRB5_KEYTAB ¢paitna /etc/sysconfig/openldap u nepemMeH-
Hag OPENLDAP_CHOWN_DIRS yCTaHOBJIEHA B ye S, UYTO yKe CIIeJIaHO 10 yMOJI4a-
Huo. Eciu OPENLDAP_KRB5_KEYTAB mycTa, ucnonb3yetcs keytab daiin /etc/
krb5.keytab u Bbl 10MKHB caMy U3MEHHUTH TIPaBa JIOCTYIIA COTJIACHO JabHENIIen
WHCTPYKIHU.

Huis 3anycka slapd ot root, orpegaktupyiite /etc/sysconfig/openldap.
Otkmounte nepeMeHHble OPENLDAP_USER u OPENLDAP_ GROUP, no6aBuB nepen
HFMU CUMBOJI KOMMEHTAPHSL.

YroOsl pa3pemuth uyTeHue daiina keytab rpynmne LDAP, BemosHuTE

chgrp ldap /etc/krb5.keytab
chmod 640 /etc/krb5.keytab

TpeTtbe (1 BOZMOKHO HamiIydllee) pemeHne — ucrnonb3oBats ¢ OpenLDAP otnens-
HbIi (paitn keytab. [11s sToro 3anycrure kadmin v BBeauTe ClieyIoONy0 KOMaHIy 1o-
cite odapnieHus npuHiunaia ldap/ldap.example.com:

ktadd -k /etc/openldap/ldap.keytab ldap/ldap.example.com@EXAMPLE.COM

3aTeM BBIITOJIHUTE B KOHCOJIH:

chown ldap.ldap /etc/openldap/ldap.keytab
chmod 600 /etc/openldap/ldap.keytab

Yrobs! ykazate OpenLDAP ucnons3oBats oTaesnbHeli aiin keytab, n3menure nepe-
MeHHYI0 B aiinie /etc/sysconfig/openldap:
OPENLDAP_KRB5_KEYTAB="/etc/openldap/ldap.keytab"

N nakonen, nepe3amycrute cepsep LDAP ¢ momompio rcldap restart.
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6.4.11.1 Ucnonb3oBaHue ayTeHTU(pUKaLum
Kerberos pns LDAP

Ceituac Bel cMoskeTe aBTOMaTH4YeCKH MCIOJIb30BaTh YTHIINTH, Haripumep ldapsearch, ¢
ayteHTudukanueit Kerberos.

ldapsearch -b ou=people,dc=example,dc=com ' (uid=geeko)"

SASL/GSSAPI authentication started
SASL SSF: 56

SASL installing layers

[...]

# geeko, people, example.com

dn: uid=geeko, ou=people,dc=example, dc=com
uid: geeko

cn: Olaf Kirch

[...]

Kaxk Bumnre, ldapsearch BeiBoguT cooOIeHre 0 Havase ayTeHTU(UKAIIN Yepe3
GSSAPI. Cnenyromee cooOlmeHre KpaiHe 3arajiouHo, HO OHO MOKa3biBaeT, YTo (hpax-
mop yposHs bezonacrocmu (security strength factor — SSF 1 kpaTkocTn) paBeH
56. (3HaueHue 56 MPoU3BOIBLHO. BO3MOKHO ero BEIOpaIi MOCKOJIbKY OHO PaBHO YHC-
Jy 6uT B KJtoue nmmdpoanusa DES). Bam 3To roBOpUT 0 TOM, YTO ayTeHTH(HUKAITHAS
GSSAPI 6bu1a ycrienHow 1 4yTo mudpoBaHUe UCTIONb3YETCs IS 3aIUTHI 11EJI0CTHO-
cTH 1 KoHpuaeHmanpHocTu coeaunenus ¢ LDAP.

Ayrenrudukanus B Kerberos Bcerga o6otoHa. 9T0 03HAYaeT, YTO He TOJBKO Bbl
ayreHtudunupyerech Ha cepsepe LDAP, Ho u cepsep LDAP ayrentuduuupyercs
Ha Bameii cropone. B wactHOCTH, 3TO 0O3HavaeT uto Bl coepmHsAeTech ¢ TpeOyeMbIM
cepsepoM LDAP, a He ¢ KaknuM-11m00 (PMKTUBHOM CItykO0H, IpesiokeHHor Bam 3710-
YMBIILIIEHHUKOM.

6.4.11.2 AyteHTucbukaumns Kerberos n Hactpomnku
poctyna LDAP

Temnepr MBI pa3pelmM KaxaoMy MOTb30BATeN0 U3MEHATh aTpUOYT KOHCOJIA B CBO-
eit 3armucu LDAP. Tonyctum, 3anmuce LDAP nons3oBaTenss joe pa3merieHa B
uid=joe, ou=people, dc=example, dc=com U YyCTAHOBUM CJIEAYIOLINE Ha-
CTpOIKH gocTyna B /etc/openldap/slapd.conf:

# This is required for things to work _at all_
access to dn.base="" by * read
# Let each user change their login shell
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access to dn="*,ou=people,dc=example,dc=com" attrs=loginShell
by self write

# Every user can read everything

access to *
by users read

Bropoe BblpakeHue NnpeocTaBisieT ayTeHTU(ULIMPOBAHHBIM OJIb30BATENSIM JIOCTYII
Ha 3amuch K aTpuoyTy loginShell ux cobctBeHHoi 3ammcu LDAP. TpeTbe Brpa-
’KEeHUe TIPEJOCTABIISIET BCEM ayTeHTU(UIIMPOBAHHBIM TOJIb30BATENSIM AOCTYII HA YTe-
HUe Ko Bceld ajupextopun LDAP.

Tenepb HaM He XBaTaeT elle OHOM YacTu na33ya — Kak cepsep LDAP onpene-
JIUT, 4TO nosb3oBatesb Kerberos joe @EXAMPLE . COM OTHOCUTCS K OTJIMUUTENb-
HoMmy uMeHu LDAP uid=joe, ou=people, dc=example, dc=com. ITOT
BUJI OTOOpakeHUs TOJDKEH OBITh HACTPOEH BPYUHYIO C UCTIOTBE30BAHIEM TUPEKTUBBI
saslExpr. [las 3T0ro npumepa, Hy’kHO J00aBUTh B paiin slapd.cont:
authz-regexp

uid=(.*),cn=GSSAPI, cn=auth
uid=$1, ou=people, dc=example, dc=com

YtoObl HOHSATH, KaK 9TO paboTaeT, Bam HyXHO 3HATH, UTO MPH ayTEHTU(DUKAIIN
SASL nons3oBatens, OpenLDAP co3paet oTimyntesbHOe UMs 13 IMEHU JaHHBIM
emy SASL (takoro kak joe) u umenu metona SASL (GSSAPT). Pesynbsrarom Oyner
uid=joe, cn=GSSAPI, cn=auth.

Ecnu HacTpoeH authz—-regexp, OH NPOBEPSIET OTINYUTEIBHOE UMS, CO3/IaHHOE Ha
ocHoBe nHopMaruu SASL, ucnosnp3ys MepBblid apryMEHT KaK PeryJsipHOe BhIpaxe-
Hue. [1py coBNajeHnu 3TOro PeryJisipHOro BhIPAKEHUs, UMsl 3aMEHSIETCS BTOPBIM ap-
I'YMEHTOM BblpakeHus authz—regexp. 3amecTurens $1 3aMeHseTCs MOACTPOKOMH,
COBIIABIIIEN C BhIpaKEHUEM (. *) .

Bo3moxHbI 6oJiee ciioxHbie BeipakeHus. Eciu Bara crpyktypa aupekropuii 6osee
CJIOXKHA WJIM UM T10JIb30BaTeNIs He SIBJISIETCS YaCThI0 OTJIMYUTEJIBHOrO UMeHU, Bel Mo-
JKeTe UCTIOJIb30BATh BhIPAKEHHS ITOUCKA JITIS1 OTOOpakeHUsl OTJIMYMTEILHOTO UMEHH
SASL Ha oTIMYuTEILHOE UMS T10JIb30BaTE .

6.5 [lononHuTtenbHas UHoOpMaL S

Odummaneneiii caitt MIT Kerberos http://web.mit .edu/kerberos. 3aech
MOXHO HalTH CCBUIKH Ha JIIoOble ipyrue pecypcebl 0 Kerberos, Bkiiouast ycTaHOBKY
Kerberos, pykoBoacTBa Moyib30BaTeIsl U aIMUHUCTPATOPA.

CeteBas ayteHTndbmkaumns npu nomowm Kerberos
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HokymeHT 1o agpecy ftp://athena-dist.mit.edu/pub/kerberos/
doc/usenix.PS IpenocTaBisieT JOBOJILHO OOMIMPHOE ONMMCAHIE OCHOBHBIX IPHH-
uunos Kerberos, u jierko unrtaercs. Takxe B HEM COAEPKUTCS MHOTO UH(pOpMaIu
U1 JanbHedero uzyyenus Kerberos.

Odunmansubiii Kerberos FAQ nocrynen no aapecy http: //
www.nrl.navy.mil/CCS/people/kenh/kerberos—faq.html.
Kuura Kerberos — Cucmema cemesoii aymenmugpurxayuu Brian Tung (ISBN
0-201-37924-4) Taxxe npeaiaraeT IIMPOKUNA CIEKTP MH(OPMALUH.
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Ucnonb3oBaHMe ckaHepa
oTnevyarkoB najbL,eB

Ecmm y Bac ecTb ckaHep OTIIEUaTKOB MaJiblieB, Bbl MOkeTe UCcnosb30BaTh OMOMETpH-
YEeCKYI0 ayTeHTU(PUKAIIMIO B JIOTMOJIHEHHE K CTAHJAPTHOH (IIOCPEICTBOM JIOTHHA U Ta-
ponsi). [locne peructpanmy CBOUX OTIIEYATKOB MAJBIIEB, MOJB30BATENb MOXKET BOU-
TH B CUCTEMY, TIPOBeJIs MAJbIEM I10 CKaHepy WU BBeJIsl ApOJib. MOAIEePKUBAET OOJb-
10e KOJIMYECTBO NMOJOOHBIX cKaHepoB. CIHMCOK MOJIIEPKUBAEMBIX YCTPOWCTB MOK-
HO HaliTW Ha http://www.freedesktop.org/wiki/Software/fprint/
libfprint

Ecnm B pe3ynbTaTe mpoBepku 000pyIoBaHus OyeT OOHapyKeH WHTErpUPOBAHHBIN
WY TIO/IKJIIOUEHHBIN K CUCTEME CKaHep OTIeYaTKOB NaJiblieB, MakeThl Libfprint,

pam_fp,uyast2-fingerprint-reader OyayT yCTAHOBJICHBl aBTOMATUYECKH.

B HacTosmiee BpeMst MOKeT ObITh 3apErICTPUPOBAH TOJBKO OJIMH OTIIEUYAaTOK Majiblia
JUIsl KaxJoro nojb3oBarensd. OH xpanutcs B /home/ login/ . fprint/.

Vicnonb3oBaHue CKaHepa oTne4aTkoB nanbLes
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7.1 NMporpammel,
nonnepXxuearoLime
6noMeTpnUeckyro
ayTeHTUdomKaumio

PAM moaynb pam_ fp noaiep:KUBaeT ayTeHTU(UKALIMKN paclio3HaBaHUS OTIeYaTKa
MaJiblia B CJAEIYIONMX CIydasx (XOTs M He BO BCeX ciyvasix Bam moxet ObITh Ipeasio-
KEHO ayTeHTH(UIPOBATE ceOs TAKUM 0Opa3oMm):

* Apropuzauus B GDM/KDM wiu npu UCTIONIB30BaHMU ITPOrpaMMel login

* biokuposka sxkpana B GNOME/KDE

* 3anyck YaST u moayneit YaST

* 3amyck MpUIOKEHHH, KOTOphle TpeOyIoT MpaBa root: sudo Wik gnomesu

e BxonB CUCTEMY OT UMEHU APYTOro MOJIb30BaATEJICA ITPU ITOMOIIIM sU WX su  —
username

3AMEYAHME: YcTponcTtea ans cUMTbiBaHWUSA oTneyarka nanbua u
wmcppoBaHue gomallHen AUpeKTopun

Ecnn Bbl xoTnTe ayTeHTUgMLMpOBaThL cebst C MOMOLLbIO ckaHepa, Bbl He
JOMXHbI UICNOMb30BaTh WMGPOBAHUIO AOMALIHEN aupekTopun (cM. [na-

Ba 10, Managing Users with YaST (TBcTtynneHue) ans nonyyeHns nonon-
HUTENbHOW MHpopMaumm). B npoTuBHOM cnyyae ayTeHTUdUUMpoBaTh cebs
Takum 06pa3oMm He Noy4mnTCs, T.K. AOMALHSAS AnpekTopus bynet pacwmd-
poBaHa TONIbKO MOCNe YCNEeWHOro OKOHYaHUs npoLecca asTopmsaumm.
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7.2 YnpaBneHue 6MomeTprnyeckomn
ayTeHTUpukKaumen yepes YaST

npoue,qypa 7.1 Braouenue 6uomempuueckoii aymenmugpuxayuu

JI71s1 CTIONb30BaHUST OUOMETPUIECKON ayTeHTH(UKAIN Bl TOJKHBL HACTPOUTD
PAM. Kak npaBuiio, 3T0 IPOUCXOAUT aBTOMaTUYECKHA BO BPEMS1 YCTAHOBKU CUCTEMBI,
€CIM TIO/IIEPKUBACMBII CKaHep ObUT 0OHapyxeH. Ecium aToro He mpownzomnuio, Bel Mo-

’KeTe BKIIIOUUTSH MOICPKKY OTIeYaTKoB nasiblieB B YaST cieayiomum obpazom:

1 3anyctute YaST u Boibepute Obopydosanue > Pacnosnasarnue omneuamkos
nanvues.

2 B okHe HacTpoek, Boioepere Hcnoab306ams pacno3nasaniue OmneuamKos naibiyes
1 HaxxMuTel 0mogo i COXpaHEHUS HACTPOEK.

[Mocne storo Bel MoxeTe ayTeHTH(PHUIUPOBATH ce0s1 C MOMOIIBIO CKaHepa.

lMpouenypa 7.2 Pezucmpayus omneuamxos naiviee

1 B YaST, naxmute Besonacrhocms u noav3ogamenu > YnpasneHue noiv308amensi-
MU U epynnamu sl OTKpeITUs oKHA User and Group Administration. B HeM 0100-

paxaeTcs CIIMCOK MOJIb30BaTeNIeH U Ir'pymnii B CUCTEME.

2 BriGepurte moJib30Batelis, s KOTOPOro Bbl XOTUTE 3aperrcTprpoBaTh OTIIEYATOK
najgbla 1 Haxmure Edit.

3 Bo Brianke Plug-Ins, Beidepure the fingerprint entry u Haxmure Launch mist ot-
KpBITUs OKHA Kongbueypayus omneuamxos navies.

4 YaST nomnpocur moJjib30Batesisi CKAHUPOBAaTh OTIIEYATOK MaJiblia 10 TeX Mop, MOKa
He Oy/IeT cle/IaHO TPU YeTKUX CHUMKA.

Vicnonb3oBaHue CKaHepa oTne4aTkoB nanbLes
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Fingerprint configuration

Please swipe your finger

Successful swipes: 2, failed swipes: 0

ancel

5 Ilocrne Toro, Kak OTIEYATKH ObLTA CHATHI, HAKMUTE KHONKY [Ipumerums, 9TOObI
3aKpBITh OKHO KoHgbueypauus omneuamxos nanrvyes.

6 Ecim Bbl Tak ke XOTHTE UCHOJIb30BATh OTIEYATKU NAJbLEB Ul ayTeHTH(UKALMH
npu 3anycke YaST win YaST monyseit, Bel JOMKHBI HACTPOUTH UCTIONIB30BAHUE
OTIIEYATKOB [UIA MOJIb30BaTeNA root.

Yrobsl cnenath 3T0, ycranoBute puinbTp System Users B okHe User and Group
Administration, v BeIOepeTe NoJb30BaTeNsl root, a TaK ke OCTaBbTe 3 YeTKUX OT-
revaTKa najpla, Kak OMMCaHo BbIIIE.

7 TIlocne perucrpaiyiy OTIEYaTKOB MANbIIEB M0JIb30BaTesl, HaXMuUTe Finish, 4T00bI
3aKPBITh JUATIOTOBOE OKHO M COXPAaHUTh U3MEHEHH.

Kax ToJIbKO OTreyaTKky najblieB 3aperucTpUpOBaHbl, MTOJb30BaTENb MOKET BHIOPATh
METOJ, ayTEHTU(DUKALMU: OTIEYATOK IMaJIbLIa WX NAPOJIb JJIS JOCTYIA K IPOrpaMMam,
nepeuncieHHsM B Pazaen 7.1, «IIporpamMMsl, moaepkuBaioliye GHOMETPIUYECcKyIo
ayreHTHdUKanuio» (ctp. 114).

B nacrosiee Bpems B YaST He peanmzoBaHa (hyHKLMSI IPOBEPKU WIIH yIAJIEHUS CY-
HIECTBYIOIIMX OTNeYaTKoB najblieB. Eciy Bol Bce ke XoTuTe yaanuTh Ux, MPoCTo yaa-
JmTe gupekroputo /home/login/ . fprint.

s ostydeHusi JOMOJHUTEIbHOM TeXHUUecKor uHdopManuu cM. http: //
www.freedesktop.org/wiki/Software/fprint.
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Hactpouka napameTpoB
6e30nMacHOCTU C MOMOLLLbIO
YaST

Monyas Llenmp bezonacnocmu YaST npeqHa3sHaueH /151 U3MEHEHUsT HACTPOEK CBsl-
3aHHBIX C O€30MTACHOCTBIO CHCTEMBL. DTOT MOJYJIb UCTIONB3YETCs TSI HACTPOMKH TaKHUX
acneKToB Oe30IaCHOCTH, KaK BXOJ] B CUCTEMY, YCTAHOBKaA MapoJisl, OIIMK 3arpy3KH,
CO3[aHMe T0JIb30BaTeNel 1 MpaBa JoCTyma K (paiinam o ymordanuio. OH 3ammycKaer-
ca u3 llenrpa Ynpasnenus YaST bezonacnocmo u [loavzoeamenu > Llenmp bes-
onacrocmu. Ilocne 3anycka llenmpa bezonacnocmuy akTUBHBIM sIBIIsIeTCsL guajior O6-
30p b6e3onacrocmu, OCTaJIbHbIE TUAJIOTH HACTPOEK JOCTYITHbI B IPABOM MaHEH.

8.1 O630p 6e3onacHocTN

0630p 6e30nacrocmu 0OTOOPaKaET MOHATHBINA CITUCOK CAMBIX BaJKHBIX HACTPOEK Oe3-
omnacHocTu Baneit cuctembl. CraTyc 6e30MacHOCTH Kak/I0TO IyHKTA CIMCKA OYeBH-
JeH. 3ejieHast Tajika COOTBETCTBYET Oe30MacHbIM 3HAUCHUSIM, B TO BpeMs Kak Kpac-
HBII KPECT TOBOPUT O TOM, YTO 3HAYEHHE JaHHOTO MyHKTA CIIMCKA He SIBJIeTCs 0e3-
onacHbiM. HaxaB Cnpasxa Bbl nosyunte 0630p HacTpoek ¥ MH(OPMAIIMIO O TOM, Kak
obe3onacuth cuctemy. JIjist U3MEHEHHsT HACTPOEK HAKMHUTE COOTBETCTBYIOIIYIO CChLIT-
Ky B KosoHKe CocrosiHue. B 3aBUCUMOCTH OT HACTPOWKHM JIOCTYITHBI CJIeIyIOlIMe 3Ha-
YeHUsI:

Bxaouenol/ Bvikaiouerno

HaxaB Ha 3TOT 351eMeHT Bbl MOKeTe BKIIIOUUTh WU OTKJIIOYUTh COOTBETCTBYIO-
Y10 OIIIHIO.

Hactpoiika napameTpoB 6e3onacHoCT ¢ nomouwbio YaST

119



Hacmpoumy
Hasxap Ha 3TOT 71eMeHT BBl 3ammycTuTe cooTBeTCTBYIOIIMNA MOIy b YaST st m3-
MeHeHus1 HacTpoek. Bel BepHeTech B anasior O030p 6€30MacHOCTH, KaK TOJIBKO
MOZYJb OyJeT 3aKPHIT.

Heuzsecmno
JlaHHBIH CTATyC O3HAYAET, YTO COOTBETCTBYIOIIAA CIyk0a He ycTaHOBIeHa. OH He
SABJISIETCS MHIUKATOPOM TOTEHIIMAIBHBIX MTPOOJIieM Ge30MacHOCTH.

PucyHok 8.1 Ilenmp 6ezonacnocmu YaST- O630p Gezonacrocmu

i Security Overview

wl This is overview of the most important security settings. more
Security Setting Status Security Status
Predefined Security Conf]
Password Settings Use secure file permissions Configure x
Boot Settings Remote access to the display manager Enabled x
. . Use current directory in root's path Disabled 4
Login Settings
o Use current directory in path of regular users Disabled v
User Addition Write back system time to the hardware clock Enabled v
Miscellaneous Settings | | always generate syslog message for cron scripts Disabled x
Run the DHCP daemaon in a chroot Unknown x
Run the DHCP daemon as dhcp user Unknown x
Disable remote root login in the display manager Enabled x
Disable remote access to the X server Disabled v
Remote access to the email delivery subsystem Enabled x
Disable senvice restart on update Disabled v
Disable service stop on removal Disabled v
Enable TCP syncookies Enabled v
Disable IPv4 forwarding Disabled -
Disable IPv6 forwarding Disabled -
Enab\g basic‘system services in runlevel 3 Configure Z
(multiuser with network)
Enable basic system services in runlevel 5 Configure .

(multiuser with network and araphical loain)

Change Status Description

[&|Help @cancel| | <FoK |

8.2 lpenonpenerneHHblIe
HacTpoukun besornacHocTu

B ecTb Tpu npenonpenesieHHbIX Ha0Opa HACTPOEK 0e30MacHOCTH. DTU HAOOPHI IpUMe-
HSIIOTCSI KO BCeM HacTporkam moayJist I{enmp Bezonacnocmu. Kakaplii ©3 HUX MOKET
OBITh U3MEHEH 110 CBOEMY YCMOTPEHUIO HCIIOJb3YsI IUAJIOTH B IpaBoi manenu. CIucok
HaOOPOB CJIEMYIOIIHIA:
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Jomawnsas pabouas cmanyus
It0T HAOOP HACTpOEK pa3paboTaH AJIs KOMITHIOTEPa, KOTOPHIA He ABNAETCS Ya-
CTBIO JIOKAJIbHOM CceTH U He noaxoueH kK MHrepHeTy. COOTBETCTBYET COCTOSIHUIO
C HaMMeHbIIeH Oe30MacHOCTBIO.

Cemesas pabouas cmanyusi
JaHHast KOH(UTYpALIUs UCTIONB3YETCSI AJIs1 KOMITbIOTEPa, MOAKIIOUEHHOTO K JIO-
KaJIbHOH ceTH oo VHTepHeTy.

Cepesep cemu
KoHurypanus pazpadotaHa aj1s1 KOMITBIOTEpa IPELOCTABIISIOIIETO CETEBBIE Cep-
BUCHL: BeOcepBepa, (aimoBoro cepsepa, DNS cepBepa u T.1. COOTBETCTBYET Hau-
6oJiee 6e30MacHbHIM 3HAUYSHHUSIM HACTPOEK.

Hoavzoeamenvciue HacmpoiKu
Ecmu nyskt Ioavzoeamensckue Hacmpotiky BHIOPaH MPU OTKPBITHN IAJIOTa
IIpedonpedenernvie nacmpoiiku 6e30nacHOCM ITO TOBOPUT O TOM, YTO 3HaYe-
HUSI OJTHOTO U3 MPEeIyCTAHOBJIEHHBIX HAOOPOB HACTPOEK ObUTH M3MeHeHbl. CaMo-
CTOATENIbHOE TIEPEKITI0YEHNE Ha ITOT MyHKT C JIOOOro APYroro He M3MEHSET Ha-
CTpoeK 0e30MacHOCTH - Bbl OKHBI U3MEHSATH UX C MOMOIIIbI0 uanora O63op
Oezonacrocmu.

8.3 Hacrpowuku napons

OpHOM U3 CaMBIX BaXHBIX MPOOIEM 0e30IaCHOCTH SIBJISIOTCS JIETKO MOAOMpaeMble Ta-
posmu. Cpencta auasnora Hacmpoiiku napoas ipeIHa3HauYeHb TSI TPOBEPKH 0e3-
OIACHOCTH UCHOJIb3YEMBIX MapoJiei.

IIposepsimb Hoavle napoau
Ecnu 3TOT NyHKT aKTUBUPOBaH, MOJIb30BaTe b MOJYUUT NpeaynpekaeHue, Ipu
WCIIOJIb30BAHMY B KAUECTBE MapOoJisl CJI0BA U3 CIIOBAPS WM UMEHH COOCTBEHHO-
ro. Jlyist orpaHrYeHNs MUHUMAJTLHOM JIJTUHBI TIAPOJIsl BBEUTE €€ 3HAYEeHUE B 110JIe
Munumanvhas npuemaemas 0auna napons ocyie akTuBauuu I1posepsimo Hoawvie
napoau.

Yucao 3anomunaemvlx napwzeﬁ
Korpma IMPOBEPKaA BO3pacTa MmapoJjid aKTUBHUPOBAHA, 9Ta HaCTpOfIKa HCIOJIb3YETCA
IJIA COXpAaHECHU A 3aJaHHOI'O YK CJia NPpEAbIAYy X naponeﬁ IOJIb30BaTEJIA, MPENOT-
Bpalgas nX MOBTOPHOE UCIIOJIb30BAHUE.

HacTpolika napameTpos 6e3onacHocTy ¢ nomowpto YaST
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Memoo wugbposanus napoas
Auroput™m mwgpoBanus naposis. 3Hadenue no ymomrdanuio (Blowfish) o6prano
He TpeOyeT U3MEHEHHUH.

Bo3pacm napoas
ITpoBepka Bo3pacta naposisi aKTUBUPYETCs MyTeEM YKa3aHWsI MUHUMAJIbHOTO U
MaKCHMAJILHOIO 3HaUeHWH (B AHAX). Y CTAaHOBOBUB MUHMMAJILHOE 3HAaYeHHE OOJIb-
e O HeH, BBl MOXETe 3alPeTUTh MOJIb30BATEITI0 MOBTOPHYI0 HEMETIEHHYIO
CMeHY napoJis (M ciieayioliee 3a Hell OKOHYaHWe BPeMEHH KU3HU naposis). s
OTKJTIOYEHHsI POBEPKH CPOKA JEUCTBUS MAPOJIS UCIIONL3YIOTCS 3HaUeHust 0 1
99999 COOTBETCTBEHHO.

[lneii 00 npedynpexcoenust 06 ucmeueHuu CPpoKa Oelicmeust Napos.
ITosp30BaTENIb MOKET 3a0JIATOBPEMEHHO TIOJTyYaTh NpeAyNpekIcHre 00 ucrede-
HUM CpOKa JIelcTBUSA maposisi. B 3ToM moJie yka3piBaeTcsi KOJMYECTBO JHEH /10 UC-
TEYEeHHs CPOKa JICACTBUS NApOJIs, IO JOCTHKEHUHA KOTOPOTO MOJIb30BaTe b OyaeT
MOJTy4aTh MPEAyNpekaAeHre O HEOOXOAUMOCTH CMEHUTD TapOJib.

8.4 Hactpouku 3arpy3sku

ITOT ANAJIOT YCTAaHABJIMBAET, KOMY U3 II0JIb30BaTEJIel pa3pelieHO BBIKII0YaTh KOM-
TIBIOTEP Yepe3 MeHeKep aBTOpH3aliy. 3/1ech TakKe MOKHO yKa3aTh, Kak OyJeT UH-
tepriperupoBatbest Ctrl + Alt + Delete.

8.5 Hactpouku Bxona B cucremy

Jluaior mo3BoJisieT YCTAaHOBUTh HACTPOUKH OE30MaCHOCTH, CBSI3aHHBIE CO BXOJJOM B CH-
cTemy:

3adepoicka nocae HENPABUNBLHOL NONBIMKU 6X00a
Onpezenser 3aJepKKy (B CeKyHax) I10Cje HEYJaYHOM IOIBITKY BXOZa B CUCTe-
My. PexomeHyeTcs ycTaHOBUTB JaHHOE 3HaUeHHe [yl 3aTpyAHEHHS IPOHUKHO-
BEHUs B CUCTeMy ITyTeM nepedopa naposneil. ITockonbKy 3Ta HacTpolKa BIUSAET Ha
T0JIb30BaTesel, IOMYCTHUBINNX OMMOKY MpX Habope Maposis, He 3aCTaBIISHTe UX
’K1aTh TIOBTOPHOM aBTOPU3ALIMN CJMIIKOM JONITO.
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3anucvieams ycnewrvle NONLIMKY 6X00a
[Mpu BITIOUEHNH TAaHHOW OMIIUM TOCTICIHSS yaauHasI TIOTBITKA aBTOPU3aIUH OY-
JeT coOXpaHAThcs B (paitn /var/log/lastlog u 0TOOpakaThCs MpH MOCIey-
IOLLIEM BXOJIe B CUCTEMY. DTH JJaHHbIE TaK)Ke UCIONB3YI0TCA KOMaHIoi finger.

3AMEYAHMUE

BHuMaHune! OTa onuus He BANSET Ha XypHan /var/log/wtmp, KOTO-

pbli COLEPXUT Oarty 1 Bpems BCeX aBTopu3aunii 1 nepesarpys3kok cu-
cteMbl. Conepxmmoe /var/log/wtmp 0TOBpaxaeTcs ¢ NOMOLLbO KO-
MaHObl last.

Pazpewums yoanennwiii epagbuueckuii 6x00
Ecnu BkmoueHo, rpacduueckuil MeHekep apropu3anuu (Hanpumep gdm wim
kdm) Oyzmer nocryneH u3 cety. BrinoyeHue npencrapiser NOTeHIUAIbHYIO YTPo-
3y 0€30MacCHOCTH CUCTEMBI.

8.6 JlobaBneHue nosnb3oBaresisi

MuHuMabHble ¥ MaKCUMAaJTbHbIE 3HAUYEHU S UEHTU(DUKATOPOB IPYIII U MOJIb30BaTe-
neit. I3MeHeHue 3HaueHnH 10 yMOTYaHuIo TpeOyeTcs KpalHe peKo.

8.7 Pa3nunuyHbie HacTpouku

31ech Mpe/ICTaBIeHbl HACTPOMKH OE30MacHOCTH, HE COOTBETCTBYIOIINE OCTATbHBIM Ka-
TEropUsAM:

Paspewenus gpaiinos
npeJJiaraeT TpH MpeLyCTaHOBJIEHHbBIX YPOBHS (hailyIOBBIX IPUBUJIETUI IS CHU-
CTeMHbIX (paiiyioB. DTH HAOOPBI IPUBKWIIETHIA ONIPEIEIIAIOT, MOXKET JIM OOBIY-
HBII [T0JIb30BaTENb YUTATh (DaiiiIbl XKYpPHAJIOB M 3aIlyCKaTh ONpeleIeHHbIe IIPO-
rpamMMbl. Y poBeHb Jlezkuii peiHa3HaueH [yl CUCTEMBI C OIHUM I10JIb30BaTe-
JIeM ¥ TIO3BOJISIET, HATIPUMEP, YUTATh OOJBIIMHCTBO CUCTEMHBIX (haiiIoB OOBIY-
HOMY nosb3oBateio. [1oaHbIN CIMCOK MPUBUIIETUI IOCTYTIEH B (aiine /etc/
permissions.easy. YpoBeHb besonachuwiii pa3paboTaH IUisi MHOTOIONb-
30BaTEJILCKUX CUCTEM C JOCTYIOM K ceTd. [logpoGHoe 0ObsiICHeHHE ero HacTpo-
€K MO’HO ITOCMOTpeTh B (aiiie /etc/permissions. secure. Hanbonee

Hactpoiika napameTpoB 6e3onacHoCT ¢ nomouwbio YaST
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JKECTKUM $BJII€TCS YPOBeHb [lapanoudansiblii, UCTIONb30BaTh KOTOPBI CleayeT
octopoxHO. MH(opManmio 06 3TOM ypoBHE MOKHO HOIYIHTh U3 haiina /etc/
permissions.paranoid.

Ioavzoeamenw, 3anyckarowuti updatedb

IMporpamma updatedb ckaHUpyeT CUCTEMY U co371aeT 6a3y JaHHbBIX pa3Mmellie-
Hus (ailyioB, ucnoaplyemyo komanaoil 1ocate. [pu 3anycke updatedb ot
nosib3oBaress nobody, B 0a3y AaHHBIX ZOOABISIOTCS TOJIBKO (DaiIbl JOCTYITHBIE
Ha YTeHHe BceM Nonb3oBaTessaM. [pu 3amycke ee oT mosp3oBarens root, B 6azy
JAHHBIX TIONAAYT MPAKTUYECKU Bce (paiisibl (3a UCKITIOYEHHE TeX, K KOTOPBIM root
HE UMeeT JOCTYIIA HA YTEHIE).

Texyuyuii kamanoe é nymu root | Tekywuii kamanoz 6 nymu 0ObIUHBIX NOAB3OBANE-

neit

ITpu 3armycke nporpamMMel 6e3 yKa3aHUs OTHOTO MYTH K ee UCIOMHsIeMOoMY (aii-
JIy, cCUCTeMa MPOU3BOJUT MOUCK 3TOU MPOrpaMMBbl IO IyTH YCTAaHOBJIEHHOMY Tie-
peMeHHOi $SPATH. ITo yMOI4aHMIO B CIIMCOK JUPEKTOPUIA J1J1s IOMCKA KOMaH-

IIbl HE BXOJWUT TEKYIIasi AUPEKTOPHUs. DTO HEOOXOUMO JJIs TOrO, YTOObI, HATPH-
Mep, IPH 3aIyCKe KOMaHIbl 1 s 3alycKanach nporpaMMa /bin/1s, a He TPOsIH
u3 / rexymus xaranor/ls. [l 3amycka NporpaMM U3 TEKYIEH AUPEKTO-
pHH K ee IMEeHHU HYXXHO 100aBUTh nipepukc . /. [Ipu n3MeHeHnn 3TO ONIuH Te-
Kyiasi qupektopus (. ) Oyzmer mobaBiieHa B MyTh JJIs TIOMCKA KOMaHIbl. VI3MeHATh
3HAYEHHUE [0 YMOJIYAHUIO JIJIs1 STUX ONLUN HE PEKOMEHYeTCsl.

Mazuueckue xnasuuiu SysRq

Bomnme6Has kHorka SysR( - 3T0 KJlaBHaTypHOE coueTaHue, MO3BOJIAIoNICe
KOHTPOJIPOBATh CUCTEMY, JaKe eCIU B Hel mipou3olen cooi. st moyde-
HUS OAPOOHOM MH(popMarmu odpatuTech K dainy /usr/src/linux/
Documentation/sysrqg.txt (Tpedyercs ycTaHOBKA MakeTa kernel -
source).
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Cnucku ynpasneHus
AocTtynom B Linux

POSIX ACLs (access control lists - criMCKY yIpaBJieHUs TIOCTYIIOM) MOTYT ObITh HC-
MOJIb30BaHbI KaK PACIIUPEHUE TPATUIIMOHHON KOHIICTIIIMY IPUBUIIETH ISl OObEKTOB
(aiinosoii cucremsl. C momornbio ACL npuBHiernu MoryT ObITh yCTAHOBJICHH O0JTee
ruOKo, YeM IPH MOMOIIY TPAJAUIIMOHHON KOHIIETIIMY OUTOB JIOCTYIIA.

Tepmun POSIX ACL npennonaraert, 4to 310 Hactosmuii crangapt POSIX (portable
operating system interface - nepeHOCUMBIN UHTEP(ENC onepannoHHbX cuctem). Co-
orBeTcTBYloMe yepHoBble ctaHgaptsl POSIX 1003.1e u POSIX 1003.2¢ 6bim nc-
KJIIOUEHBI 1O psny npuduH. Tem He meHee, ACLs (B TOM Bujle, B KOTOPOM OHM peay-
30BaHbl BO MHOTHX CUCTEMax, MpuHaiexanmx cemedctsy UNIX) ocHOBaHbI Ha 9TUX
yepHoBuKax. Peammzammsa ACL s ¢aiinoBoii cucteMsl (ONTMCaHHAs B 9TOM TJIaBe)
TaKxke clelyeT STUM JIBYyM CTaHAapTaMm.

9.1 TpaguUMOHHbIe cbanunoBbie
npueuierum

BbI MoXkeTe HalTU MOAPOOHYI0 MH(OPMAIIHIO O TPAJUITHOHHBIX (halIOBBIX MPUBH-
nerusix Ha Info crpanunie makera GNU Coreutils, cekius File permissions (info
coreutils "File permissions"). CyllecTBYIOT TaKk:Ke JOIOJIHUTE/bHBIE aT-
TpuOyTH setuid, setgid, sticky bit.

Cnncku ynpaeneHus oocTtyrnom B Linux
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9.1.1 bur setuid

B HEKOTOpBIX CUTYalMSIX MPUBKIJIETMH JIOCTYIIA MOTYT OBITh CJIMIIKOM CTpOriMHu. ITo-
9TOMy B Linux CyIIecTBYIOT AOMIOJHUTENbHbIE HACTPOUKH, TTO3BOJISIONIHE IS OTIpe-
JIeJIEHHOTO JISWCTBHSI BpEMEHHO CMEHUTh UJICHTU(PUKATOP TEKYIIEro M0JIb30BaTels!
v rpynmsl. Hanmpumep, mporpamMa pa s swd 0OBIMHO TpeOyeT IMPUBUIIETHIA CyTIep-
MOJIb30BaTeNs1 IS IocTyna K Qaitny /et c/passwd. DTOT ailsl COASpKUT Bak-
HyI0 HH(OPMAIINIO, TAKYIO KaK JOMAITHUE KaTaJoTH MOIb30BaTeNel, NAeHTU(DUKATO-
PBI MOJIb30BaTeNer 1 rpynn. Takum 06pa3oM OOBIYHBIN M0JIE30BATENb HE CMOXKET U3-
MEHHUTD pa s swd, IIOTOMY YTO MPEIOCTABIAT BCEM MOJIb30BATEISIM MPSIMOH JOCTYI
K 3TOMY (paiisly CIIMIIKOM ONacHO. BO3MOKHBIM pelieHreM 3TOM MpoOJIeMbl sIBIIseT-
cs1 MexaHusMm setuid. setuid (set user ID - ycTtaHoBKa naeHTH(UKATOPA MTOJIK30BATES)
9TO CIIeMaIbHBII (PAIOBBIN aTTPHOYT, KOTOPBIA COOOIAET CHCTEME, UTO ITPOrpaMmy
HY’KHO BHITIOJTHATH UCIIOJIB3YSI OTIPEAeIeHHBIN NAeHTU(UKATOp Mojb3oBates. Pac-
CMOTpPUM KOMaHJy passwd:

—rwsr-xr-x 1 root shadow 80036 2004-10-02 11:08 /usr/bin/passwd

Bbl BUIMTE S, YTO YKa3bIBAaCT HA YCTAHOBJICHHbIN OMUT setuid Jisi IPUBUIIET I TIOJIb30-
Batesst. CoryacHo emy, Bce MOJIb30BaTe Y, 3allyCKaloIie KOMaH1y pas swd, BHIION-
HAT €€ OT II0JIb30BaTesisi root.

9.1.2 bur setgid

bur setuid nmpumensieTcst k monp3oBarenssM. OHAKO CYIIECTBYET aHAJIOTUYHOE CBO-
CTBO JyIsl TpyNIL: OUT setgid. Eciy 3TOT GUT yCTaHOBJIEH YISl IPOTPaMMBbl, TO IIPOrpam-
Ma OyIeT MCIOJIb30BaTh MpH paboTe NAEHTU(DUKATOP COOCTBEHHON I'PYIIITH, BHE 3aBH-
CHMOCTH OT TOT0, KaKoM I0JIb30BaTelb ee 3aMyCTul. B IupekTopun ¢ yCTaHOBIEHHBIM
ouroM setgid, Bce BHOBb CO31aHHbBIEC TIOIIUPEKTOPUH U (hailyibl OyAyT MpUHAJICKATD K
TOH ke rpyIe, K KOTOPOW NPUHAUICKUT JUpeKTopus. PaccMoTpuMm ciiefyioyo au-
PEKTOpHIO:

drwxrws—-—-- 2 tux archive 48 Nov 19 17:12 Dbackup

Bol BUMTE S, UTO YKa3bIBaeT Ha YCTAHOBJICHHBIN OUT setgid s IpUBWIIET i TPYIIIIHL.
Biianenen AMpeKTOPUY U WICHBI IPYIIIbl archive OyayT UMETh JOCTYI K TOH Au-
pexropuu. ITonb30Barteny, He NpUHAUIEKAIME K STOH IPyIIE, «OTPa3sTCs» Ha Hee.
D¢ dekTUBHBIM UIEHTU(DUKATOPOM I'PYIIIBL 11 1)1 BCEX 3allUCaHHBIX B IUPEKTOPUIO
(aiinos Oyner archive. Hanpumep, mporpaMme pe3epBHOro KOMMpoBaHus, paboTa-
IOIIeH ¢ MAEHTU(UKATOPOM TPy archive, He MOHATO0ATCS MPUBIIETHH CyIIep-
N0JIb30BAaTENS VIS OCTYNA K 3TOH JUPEKTOPUU.
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9.1.3 Sticky Bit

CymecTtByeT Takxke sticky bit. Ero nmoBegenue otamdaeTcs 111 (paiiioB ¥ AUPEKTOPUT.
Ecnu oH ycTaHOBIIEH 11 UCTIONHSAEMOTO (haiiyia, TO COOTBETCTBYIOIIAS ITPOrpaMMa He
OyIeT BBIIPYKaThCs N3 ONICPATUBHON MaMsTH, YTOOBI N30eKaTh TOBTOPHOM 3arpy3Ku
¢ jkecTKoro aucka. [TockosbKy COBpEMEHHBIE KECTKUE JUCKU JOCTATOYHO MPOU3BOIM-
TEJIbHBI, UCIIONB3YeTCsI 3TO peAKo. Ecm 3ToT OUT ycTaHOBIIEH ISl AUPEKTOPUH, TIOJTh-
30BaTeM HE CMOTYT YAAJISATh U3 Hee uyxue (paitsibl. TUMMYHBIMY TpUMEPaMU SABJISIOT-
sl IUPEKTOpuH /tmp U /var/tmp:

drwxrwxrwt 2 root root 1160 2002-11-19 17:15 /tmp

9.2 NMNpeumywiectea ACL

TpamunmonHo B Linux 11 Kaxkaoro ¢aiioBoro o0beKTa 3alaHo Tpu Habopa npu-
Busteruid. OHU BKJTIOYAIOT B ceOs MpaBa Ha uTeHue (1), 3amuch (W) ¥ UCTIOJTHEHUE (X )
JUISl KaKJIOTO U3 TPeX TUIIOB MOJb30BaTesei: Biaaeibia daiia, Tpymibl, 1 OCTaTbHBIX
nosik30BaTesieil. [loMumMo 3TOro MOKHO YCTaHOBUTS Set user id, set group id w sticky
OuT. DTa CKy/IHAs KOHIIEMIIUS BIIOJIHE IPUMEHUMa B OOJIBIIMHCTBE cuTyanuid. OJHAKO
1Uis1 ©6oJiee CTIOKHBIX CLIEHApPHEB U MPHJIOKEHUI CHCTEMHBIE aIMUHUCTPATOPHI JOTKHBI
OBLTH KCIOJIB30BATh OOXOIHBIC ITyTH, YTOOBI IIPEOJOIETh OrPAHIMYCHUS TPATUIIMOHHON
KOHLICTIIINY TIPHBUICTHH.

ACL MoryT OBITh HCIIOJIb30BaHbI KaK pacliipeHue TPAAUIIMOHHON KOHIETITNH TPH-
Brsteruid. OHU MMO3BOJISIOT TPEIOCTABIIATL JOCTYIT MHIUBUYaIbHBIM TOJIb30BaTe-
JISIM WJTY TPYTIIaM Jaxe €ClU Te He SBJISIOTCS BJIaJIeNIbIIeM WM TPYIION-BIaIEbIEM.
CIvcKY yrpaBJieHHs JOCTYITIOM — 3TO KOMIIOHEHT siipa Linux, KOTOphId B HACTOSI-
miee BpeMs noanepxuaercs ReiserFS, Ext2, Ext3, JFS u XFS. C nomompio ACL
CJIOKHBIE CIIEHAPUY MOTYT OBITh peaJIM30BaHbl €3 UCIIOJIb30BAHUS CJIOKHBIX MOJEIICH
MIPUBWJICTUN HA YPOBHE MPUTIOKEHHUSI.

Ecnu Bel xotute 3amenuts Windows cepep Ha Linux cepBep, TO IperMyIIecTBa
ACL oueBuanbl. HekoTopbie 13 NOAKIIOUEHHBIX pa00YMX MALIMH MOTYT paboTaTh 10
Windows gaxe nocnie murpanui. OC Linux npegoctaBiisieT ¢y Obl IedaT U JO-
cryna K ¢painam kaentam Windows nocpencrsom Samba. ITockosbky Samba nog-
JepKUBAeT CIIUCKH YIPABJICHUS TOCTYIIOM, IIPUBIIIETHH ITOJIb30BATENS MOTYT OBITh
YCTaHOBJIEHHI UCIIOJIb3Y I'paduyeckuil MHTep(eic Kak Ha cepBepe Linux, Tak U B
Windows (tossko it Windows NT u 6ostee no3auaux). C ITOMOIIBI0 YaCTH IaKeTa
Samba winbindd, BO3MOXHO Takxe HA3HAYUTh MPUBUJIETHH MTOJIb30BATEISIM CyIIe-
CTBYIOIIMM TOJIBKO B loMeHe Windows U He MMEIOIIMM aKKayHTa Ha cepBepe Linux.
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9.3 OnpepneneHusd

Knacc nonb3oBatens
CranpaptHas koHuenuus npuswiernii POSIX ucnons3yer Tpu kaacca noiabp3oBa-
TeJiel /111 Ha3HAYeHU sl PUBWIIETHI (pailyIoBOM CHCTEMBI: BIIaJieliel], IPyIia-Bia-
JeJiel] U Ipyrue mojb3oBaresin. Tpu OuTa 10CTyna MOryT ObITh YCTAHOBJICHBI /IS
KaXI0ro Kjlacca Mojib30BaTtesiell peoCTaBIIsisl IOCTYIT Ha YTeHue (1), 3armch (W)
U BBITIOJTHEHUE (X).

ACL
[MpuBwMIerny Moabp30BATENS M TPYIIITH TSI BCEX BUIOB OOBEKTOB (haiiIoBOM CH-
cremsl ((ailyioB u qupekTopuit) onpenesnsiorcs nocpeacrsom ACL.

ACL no ymonuanuio
Hedontasie ACL MOTYT IPUMEHSTBCS TOJIBKO K AUPEKTOpUsM. OHU OIpeseNsoT
MPUBIJIETUH, KOTOPBIE OOBEKT (DailIoBOM CUCTEMBI HAC/IELyeT OT POAUTENBCKOM
JUPEKTOPHYU MPU CO3AAHUU.

3amuce ACL
Kaxaplil criicok ynpasJieHus JOCTYIIOM COCTOMT U3 Habopa 3amuceit ACL. 3a-
mick ACL cofepuT THII, ONucaTesb I0JIb30BaTeNsl WU IPYNIIbl, HA KOTOPBIA
CCBUIAETCS 3T 3aIUCh, U HaOOp NpuBMIIerHil. [ HEKOTOPBIX TUIIOB 3aIucei
ornucaTeb IPYMIbl U NONb30BaTENsl HE YKa3bIBAETCS.

9.4 Pabota c ACL

Tabnuma 9.1, «Tunst 3armuceit ACL» (ctp. 129) oTpakaet 6 CyIecTBYIOIIUX TH-

noB 3anucert ACL, kax/1plil 13 KOTOPBIX OINpeesseT MPUBUIETUY TOJIb30BaTeNsl WK
IpyIIbl NOJb30BaTeNel. 3anuch 6aadeney ONpeaesseT NPUBUIETUH Biagesbla daid-
Jia WM AUPEKTOpUH. 3aluch 2pynna-eaadeney, OnpeaesseT NpUBUIETUH IPYIIbI, Bla-
nemoiei daitiom. Cynepnosb30BaTesib MOKET CMEHUTD BJlaJleNiblia WK TPYIIITY-BJia-
JeJblia P MOMOIIM KoMaH/l chown U chgrp, B cllydae 4ero Biajiesel] U Tpym-
na-Biajener] 6yayT CChUIAThCS Ha HOBOTO BiIaJesiblla WM IpyMITy-Biagenbia. Kaxnas
3aIHCh UMEHOBAHHDII NOABL306AMENb OTIPEACISIET IPUBMIETHH MTOJIb30BaTeNsl, YKa-
3aHHOTO B noJie "KBajuukarop” 3Toi 3anucu. Kaxas 3anuce umeHosannas epynna
onpezessieT NPUBUJIETUH IPYIIbI, YKa3aHHOH B 1oJie "KBaJu(UKaTop" 3TOU 3anucy.
[MTone "kBaymmgurkaTop" 3aMOJTHEHO TONBKO IS 3aMCEN THUTIA IMEHOBAHHBIH MOJIB30-
BaTesb U IMEHOBaHHAs IpyIa. 3anuch opyeue orpeaeseT MPUBUICTUN BCEX OCTAITb-
HBIX TOJIb30BaTENeH.
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3anuce macka OIr'paHUYUBACT NPUBUJICTU UMEHOBAHHOTI'O I1OJIb30BATE/IAA, UMEHOBAaH-
HOH TPYNITBI ¥ TPYIIIBI-BIaeIbIIa OTpeessis, Kakue pa3pelleHus STHX 3aricei 0y-
IyT IPUMEHATHCS, a KaKue - MacKupoBathesi. Eciii mpaBo JTocTyma CymecTByeT B Of-
HOH M3 9TUX 3aIlicell ¥ B MacKe, TO OHO NpuMeHsercs. [IpaBa, cogepkaruecst ToJb-
KO B MacKe WY TOJIbKO B 3aMMCH HE IPUMEHSIOTCS, ¥ IOCTYH B 3TOM Cllydae He Oy-
ner pasperteH. [IpaBa Biagesbiia ¥ rpymnIisl-Biajiesbla IPUMeHI0TCs Beerga. Taom-
1a 9.2, «MackupoBKa NpUBWIETHIA gocTyna» (cTp. 129) neMoHCTpUpyeT 3TOT Mexa-
HH3M.

CymectByeT nBa ocHOBHbIX Kiacca ACL: munumanvuoui ACL — conepXuT 3anucu
THITOB «BJIAJEJIEL», «TPYIIA-BIAIE/IEN» U «IPyrHe», COOTBETCTBYIOIINE TPaJUIIHOH-
HbIM OUTaM noctyna ais GaiioB u nupekTopuit. Pacuupennnsiii ACL 60nee mpo-
mBuHYT. OH IOJDKEH coepKaTh MAacKy U MOXKET BKJIIOYATh B ce0s1 HECKOJIBKO 3amuceit
ISl IMEHOBAHHBIX TIOJIb30BaTe el 1 MUMEHOBAHHBIX TPYIIIL.

Tabnuua 9.1 Tune: 3anuceii ACL

Tun TekcToBast popma
BJIAJIENIeI] user: :rwx
VMMEHOBAHHBIN MOJIb30BATENb user:name:rwx
rpymnna-Biajener| group: :rwx
MMEHOBAHHAS TPyIIa group:name:rwx
Macka mask: :rwx
Jpyrue other::rwx

Tabnuua 9.2 Mackuposka npusuaezuii docmyna

Tun 3anucu TekcroBasi (popma IIpuBniaernn
MMEHOBAHHBIH MOJIB30- user:geeko:r—-x r—x

BaTelb

Macka mask::rw- rw-—
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Tun 3anucu TekcroBasi (popma IIpuBniaernu

3(ppexTuBHBIE TPUBU- r——
JIeTUH:

9.4.1 3anucu ACL u 6uTbl goctyna

Pucynok 9.1, «MunumanbsHbiii ACL: CpaBHenue 3anuceit ACL ¢ Guramu

noctyna» (ctp. 130) u Pucynok 9.2, «Pacmmpennsiiit ACL: CpaBHeHue 3anuceit
ACL c 6uramu goctymna» (ctp. 131) COOTBETCTBYIOT MUHUMAJIBHOMY U PACIITUPEH-
Homy ACL. Ha pricyHkax n3o0paxeHbl Tpy OJI0Ka: JIEBIA MMOKA3bIBAET TUM CHEI(H-
kauuu 3armuceit ACL, nieHTpanbHbIi oToOpakaet npumep ACL, v mpaBbiii 610K co-
OTBETCTBYET OUTaM JIOCTYIIA TPAJUIIMOHHON KOHIIETIIMY MPUBUIIETHI (OTOOpakae-
MBIM, HAlIpUMep, KoMaHIol 1s —1). B o0oux ciryyasix NpuBWIETHH Kjlacca 8.1ade-
sey, otodpaxarorcs Ha 3amvich ACL «Bnagener. [IpuBmieruu kiiacca opyeziue 0too-
pakarotcs Ha cooTBeTcTBYOMIyI0 3anmuck ACL. OmpHako oToOpakeHue MpaB JoCTyTia
KJlacca pynna OTINYAeTCs M KAXKI0TO U3 CIIydyaeB.

PucyHok 9.1 Munumanenwiii ACL: Cpasnenue zanuceti ACL ¢ 6umamu docmyna

owner

owWwner user: ! rw— - CIaSS

. group
owning group group: :r—— - class

other other: :—— - E other
class

B ciyuae munmmansroro ACL — 6e3 Macku — MpaBa JA0CTYyIIa TPYIIIbl OTpaxka-
forcs Ha 3amck ACL rpynma-Bnajesen, Kak mokaseisaet PucyHok 9.1, « MuHu-
ManbHbId ACL: CpaBHenue 3anmceit ACL ¢ buramu goctyna» (ctp. 130). B ciy-
qae pacmmpeHHOro ACL— ¢ MacKkoi — mpaBa JI0CTyIIa TPYIITE OTOOpaKAIOTCs Ha
Macky, Pucynok 9.2, «Pacimpennsiii ACL: CpaBnenue 3anuceit ACL ¢ Gutamu
nmocryma» (ctp. 131).
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PucyHok 9.2 Pacwupennvii ACL

owner
named user
owning group

mask

: Cpasnenue 3anuceii ACL ¢ 6umamu docmyna

user::rw-—
user:jane:rw—
group: i r——

mask: :rw—

awner
class

group
-
class
other
-
class

10 0TOOpAKEHUE UCTIOIB3YETCS IS YIIPOILIEHUsT B3AMMOJICHCTBHS C MPUIOKEHUSIMHU,
n30aBisast oT HeOxomumocTu mopepxkku ACL npuoxernem. [IpuBuiernu 10CTyma,
Ha3HaYeHHbIE TIOCPEICTBOM OUTOB JOCTYIIA, 3a1AI0T BEPXHHUI NPEeN /sl BCeX «TOH-
KHX HACTPOEK», caeanHbix mpu romormy ACL. Vi3meHeHne GHTOB IOCTYIA OTpaxaeT-
cs1 Ha ACL 1 Ha000pOT.

other other::——

9.4.2 Oupektopusa c ACL

Bei moskete nosyuuts goctyn kK ACL ¢ momortpio komann get facl u set facl.
HUcnonb3oBaHue STUX KOMaH]I MTOKA3aHO B CIIEAYIOIEM IIpUMepe.

[Mepen co3manueM AUPEKTOPUH UCIIONB3YHTEe KOMaHIy uma sk, YToObl 3a/1aTh OUTHI
JOCTyIIa MACKUpPYyeMBbIe TpH co3aHnu (haiioBoro oobekTa. Komanma umask 027
YCTaHABIMBAET PUBIJIETUH IO YMOTYAHHIO CIIEIYIOIAM 00pa3oM: BIaeNell IToTyva-
eT noyHeli goctyn (0), TpyIe 3anperieH JOCTYH Ha 3aIuch (2 ), AOCTYH OCTaIbHBIM
MOJTb30BATENISIM 3aKPHIT (7). B AefcTBUTEIBHOCTH uma sk MacKHpyeT COOTBETCTBYIO-
e OUTH A0cTyma uin copachiBaeT ux. [1oqpoOHOCTH MOXHO y3HATh HA Man CTPaHu-
e umask.

mkdir mydir co3gaeTr JUPEKTOPUIO mydir C IPUBWIETUAMU, YCTAHOBIEHHBIMU
koMaHgoi umask. C nomouipio 1s —dl mydir MOXHO ONpeJeauTh NPaBUIbHOCTD
YCTaHOBKY MPUBWIIETHA. 11 TAHHOTO IPUMepa BBIBOJ OYAET CIIEIYIOINM:

drwxr-x——-— tux project3 . mydir

Ucnone3yst get facl mydir, mpoBepsre ucxopHoe cocrostaue ACL. Byner oto6-
paxeHa cienymoouas nHpopMaLus:

# file: mydir

# owner: tux

# group: project3
user: :rwx

group: :r-x
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other::——-

INepBbie TpH CTPOKM BBHIBOAA OTOOPAXkKAIOT MM, BIajieblia ¥ IPYIIITy-Blajgesblia Ju-
pektopuu. Cienymomue Tpy cTpoku cogepxkat Tpu 3anucu ACL: «Biagesneny, «rpy-
na-Biajieniel» u «apyrue». Gaktuyecku Mel uMeet Jeio ¢ MuHuManbHeiM ACL 1 ko-
MaHza get facl He JaeT AOMONHUTEIbHON MH(OPMALIUK 110 CPABHEHUIO C KOMaHI0M
1s.

N3menure ACL, paspeiius AOCTYI HA YTEHUE, 3aIIACh U BBIIIOJIHEHUE 110JIb30BATEIIO
geeko U rpymnmne mascot s KOMaHJOii:

setfacl -m user:geeko:rwx,group:mascots:rwx mydir

Oniums —m ykasbiBaeT set facl usmenuTs cymectByomuit ACL. Crneayrommii 3a
Hell aprymeHT onpenenser 3anvcd ACL, koTopsle OyayT u3MeHeHbl (MOKHO YKa3aTh
HECKOJIbKO 3amuceil, pa3nenss u3 3ansaTeiMu). [lociaenusis yacTp onpeaenseTr ums
TUPEKTOPHH, K KOTOPOH OyIyT MPUMEHEHBI 9T W3MeHeHu . VIcronb3yiiTe KoMaH 1y
getfacl, yrobsl y3Hath noiyuerHsie ACL.

# file: mydir

# owner: tux

# group: project3

user: :rwx

user:geeko:rwx

group: :r—-x

group:mascots:rwx

mask::rwx

other::——-

B nononHeHue k 3anucsM, CO3aHHBIM JJIs1 TOJIb30BaTeNsI geek o U IpyIIbl
mascots, 6pula JoOaBICHA 3aIKUCh C MACKOW. DTa 3aIich OblIa CO3aHa aBTOMATHIe-
CKH, TaKMM 00pa3oM, 4TO BCe 33/IaHHbIe ITpaBa JA0CTyna OyAyT HIpUMeHeHsl. setfacl
ABTOMATHYECKH aJalTUPYeT CYIIECTBYIOIIVE 3AIMCH C MaCKaM# K U3MEHSIEMbIM Ou-
TaM. JTO IOBEIEHNE MOKHO U3MEHUTD UCIOJb3Ys onuuio —n. Macka onpenenser
MaKCUMaJIbHblE 3(P(PEKTUBHBIE TPUBUIIETUH ISl KJIACCa «IPYIa», BKJIIOYas IMEHO-
BaHHOTO MOJIb30BaTEIs1, UMEHOBAHHYIO IPYIIITY U TpyIy-Biajensla. butel gocryma
KJIacca «rpyIma», OToOpakaeMble KOMaHAoH 1s, —d1 mydir Tenepb COOTBETCTBYIOT
3aIMCU Macxa.

drwxrwx——-—-+ ... tux project3 ... mydir

[epBiii cTonbel] BHIBOA TENIEPh COASPXKUT JOMOTHUTEIBHO 3HAK +, YKa3blBas Ha Cy-
mectBoBaHue pacuupertvix ACL 1yist 3TOTO 371€MeHTa.

CoracHO BbIBOAY KOMaH/bI 1 s, Macka BKJIIOUaeT B ceOs IOCTyN Ha 3anuch. Tpaauim-
OHHO 3TH OUTHI O3HAYANH OBI, UTO rpyMia-Baagenen (pro ject 3) Takxke UMeeT Ipa-
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BO HA 3alMCh B gupeKkTopuio mydir. OgHako 3¢ ekTuBHbIE IpaBa AOCTYyIIAa COOTBET-
CTBYIOT COUETAHUIO NPAB 3aJaHHBIX JUIsl FPYMIIBI-BIaAesbla U MACKM — r—X B HallleM
npumepe (Tadmuia 9.2, «MackupoBka npusuiieruil gocryna» (crp. 129)). ITosromy

B OTHOIIEHNHN 3(pPeKTUBHBIX MPUBWJIETHI T'PYIIIIEI-BIAAENbIIA, AaKe IToce Jo0aBe-
HUs TONOJIHUTENbHBIX 3anucer ACL, Huuero He U3MEHUIIOCH.

M3MeHuTe 3HaY€HHE MACKU C MOMOIIBI0 KoMaHA set facl umm chmod. Hanpumep
ucnoib3yite chmod g-w mydir.ls -dl mydir mokaxer:

drwxr-x-—--+ ... tux project3 ... mydir

getfacl mydir macrt cienylomuii BEIBOI;

# file: mydir

# owner: tux

# group: project3
user::rwx

user:geeko:rwx # effective: r-x
group: :r-x
group:mascots:rwx # effective: r-x
mask::r-x
other::——-

IMocye cOopoca Guta JOCTyIA HA 3aNKCh ISl TPYIIBI KOMaHIOW chmod, BIBOJA KO-
MaH[IBl 1S JOCTATOYHO, YTOOBI YBUJIETh, YTO OUTHI MACKU U3MEHWIUCH: JIOCTYI Ha 3a-
MUCh CHOBA €CTh TOJILKO y BiIajesblia mydir. BeiBog get facl NOATBEpKIAET ITO.
OH BKJTIOYaeT B ce0s1 KOMMEHTAPUIA 1J1 BCEX 3aMuCeid, B KOTOPHIX OUTHI JOCTYIIA HE
COOTBETCTBYIOT PeaJlbHbIM MTPUBWIIETUSAM U3-3a IIPUMEeHEHHs] Macku. OpUrrHaIbHbIe
npaBa MOTYT ObITh BOCCTAHOBJIEHHI B JII0OOE BpeMs KOMaHa0i chmod g+w mydir.

9.4.3 Olmpektopua ¢ ACL no ymonyaHuro

Hupexktopuun moryT umetsh ACL o yMoJT4aHUI0, KOTOPBIE SIBJISIOTCS CIIEUAIbHON
pasnoBuaHOCThI0O ACL, onpenensionieii mpaBa I0CTyIa, HACTEAyeMble OOBEKTaMH B
3TOM AUpeKTopuH npu ux cozgannu. ACL o ymonuaHuio BiausieT Ha HOAIUPEKTOPUU
" (aiisbl.

9.4.3.1 Oencreua ACL no ymonyaHuio

Cymecryet aBa nmytu nepeaaud ACL no ymonyanuio aidiam 1 nogIupeKTopusim:

* Tlognupexropus Hacaenyer ACL poaurtenbckoit nupektopun kak ceon ACL o
yMosdanuio u o0braabie ACL.
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» ®aiin Hacnenyer ACL no ymomuanuio kak ceou ACL.

Bce cuctemHBIe BBI30OBH, CO3/IAM0IIIE OOBEKTH (hAIIOBON CUCTEMBI, UCTIONB3YIOT Ta-
pameTp pexuM, KOTOPHIH OIpelesisieT pexkKUM J0CTyIa K cO3JaHHOMY 00beKTy. Ecnu
poxutenbsckas qupektopust He umeeT ACL o ymordanwuio, 3aiaHHble uma sk OUTHI
JOCTYIa BBIYMTAIOTCS U3 OMTOB JAOCTYIA ApaMeTpa PEeXUM, a pe3yJIbTaT YCTaHABIHU-
BaeTcst co3nanHoMy 00bekTy. Ecmi ke ACL mo ymosuanuio 3a1aH, OUTH JOCTYIa HO-
BOr0 00BEKTa COOTBETCTBYIOT COBIAJAIONIMM YACTsIM MApaMeTpa PeXUM U pa3pelle-
HusM ACL o ymonyanuio. B 3Tom ciyyae uma sk He y4UThIBaeTCA.

9.4.3.2 NMNpumeHeHne ACL no ymonyaHuio

Crenyrolue Tpy MpUMepa NMOKa3bIBAIOT OCHOBHBIE onepauuu s qupektopuid 1 ACL
10 YMOJTYaHHIO:

1. Hobaeuts ACL 110 yMOTYaHHMIO CYIIECTBYIOIIEH AUPeKTOpUM my dir:

setfacl -d -m group:mascots:r-x mydir

Onuus —d komanapl set facl ykaspiBaeT set facl BBIIOJIHATh U3MEHEHUS (OI-
st —m) it ACL mo ymon4aHuio.

B3arisHem noommke Ha PE3YIbTAT BBIIIOJIHEHUA 9TOU KOMaH/bI:

getfacl mydir

# file: mydir

# owner: tux

# group: project3
user: :rwx
user:geeko:rwx
group: :r—x
group:mascots:rwx
mask::rwx
other::——-
default:user::rwx
default:group::r—-x
default:group:mascots:r—-x
default:mask::r-x
default:other::———

get facl Bo3Bpamaert kak ACL, Tak u ACL no ymomgaamio. ACL mo ymonya-
HUIO COOTBETCTBYIOT CTpOKaM, HaunHawommMces ¢ default. HecMoTps Ha TO, 4TO
Br1 nepenam komanne set facl Tompko 3ammch ACL 1o yMordanuio ajist rpym-
bl mascots, set facl aBTOMAaTUUYECKN CKOMMPOBAJIA BCE OCTAJIbHBIE 3AIUCH U3
ACL, uto6sI coznath BasuaHblii ACL o ymomuaano. ACL 1o yMoJIYaHuo He OKa-
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3bIBAIOT MOMEHTAJIBHOTO BJIMSIHUSA HA JOCTYH K 00beKTy. OHM BCTYNAIOT B UTPY MPU
CO3/IaHMH HOBBIX OOBEKTOB. DTH HOBbIE OOBEKTHI HACTEAYIOT IPUBIIIETHH TOJIBKO
oT ACL 1o yM0JI4aHUIO CBOEI POAUTENBCKON JUPEKTOPUH.

. B crienmyroriem npumepe ucronb3yiite koManay mkdi r, YToObl co3AaTh B mydir
MOJANPEKTOPUI0, KoTopast yHacneayer ACL o ymon4aHuio.

mkdir mydir/mysubdir
getfacl mydir/mysubdir

# file: mydir/mysubdir
# owner: tux

# group: project3
user::rwx

group: :r-x
group:mascots:r—x
mask::r-x

other::——-
default:user::rwx
default:group::r—-x
default:group:mascots:r—-x
default:mask::r—-x
default:other::——-

Kak 1 o%kuaanocs, BHOBb CO3[JaHHAs AUPEKTOPUs my subdir noiyuunia npasa
joctyna u3 ACL no ymosuaHuio poguresbekoit gupektopun. ACL nupextopun
mysubdir asagerca TouHbIM oTpakeHueM ACL 1o yMo4aHHIO IUPEKTOPUM
mydir. [NogaupekTopus nepenacT 3TH NpaBa BJIOKEHHBIM B Hee 0OBbEKTaM U T.JI.

. Ucnonp3yiite t ouch A cozganus aitna B tupekTopuu mydi r, Hanpumep,
touch mydir/myfile.ls -1 mydir/myfile nokaxer:

—rw-r—-——-—-— + ... tux project3 ... mydir/myfile

BoiBon get facl mydir/myfile:

# file: mydir/myfile
# owner: tux

# group: project3
user::rw-

group: :r—x # effective:r——
group:mascots:r—x # effective:r——
mask::r——
other::-—-

Ecmun ACL no ymouaHuio ¥ uma sk He HaKJIaIpIBal0T HUKAKUX OrPaHUYEHUH,
touch npu co3aaHnu HOBBIX (haiJIOB UCIIONIB3YET peXuM CO 3HaUeHueM 0666,
cosgaBasi (paisipl ¢ JOCTYIIOM Ha YTeHHUe U 3anuch i Beex (Paspen 9.4.3.1, «[eit-
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crBus ACL no ymosuanuio» (ctp. 133)). Taxkxke 3T0 03HayYaeT, 4To BCe MIpaBa
JOCTYyTIa, KOTOPBIE HE COAEPKUT 3HAUeHNE pexuM OyIyT yOalTeHbl U3 COOTBETCTBY-
fomyx 3amuceit ACL. HecmoTpst Ha TO, 4TO 3anmcHl AJ1s1 TPyl He OBUTH yJaJIeHbI
3 ACL, 3HaYeHne MacKy ObUTO MOIM(HUIIMPOBAHO /11 MACKUPOBKH ITpaB He 3a-
JAHHBIX 3HAUCHUEM PEXUM.

Dra MojieNIb He0OX0IUMA /15 TIPABUIILHOTO B3aMMOJICHCTBUS MPUIIOKEHUI (HAIIpH-
Mep, kommisitopoB) ¢ ACL. Bel MoxeTe co3naBath (haiiiibl ¢ OrpaHUYEHHBIM J10-
CTYIIOM U 3aTeM NIoMevaTh UX KaK UCIOoHsAeMble. MexaHn3M ma sk rapaHTHpYyeT,
YTO TOJILKO KOPPEKTHBIE MOJIb30BATEIH U IPYIITBI CMOTYT 3aITyCKaTh X KaK UM 3a-
Oyaropaccyaurcs.

9.4.4 Anroputm npoBepku ACL

AJITOPHUTM MIPOBEPKU MTPUMEHSIETCS TIepe]] TeM, KaK JII0OOMY TPOIIECCY WU TIPUIOKe-
HUIO OyJeT mpeocTaBlieH ToCcTyIl K 3ampiieHHoMy ACL 00bekTy (haiiioBoil cucte-
Mbl. OCHOBHOE ITPaBUIIO TIPOBEPKH 3aKiodaeTcs B ToM, uto 3amvcu ACL mposepsior-
¢ B clieflyloleM NopsiIKe: Bliajiesiel], UMEHOBAHHBIH MOJIb30BaTellb, ITPyIINa-Baaeserl
WM IMEHOBaHHAsI TPYIIA, IpYyTUe MOJb30BaTeli. JoCTyn mpesocTaBisieTcs: B COOT-
BETCTBUH C 3aMUChI0, KOTOpas OoJjiee MOIXOAUT mpotieccy. [IpuBmierny He Hakaru-
BaIOTCSL.

Bce ycnoxHsercst, ecnu mpoliecc MpuHAIIeKUT Oosiee YeM K OTHOH IPYIIIe U IIOTeH-
[IaTbHO COOTBETCTBYET HECKOJIBKUM T'PYIIIOBBIM 3aIicsM. B 3ToM ciyuae u3 MHO-
JKECTBa BHIOMPAETCS IIPON3BOJIbHAS 3aITHCH C TPeOyeMbIMU MpHUBMIIErHsaMA. Hepax-
HO, KaKasi U3 3alMcell IpUBEET K Pe3yJIbTaTy «JOCTYIl pa3pelieH». AHAJIOTHYHO, ECIH
HU OJJHA W3 TPYIIIIOBBIX 3aIHCEN HE COOEePKUT TPeOYyEeMBbIX IPUBIIIETHIA, CITyJaitHO BHI-
OpaHHas 3aIiCh IPUBEIET K KOHEUHOMY Pe3YIbTaTy «IOCTYII 3alpelieH».

9.5 NMNonpepxka ACL
NPUNOXEHNSAMUN

ACL MoryT OBITh HCIIOJIb30BAHBI TSI PEATU3AIUI OYSHb CIIOKHBIX MOJIEIICH TPHBHU-
JIETUH, KOTOPhIe COOTBETCTBYIOT TpeOOBaHUSIM COBPEMEHHBIX NpHIioxkeHui. Tpamu-
nmoHHas cucrema npusuiieruii u ACL moryT adpdektuBHO coueraTbcsi. OCHOBHBIE
(paiinoBeie koMaHbl (Cp, mv, 1s, u T.4.) nogaepxubaloT ACL, paBHo kak Samba u
Konqueror.

PykoBoactBo no 6e30nacHOCTM



K coxaneHuio MHOXECTBO PeJaKTOPOB U (paillIoBBIX MEHE)KEPOB IO CUX MOp HE MOJI-
nepxuBaer ACL. Hanpumep, konupopanue (aityioB ¢ nomolpio Emacs npuBoaut

k notepe ACL. Ilpu nuzmenenun ¢aiinos B pegaktope ACL nHorja coxpassiorcs, a
WHOT/Ia HEeT, B 3aBUCHMOCTH OT TOTO CII0c00a, KOTOPBIM PeJaKTOp CO3IaeT pe3epBHBIE
kornuu. Ecim penaktop 3anvchiBaeT n3MeHeHus B opuruHaibHbid paitn, ACL coxpa-
HAA0TCA. Eciu u13MeHeHHoe collepkaHue COXpaHsaeTcsl B HOBBIH (hailsl, KOTOpbIi BIO-
CJIEICTBUH TIOJIy4aeT UM OPUTMHAJIBHOTIO (pailjia, ¥ caM pelaKTop He MOoAAepKUBa-
et ACL, oHM MOTYT OBITh MOTEPSIHBL. 32 UCKIIIOYEHIEM apXrBaTopa star B HACTOsIIIee
BpEM: He CYLLECTBYET ITPOrPaMM Pe3epBHOIO KonupoBaHus, coxpanawommx ACL.

9.6 JononHutenbHas UHdOpMaLUS

3a nonpobHoit napopmanueir 06 ACL obparnaiitech B CIIpaBKy MO KOMaHIaM
getfacl(l),acl (5) usetfacl(l).
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LLinchpoBaHue channos n
pa3nenos

BonbIMHCTBO MoJb30BaTeNeil UMeeT Ha CBOMX KOMITbIOTepaxX KOH(HUIEHIIMAIbHbIS
JaHHbIe, TOCTYH K KOTOPBIM AOJDKEH OBITh 3aKPHIT TSI TPEThHX JUIl. Yem Gosbine Bot
roJjiaraeTech Ha IEPEeHOCHBIE KOMITBIOTEPHI U pPAOOTY B Pa3IMYHOM OKPYKEHUU U pa3-
HBIX CETsX, TeM 00Jiee OCTOPOKHBIM Bawm cremyer OvITh co cBomMu HaHHBIMU. [1py Ha-
JIMYUM CETEBOTO WM (PU3NYECKOro A0CTyma K Barieil cucreme nocTOpOHHUX JIMIL pe-
KOMeH/yeTcs I poBaTh (paiiyipl WK LeNble AUCKOBBIE pa3nesnsl. HoyTOyku v Ho-
cuteny MHGpOpMaLIMK, TAKME KaK BHEIIHUe xkecTkue qucku wim USB-Hakonureny,
MOTYT OBITh TOTEPSIHBI WM yKpaneHsl. [IoaToMy pekomeHayeTcs mudpoBaTh 9acTh
(paiinioBoii cCTEMBI, XpaHSAIIYI0 KOH(PUIEHIIMAIbHbIE IaHHbIE.

Cy1iecTByeT HECKOJIBKO CIIOCOOOB 3aIIUTHI JAaHHBIX ITPY IIOMOIIH U POBAHUS:

Iugpopanue pa3mena KeCTKOro AUCKa
Bel MoskeTe co3aath 3amgpoOBaHHBIA pa3ies BO BpeMsl MHCTALISAIUHN WU Ha
yKe YCTaHOBJICHHOH crcteMe mipu omonu YaST. Bonee monpo6Has uagop-
Manus cogepxurcs B Pazgen 10.1.1, «Co3nanue 3ammudpoBaHHOTO pasena Bo
BpeMs uHcTausuun» (ctp. 141) u Paznen 10.1.2, «Co3nanue 3ammdpoBas-
HOTO pazjena Ha paboTatomiet cucreme» (ctp. 142). DTOT ke crmocod MOKET
OBITh UCIIOJIF30BAH IS CMEHHBIX HAKOIUTENEH, TAKUX KaK BHEIIIHHE KECTKUE
JMCKH, Kak orucaHo B Paznen 10.1.4, «llludpoBanue cogepKkUMOro CheMHBIX
Hocutenen» (cTp. 143).

Coznanue 3amu@poBaHHOro (paiia B KauecTBe KOHTEHHepa
Br1 MoxeTe co3maTh 3amudppoBaHHbI (haiiT Ha CBOEM KECTKOM JUCKE W CMEH-
HOM Hakormutesie rpu momomm YaST. 1ot daiin MoxeT ObITh UCIOIB30BaH 15
TOTO, YTOOBI Xparumu Apyrre (haiiibl U KaTajJord. 3a TOMOTHUTEILHON HH(pOopMa-
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et oopatureck Kk Pazgen 10.1.3, «Cozaanue 3ammdppoBaHHOTO (paiiia B Kade-
CTBe KOHTelHepa» (cTp. 142).

[MndpoBanme qOMAITHUX KATaJIOTOB
C nomotpio Bl Takxe MoxeTe co3aBath 3aMppoOBaHHbIE TOMAIIHUE TUPEK-
TOpUU Mosib3oBateneid. Korma monp3oBaTens BXOIUT B CUCTEMY, 3amudpoBaHHAS
JOMAIHSAS AUPEKTOPUSI MOHTUPYETCSI, ¥ €€ COIEPKUMOE CTAHOBUTCS JOCTYITHO
noJib30BaTeo. 3a nmoapodHon uHpopmarmen oopatureck K Paznen 10.2, «c-
M0JIb30BaHKE 3aII(PPOBAHHBIX JOMAIIHUX AUPEKTOpUi» (cTp. 144)

ugposanue oTAEIbHBIX TEKCTOBBIX (pailioB ASCII
Ecnm Bca Bama koHduneHnmanbHas nHGOPManusa XpaHUTCS B HECKOJIBKUX TeK-
croBbix (paitnax ASCIL, Bbl MoxeTe 3amm@poBaTh UX OTAENBHO U 3aLUTHUTH Ma-
poseM uctionb3yst Kgpg wim pepakrop vi. 3a nanpHeiel naopmanpenn oopa-
tutech k Paznen 10.3, «Mcnonb3oBanue vi aj1s uQpoBaHUsl OTAEIbHBIX TEKCTO-
BbIX ASCII aiinos» (ctp. 145) .

BHUMAHME: 3awmdcbpoBaHHbIN HOCUTENb NpeajiaraeT orpaHUYEHHYHo
3awmTy

OnucaHHble B 3TOM rnaBe MeTolbl MpPeanaratT TONbKO OrpaHUYeHHyo 3a-
WwMTy. Bbl HE MOXeETe 3aWMTUTL 3anyLeHHYO cucTeMy oT B3noma. [Mocne
TOro, KaK 3aWwmngpoBaHHbIi HocuTenb Gbln 6naronony4HO CMOHTMPOBAH,
no6oit nonb3oBaTe/b C COOTBETCTBYIOWMMMN NpuBUNerusmMm bynet nmeTb K
HeMmy pocTyn. OHaKko 3aWngPOBaHHbIi HocUTenb ByneT NoneseH B cnyyae
noTepu Unn Kpaxwu Bawero koMnbloTepa MNK ons NpeLoTBpalLeHNs YTe-
HUS Bawmx KOHOUAEHUMANBHBIX AAHHBIX TPETBUMU NULAMU.

10.1 Co3paHue 3awumdppoBaHHOM
c¢hannoBon cucTeMbl MpPU NOMOLLLU
YaST

YaST MoxHO ucIoJb30BaTh A4J14 MKU(POBaHUA pa3lesloB WK yacrel Bamen daii-
JIOBOYM CHCTEMBI KaK BO BpeMsI MHCTAJULSINMM, TaK U HA YKe YCTAaHOBJICHHON CUCTe-
Me. OpHako mug)poBaHUe pasjesia yKe YCTAHOBJICHHOW CUCTEMBI OoJiee TPYI0eMKO,
MIOCKOJIbKY OHO TpeOyeT BHECEeH s N3MEHEHNI B Ta0UITy pasfesioB. B atom ciryyae
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6otee 11e71eco00pa3HbIM MOKET OBITh CO3/IaHue 3amdpoBaHHOrO (hariia hUKCUPO-
BaHHOTO pa3Mepa, KOTOPbIi OyJeT UCTIONb30BaH JUIS XpaHeHus IPYrux (paiioB Win
yacreid Bameii paiinoBoii cuctemsl. YToOb 3aidpoBaTh 1eblid pa3es, BhIeIUTe

B TaOJIMIEe pa3esioB pasaen s nmudpoBanus. PazmeTka, npepiaraemast YaST mo
YMOJTYaHUIO, HE COJIEPKUT 3aIndpoBaHbIX pazaesioB. [JoOaBbTe UX BPYUHYIO B AUATIO-
re pa3MeTKHU JNCKA.

10.1.1 Co3paHue 3aumMcppoBaHHOro
pa3gena BO BpeMs MHCTanNsiumm

BHMUMAHME: BeBoa napons

Y6enuntech, 4To Bbl XOpOoLLO 3anoMHWAM Naponb AN 3awngpoBaHHOro
pasnena. bes atoro napons Bbl He cMOXeTe HW NONy4YUTb JOCTYM, HU BOC-
CTaAHOBUTb 3alNEPOBaHHbIE AAHHbIE.

Huanor YaST Pa3meTka npenocTapiisieT BO3MOKHOCTh CO3JJaHMsI 3aIM(POBAHHOTO
paznena. UToOwl co3maTh HOBBIH 3aM(PPOBAHHBIA pa3ae:

1 3anycrure moaynb YaST Pasmerka Komnviomep > Cucmema > Pazmemka.

2 BeoiGepute KECTKHI JUCK, HAXMUTE J00a6ums U BLIOEPUTE IEPBUYHBIN UK PaC-
LIMPEHBIA pa3fed.

3 BuibGepute pazmep pasjena win o0aacTh Uisl UCTIONb30BAHUS Ha [IUCKeE.
4 BriGepure THIl (haiIOBON CUCTEMBI M TOUYKY MOHTHPOBAHIS pa3lena.

5 Ormerste Llugposams ycmpoticmso.

3AMEYAHME: TpebyeTcs [oNonHUTENbHOE NPpOrpaMMHoOe
obecneuyeHue

Mocne Bbibopa LnghposaTts ycTpOACTBO, BO3MOXHO MOSIBNIEHNE BCM/bl-
BaIOLLEr0 OKHa, 3anpallnBarolLero yCTaHOBKY AOMONHUTENBHOrO NPo-
rpamHoro obecrniedeHus. MNoaTeepomTe ycTaHOBKY BCex TpebyeMbix na-
KETOB €CNn X0TWTE, 4T0ObI 3aWndpoBaHHbIi pasaen bbin paboTocnoco-
6eH.
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6 Haxwmure Janee u BBeiTe Napoiib, KOTOPIN OyJET UCIIONB30BATHCS YISl (-
poBaHus paszena. OH He OyIeT OTOOpakaThCs Ha IKpaHe, TOITOMY BO H30eXKaHUe
OHIMOOK ero Hy)XHO OyJeT BBECTH JBaK/IbL.

7 3aepumrte Ipoliecc HaxkaB 3agepuiumy, Tociie 4ero Oy/ieT co3JaH HOBBIH 3ammd-
POBaHHBIN pasjien.

Koraa Bam noHamoOutcst CMOHTUPOBATh 3alii(pOBaHHBIN pas3zen, OTKporTe daii-
JIOBBIII MEHEIKEp ¥ BO BKJIaJKe, oToOpaxarolei ooie Mecta Bareil aiinoBoit
CHCTEMBI, BHIOEpUTE 3aMUCh ¢ pa3aesoM. Y Bac Oyner 3anpoiiieH napoJib, mocie ve-
ro pasfen OyeT CMOHTHPOBAH.

[Ipu MHCTAJUIALIMY CUCTEMBI HA KOMITBIOTEP C YK€ CYILECTBYIOIIMMY pa3iesiaMu
Bl MoxeTe 3anmmdpoBath cyniecTBylonumi pasaen. B atom ciyuae ciepyiite onu-
cannio B Paznen 10.1.2, «Co3nanue 3amugppoBaHHOTO pasjiena Ha padoTalolei
cucreme» (cTp. 142) 1 MMeiiTe B BUJLy, YTO BCE CYIECTBYIOIIME JaHHbIE Oy1yT YHU-
YTOXEHBI BO BPEM:1 3TOM Ollepalyy.

10.1.2 Co3paHue 3awuimcppoBaHHOro
pa3nena Ha paboTaroLen cucteme

BHUMAHME: AktuBauums wncppoBaHusi Ha paboTaroluen cucteme

Takxe BO3MOXHO CcO3aaTh 3aWndpPOoBaHHbIA pasnen Ha paboTatowein cu-
cteme. OgHaKo WUpoBaHue CylEeCTBYIOWEro pasaena YHUYTOXNUT BCe
[aHHble Ha HEM, a Takxe NoTpebyeT N3MEHEHNsI pa3MepoB 1 CTPYKTYpPbI
CYILECTBYIOWNX pa3aenos.

Ha 3anymenHoii cucreme Boidepure Cucmema > Pazmemxa B LleHTpe yripaBneHus
YaST. Haxmure Ja 4roOsl NpopoikuTh. B xcnepmuoii pazmemxe BoIOEpUTE pas-
Jen 11 g poBaHus U Haxmure Pedakmuposams. OcTallbHas MPOLEAypa CXOA-
Ha ¢ onucaHHoi B Paznen 10.1.1, «Coznanue 3ammgpoBaHHOTO pa3fiena BO BpeMs
UHCTALIAIMN» (CTp. 141).

10.1.3 Co3paHue 3aumcppoBaHHOro
chamna B Ka4ecTBe KOHTENHepa

PykoBoactBo no 6e30nacHOCTM



Bmecro ucnosnp3oBaHus pasjelia MOXXHO CO3JaTh 3allupoBaHHbIN (haiisl, KOTOPHIA
OyneT conepskath B ceOe pyrue (aifibl 1 KaTaaork ¢ KOH(pUIEHIMaIbHBIMH JIaH-
HbIMU. Takue KoHTelHepHbIe (pailyibl CO3AAI0TCA U3 AUaJIora DKCIepTHasA pa3MeTKa
YaST. Buioepute [lugposannvie gpaiinwt > Jobasume wiugdposaniviii ghaiin vi BBe-
JUTE MOJIHbINA Iy Th K (paidny u ero pasmep. Ecim YaST noskeH co3naTh KOHTEHHEp-
HbII (paitn, aktuBupyiTe onuuio Co3zdams nemaegoii ghaiin. Iloareepaure wim u3mMe-
HUTE TpejjiaraeMble HacTpOlKHU (hopMaTUpOBaHUs U TUM (hallIOBOI CUCTEMBI. Y KaXKu-
T€ TOYKY MOHTHUPOBAHUSA 1 YOeINUTECh, UTO OMILMS 3auudposams ycmpoicmeo Bhl-
OpaHa.

Haxwure Janee, BBequTe naposs A gemndpoBanus (aiiia v IpUMEHUTe U3MeHe-
HUS HaXaB 3agepuiums.

IMpenmyriectBo 3ammppoBaHHbIX (aiIOB-KOHTEMHEPOB HaJl pa3eaMu 3aK/II09aeT-
Cs1 B TOM, YTO OHU MOTYT OBITh TOOABJIeHb O€3 U3MEHEHHUsT PAa3METKU JKECTKOTO JUCKA.
OHM MOHTHUPYIOTCS TP ITOMOIIIY METIEBOr0 YCTPONCTBA M BEIYT Ce0s1 KaK OOBIYHbIE
pasmebl.

10.1.4 LWndpopoBaHMe cooepXmMmoro
CbEeMHbIX HOCUTENEN

YaST oTHOCUTCS K CheMHOMY HOCHUTEIO (TaKoMy, Kak xecTkuil quck wim USB flash)
TaK ke, Kak OOBIYHOMY JKECTKOMY JVICKY. Paiibl-KOHTEHHEPHI WM Pa3esbl Ha TAKUX
YCTPOWCTBAaX MOTYT OBITh 3aIIM(POBaHBI [0 MHCTPYKIMHK Bbilie. OTHAKO He pa3pe-
ImaiTe M MOHTHPOBAHME BO BpeMs 3arpy3KH, OCKOJIBKY CheMHbIE HOCUTEIN OOBIYHO
MOJKJIOYAIOTCA K YK€ 3allyIlEHHOH cucTeMe

Ecnmu cremHoe yctpoiicTBo Obu10 3anmdgpoBano npu nomonw YaST, to cpeast KDE
1 GNOME aBToMaTHuYeCcKH paclo3HAIOT 3aIIM(POBAHHbINA pa3[es 1 3apocsT NapoJib
npu oOHapykeHuH ycrpoiicta. Eciu Bel noakiiounTe cheMHOE YCTPORCTBO OThOp-
maTtupoBaHHoe B FAT npu 3anymenHom KDE win GNOME, nosib3oBaTeb mocnie
BBOJIa [1apOJIsl aBTOMAaTUYECKU CTaHET BJafe/IbLIEM YCTPOICTBA U CMOXKET YUTaTh U
3amuCHBaTh (paisl. 11t qpyrux (haiIoBIX CHCTEM HeOOXOANMO SIBHO YKa3aTh Bia-
JeJbIa OTJIMYHOTO OT rOoOt, YTOOB! pa3pelInTh STUM MOJIb30BATENIsAM YTCHHE WM 3a-
uch (ailyioB Ha yCTPOKRCTBO.
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10.2 Ucnonb3oBaHue
3awumdopoBaHHbIX AOMaLLHUX
ANPEeKTOpUn

JI71s1 3amMTHl JaHHBIX B JOMAITHUX JUPEKTOPHUAX OT KPAKH M MOCIEIYIOIIEro HeCaHK-
LIMOHMPOBAHHOI'O JOCTYIA, UCHIONb3YyiiTe Mony/b YaST YnpasieHnue nosb3oBaTess-
MH, 9TOOBI Pa3peIIUTh M POBAHIE TOMAITHUAX AUPEKTOPHil. BB MOxeTe co3maBath
3aLHI/I(l)pOBaHHbIC AJOMalllHHUE JUPEKTOPHUHN IJIA HOBBIX U CYIIECTBYIOUINX MTOJIb30BATE-
neit. s mmdpoBaHus WK AemmppOBaHUS TOMAITHUAX TUPEKTOPUI yKe CYIIEeCTBY-
IOIIMX MOJIb30BaTeNeil Bol JoKHBI 3HaTh MX naponu. Paznen “Managing Encrypted
Home Directories” (I'nasa 10, Managing Users with YaST, TBcrynenue) noapo6Ho
OIMCHIBAET 3TY MPOLIEAYPY.

3ammppoBaHHble JOMAIIHKE Pa3/ieiibl CO3AAI0TCS BHYTpH (paiiia-KOHTelHepa

kak onucaHo B Paznen 10.1.3, «Co3panue 3ammgpoBaHHOro (aiiia B KauecTse
KoHTeiHepa» (cTp. 142). B nupektopun /home coznaercs nBa dpaiiia 1uisi Kaxaou
3amppOBaHHON JOMALIHEN TUPEKTOPUH:

LOGIN.img
daiin, comepxkanuii oOpa3 AUPEKTOPUN

LOGIN.key
3amuIneHHbIA MapoJieM MOJIb30BaTe s KoY K 00pasy .

[Tpu BXOze B cucTeMy JIOMallIHsS TUpEKTOpUs JelndpyeTcs aBroMaTudecku. s
9TOTO KCIIOJIL3yeTCs MOYJIb pam Ha3biBaeMblil pam_mount. Ecin Bam Hajno mo6aBuTh
JOTOJIHUTEJIbHBII METOJ BXO/Ia B CUCTEMY, KOTOPBI 00ecieunBaeT 3aiu@poBaHHbIe
JOMAIIIHUE UPEKTOPUH, J0OABbTE STOT MOIYJIb B COOTBETCTBYIOIINI KOH(MUTYpaIH-
OHHBIH haiin /etc/pam.d/. 3a nogpodHOCTAMEU oOpaTuTech K I'1aBa 2, Agmopusza-
yusi ¢ nomoupto PAM (ctp. 19) u man ctpanuie pam_mount.

BHUMAHME: OrpaHunyeHus 6e30nacHOCTH

LLncppoBaHme nomalHen oMpekTopmmn nonb3osatenst He obecneymsaeT Bbl-
COKOro YPOBHS 3aluTbl OT APYrvx rnosb3oBartenein. Ero MoxHo 0obuTbes
TO/MbKO HE pasfenss CUCTEMY C APYrMU NONb30BaTENSAMU OU3NYHECKN.

Lns ycuneHus 6esonacHocTn Bbl MOXeETe Takxe 3awmgpoBaTb swap pas-
0en, a Takxe anpekTopun /tmp U /var/tmp, MOCKONbKY OHW MOTYT CO-
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LepXaTb BpeMeHHble 06pasbl U KPUTUYECKME faHHble. 3awngpoBaTtb
swap, /tmp U /var/tmp MOXHO Npu nomowm Mmoayns Pasametka YaST kak
onucaHo B Pasgen 10.1.1, «Co3gaHune 3awmdpoBaHHOro pasgena Bo Bpe-
M nHeTannauum» (cTp. 141) nnn Pasgen 10.1.3, «CosnaHne 3awundppo-
BaHHOro (paina B Ka4ecTBe KOHTeVHepa» (CTp. 142).

10.3 Ucnonb3oBaHue Vi ong
LundopoBaHUs oTaeNbHbIX
TekctoBbix ASCII dbannos

Hepocrarok ucnosb3oBaHus 3aliM(PpOBaHHbIX pa3esioB OYEBUIECH: KOTAa pa3/el
CMOTHPOBaH, IO KpaliHel Mepe root OyaeT Takke UMeTh JOCTYII K JaHHBIM B 9TOM
paszene. i npeAoTBpallieHrs 3TOr0 MOKHO MCHOJIb30BaTh Vi B pexkuMe mudposa-
HUSL.

YUro0bl OTpeaKTUPOBATH HOBBIH (Daiijl UCIIONB3YHTEe KOMaHLy vi —x filename.
Vi IpeIIoKuT Bam ycTaHOBUTH MapoJib, MOCIIe Y4ero OH 3amudpyer cogepkimoe ¢aii-
na. OTkyna 6b1 Bbl He 3anpocuiy IOCTyn K 3ToMy (paiiny, vi OyaeT TpeboBaTh mapoJb
IUISL TOCTYTIA.

Jnst emme Gosbineit 6e3onacHocT Bel MoxkeTe pa3mecTuThb 3anippoBaHHBbIH (haiil Ha
3amngpoBaHHOM paszziesie. ITO PEeKOMEH/YeTCs, TIOCKOJIbKY HCIIOb3yeMoe B Vi M-
pOBaHME HE CJIMILKOM YCTOHUUBO.

LincppoeaHme hannos 1 pasnenos
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O6HapyXeHue BTOPXEHUN
npu noMmoiuu AIDE

3ammra CUCTEMBI - 00s3aTeIbHAS 3a0a49a JUIsl JII0O0ro OTBETCTBEHHOIO CUCTEMHOIO
agMmuHKcTpaTopa. [TockobKy HEBO3MOXKHO rapaHTUPOBaTh, YTO CUCTEMA HE TOABEPT-
HETCSI B3JIOMY, OY€Hb Ba)KHO IMPOU3BOIUTDH AOMOJTHUTEIIHHBIEC TTPOBEPKU PETYIISIPHO
(HampuMep 10 KPOHY), YTOObI yOEIUTHCS B TOM, UTO CUCTEMa BCE ellie KOHTPOJIUPY-
ercs Bamu. [11s aToro yno6Ho ucnosnp3osath AIDE Advanced Intrusion Detection
Environment - ycogeputencmeogarnnyio cpedy 0OHAPYICEHUSL BIOPIHCEHUIL.

11.1 Onsa yero HyxHa AIDE?

ITpocras mpoBepKa, KOTOpasi YaCTO MOMOTaeT OOHAPYKUTh HEXKeJIaTeJIbHbIE U3Me-
HEeHHsI, MOXKeT ObITh IpoM3BeJieHa ¢ moMoinbio RPM. B nmakeTHOM MeHekepe ecTh
BCTpoeHHas (PyHKIIMs IPOBEPKU U3MEHEHU B (paiinax cuctemsl. [jist mpoBepku Beex
(paiinos, BHIMONHUTE KOMaHAy rpm —Va. OJHaKO 9Ta KOMaH/Ia TakKe OTOOpa3uT 13-
MeHeHus B (pailiax KoH(uryparuu u Bam npuietcs oThuIbTpoBaTh BHIBO, YTOOBI
OTIPEACTTUTDh TOJIHKO BaKHBIE N3MEHEHHSI.

Eme ogHa npo6iiema ¢ RPM 3akimodaercst B TOM, YTO YMHBIA B3JIOMIIUK MOXET IO/
MEHUTDb rpm, YTOOBI 3aMaCKUPOBATh BCE U3MEHEHHU L. DTO MOXKET ObITh CIEJIAHO TPU
TIOMOIIM PYTKUTA, KOTOPBIM TIO3BOJIUT B3JIOMIIUKY CKPBHITh BTOPXKEHUE U MTOTyYUTh
MIPUBWIETHY CyTeproib3oBaTeisi. [Tosromy Bbl 1O/KHBI peann3oBars ele OJHy Hpo-
BEpKY, KOTOPYIO Clie/lyeT MPOM3BOAUTH HE3ABUCUMO OT MPOBEPSIEMON CHCTEMBI.

O6HapyxeHue BTOpXeHuiA npu nomowm AIDE
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11.2 HacTtponka 6a3bl paHHbix AIDE

BAXHO: UHuumnanusunpymte 6a3y paHHbix AIDE nocne yctaHOBKM

[Mepen ycTaHOBKOW CMCTEMbI MPOBEPbTE KOHTPOMbHYIO CYMMY HOCUTENS
(Pasnen “Checking Media” (MpunoxeHwne A, lMomoLb 1 peleHne npobnem,
TBcTynnexue)), 4Tobbl y6eomThes B ero noannHHocTu. Mocne yctaHoBku
CUCTeMbl MHMLManmanpyinte 6asy naHHbix AIDE. YTobbl yoocToBepuThCS,
4TO BCE NPOLWSIO YCMEWHO BO BPEMS M NOCE MHCTaNNAUUn, Nnpon3eeanTe
WHCTaNNALMIO NPSIMO U3 KOHCOMW, HA KOMMNbIOTEP HE MOLKNOYEHHBIR K ce-
. He octaBnsiiTe komnbioTep 6€3 NnpucMoTpa 1 He NOLK/YaRTe ero K
ceTn [0 3aBeplueHns npolecca co3aaHust 6asbl gaHHbix AIDE.

AIDE 1o ymMoTyaHuIO He yCTaHOBJIEHA Ha . J171s1 yCTaHOBKU UCTIONb3yiiTe Komnwviomep
> Ycmanoska npozpamm, i BBemuTe zypper install aide B KOMaHOHON
CTPOKE OT root.

UYro6s! ykazate AIDE kakue arpuOyTsl Kaknx (haiIioB J0KHBI TIPOBEPATHCS, HCTIONb-
3yiTe KOH(pUIypalMoHHBIi (ait/etc/aide . conf. Paboty ¢ nporpammoin cieny-
eT HavaTh ¢ 3Toro (aita. [lepBas ero cexiys ynpasiseT oOIIMMHU TapaMeTpaMu, Ta-
KHUMH Kak pa3MernieHue (aiia 6a3bl gaHHbx AIDE. K j0KaibHBIM HaCTpOKam OTHO-
carcs cekuud Custom RulesuDirectories and Files. TunudHoe npaBu-

JIO BBILJISIUT CJIEIYIOIIUM 00pa3oM:
Binlib = p+it+n+ut+g+s+b+m+c+mdS+shal

[Nocne onpenenenus nepeMeHHol Binlib, COOTBETCTBYIOIIME ONIMY POBEPKHU HC-
TIOJIK3YIOTCS B ceKIuK haiiioB. Creayiole HACTPOUKY SIBJISIOTCS BaKHBIMU:

Tabmmua 11.1  Baxcnvie nacmpoiixu AIDE

Onusa Onmmcanne

p [TpoBepsieT mpaBa 10cTyIa BHIOpaH-
HbIX (DAfJIOB U IUPEKTOPUIA.

i [TpoBepsier HOMep (haitIOBOTO Je-
ckpurtopa (inode). Kaxnomy ume-
HU (paiiia COOTBETCTBYET YHUKAIIb-
HBII HOMEp JeCKPUNTOPa, KOTOPHIA
HE JOJDKEH M3MEHSTHCS.
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Onuus Onucanne

n [TpoBepsieT YMCIIO CCHUIOK Ha COOT-
BETCTBYIOLIHIT (hati.

u ITpoBepsieT, U3MEHUIICS JIU BIadeseL]
(paiina.

g ITpoBepsieT, N3MEHUIACH JIU TPy
(paiina.

S ITpoBepsieT, N3MEHUIICS JIU pa3Mep
(paiina.

b IIpoBepsier, UBMEHUIIOCH JIU YUCJIO

HCTIOJIb3YEeMBIX (paiiioM OJIOKOB.

m [TpoBepsieT, UIBMEHUIIOCH JIU BpeMs
Moaudukanum aiina.

c [IpoBepsieT, UIBMEHWIIOCH JIU BpeMs
MOCJIEJHETO JOCTYMA K (haiiy.

md5 [TpoBepsiet, n3meHmnach a1 y ¢aina
KOHTpOJIbHas cymma md5.

shal [TpoBepsiet, m3mMeHMIach 11 y paiina
KOHTpoJibHas cymMa shal (160 ur).

Bot koHpwuryparusi, mposepsitorias Bce ¢aiiyibl B AUPEKTOPUH / Sbin 3a UCKIIOUEHU-
€M JupekTopuu /sbin/conf.d/ ¢ onuuAMH, 3aJaHHBIMU B Binlib:

/sbin Binlib
!/sbin/conf.d

s coznanus 6a3bl JaHHbIX AIDE BbIMoHUTE Crieayomnye IeHCTBUS:

1 Orkpoiite /etc/aide.cont.

2 Vxkaxwure (aiisibl, KOTOpbIE HEOOXOMMO MPOBEPSITH U HACTPOMKH IIPOBEPKU. 32
MOAPOOHBIM CITMCKOM HACTpoeK oOpaturech K /usr/share/doc/packages/

O6HapyxeHune BTopXeHuin npu nomowwm AIDE
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aide/manual.html. Onpeaenenue (aitioB TpeOyeT HEKOTOPHIX 3HAHUI O pe-
TYJISIpHBbIX BblpaskeHusx. Coxpanure Baum nuzMeHeHusl.

YUto0Bl MPOBEPUTH MPABUIIBHOCTh KOH(UTYPAIIMOHHOTO (haiiia, BHITOJIHUTE:

aide --config-check

JIo6oli BHIBOJI, TPOU3BEIECHHBIN 9TOM KOMaH/ION, SIBJISIETCS MOICKAa3KOW 00 OImmo-
Kax B KoHpuryparmu. Hanprumep Bel MOXeTe YBUIETH CIIEAyIOIIee:

aide --config-check

35:syntax error:!

35:Error while reading configuration:!
Configuration error

OmuodKy cienyer uckath B cTpoke 36 daitna /etc/aide. conf. ObparuTe BHU-
MaHHe, 9TO coOOIIeHHe 00 OMMOKE CONEPKUT ITOCTIEAHIOK YCIIEITHO CIYUTAHHYIO
CTPOKY KOH(UTYpaIMOHHOTO (pailia.

WNuavanmsupyiite 6a3y nanasix AIDE. BeimonmHuTe KOMaHy:

aide -1

CkorupyiiTe co3llaHHyI0 0a3y B 6e3omacHoe Mecto, Haripumep CD-R nim DVD-R,
ynaneHHsil cepeep i USB auck ass nocienyionero UCrosib30BaHusl.

BAXHO:

OTOT War BaxeH, NOCKOJIbKY OH nomoraeT usbexartb nogaenku 6assbl
HaHHbIX. YTobbl NpenoTBpaTuTb N3MeHeHNe 6a3bl AaHHbIX, PEKOMEH Y-
eTCsl UCMONb30BaTb HOCUTESb, KOTOPbIA MOXET ObITb 3anncaH TONbKo
0OVH pas. Hukoraa He octaBnsiiTe 6a3y Ha KOMMNbIOTEPE, 3a KOTOPbIM
Bbl xoTuUTe Habnooatb.

11.3 JlokanbHbie npoBepku AIDE

YrtoObl IPOBEPUTH (DAIIIOBYIO CUCTEMY, BBITIOJHUTE CJIEIYIOLINE Iary:

1 IlepenmenyiiTe 6a3y JaHHBIX:

mv /var/lib/aide/aide.db.new /var/lib/aide/aide.db

2 Tlocrne moOwIX M3MEeHeHUI KOHDUTypaiu Bol Bceraa J0/KHbI TIepENnHUIMATAZUPO-

BaTh 0a3y manubx AIDE u nepeHecT BHOBb CO3JaHHYIO 0a3y naHHbiX. Co3naHue
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pe3epBHOI Kormuu 6a3bl Takxke xopoiasi uzaes. [loqpobHee 06 3TOM paccKa3biBaeT
Pazpen 11.2, «Hactpotika 6a3bl ganHbix AIDE» (cTp. 148).

3 BbinosiHUTE IPOBEPKY IPH TIOMOIIIH CIIEAYIONIEN KOMAH/IbI:

aide --check

Ecmu BeiBoz mycT - Bee xoporo. Eciu AIDE Haiiier usmeHenus1, OyieT otoopaxeH
CBOJIHBIN OTYET U3MEHEHUI, HallpuMep:

aide —--check
AIDE found differences between database and filesystem!!

Summary :
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

Yr1oOB HO,[[p06Hee y3HaThb 00 HU3MCHCHMAX, CMEHUTE YPOBEHb JE€TaIU3allii IIPOBEP-
KM C ITIOMOIIBIO ITapameTpa —V. )IJ'IH MPpEABIAYIIETO NpUMEpPa, PE3YJIbTAT MOXET BbITJIA-
OETh CICAYIOIINM 06pa3OM:

aide --check -V

AIDE found differences between database and filesystem!!
Start timestamp: 2009-02-18 15:14:10

Summary :
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

changed: /etc/passwd

File: /etc/passwd
Mt ime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47
Ctime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47

B sTom npumepe Mb1 odpadoTanu aitn /et c/passwd KoMaHgoi touch.
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11.4 lNpoBepKa N3 He3aBUCUMOM
CUCTEMbI

JI71s1 OTBETCTBEHHBIX aIMUHUCTPATOPOB (KOTOPBIMU MBI BCE SIBJISIEMCS) PEKOMEH Ty~
ercs 3amyckaTh OuHapHbii (aiin AIDE 13 10BepeHHOro HCTOYHHMKA. DTO MCKIII0YAET
BO3MOXHOCTb MoAupukanyu daiina AIDE B3JIOMIIUKOM [UIsl CKPBITHS CIIEIOB IPO-
HUKHOBEHUA B CUCTEMY.

st storo AIDE nomkeH OBITh 3aIyIIEH B CUCTEMe, HE3aBUCHMOM OT YCTaHOBJICHHOMN
cucteMbl. [1py MOMOIIIM OTHOCUTEIIBHO JIETKO 100aBUTh B CUCTEMY aBapHIHOTO BOC-
CTaHOBJICHHUsI TIPOU3BOJIbHBIE TIPOTPAMMBI TSI TOCTHKEHHUsS TPeOyeMOoro (hyHKIHMOHA-
J1a.

[Nepen Havanom ucnonb3oBanuss CUCTEMBl ABApUIHOTO BOCCTAHOBJIEHUS Bbl 101K-
HBI TIPEJJOCTABUTH CHCTEME J1Ba MakeTa. OHU BKJIOYAIOTCS B HE€ TOYHO TaKXkKe, KaK
JIMCK C OOHOBJICHUSIMHU JIPaiBepOB. 3a MOAPOOHBIM OMMCAHUEM BO3MOXKHOCTEH linuxrc
WCITOJIb3yEeMBIX JIJISI 3TUX IleJiel oOpaTuTech K http://en.opensuse.org/
SDB:Linuxrc. [lanee Oyaer onucaH OAWH U3 BO3MOXKHBIX CIIOCOOOB.

TMpouenypa 11.1  3anyck Cucmemvl asapuiinozo eoccmarnosrenus ¢ AIDE

1 VYkaxwute FTP cepBep B KauecTBe BTOPOTro KOMIIBIOTEPA.

2 Cromnupyiite naketsl aide u mhash B HyxHy0 aupekTopuio FTP cepsepa, B Ha-
meM cinyvae /srv/ftp/. 3amennte ARCHu VERSION Ha Bamm 3HaueHust:

cp DVD1/suse/ARCH/aideVERSION.ARCH.rpm /srv/ftp
cp DVD1/suse/ARCH/mhashVERSION.ARCH.rpm /srv/ftp

3 Cospaitre daiin /srv/ftp/info.txt, cogepxamui napameTpsl 3arpy3ku Cu-
CTeMbl aBAPUIAHOTO BOCCTAHOBJICHUSI:

dud: ftp://ftp.example.com/aideVERSION.ARCH. rpm
dud: ftp://ftp.example.com/mhashVERSION.ARCH. rpm

3amenute FTP gomen, VERSION u ARCH 3HaY€HUSIMH, UCTIOJIb3yeMbIMH Ha Ba-
IIe¥ CUCTEME.

4 TlepesamycTuTe cepBep, KOTOPbI HEOOXOAUMO MpoBepuTh mpu nomoim AIDE, u
3arpy3ure ero ¢ DVD, cogepaxaiero CucreMy aBapuitHOro BoccraHoBjeHus1. Jo-
0aBbTe CIIEAYIOLIYIO CTPOKY B ITapaMETPhI 3arpy3Ku:
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info=ftp://ftp.example.com/info.txt

STOT napaMeTp MPEeANUCHIBAET linuxrc cuuTarh BCo MHGOpMaLuio u3 ¢aina
info.txt.

[Mocne 3arpy3ku CucteMsl aBapuiHOro BocctaHoBJeHus porpamma AIDE roroBa k
UCII0JIb30BAHUIO.

11.5 [1na panbHenLuen
UHJpopMaLnn

Nudpopmanus 06 AIDE pocrynHa:
» Jlomammnss crpanunia AIDE http://aide.sourceforge.net.
* B Buze mokymeHTaImu K ma6ioHy gaiina konpurypamyu /etc/aide. cont.

* B HeckonpKux aiiiax, nepednuciieHHsIX Hiske /usr/share/doc/packages/
aide, mocie yCTaHOBKM NakeTa aide.

* B paccobuike HoBocTell AIDE https://mailman.cs.tut.fi/mailman/
listinfo/aide.

O6HapyxeHue BTOpXeHuiA npu nomowm AIDE 153


http://aide.sourceforge.net
https://mailman.cs.tut.fi/mailman/listinfo/aide
https://mailman.cs.tut.fi/mailman/listinfo/aide




Yactb lll. CeTteBas
6e30nacHOCTb






SSH: BeaonacHasi paboTa B
ceTu

Yacro ObIBaeT HEOOXOAMMO MOIYUUTh JOCTYIT K KOMITbIOTEpY yaaneHHo. Eciu nosb30o-
BaTeJb OTIIPABJISIET JIOTUH U MApOJIb B BUIE OOBIYHOTO TEKCTa, OHM MOTYT OBITh Iiepe-
XBa4eHbI U UCTIOJIb30BaHbI 3JI0YMBIILIEHHUKOM JIJIs1 TOTO, YTOOBI IIOJIYIUTh JOCTYII K
yIaJIEHHO CCTEME OT UMEHH 3TOr0 MOJIb30BaTelsl. TO OTKPOET HanaJaoLieMy 10-
CTYII KO BceM (paiiyiaM TOJIb30BATENS U MOXKET OBITh UCIOJIb30BAHO /1711 TOMBITKY TO-
Jy4eHusl root NPUBWIETHI WK NONBITKY IPOHUKHOBEHUS Ha JPYryio cucremy. B
MIPOIILIOM ISl yAJIEHHBIX COEIMHEHUI UCTIONB30BATUCh telnet, rshu rlogin,
He K¢ poBaBllMe NnepeaaBaeMblil Tpaduk U He 3allUIIEeHHbIEe OT POCTyLIIMBAHUS.
EcTb u npyrue HezamumieHHble KaHasbl CBSI3U, CO3/IaBaeMble, HAallpUMEp, IPH UCIIOJb-
3oBaHnM FTP wm npyrux nporpamm JJist KOMMPOBaHUSA Yepe3 CETh, HAIIPUMED T CP.

Komrtekt nporpamm SSH oGecrieurBaeT HEOOXOUMYIO 3aIUTY, MUMPYs TepeaaBa-
eMbIii Tpaduk, BKIIOYast TOrvH U mapoJb. [Ipu ncnonszoBannu SSH nanHble Bee ke
MOTYT OBITh IIEpEXBaveHbl, HO O€3 KJII0Ya, UCTIONb3YIOIerocs s I(pOBaHus, UX
HEBO3MOXHO OyzneT pacmmgpoBats. Takum odpazom SSH obecnieunBaeT 6e30macHoe
coeJMHeHNe B HeOe30IacCHOM CeTH, Takoi Kak uHTepHeT. KomrutekT nporpamm SSH
noctyned B B nakere OpenSSH.

B naker OpenSSH ycTaHOBJIEH 10 YMOTYaHHIO U BKJIIOYAET B ce0s1 MPOrpamMMsl ssh,
scp U sftp. B KoH(Urypauuu No yMoI4aHUIO yAaJIeHHBI JOCTYI K BO3MOXEH

TOJIBKO C TTOMOIIBIO CTyKeOHBIX Mporpamm u3 komriuiekta OpenSSH, u Tosbko ecm
3amyIneH s shd U OTKPBITHL COOTBETCTBYIOIIIE TIOPTH B OpaHIMay3pe.

12.1 ssh—Secure Shell

SSH: besonacHasi paboTta B ceTu
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Ucnonk3ys ssh MOKHO MOJKIIOYATHCS K YIAJIEHHBIM CUCTeMaM U padoTaTh C HUIMHU B
MHTEPaKTUBHOM pexuMe. [ Toro, 9To0B! MOJKITIOUNTRCSA K Sun Kak MoJIb30BaTelb
tUuX UCHIONB3YHTE OIHY U3 CJACAYIONIMX KOMaHI:

ssh tux@sun
ssh -1 tux sun

Ecnu ums nosib3oBaTesis Ha JJOKaJIbHOM M yJAJIEHHOM KOMIBIOTEPE COBIAIaeT, Bhl
MOXETe ero OMyCTUTh: Ssh sun. YAaJeHHBI KOMITBIOTED 3aIIPOCUT NapoJib YAAJICH-
Horo nosk3oBarens. [locne yenenmHoi ayrenTrgukaim Bor Mmoxere padoTtath Ha yaa-
JIEHHOM KOMIIBIOTEPE B peKMMe KOMaHIHON CTPOKH U UCTIONb30BATh MHTEPAKTUBHBIE
npujoxeHus, Haripumep YaST, B TEKCTOBOM pekUMeE.

Bosee toro, ssh nmpegocraisieTr BO3MOXKHOCTb YIAJICHHOTO 3aITyCKa HEMHTEPAKTUBHBIX
KOMaHJI Ha yIaJIeHHOH cucTeMe ssh HOST COMMAND. COMMAND noJkHA ObITh
MpU HEOOXOAMMOCTH B35ITa B KaBbIYKHU. Kak v B 0OBIYHON KOMaH/IHOW CTPOKE, MOKHO
00BEJUHUTH HECKOJILKO KOMAaH/I.

ssh root@sun "dmesg | tail -n 25"
ssh root@sun "cat /etc/issue && uptime"

12.1.1 3anyck npunoxeHnu X Ha
yAaneHHOM KOMMbIoTepe

SSH Takske ynpoiaeT ucnojb30BaHue yaaieHHbIX npuiioxennii X. Eciu Bel 3amyctu-
Te ssh ¢ KioyeM —X, nepeMenHass DI SPLAY Oyaer aBTOMAaTHYECKH YCTAaHOBJICHA Ha
yJaJIeHHOM KOMIIBIOTEPE M BeCh BHIBOJI X-cepBepa OylieT skcnoptupoBarthes mo SSH
coeauHeHuo. Cieyer OTMETUTD, YTO 3alyllleHHbIe YAAJIeHHO NMPUIokeHus1 X He MO-
I'yT OBITH NIEPEXBAYCHBI IOCTOPOHHUMH JIUIAMH.

12.1.2 Npobpoc areHTa

Wcnonp3ys onmuio —A, MexaHu3M ayTeHTUduKanuy ssh-agent nepeHOCUTCS Ha cJie-
NYOIINA KoMITbloTep. Takum oOpa3oM, Bel MokeTe paboTaTh ¢ pa3IMIHBIX KOMIIBIOTE-
poB 6e3 Bojia MmapoJisi, HO TOJBKO ecii Bel pacnpocTpaHiii CBOH MyOIMIHBIHN KITIOY Ha
TeJIeBble MAIIMHBI ¥ COXPAHWIM €r0 TaM HaJJIekKaIuM 00pa3oM.

Io yMOTYaHMIO 9TOT PeKUM BHIKJTIOUEH, HO MOXKET OBITh aKTHBUPOBAH B B JIIO-
6oe Bpems B (aiiie KoHpurypamuu /etc/ssh/sshd_config ycTaHOBKOU
AllowAgentForwarding yes.
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12.2 scp—6e3onacHoe
KonupoBaHue

SCp Konupyer (aidiibl Ha yJajleHHbII KOMIBIOTEP WK C Hero. Eciiu ums nonp30Ba-
TeJIs Ha jupiter OTJIMYAETCS OT UMEHH I0JIb30BaTellsl Ha Sun, YKaXuTe MocjeHee uc-
nose3ys popMar username@host. Ecnu daiin Tpedetcsi CKOmMpoBaTh B TUPEKTO-
pHUIO, OTJIMYHYIO OT JOMAIITHEH JUPEKTOPUHN YIAJIEHHOTO TOJIb30BaTeN s, YKaXKHUTE ee
Kak sun:DIRECTORY. Cnenyiolyie NpuMepsl MOKa3bIBaIOT, KaK CKOMUPOBATh haili ¢
JIOKQJIbHOM MAIlIMHBI Ha Y/IAJICHHYIO U HA0O0POT.

# local -> remote

scp ~/MyLetter.tex tux@sun:/tmp

# remote -> local
scp tux@sun:/tmp/MyLetter.tex ~

NOAOCKA3KA: Onuusa -1

KomaHpa ssh MoxeT BblTb MCMONb30BaHa ¢ onuuen —1, 4Tobbl

ykasaTb yAaneHHoro nonb3oBaTens (kak anbTepHaTtnea gpopmarty
username@host). C komaHOoi scp onumsa —1 NCNoNb3yeTcs Ons orpaHu-
4eHuns NOTPebNSEMOro scp KaHana.

Ilocne TOro, Kak HpaBI/IJIbHHﬁ apoJib BBEACH, SCP HAYMHACT Mepeaavdy JaHHBIX U I10-
Ka3bIBACT paCTYH_[I/Iﬁ pAA 3BE3J0YUCK, UMUTHUPY A MMPOLIEHTHOEC COOTHOIIEHUE BbITIOJIHE-
HUA IIponecca. Kp0Me TOro, IporpaMmMa IoKa3bIBa€T IPEATIoJIaracMoe BpEMA 10 €ro
3aBEpLICHUS. Ecmu YKa3aH KJIIo4 —d, IporpaMmma HE 6yzxeT HUYEro BbIBOAUTH Ha TEP-
MMWHaJI.

SCp TaKXke NOAJEepKUBAEeT PEKypCUBHOE KonpoBaHue aupektopuil. Komanga

scp —-r src/ sun:backup/

CKOITUPYET COJEPKUMOE BCEW JUPEKTOPHHU ST C, BKJIIOYAsl BCE NOAAUPEKTOPUY, B IU-
pekTopuio backup cuctemsl sun. Eciiv NogIMpekTopun He CYIIeCTBYIOT, OHU OYAyT
CO31aHbl aBTOMATUYECKH.

HpI/I HCIIOJIb30BAHWHU KJTI0YAa —P, SCP COXPAaHUT JaTy MMOCJIIEAHETO N3BMEHCHU A NCTOYHU-

Ka. Kitiod —C mo3BosuT cxath nepegapaeMble JaHHbIE. DTO MUHUMU3HUPYET 00bEM Iie-
peaBaeMBbIX JaHHBIX, HO HATPY3UT IPOIECCOPH Ha 00enX MalliHaX.
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12.3 sftp—6e3onacHas nepenaya
coannos

Ecim Bl xoTHTE CKOMMPOBaTh HECKOJIBKO (hailyioB, yTHINTA s ftp Oyaer yaoOHOH
AIBTEPHATUBOH S cCp. DTa YTUIUTA OTKPHIBAET KOHCOJIb C HAOOPOM KOMaH]{ ITOX0KUM
Ha KOMaHJIbl cTaHaapTHOU ftp koHcomu. Beenute help B moackaske sftp s nomyde-
HUS CIIUCKA JOCTYIHBIX KOMaH/. [JonosHUTeIpHYI0 MH(POPMAaLIMIO MOKHO MOJTy4UThb
Ha ctpanuiie man sftp (1).

sftp sun

Enter passphrase for key '/home/fs/.ssh/id_rsa':
Connected to sun.

sftp> help

Available commands:

bye Quit sftp

cd path Change remote directory to 'path'

[...]

12.4 SSH pneMoH (sshd)

st paboThl ¢ mporpaMMamu ssh 1 scp, B (GOHOBOM pexkuMe JIOJDKHEH ObITh 3amyIleH
SSH-nemoH, KoTOpsIil Oy#eT ucnoabp30BaTh mopt 22 TCP/ IP. [1pu 3amycke B nep-
BBII pa3, IEMOH I'eHepupyeT TpHY Mapsl Kimoueld. Kaxgas mapa cTouT U3 CEKpeTHOro u
OTKPBITOro Kimoda. TakuM oOpa3om, 3Ta Mporieaypa Ha3bIBaeTCs] OCHOBAHHOM Ha OT-
KPHITOM KJ1foue. YToObl rapaHTUpOBaTh Ge30MacHOCTh coeriHenus yepe3 SSH, nocryn
K (paiiTy ¢ CEKPETHBIM KJTIOUOM JOJIKEH OBITh TOJIBKO ¥ CHCTEMHOTO aJMUHUCTPATOPA.
ITo ymomyanmio, 3TOT hailn uMeeT UMEHHO Takue npasa. CeKpeTHbIN KoY UCTIONb-
3yeTcs TOJBKO JIOKaTbHBIM SSH-/1eMOHOM 1 He I0JIKeH OBITh ITpe/IocTaBIeH KOMY-TO
emmé. OTKPHITHI KJTI0Y (Y3HaBaeMBIH MO paclIMpeHHIo (paitna . pulb) oTmpaBiaseTcs
KJIMEHTY, 3allpOCHBIIeMy coerHeHne. Paiisl, B KOTOPOM HaXOIUTCS OTKPBITHIHA KO,
MOXET MPOYHTATh OO0 MOJIb30BaTEIb CUCTEMBI.

Cas13p ununmnpyet SSH-kiment. SSH-gemon oxupaer 3anpoca ot SSH-kimenTa ans
cosniaHus coeuHeHus. [TepBbIM maroMm oHM OOMEHUBAIOTC UH(pOpMAIIE UASHTH-
(pukaruu, npoBepsisi NpoToKoJ U Bepcuio SSH, a Tak ke yTO4HsIsl HOMep MopTa, T.K.
JOYepHUE TIPOLIECCH, MTOposkaeHHbIe SSH-eMOHOM, MOTYT OTHOBPEMEHHO OOCITYKU-
BaTh HECKOJIbKO SSH-ceccuii.
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OpenSSH nns cs3u mexay SSH-cepepoMm u SSH-kmeHTOM noagepkuBaeT nepByio
1 BTOpYIO Bepcuio mporokosa SSH. o ymosuanuio ncnons3yercst Bropas Bepcus. Ec-
71 Bel X0TUTE MCTIONB30BaTh NIEPBYIO BEPCHUIO, UCIOJB3YITE KoY — 1.

ITpu ucnonp3oBanuu Bepcuu 1, SSH-cepBep NOChITaeT CBOM OTKPHITHINA KJIIOY U TaK
Ha3bIBaeMbIi "KJTI0Y cepBepa’’, KOTOphIe TEHEPUPYIOTCs pa3 B 4ac. Ha ocHOBaHWM 3THX
kmoveil SSH-KJIMEeHT reHepupyeT KJII0Y CeCCUU, KOTOPBIH B MMOCIEACTBUM OH MOChUIA-
et SSH-cepeepy. SSH-kMeHT Takke TOBOPUT cepBEPY KaKOW MeTo 1 Mg pOBaHUS
UCIIOJIb30BaTh. Bropas Bepcus nporokosia SSH He TpeOyioT kioua cepsepa. Obe cro-
poHbI UcioNb3yT anroput™ duddu-Xemmana (Diffie-Hellman) nyis o6mena kimo-
YaMu.

CeKpeTHBIN U CEpPBEPHBII KITIOYX HEOOXOIUMBI JUTSI PacIIpPOBKY KITI0YA CECCHU U He
MOTYT OBITh ITOJTyYeHBI, IPU UCTIOJIL30BAHMH JIMIIh OTKPBITHIX Kiouel. Tosbko 3amnpa-
mmBaemblil SSH-1eMoH MoxeT paciu@poBath KJII0U CECCUU, UCTIONb3YS CBOM CEKPET-
HBle KJIIOUHM. DTa HavyasibHas (pa3a yCTAHOBKU COSMHUHEHUST MOXKET OBITh UCCIIE/I0-
BaHa OoJiee IETATBHO (BKJII0YAS OTIAI0YHYI0 HH(GOPMAITHIO) IIPH MOMOIIY KIII0Ya —v
SSH-kmenTa.

Pexomenayectcsa coXpaHATh CEKPETHBIE U OTKPBITHIE KJIIOUM, KOTOPbIE HAXOAATCA B /
etc/ssh/, Ha KaKOM-HHOYb O€30IIACHOM BHEIITHEM HOcHTele. B aToM ciiydae MOxk-
HO OTCJIEUTDb NOAJEIIKY KJIIOUEH WM MCIIO0JIb30BaTh CTaphble KJII04U [IOBTOPHO, K IIPU-
Mepy, NIOCIIe MEPEYCTAHOBKU CUCTEMBI.

MNOOCKA3KA: Cyw,ecTteytouime SSH kntoun

Ecnun Bbl ycTaHOBUTE Ha MalUMHY C yXe yCTaHOBMIEHHOW Linux cuctemon,
SSH knioy aTol cnctembl ByneT aBToMaTuyeckn MMNOPTMPOBaH BO BPEMS
WHCTanNsLMmn ¢ COXpaHeHeM nocnegHero BpeMeHn 0ocTyna K Hemy.

IMpu mepBOM COeIMHEHNHM C YIaTeHHBIM KOMITBIOTEPOM, KITHEHT COXPAHHT BCE OT-
KPBITHIE KJIIOUU B ~/ . ssh/known_hosts. T0 mpeoTBpaTuT JIOOYIO aTaky THIA
YeJIOBeK TocepeInHe—IIONBITKA Apyrux SSH cepBepoB UCMONB30BaTh TIOIIETbHbIE
umena u IP agpeca. Takue aTaku 0OHAPYKUBAIOTCS JIUOO 10 KJOYY, OTCYTCTBYIOIIEMY
B ~/.ssh/known_hosts, mmbo no HeCMOCOOHOCTH cepBepa pacrdpoBaTh KIIOY
CeCCUM M3-3a OTCYTCTBHSI COOTBETCTBYIOIIEH 3aNIUIIEHHON YaCTU KITI0Ya.

B cnyyae, eciii OTKPBITBIA KJTIOY cepBepa M3MEHWIICA (4TO HEOOXOAUMO BBISICHUTH ITe-
pell TOMBITKOM MOAKIIOYEHUs K TAKOMY CEPBEPY), HECOOTBETCTBYIOIINE KJIIOUU MOTYT
OBITh yJIaJIeHbl KOMaHION ssh—keygen —-r HOSTNAME

SSH: besonacHasi paboTta B ceTu

161



162

12.5 MexaHn3m ayTeHTUCpUKaLUU
SSH

B cBoeii mpocreiimeii popme, ayreHTUDUKALINSA TPOU3BOJUTCS BBOJOM MapOJIs MOJIb-
30Bareisl, KaK U IpH JIOKAJIBHOM BXofe B cucteMy. OHaKO, 3aIIOMUHATH TIAPOIIA
HECKOJIbKUX TMOJIb30BATENIEH yIAJICHHbIX KOMIIBIOTEPOB JIOCTATOYHO HEMPaKTUYHO. K
TOMY K€, TH aPOJI MOTYT OBITh M3MeHeHBI. C IPYroil CTOpOHBI— MPH MPEeI0CTaB-
JICHUM IOCTYTIA B KA4eCTBE r oot aJIMHHUCTPATOpPY HEOOXOANMO UMETh BO3MOXKHOCTh
OBICTPO OTMEHUTD ST MPUBIIETHU O3 U3MEHEHHs Mapoyisl root

Jl71s1 BXOozla B CUCTEMY, HE MCTIOJIb3Ys apoJb YAAJIeHHOro moJyib3oBatesns, SSH ucnosb-
3yeT APYTYIo Mapy KIJIoYel, KoTopasi I0JKHA ObITh CTeHEepUPOBaHa MOJIb30BaTe IeM.
OHa cocTouT 13 OoTKphITOro (id_rsa.pub um id_dsa.pub) 1 3alIUIIIEHHOTO
kmova (id_rsa wm id_dsa).

YtoObl BOWTU B CUCTEMY HE YKa3bIBasi MapoJjib YAAICHHOTO MOJIb30BATEN,

OTKPBITHIN KJIOY «I10JIb30BaTess SSH» NoJrkeH cymecTBoBath B ~/ . ssh/
authorized_keys. DTOT NOAX0] TaKXke MPEAIOaraeT, YTo yAaleHHbIN MOIb30Ba-
TeJIb MOJTyYaeT MOJTHBIHA JIOCTYI: ToOaBJIeHHe KJTova TpeOyeT 3HAHUS MapoJis yaaleH-
HOIO I0JIb30BaTe U yAAJICHUE KJII0Ya JIIIAET [IPaB YIAJIEHHOI'O IIOAKJIIYEHU K CU-
CTEME.

JI71s1 MaKCHMAJTbHOM ©6€30MaCHOCTH 3TOT KJTIOY JIOJUKEH OBITh 3allUIIeH MapojieM, KO-
TOPBIN BBOJIUTCS TIPU KaXIOM HUCIOJIb30BAaHUU KOMaHA ssh, scp u sftp. B oTmune
OT IPOCTOM ayTeHTU(UKALIMK, ITOT MAPOJIb HE 3aBUCUT OT YIAJIEHHOTO MOJIb30BATES
Y TIOSTOMY HE U3MEHSIETCS.

B kadecTBe abTepHATUBHI OITMICAHHON BHIIIE ayTeHTH(UKAIINA OCHOBAHHOM Ha KJTIO-
yax, SSH Takxke npeqnaraer ayTeHTU(UKAIMIO OCHOBaHHYIO Ha uMeHH xocTa. C ee
MIOMOIIIBIO MTOJTH30BATENh JOBEPEHHOTO KOMITHIOTEPa MOXET MOIKITIOUUTCS K IPyroMy
KOMIIBIOTEPY UCTIONIB3YS CBOE MM TIOJIb30BaTeNs. CKOH(UTYPHUPOBaHA ISl UCTIONIb30-
BaHUS ayTeHTU()UKALIMK OCHOBAHHOM Ha KJII0YaX U HACTPOMKA Ha Hell ayTeHTH(UKa-
IIUM OCHOBAaHHOM Ha MMEHU XOCTa HaXOJIUTCs 3a MpeieslaMy JAaHHOTO PYKOBOJICTBA.

3AMEYAHME: NpaBa pocTtyna K ¢pannam npu ucnonb3osaHum host-
ayTeHTUChMKaumm

Mpwn ncnonb3osaHun host-ayteHtudukaumm, ann /usr/lib/ssh/ssh-
keysign (32-6UTHbIe CUCTEMBI) NN /usr/1ib64/ssh/ssh-keysign
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(64-6UTHbIE cCTEMbI) fomxeH uMeTb SETUID 6uT, KOTOpPbI B HE yCTAHOB-
NIEH Mo yMON4YaHwio. Bbl 4ONXHbBI yCTAHOBUTL €ro camu BpyYHyto. Vicnonb-
3yiTe Ons aToro paiin /etc/permissions.local, 4T0Bbl ObITb YBEPEH-
HbIM, 4TO SETUID 61T coxpaHutcs n nocne obHoneHmst OpenSSH.

12.5.1 N'eHepauunsa SSH knoua

1 JIng co3panus Kimoda ¢ HacTpoiikamu 1o ymomdanuio (RSA, 2048 bits), BBeauTe
KoMaHay ssh-keygen.

2 Cornacurecs ¢ neonTHbIM pa3mMeriieHreM Kimoda (~/ . ssh/id_rsa), Haxas
Enter (kpaiiHe pekoMeHayeTCs) UM BBEIUTE ATbTePHATUBHOE pa3MellleHHe.

3 Bseaure napousb u3 10 - 30 cumBoIoB. [J1s1 HEro cripaBeUIUBLI paBKJIa CO30aHUSI
6e3omacHeIX naposeil. Kpaiine pekomeHgyeTcs He OCTaBIATh €ro MyCThIM.

BrI n0KHBI OBITH 20COTIOTHO yBEPEHHL, YTO Bari 3ammIneHHsIi KoY HeJOCTYIIeH HU-
KoMy Kpome Bac (Bcerya ycraHaBpnmBaiite ero rnpasa jgoctyna B 0600). 3aiuieHHbIi
KJTI0Y HUKOT/Ia He TOJUKEH IoMafaTh B IyKHe PyKH.

Il cMeHBl Iaposis K CyLIECTBYIOLIEMY KJIIOUY UCIOb3YiiTe KoMaHay ssh-keygen
-p.

12.5.2 KonunposaHue knto4ya SSH

Jlnst konupoBaHus oTkpeToro SSH kimoua B paitn ~/ . ssh/authorized_keys
T10JIb30BaTeIsl YAAJIEHHOIO KOMITbIOTEpa, UCTIONb3YiTe KoMaHay ssh—copy—id. g
TOr0, YTOOBI CKOMMPOBATh Barll TM4HbIH K04 U3 ~/ . ssh/1id_rsa.pub Bel Mo-
JKETe UCIIOIb30BaTh KOPOTKYIO (hopmy. st kormupoBauus kimodedt DSA i kmoueit

Apyrux HOHb3OBaTeHeﬁ, Bbl 101KHBI yKasarthb IIyThb:
# ~/.ssh/id_rsa.pub
ssh-copy-id -i tux@sun

# ~/.ssh/id_dsa.pub
ssh-copy—-id -i ~/.ssh/id_dsa.pub tux@sun

# ~notme/.ssh/id_rsa.pub
ssh-copy-id -i ~notme/.ssh/id_rsa.pub tux@sun

I1s yenenHoro KONMpoBaHus Kioya, Bam morpeGyeTcst BBECTH MapoJib yaIaleHHO-
ro noJjib3oBatesis. s yaaaeHus CyIecTBYIOMIEro Koda OTpeJak TUPYITE BPYIHYIO
(paiin ~/ . ssh/authorized_keys.
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12.5.3 Ucnonb3oBaHue ssh-agent

[Tpu HEOOXOAUMOCTH IPOU3BECTHU OOJIBINOE KOJIMIECTBO OIEPAIUii JOBOJIBHO HEYI00-
HO BoauTh napoiib SSH ans kaxaoit u3 Hux. [lostomy naker SSH cogepxur ere
OIIMH MHCTPYMEHT, ssh-agent, KOTOPbI COXpaHseT CEKPETHBIE KJIIOUM Ha BpeMs
X-ceccuu WM KOHCOJIbHOM ceccuu. Bee ocTalibHble OKHA WM TIPOTrpaMMBbl 3aITyCKaI0T-
s Kak KIMeHTH s sh—agent. [ocrne 3amycka aredra, ycraHaBiIdBaeTcsi HAbop mepe-
MEHHbBIX OKPYKEHHsI, KOTOPbIi OyIeT UCIIOIb30BaH KOMaHIaMu ssh, scp U sftp,
YTOOBI IPOU3BECTH ABTOMATHUYECKUI BXOJI IIOCPEACTBOM areHTa. 3a MoApOOHOCTSIMU
obpatuTtech Kman 1 ssh-agent.

IMocne 3amycka ssh—agent Bam moHagooutcs 100aBUTh KJIIOUU UCIONB3YS1 KOMaH-
1oy ssh—add. Ona 3anpocut naposb. 3aTeM Bbl cMOXeTe UCIOoIb30BaTh B TEKYLIEH
ceccuM KoMaHpl ssh He BBO/ISI TApOJTh TSI KaXKIOW U3 HUX.

12.5.3.1 Ucnonb3oBaHue ssh-agent B X-ceccumn

B ssh-agent 3amyckaercs aBToMaTM4ecku OKOHHbIMU MeHexepamu GNOME u
KDE. [17151 Toro, 9T008I 106aBUTh CBOM KJIIOUH MOCPENCTBOM s sh—add mpu crapre
X-ceccnu, HEOOXOIUMO:

1 Boiitu B cucTeMy Kak IOJIb30BATE b M IIPOBEPUTH, CYLIECTBYET JIH (haii
~/.xinitrc.

2 Ecim OH He CyIIeCTBYET,MCIIOIB30BaTh MAa0IOH MM CKOIIMPOBATh €ro u3 /etc/
skel:
if [ -f ~/.xinitrc.template ]; then mv ~/.xinitrc.template ~/.xinitrc; \

else cp /etc/skel/.xinitrc.template ~/.xinitrc; fi

3 Ecnu Bbl ckonupoBaiu mabiioH, HAlANUTE CleAyoIHe CTPOKH U PACKOMMEHTHPY -
Te uX. Ecm ~/ . xinitrc yxe cymecTByer, JoOaBbTe CIEAYyIOIIUe CTPOKH (6e3
3HAaKOB KOMMEHTApHsI).

# if test -S "S$SSH_AUTH_SOCK" -a -x "$SSH_ASKPASS"; then
# ssh-add < /dev/null
# fi

4 npu crapte HoBOM X-ceccun, y Bac Oyner 3anporied SSH naposib.
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12.5.3.2 Ucnonb3oBaHue ssh-agent B KOHCONbHOM
ceaHce

B koHcosbHOM ceance Bam He0OX0IMMO BpYUHYIO 3allyCTHTh Ssh—agent U 3aTeM
BbI3BaTh ssh—add. EcTb nBa cniocoba 3amycka areHTa. [1epBblil U3 puBeAeHHBIX HU-
e MIPUMEPOB 3aIlycKaeT HOBYIO ceccuio bash nosepx cymiectytomeil. Bropoii npu-
Mep 3aIlyCKaeT areHT B CYLLECTBYIOLIENH CeCCUM U MOLU(PULMPYET OKPYKEHHUE.

ssh—-agent -s /bin/bash
eval $(ssh-agent)

[Tocye Toro, kak areHT OyJeT 3aIyIieH, BHIMoJHUTe S sh—add, YToOb T0OaBUTH B
HErO CBOM KJIIOYM.

12.5.4 AyteHTUCpUKaLIMA OCHOBaHHasAa Ha
XocTtax

12.6 MNMpob6poc nopTta

ssh Takke MOkeT ObITh UCITOJIL30BaH s iepeHanpanieHuss TCP/IP nmoakmoyeHu.
Ota onuusl, Ha3blBaeMasi SSH TyHHenupoBaHuew, nepeHamnpasnser TCP coenu-
HEHUS Ha OMpeesIeHHBIN MOPT IPYroro KOMIbIOTepa 1o 3aim¢)pOBaHHOMY KaHAITY.

HUcnone3ys ciemyiontyio KOMaHy, Jiiodoe coequHenne Ha jupiter mopt 25 (SMTP) me-
peHanpasisiercss HA SMTP nopt Ha sun. 9To 0COOEHHO MOJE3HO IS TeX, KTO UCIIONb-
3yet SMTP cepepst 6e3 SMTP-AUTH wmu POP-before-SMTP. DnektponHast mou-
Ta, OTKy/a OBl OHa HY MIPUIILIA, OyJeT nepeaaHa sl JadbHEHIIeH JOCTABKY «/IOMaIll-
HEMYy» IIOYTOBOMY CEpBepY.

ssh -L 25:sun:25 jupiter

Amnanornyno, Bce POP3 3anpocs! (ropt 110) Ha jupiter moryt ObITh IIepeHaIpaBIeHbI
Ha POP3 nopt sun rpu momon cjenyiomnei KOMaH Ibl:

ssh -L 110:sun:110 Jjupiter

O06e KOMaH/Ibl IOJKHBI OBITH BBITOJIHEHHBI C PaBaMK root, TaK KaK COeTUHEHUE
WCMOJIb3yeT NPUBUIIETUPOBaHHbIEe TTOPTHI. [Ipy MCIIOIb30BaHNM JIEKTPOHHOU MOYTHI
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0OBIYHBIMH TMOJIb30BaTEIAIMU Oy et ucrosib3oBarbess SSH coequnenne. SMTP u POP3
JOJDKHBI OBITh YCTAHOBJIEHH B 1localhost, 9To0sl 310 padoTaso. [JomoIHUTEIBHYIO
nH(pOpMalMI0 MOKHO HAalTH B Man-pyKOBOACTBAX U1 KaK101 U3 IpOrpamMm, OIlu-
CaHHOU BBIILIE, a TAKXKE B JOKyMeHTauuu rpoekta OpenSSH: /usr/share/doc/
packages/openssh.

12.7 KoHdpurypaumsa SSH nemoHa
npu nomowim YaST

Mogyne YaST pns nactpoiiku SSHD He BXOIUT B YCTaHOBKY 110 yMOJIYaHUIO. s
padoTHl ¢ HUIM YCTaHOBUTE MakeT yast2—-sshd.

st Hactpotiku sshd-cepsepa ¢ momorbio YaST 3amyctute YaST u Boibepure Ceme-
evle caydicovl > Hacmpoiika SSHD. 3atem chienaiite cienyioiee:

1 Ha sruagke O6uuii, B Tabmutie SSHD TCP Ports BRIOepUTE OPTHL, KOTOPBIE OY-
JeT ucnosb3oBaTh sshd. ITo ymonuanuio ucrons3yercs nopt 22. Bel MoxkeTe BbI-
6paTb HECKOJIBKO MOPTOB. UTOOBI 100aBUTH HOBBIN NMOPT HAKMUTE KHONIKY JJoba-
6umby, BBEIUTE HOMEP NOpTa U Haxkmute KHoNKy OK. g ynaneHus nopra, Haiau-
Te ero B TabiuIe, HAKMHTE KHOTIKY Y daaunbs 1 IOATBEPIANTE yIaIeHHe.

2 BriGepurte oIIumu, KOTOpble OyIyT MCIOIb30BaThCs AeMOHOM s shd. UToOsl 3anpe-
TiTh nepeaapecaumio TCP, caumute dnaxok Paspewums nepeadpecayuro TCP.
Ortkimouenne nepeaapecaiuu TCP He yinyuraet 6e30macHOCTb, €CJIH MOJIb30BaTe-
JIM UIMEIOT JOCTYN K TEPMHUHAJY, TaK KaK OHU BCEr/la MOT'YT YCTAaHOBUTH CBOM COO-
ctBeHHble niepeaapecanun. Cm. Pazaen 12.6, «IIpobpoc mopta» (ctp. 165) mis
MOJTyYe€HU 1 TOMOJTHUTENbHON nH(popMauu o nepeagpecauuu TCP.

YtoObl OTKJTIOUMTH Tiepeagpecauio X, CHUMUTe priakok Paspewums nepeadpeca-
yuro X11. Eciv 3Ta onius OTKIII0YEeHa, IoOble 3anpockl nepeaapecanuu X 11 Oyayr
MPUBOAUTD K ommuoke. OJHAKO TOJIb30BaTENU BCETIa MOTYT YCTAHOBHUTH CBOIO COO-
cTBeHHyIo nepeagpecauuio. Cm. Paznen 12.1, «s sh—=Secure Shell» (ctp. 157)

JUIsI TIOJTyYeHUs1 AOTIOJHUTEIbHON NH(pOpMaIiK O nepeagpecanuu X.

Ormmust Paspewiums cocamue OnpesielisieT, TOJDKHO JIU COeIMHEHNEe MEX Ty cepBe-
POM ¥ KJIIMEHTOM TO/IBEPraThCsl KOMIIPECCHU.

3 Bruagka Hacmpoiixu éxoda ¢ cucmemy COOepKUT 0OIIMe HACTPOUKHU BXOJA B CH-
cteMy u ayteHTUdUKauuu. B Iloxazvieams Coodusenue Ous nocne 6xooa @ cucme-
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My orpenensieTcs, AokeH Jin sshd BeIBOAUTH coolIieHne u3 /et c/motd npu
WHTEPAKTUBHOM peXuMe BXxoja B cuctemy. Eciiv Bel XOTHTE OTKJTIOYUTH BO3MOK-
HOCTh BXOJIUTh B CUCTEMY TOJIb30BaTeN0 root, OTKIoUuTe Pazpewams 6x00 ao-
MuUuHucmpanopa 6 cucmemy.

MaxcumanvHnoe uucao nonvimok aymenmugukayuy yCTaHABIMBACT KOJMUYECTBO
TIOTBITOK ayTeHTU(DUKALIMY 32 OJHO coeauHenue. Aymenmugburxayus RSA orpe-
JensieT, paspeiieHa 11 RSA ayTeHTrduKaims. ITOT mapameTp MpUMEHSIETCS TOJb-
KO K repBoit Bepcuu nipotokoiia SSH. Aymenmugpukayusi no omxpoimomy kaouy
OIIpefieNsieT, pa3pelleHa 1 ayTeHTHU(HUKALHS MT0Jb30BaTesl C TOMOIIBIO OTKPHI-
TOTO KJT0Ya. DTOT MapaMeTp UCIIOJB3YeTCs TOJIHKO BO BTOPOI BEPCHHU IMPOTOKOJIA
SSH.

4 Ha sxnanke I[Ipomoxon u wugposanus onpeaessoTcs Bepcuu nporokoiaa SSH,
KOTOpHIE IOJUKHBI TIOJIIEPKUBATCSA. Bbl MOXeTe BHIOpATh EPBYIO WA BTOPYIO Bep-
CHIO, & TaK ke MapajieJbHYI0 MoJIepKKy o0oux SSH-mpoToKoIIoB.

B I1o0do0epoicusaemvie memoodst uwugposarus IEPEUUCIEHbI Bee MOAAEPKUBAEMbIE
aJIrOpUTMBbI M poBanHust. Bel MokeTe yaamuTh mudp, BHIOpaB ero B CIIUCKe U Ha-
XaB KHOMKY Yoaaums. YTo0bI 106aBUTH MM(P, BHOSPUTE €ro U3 BHINAJAIOIIETO
MEHIO ¥l HUKMHUTE KHOTIKY /Jo6asums.

5 Haxwmure OK 1mis coxpaHeHHs HACTPOEK.

12.8 [lononHutenbHas
UHJpopMaLuaA

http://www.openssh.com/ru
Crpanwnna npoekta OpenSSH

http://en.wikibooks.org/wiki/OpenSSH
Buxkunyue6nuk OpenSSH

man sshd
man-ctpanuna OpenSSH-nemona

man ssh_config
Man-ctpanuna ¢aitsioB koHpurypanuu kiauenta SSH OpenSSH
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man scp , man sftp , man slogin , man ssh , man ssh-add , man
ssh—-agent , man ssh-copy-id , man ssh-keyconvert , man ssh-
keygen , man ssh-keyscan
man-CTpaHHLIbl O IporpaMMax KonupoBaHus (aitioB (scp, sftp), login
(slogin, ssh), ¥ KJTOYax.
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Masquerading and Firewalls

Whenever Linux is used in a network environment, you can use the kernel functions
that allow the manipulation of network packets to maintain a separation between
internal and external network areas. The Linux net filter framework provides the
means to establish an effective firewall that keeps different networks apart. With the
help of iptables—a generic table structure for the definition of rule sets—precisely
control the packets allowed to pass a network interface. Such a packet filter can

be set up quite easily with the help of SuSEfirewall2 and the corresponding YaST
module.

13.1 Packet Filtering with iptables

The components netfilter and iptables are responsible for the filtering and
manipulation of network packets as well as for network address translation (NAT).
The filtering criteria and any actions associated with them are stored in chains, which
must be matched one after another by individual network packets as they arrive. The
chains to match are stored in tables. The iptables command allows you to alter
these tables and rule sets.

The Linux kernel maintains three tables, each for a particular category of functions of
the packet filter:

filter
This table holds the bulk of the filter rules, because it implements the packet
filtering mechanism in the stricter sense, which determines whether packets are
let through (ACCEPT) or discarded (DROP), for example.
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nat
This table defines any changes to the source and target addresses of packets.
Using these functions also allows you to implement masquerading, which is a
special case of NAT used to link a private network with the Internet.

mangle
The rules held in this table make it possible to manipulate values stored in IP
headers (such as the type of service).

These tables contain several predefined chains to match packets:

PREROUTING
This chain is applied to incoming packets.

INPUT
This chain is applied to packets destined for the system's internal processes.

FORWARD
This chain is applied to packets that are only routed through the system.

OUTPUT
This chain is applied to packets originating from the system itself.

POSTROUTING
This chain is applied to all outgoing packets.

Pucynok 13.1, «iptables: A Packet's Possible Paths» (ctp. 170) illustrates the

paths along which a network packet may travel on a given system. For the sake of
simplicity, the figure lists tables as parts of chains, but in reality these chains are held
within the tables themselves.

In the simplest of all possible cases, an incoming packet destined for the system
itself arrives at the et hO interface. The packet is first referred to the PREROUTING
chain of the mangle table then to the PREROUTING chain of the nat table. The
following step, concerning the routing of the packet, determines that the actual target
of the packet is a process of the system itself. After passing the INPUT chains of the
mangle and the filter table, the packet finally reaches its target, provided that
the rules of the £i1lter table are actually matched.

PucyHok 13.1 iptables: A Packet's Possible Paths
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13.2 Masquerading Basics

Masquerading is the Linux-specific form of NAT (network address translation). It
can be used to connect a small LAN (where hosts use IP addresses from the private
range—see Pazzien “Netmasks and Routing” (I'naa 9, Basic Networking, TConepxa-
Hue)) with the Internet (where official IP addresses are used). For the LAN hosts to
be able to connect to the Internet, their private addresses are translated to an official
one. This is done on the router, which acts as the gateway between the LAN and
the Internet. The underlying principle is a simple one: The router has more than one
network interface, typically a network card and a separate interface connecting with
the Internet. While the latter links the router with the outside world, one or several
others link it with the LAN hosts. With these hosts in the local network connected
to the network card (such as et h0) of the router, they can send any packets not
destined for the local network to their default gateway or router.

BAXHO: Using the Correct Network Mask

When configuring your network, make sure both the broadcast address
and the netmask are the same for all local hosts. Failing to do so prevents
packets from being routed properly.

As mentioned, whenever one of the LAN hosts sends a packet destined for an
Internet address, it goes to the default router. However, the router must be configured
before it can forward such packets. For security reasons, this is not enabled in a
default installation. To enable it, set the variable IP_FORWARD in the file /etc/
sysconfig/sysctl to IP_FORWARD=yes.

The target host of the connection can see your router, but knows nothing about the
host in your internal network where the packets originated. This is why the technique
is called masquerading. Because of the address translation, the router is the first
destination of any reply packets. The router must identify these incoming packets and
translate their target addresses, so packets can be forwarded to the correct host in the
local network.

With the routing of inbound traffic depending on the masquerading table, there is no
way to open a connection to an internal host from the outside. For such a connection,
there would be no entry in the table. In addition, any connection already established
has a status entry assigned to it in the table, so the entry cannot be used by another
connection.
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As a consequence of all this, you might experience some problems with a number of
application protocols, such as ICQ, cucme, IRC (DCC, CTCP), and FTP (in PORT
mode). Web browsers, the standard FTP program, and many other programs use the
PASYV mode. This passive mode is much less problematic as far as packet filtering
and masquerading are concerned.

13.3 Firewalling Basics

Firewall is probably the term most widely used to describe a mechanism that
provides and manages a link between networks while also controlling the data flow
between them. Strictly speaking, the mechanism described in this section is called
a packet filter. A packet filter regulates the data flow according to certain criteria,
such as protocols, ports, and IP addresses. This allows you to block packets that,
according to their addresses, are not supposed to reach your network. To allow
public access to your Web server, for example, explicitly open the corresponding
port. However, a packet filter does not scan the contents of packets with legitimate
addresses, such as those directed to your Web server. For example, if incoming
packets were intended to compromise a CGI program on your Web server, the packet
filter would still let them through.

A more effective but more complex mechanism is the combination of several types
of systems, such as a packet filter interacting with an application gateway or proxy.
In this case, the packet filter rejects any packets destined for disabled ports. Only
packets directed to the application gateway are accepted. This gateway or proxy
pretends to be the actual client of the server. In a sense, such a proxy could be
considered a masquerading host on the protocol level used by the application. One
example for such a proxy is Squid, an HTTP and FTP proxy server. To use Squid,
the browser must be configured to communicate via the proxy. Any HTTP pages
or FTP files requested are served from the proxy cache and objects not found in the
cache are fetched from the Internet by the proxy.

The following section focuses on the packet filter that comes with . For further
information about packet filtering and firewalling, read the Firewall HOWTO
included in the howt o package. If this package is installed, read the HOWTO with

less /usr/share/doc/howto/en/txt/Firewall-HOWTO.gz

13.4 SuSkEfirewall2
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SuSEfirewall2 is a script that reads the variables setin /etc/sysconfig/
SuSEfirewall?2 to generate a set of iptables rules. It defines three security zones,
although only the first and the second one are considered in the following sample
configuration:

External Zone
Given that there is no way to control what is happening on the external network,
the host needs to be protected from it. In most cases, the external network is the
Internet, but it could be another insecure network, such as a WLAN.

Internal Zone
This refers to the private network, in most cases the LAN. If the hosts on this
network use IP addresses from the private range (see Paznen “Netmasks and
Routing” (I'naBa 9, Basic Networking, TCO}IGP)K&HI/IC)), enable network address
translation (NAT), so hosts on the internal network can access the external one.
All ports are open in the internal zone. The main benefit of putting interfaces
into the internal zone (rather than stopping the firewall) is that the firewall still
runs, so when you add new interfaces, they will be put into the external zone by
default. That way an interface is not accidentally «open» by default.

Demilitarized Zone (DMZ)
While hosts located in this zone can be reached both from the external and the
internal network, they cannot access the internal network themselves. This setup
can be used to put an additional line of defense in front of the internal network,
because the DMZ systems are isolated from the internal network.

Any kind of network traffic not explicitly allowed by the filtering rule set is
suppressed by iptables. Therefore, each of the interfaces with incoming traffic must
be placed into one of the three zones. For each of the zones, define the services or
protocols allowed. The rule set is only applied to packets originating from remote
hosts. Locally generated packets are not captured by the firewall.

The configuration can be performed with YaST (see Paznen 13.4.1, «Configuring
the Firewall with YaST» (ctp. 174)). It can also be made manually in the file /
etc/sysconfig/SuSEfirewall2, which is well commented. Additionally,
a number of example scenarios are available in /usr/share/doc/packages/
SuSEfirewall2/EXAMPLES.
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13.4.1 Configuring the Firewall with YaST

BAXKHO: Automatic Firewall Configuration

After the installation, YaST automatically starts a firewall on all configured
interfaces. If a server is configured and activated on the system, YaST can
modify the automatically-generated firewall configuration with the options
Open Ports on Selected Interface in Firewall or Open Ports on Firewall in
the server configuration modules. Some server module dialogs include

a Firewall Details button for activating additional services and ports. The
YaST firewall configuration module can be used to activate, deactivate, or
reconfigure the firewall.

The YaST dialogs for the graphical configuration can be accessed from the YaST
Control Center. Select Security and Users > Firewall. The configuration is divided
into seven sections that can be accessed directly from the tree structure on the left
side.

Start-Up
Set the start-up behavior in this dialog. In a default installation, SuSEfirewall2
is started automatically. You can also start and stop the firewall here. To
implement your new settings in a running firewall, use Save Settings and Restart
Firewall Now.

PucyHok 13.2 The YaST Firewall Configuration

= Firewall Configuration: Start-Up

== To start the service every time your computer is booted, set Enable Firewall Automatic Starting. more

Service Start

Interfaces Enable Firewall Autematic Starting
Allowed Services

X © Disable Firewall Automatic Starting
Masquerading
Eroadcast
Logging Level Switch On and Off
custom Rules Current Status: Frewall is not running

Start Firewall Now

Save Settings and Restart Firewall Now

Help Cancel Next
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Interfaces
All known network interfaces are listed here. To remove an interface from a
zone, select the interface, press Change, and choose No Zone Assigned. To add
an interface to a zone, select the interface, press Change and choose any of the
available zones. You may also create a special interface with your own settings
by using Custom.

Allowed Services
You need this option to offer services from your system to a zone from which
it is protected. By default, the system is only protected from external zones.
Explicitly allow the services that should be available to external hosts. After
selecting the desired zone in Allowed Services for Selected Zone, activate the
services from the list.

Masquerading
Masquerading hides your internal network from external networks (such as
the Internet) while enabling hosts in the internal network to access the external
network transparently. Requests from the external network to the internal one
are blocked and requests from the internal network seem to be issued by the
masquerading server when seen externally. If special services of an internal
machine need to be available to the external network, add special redirect rules
for the service.

Broadcast
In this dialog, configure the UDP ports that allow broadcasts. Add the required
port numbers or services to the appropriate zone, separated by spaces. See also
the file /etc/services.

The logging of broadcasts that are not accepted can be enabled here. This may
be problematic, because Windows hosts use broadcasts to know about each other
and so generate many packets that are not accepted.

IPsec Support
Configure whether the IPsec service should be available to the external network
in this dialog. Configure which packets are trusted under Details.

There is another functionality under Details: IPsec packets are packed in an
encrypted format, so they have to be decrypted and you can configure the way
the firewall will handle the decrypted packets. If you select Internal Zone, the
decrypted IPsec packets will be trusted as if they came from the Internal Zone -
although they could possibly come from the external one. Choose Same Zone as
Original Source Network to avoid this situation.
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Logging Level
There are two rules for logging: accepted and not accepted packets. Packets that
are not accepted are DROPPED or REJECTED. Select from Log All, Log Only
Critical, or Do Not Log Any.

Custom Rules
Here, set special firewall rules that allow connections, matching specified criteria
such as source network, protocol, destination port, and source port. Configure
such rules for external, internal, and demilitarized zones.

When finished with the firewall configuration, exit this dialog with Next. A zone-
oriented summary of your firewall configuration then opens. In it, check all settings.
All services, ports, and protocols that have been allowed and all custom rules are
listed in this summary. To modify the configuration, use Back. Press Finish to save
your configuration.

13.4.2 Configuring Manually

The following paragraphs provide step-by-step instructions for a successful
configuration. Each configuration item is marked as to whether it is relevant to
firewalling or masquerading. Use port range (for example, 500 : 510) whenever
appropriate. Aspects related to the DMZ (demilitarized zone) as mentioned in the
configuration file are not covered here. They are applicable only to a more complex
network infrastructure found in larger organizations (corporate networks), which
require extensive configuration and in-depth knowledge about the subject.

First, use the YaST module CucremHsie cityx0bI (Y poBeHb 3amycka) to enable
SuSEfirewall2 in your runlevel (3 or 5 most likely). It sets the symlinks for the
SuSEfirewall2_* scripts in the /etc/init.d/rc?.d/ directories.

FW_DEV_EXT (firewall, masquerading)
The device linked to the Internet. For a modem connection, enter ppp0. For an
ISDN link, use ippp0. DSL connections use ds10. Specify auto to use the
interface that corresponds to the default route.

FW_DEV_INT (firewall, masquerading)
The device linked to the internal, private network (such as et h0). Leave this
blank if there is no internal network and the firewall protects only the host on
which it runs.
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FW_ROUTE (firewall, masquerading)
If you need the masquerading function, set this to yes. Your internal hosts
will not be visible to the outside, because their private network addresses (e.g.,
192.168.x.x) are ignored by Internet routers.

For a firewall without masquerading, set this to yes if you want to allow access
to the internal network. Your internal hosts need to use officially registered IP
addresses in this case. Normally, however, you should not allow access to your
internal network from the outside.

FW_MASQUERADE (masquerading)
Set this to yes if you need the masquerading function. This provides a virtually
direct connection to the Internet for the internal hosts. It is more secure to
have a proxy server between the hosts of the internal network and the Internet.
Masquerading is not needed for services that a proxy server provides.

FW_MASQ_NETS (masquerading)
Specify the hosts or networks to masquerade, leaving a space between the
individual entries. For example:

FW_MASQ NETS="192.168.0.0/24 192.168.10.1"

FW_PROTECT_FROM_INT (firewall)
Set this to yes to protect your firewall host from attacks originating in your
internal network. Services are only available to the internal network if explicitly
enabled. Also see FW_SERVICES_INT_TCP and FW_SERVICES_INT_UDP.

FW_SERVICES_EXT_TCP (firewall)
Enter the TCP ports that should be made available. Leave this blank for a normal
workstation at home that should not offer any services.

FW_SERVICES_EXT_UDP (firewall)
Leave this blank unless you run a UDP service and want to make it available
to the outside. The services that use UDP include include DNS servers, IPsec,
TFTP, DHCP and others. In that case, enter the UDP ports to use.

FW_SERVICES_ACCEPT_EXT (firewall)
List services to allow from the Internet. This is a more generic form of the
FW_SERVICES_EXT_TCP and FW_SERVICES_EXT_UDP settings, and
more specific than FW_TRUSTED_NETS. The notation is a space-separated list
of net, protocoll[, dport] [, sport], for example 0/0, tcp, 22 or
0/0,tcp,22,,hitcount=3,blockseconds=60, recentname=ssh,
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which means: allow a maximum of three SSH connects per minute from one IP
address.

FW_SERVICES_INT_TCP (firewall)
With this variable, define the services available for the internal network.
The notation is the same as for FW_SERVICES_EXT_TCP, but the settings
are applied to the internal network. The variable only needs to be set if
FW_PROTECT_FROM_INT is set to yes.

FW_SERVICES_INT_UDP (firewall)
See FW_SERVICES_INT_TCP.

FW_SERVICES_ACCEPT_INT (firewall)
List services to allow from internal hosts. See FW_SERVICES ACCEPT_ EXT.

FW_SERVICES_ACCEPT_RELATED_* (firewall)
This is how the SuSEfirewall2 implementation considers packets RELATED by
netfilter.

For example, to allow finer grained filtering of Samba broadcast packets,
RELATED packets are not accepted unconditionally. Variables starting with
FW_SERVICES_ACCEPT_RELATED_ allow restricting RELATED packets
handling to certain networks, protocols and ports.

This means that adding connection tracking modules (conntrack modules) to
FW_LOAD_MODULES does not automatically result in accepting the packets
tagged by those modules. Additionally, you must set variables starting with
FW_SERVICES_ACCEPT_RELATED_ to a suitable value.

FW_CUSTOMRULES (firewall)
Uncomment this variable to install custom rules. Find examples in /et c/
sysconfig/scripts/SuSEfirewall2-custom.

After configuring the firewall, test your setup. The firewall rule sets are created by
entering SuSEfirewall2 start as root. Thenuse telnet, for example,
from an external host to see whether the connection is actually denied. After that,
review /var/log/messages, where you should see something like this:

Mar 15 13:21:38 linux kernel: SFW2-INext-DROP-DEFLT IN=ethO

OUT= MAC=00:80:c8:94:c3:e7:00:20:c9:4d:27:56:08:00 SRC=192.168.10.0

DST=192.168.10.1 LEN=60 TOS=0x10 PREC=0x00 TTL=64 ID=15330 DF PROTO=TCP

SPT=48091 DPT=23 WINDOW=5840 RES=0x00 SYN URGP=0
OPT (020405B40402080A061AFEBC0000000001030300)
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Other packages to test your firewall setup are Nmap (portscanner) or OpenVAS
(Open Vulnerability Assessment System). The documentation of Nmap is found
at /usr/share/doc/packages/nmap after installing the package and the
documentation of openVAS resides at http://www.openvas.org.

13.5 For More Information

The most up-to-date information and other documentation about the
SuSEfirewall?2 package is found in /usr/share/doc/packages/
SuSEfirewall?2. The home page of the netfilter and iptables project, http: //
www.netfilter.org, provides a large collection of documents in many
languages.
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Configuring VPN Server

Nowadays, the Internet connection is cheap and available almost everywhere. It

is important that the connection is as secure as possible. Virtual Private Network
(VPN), is a secure network within a second, insecure network such as the Internet
or WLAN. It can be implemented in different ways and serves several purposes. In
this chapter, we focus on VPN to link branch offices via secure wide area networks
(WANES).

14.1 Conceptual Overview

This section defines some term regarding to VPN and introduces a brief overview of
some scenarios.

14.1.1 Terminology

Endpoint
The two «ends» of a tunnel, the source or destination client

Tap Device
A tap device simulates an Ethernet device (layer 2 packets in the OSI model such
as IP packets). A tap device is used for creating a network bridge. It works with
Ethernet frames.
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Tun Device
A tun device simulates a point-to-point network (layer 3 packets in the OSI
model such as Ethernet frames). A tun device is used with routing and works
with IP frames.

Tunnel
Linking two locations through a primarily public network. From a more
technical viewpoint, it is a connection between the client's device and the server's
device. Usually a tunnel is encrypted, but it does need to be by definition.

14.1.2 VPN Scenarios

Whenever you setup a VPN connection your IP packets are transferred over your
secured tunnel. A tunnel can use a so-called fun or tap device. They are virtual
network kernel drivers which implement the transmission of ethernet frames or ip
frames/packets.

Any userspace program OpenVPN can attach itself to a tun or tap device to receive
packets sent by your OS. The program is also able to write packets to the device.

There are many solutions to set up and build a VPN connection. This section focuses
on the OpenVPN package. Compared to other VPN software, OpenVPN can be
operated in two modes:

Routed VPN
Routing is an easy solution to set up. It is more efficient and scales better than
bridged VPN. Furthermore, it allows the user to tune MTU (Maximum Transfer
Unit) to raise efficiency. However, in a heterogeneous environment NetBIOS
broadcasts do not work if you do not have a Samba server on the gateway. If you
need IPv6, each tun drivers on both ends must support this protocol explicitly.
This scenario is depicted in Pucynok 14.1, «Routed VPN» (ctp. 182)

PucyHok 14.1 Routed VPN

Bridged VPN
Bridging is a more complex solution. It is recommended when you need to
browse Windows file shares across the VPN without setting up a Samba or
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WINS server. Bridged VPN is also needed if you want to use non-IP protocols
(such as IPX) or applications relying on network broadcasts. However, it is less
efficient than routed VPN. Another disadvantage is that it does not scale well.
This scenarios is depicted in the following figures.

PucyHok 14.2 Bridged VPN - Scenario 1
PucyHok 14.3 Bridged VPN - Scenario 2
PucyHok 14.4 Bridged VPN - Scenario 3

The major difference between bridging and routing is that a routed VPN cannot IP-
broadcast while a bridged VPN can.

14.1.3 Tun and Tap Devices

Whenever you setup a VPN connection your IP packets are transferred over your

secured tunnel. The connection between the client's device and the server's device
is called a funnel. A tunnel can use a so-called fun or tap device. They are virtual

network kernel drivers which implement the transmission of ethernet frames or ip
frames/packets:

tun device
A tun device simulates a point-to-point network (layer 3 packets in the OSI
model such as Ethernet frames). A tun device is used with routing and works
with IP frames.

tap device
A tap device simulates an ethernet device (layer 2 packets in the OSI model such
as IP packets). A tap device is used for creating a network bridge. It works with
Ethernet frames.

The userspace program OpenVPN can attach itself to a tun or tap device to receive
packets sent by your OS. The program is also able to write packets to the device. For
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more information, see /usr/src/linux/Documentation/networking/
tuntap.txt. You must install the kernel-source package to read this file.

14.2 Creating the Simplest VPN
Example

The following example creates a point-to-point VPN tunnel. It demonstrates how to
create a VPN tunnel between one client and a server. It is assumed that your VPN
server will use private IP addresses like 192.168.1.120 and your client the IP
address 192.168.2.110. You can modify these private IP addresses to your needs
but make sure you select addresses which do not conflict with other IP addresses.

BHUMAHME: Use It Only For Testing

This scenario is only useful for testing and is considered as an example to
get familiar with VPN. Do not use this as a real world scenario to connect
as it can compromise your security and the safety of your IT infrastructure!

14.2.1 Configuring the VPN Server

To configure a VPN server, proceed as follows:
lpouenypa 14.1 VPN Server Configuration

1 Install the package openvpn on the machine that will later become your VPN
server.

2 Open a shell, become root and create the VPN secret key:

openvpn —--genkey --secret /etc/openvpn/secret.key

3 Copy the secret key to your client:

scp /etc/openvpn/secret.key root@192.168.2.110:/etc/openvpn/

4 Create the file /etc/openvpn/server.conf with the following content:

dev tun
ifconfig 192.168.1.120 192.168.2.110
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secret secret.key

If you use a firewall, start YaST and open UDP port 1194 (Security and Users >
Firewall > Allowed Services.

Start the OpenVPN service as root:

rcopenvpn start

14.2.2 Configuring the VPN Client

To configure the VPN client, do the following:

lpouenypa 14.2 VPN Client Configuration

1

2

Install the package openvpn on your client VPN machine.

Create /etc/openvpn/client.conf with the following content:

remote IP_OF_SERVER

dev tun

ifconfig 192.168.2.110 192.168.1.120
secret secret.key

Replace the placeholder IP_OF SERVER in the first line with either the domain
name, or the public IP address of your server.

If you use a firewall, start YaST and open UDP port 1194 as described in IIlar
5 (ctp. 185) of Ipouenypa 14.1, «<VPN Server Configuration» (ctp. 184).

Start the OpenVPN service as root:

rcopenvpn start

14.2.3 Testing the VPN Example

After the OpenVPN is successfully started, test if the tun device is available with the
following command:

ifconfig tunO

To verify the VPN connection, use ping on both client and server to see if you can
reach each other. Ping server from client:
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ping —-I tun0 192.168.1.120

Ping client from server:

ping —-I tun0 192.168.2.110

14.3 Setting Up Your VPN Server
Using Certificate Authority

The example shown in Paznen 14.2 (ctp. 184) is useful for testing, but not for

daily work. This section explains how to build a VPN server that allows more than
one connection at the same time. This is done with a public key infrastructure (PKI).
A PKI consists of a pair of public and private keys for the server and each client

and a master certificate authority (CA), which is used to sign every server and client
certificate.

The general overview of this process involves the following steps explained in these
sections:

1 Pazpen 14.3.1, «Creating Certificates» (ctp. 186)
2 Paznen 14.3.2, «Configuring the Server» (ctp. 189)

3 Pasznen 14.3.3, «Configuring the Clients» (ctp. 190)

14.3.1 Creating Certificates

Before a VPN connection gets established, the client must authenticate the server
certificate. Conversely, the server must also authenticate the client certificate. This is
called mutual authentication.

You can use two methods to create the respective certificates and keys:

* Use the YaST CA module (see I'maBa 15, Managing X.509
Certification (ctp. 197)), or

» Use the scripts included with the openvpn package.
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14.3.1.1 Generating Certificates with easy-rsa

The easy-rsa utilities use the openssl.cnf file stored under /usr/share/
openvpn/easy-rsa/VER. In most cases you can leave this file as it is.

lpouenypa 14.3 Generate the Master CA And Key

1 Open a shell and become root.

2 Change the directory to /usr/share/openvpn/easy-rsa/VER/. Replace
the placeholder VER with the current version— either 1.0 or 2. 0.

3 Copy the file vars to /etc/openvpn and set export EASY_RSAto /usr/
share/openvpn/easy-rsa:

export EASY_RSA="/usr/share/openvpn/easy-rsa/VER"

4 Inthe vars file change the KEY_COUNTRY, KEY_PROVINCE, KEY_CITY,
KEY_ORG, and KEY_EMATIL variables according to your needs.

5 Initialize the PKI:

source /etc/openvpn/vars && ./clean-all && ./build-ca

6 Enter the data required by the build-ca script. Usually you can take
the defaults that you have set in Ilar 4 (ctp. 187). Additionally set
Organizational Unit Name and Common Name that were not set
previously.

Once done, the master certificate and key are saved as /usr/share/openvpn/
easy-rsa/VER/keys/ca.*.

lpouenypa 14.4 Generate The Private Server Key

1 Change to the /usr/share/openvpn/easy-rsa/VER/ directory.

2 Run the following script:

./build-key-server server
The argument (here: server) is used for the private key filename.

3 Accept the default parameters, but fill server for the Common Name option.
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4 Answer the next two questions («Sign the certificate? [y/n]» and «1 out of 1
certificate requests certified, commit? [y/n]») with y (yes).

Once done, the private server key is saved as /usr/share/openvpn/easy—
rsa/VER/keys/server.*.

lNpouenypa 14.5 Generate Certificates and Keys for a Client

1 Change to the /usr/share/openvpn/easy-rsa/VER/ directory. Replace
the placeholder VER with either 1.0 or 2. 0.

2 Create the key as in ITlar 2 (ctp. 187) of Ilponieaypa 14.4, «Generate The
Private Server Key» (ctp. 187):

./build-key client

3 Repeat the previous step for each client that is allowed to connect to the VPN
server. Make sure you use a different name (other than «client») and an
appropriate Common Name, because this parameter has to be unique for each
client.

Once done, the client certificate keys are saved as /usr/share/openvpn/
easy-rsa/keys/client.* (depending on the name that you have given for the
build-key command).

lpouenypa 14.6 Final Configuration Steps

1 Make sure your current working directory is /usr/share/openvpn/easy—
rsa/VER/.

2 Create the Diffie-Hellman parameter:

./build-dh

3 Create the /etc/openvpn/ssl directory.

4 Copy the following files to /etc/openvpn/ssl:

cp keys/ca.{crt,key} keys/dhl1024.pem keys/server.{crt,key} /etc/openvpn/
ssl

5 Copy the client keys to the relevant client machine. You should have the files
client.crt and client.key inthe /etc/openvpn/ssl directory.
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14.3.2 Configuring the Server

The configuration file is mostly a summary of /usr/share/doc/packages/
openvpn/sample—-config-files/server.conf without the comments and
with some small changes concerning some paths.

Tpumep 14.1 VPN Server Configuration File

# /etc/openvpn/server.conf
port 1194 @
proto udp (2]
dev tun0 ©

# Security @

ca ssl/ca.crt
cert ssl/server.crt
key ssl/server.key
dh ss1/dh1024.pem

server 192.168.1.120 255.255.255.0 ©
ifconfig-pool-persist /var/run/openvpn/ipp.txt O

# Privileges @
user nobody
group nobody

# Other configuration @
keepalive 10 120
comp—-1lzo

persist-key

persist-tun

status /var/log/openvpn-status.log
log-append /var/log/openvpn.log
verb 4

©  The TCP/UDP port to which OpenVPN listens. You have to open up the port
in the Firewall, see ['maBa 13, Masquerading and Firewalls (ctp. 169). The
standard port for VPN is 1194, so in most cases you can leave that as it is.

®  The protocol, either UDP or TCP.

®  The tun or tap device, see Pazaen 14.1.3, «Tun and Tap Devices» (ctp. 183)
for the differences.

O  The following lines contain the relative or absolute path to the root server CA
certificate (ca), the root CA key (cert), the private server key (key) and
the Diffie-Hellman parameters (dh). These were generated in Pazgen 14.3.1,
«Creating Certificates» (cTp. 186).

©  Supplies a VPN subnet. The server can be reached by 192.168.1.120.
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0@ Records a mapping of clients and its virtual IP address in the given file. Useful
when the server goes down and (after the restart) the clients get their previously
assigned IP address.

@  For security reasons it is a good idea to run the Open VPN daemon with reduced
privileges. For this reason the group and user nobody is used.

O  Several other configurations, see comment in the original configuration from /
usr/share/doc/packages/openvpn/sample-config-files.

After this configuration, you can see log messages from your OpenVPN server under
/var/log/openvpn.log. When you have started it for the first time, it should
finish it with:

. Initialization Sequence Completed

If you do not see this message, check the log carefully. Usually OpenVPN gives you
some hints what is wrong in your configuration file.

14.3.3 Configuring the Clients

The configuration file is mostly a summary from /usr/share/doc/packages/
openvpn/sample-config-files/client.conf without the comments and
with some small changes concerning some paths.
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Tpumep 14.2 VPN Client Configuration File

# /etc/openvpn/client.conf
client @

dev tun @

proto udp (3]

remote IP_OR_HOSTNAME 1194 (4]
resolv-retry infinite

nobind

# Privileges @
user nobody
group nobody

# Try to preserve some state across restarts.
persist-key
persist-tun

# Security O

ca ssl/ca.crt
cert ssl/client.crt
key ssl/client.key

comp-1lzo (7]

We must specify that this machine is a client.

The network device. Both clients and server must use the same device.

The protocol. Use the same settings as on the server.

Replace the placeholder TP_ OR_HOSTNAME with the respective hostname

or IP address of your VPN server. After the hostname the port of the server is

given. You can have multiple lines of remote entries pointing to different

VPN servers. This is useful for load balancing between different VPN servers.

O  For security reasons it is a good idea to run the Open VPN daemon with reduced
privileges. For this reason the group and user nobody is used.

0@  Contains the client files. For security reasons, it is better to have a separate file
pair for each client.

@  Turns compression on. Use it only when the server has this parameter switched

on as well.

000

14.4 Changing Nameservers in VPN

If you need to change nameservers before or during your VPN session, use
netconfig.

Use the following procedure to change a nameserver:
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lpouenypa 14.7 Changing Nameservers

1 Open a shell and log in as root.

2 Create the file /etc/openvpn/client . up with the following contents:

/sbin/netconfig modify —-i "${1}" -s openvpn <<EOT
DNSSEARCH='S${domain}"

DNSSERVERS="'${dns [*]}'

EOT

3 Start your VPN connection with rcopenvpn start.

4 Create the file /etc/openvpn/client .down with the following contents:

/sbin/netconfig remove —-1i "${1}" -s openvpn

5 Run netconfig and replace the line DNSSERVERS with your respective entry:

netconfig modify -i tun0 -s openvpn <<EOT
DNSSEARCH="mt-home.net"'
DNSSERVERS='192.168.1.116"

EOT

To check, if the entry has been successfully inserted into /etc/resolv.conf,
execute:

grep -v *“# /etc/resolv.conf
search mt-home.net mat-home.net
nameserver ...

nameserver ...

nameserver 192.168.1.116

6 To remove the DNS entry, execute:

netconfig remove -i tun0 -s openvpn

Find another example in /usr/share/doc/packages/openvpn/contrib/
pull-resolv—-conf/.

If you need to specify a ranking list of fallback services, use the
NETCONFIG_DNS_RANKING variable in /etc/sysconfig/network/
config. The default value is aut o which resolves to:

+strongswan +openswan tracoon +openvpn -avahi

Preferred service names have the + prefix, fallback services the — prefix.
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14.5 KDE- and GNOME Applets For
Clients

The following sections describe the setup of OpenVPN connections with the
GNOME and KDE desktop tools.

14.5.1 KDE

To setup an Open VPN connection in KDE4 that can be easily turned on or off,
proceed as follows:

1

Make sure you have installed the Net workManager—-openvpn-kde4
package with all dependencies resolved.

Right-click on a widget of your panel and select Panel Options > Add
Widgets....

Select Networks.
Right-click on the icon and choose Manage Connections.
Add a new VPN connection with Add > OpenVPN. A new window opens.

Choose the Connection Type between X.509 Certificates or X.509 With
Password depending on what you have setup with your OpenVPN server.

Insert the necessary files into the respective text fields. From our example
configuration these are:

CA file /etc/openvpn/ssl/ca.crt

Certificate /etc/openvpn/ssl/
clientl.crt

Key /etc/openvpn/ssl/
clientl.key

Username The user
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Password The password for the user

8 If you have not used the KDE Wallet System, you are asked if you want to
configure it. Follow the steps in the wizard. After you have finished this step,
you are reverted back to the Network Settings dialog.

9 Finish with Ok.

10 Enable the connection with your Network manager applet.

14.5.2 GNOME

To setup a OpenVPN connection in GNOME that can be easily turned on or off,
proceed as follows:

1 Make sure you have installed the package NetworkManager—openvpn—
gnome and have resolved all dependencies.

2 Start the Network Connection Editor with Alt + F2 and insert nm—connection—
editor into the text field. A new window appears.

3 Select the VPN tab and click Add.
4 Choose the VPN connection type, in this case OpenVPN.

5 Choose the Authentication type. Select between Certificates (TLS) or Password
with Certificates (TLS) depending on the setup of your OpenVPN server.

6 Insert the necessary files into the respective text fields. According to the example
configuration, these are:

Username The user (only available when
you have selected Password with
Certificates (TLS))

Password The password for the user (only

available when you have selected
Password with Certificates (TLS))
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User Certificate /etc/openvpn/ssl/
clientl.crt

CA Certificate /etc/openvpn/ssl/ca.crt

Private Key /etc/openvpn/ssl/
clientl.key

7 Finish with Apply and Close.

8 Enable the connection with your Network Manager applet.

14.6 For More Information

For more information about VPN, visit:
* http://www.openvpn.net: Homepage of VPN

e /usr/share/doc/packages/openvpn/sample-config-files/:
Examples of configuration files for different scenarios

e /usr/src/linux/Documentation/networking/tuntap.txt, install
the kernel-source package
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Managing X.509
Certification

An increasing number of authentication mechanisms are based on cryptographic
procedures. Digital certificates that assign cryptographic keys to their owners play an
important role in this context. These certificates are used for communication and can
also be found, for example, on company ID cards. The generation and administration
of certificates is mostly handled by official institutions that offer this as a commercial
service. In some cases, however, it may make sense to carry out these tasks yourself.
For example, if a company does not wish to pass personal data to third parties.

YaST provides two modules for certification, which offer basic management
functions for digital X.509 certificates. The following sections explain the basics
of digital certification and how to use YaST to create and administer certificates
of this type. For more detailed information, refer to http://www.ietf.org/
html.charters/pkix—-charter.html.

15.1 The Principles of Digital
Certification

Digital certification uses cryptographic processes to encrypt and protect data

from access by unauthorized people. The user data is encrypted using a second

data record, or key. The key is applied to the user data in a mathematical process,
producing an altered data record in which the original content can no longer be
identified. Asymmetrical encryption is now in general use (public key method). Keys
always occur in pairs:
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Private Key
The private key must be kept safely by the key owner. Accidental publication of
the private key compromises the key pair and renders it useless.

Public Key
The key owner circulates the public key for use by third parties.

15.1.1 Key Authenticity

Because the public key process is in widespread use, there are many public keys

in circulation. Successful use of this system requires that every user be sure that a
public key actually belongs to the assumed owner. The assignment of users to public
keys is confirmed by trustworthy organizations with public key certificates. Such
certificates contain the name of the key owner, the corresponding public key, and the
electronic signature of the person issuing the certificate.

Trustworthy organizations that issue and sign public key certificates are usually

part of a certification infrastructure that is also responsible for the other aspects of
certificate management, such as publication, withdrawal, and renewal of certificates.
An infrastructure of this kind is generally referred to as a public key infrastructure
or PKI. One familiar PKI is the OpenPGP standard in which users publish their
certificates themselves without central authorization points. These certificates
become trustworthy when signed by other parties in the «web of trust.»

The X.509 Public Key Infrastructure (PKIX) is an alternative model defined by

the IETF (Internet Engineering Task Force) that serves as a model for almost all
publicly-used PKIs today. In this model, authentication is made by certificate
authorities (CA) in a hierarchical tree structure. The root of the tree is the root CA,
which certifies all sub-CAs. The lowest level of sub-CAs issue user certificates. The
user certificates are trustworthy by certification that can be traced to the root CA.

The security of such a PKI depends on the trustworthiness of the CA certificates.
To make certification practices clear to PKI customers, the PKI operator defines

a certification practice statement (CPS) that defines the procedures for certificate
management. This should ensure that the PKI only issues trustworthy certificates.

15.1.2 X.509 Certificates

An X.509 certificate is a data structure with several fixed fields and, optionally,
additional extensions. The fixed fields mainly contain the name of the key owner,
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the public key, and the data relating to the issuing CA (name and signature). For
security reasons, a certificate should only have a limited period of validity, so a field
is also provided for this date. The CA guarantees the validity of the certificate in the
specified period. The CPS usually requires the PKI (the issuing CA) to create and
distribute a new certificate before expiration.

The extensions can contain any additional information. An application is only
required to be able to evaluate an extension if it is identified as critical. If an
application does not recognize a critical extension, it must reject the certificate. Some
extensions are only useful for a specific application, such as signature or encryption.

Tabmuma 15.1 shows the fields of a basic X.509 certificate in version 3.

Tabnuua 15.1 X.509v3 Certificate

Field Content

Version The version of the certificate, for
example, v3

Serial Number Unique certificate ID (an integer)

Signature The ID of the algorithm used to sign

the certificate

Issuer Unique name (DN) of the issuing
authority (CA)

Validity Period of validity
Subject Unique name (DN) of the owner
Subject Public Key Info Public key of the owner and the ID of

the algorithm

Issuer Unique ID Unique ID of the issuing CA
(optional)
Subject Unique ID Unique ID of the owner (optional)
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Field Content

Extensions Optional additional information, such
as «KeyUsage» or «BasicConstraints»

15.1.3 Blocking X.509 Certificates

If a certificate becomes untrustworthy before it has expired, it must be blocked
immediately. This can become necessary if, for example, the private key has
accidentally been made public. Blocking certificates is especially important if

the private key belongs to a CA rather than a user certificate. In this case, all user
certificates issued by the relevant CA must be blocked immediately. If a certificate
is blocked, the PKI (the responsible CA) must make this information available to all
those involved using a certificate revocation list (CRL).

These lists are supplied by the CA to public CRL distribution points (CDPs) at
regular intervals. The CDP can optionally be named as an extension in the certificate,
so a checker can fetch a current CRL for validation purposes. One way to do this

is the online certificate status protocol (OCSP). The authenticity of the CRLs is
ensured with the signature of the issuing CA. Tabnuma 15.2 shows the basic parts of
a X.509 CRL.

Tabnuua 15.2 X.509 Certificate Revocation List (CRL)

Field Content

Version The version of the CRL, such as v2

Signature The ID of the algorithm used to sign
the CRL

Issuer Unique name (DN) of the publisher

of the CRL (usually the issuing CA)

This Update Time of publication (date, time) of
this CRL
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Field Content

Next Update Time of publication (date, time) of
the next CRL
List of revoked certificates Every entry contains the serial

number of the certificate, the time of
revocation, and optional extensions
(CRL entry extensions)

Extensions Optional CRL extensions

15.1.4 Repository for Certificates and
CRLs

The certificates and CRLs for a CA must be made publicly accessible using a
repository. Because the signature protects the certificates and CRLs from being
forged, the repository itself does not need to be secured in a special way. Instead,

it tries to grant the simplest and fastest access possible. For this reason, certificates
are often provided on an LDAP or HTTP server. Find explanations about LDAP in
I'naBa 4, LDAP—A Directory Service (ctp. 41). I'naBa 16, The Apache HTTP Server
(TCopnepskanue) contains information about the HTTP server.

15.1.5 Proprietary PKI

YaST contains modules for the basic management of X.509 certificates. This mainly
involves the creation of CAs, sub-CAs, and their certificates. The services of a PKI
go far beyond simply creating and distributing certificates and CRLs. The operation
of a PKI requires a well-conceived administrative infrastructure allowing continuous
update of certificates and CRLs. This infrastructure is provided by commercial

PKI products and can also be partly automated. YaST provides tools for creating
and distributing CAs and certificates, but cannot currently offer this background
infrastructure. To set up a small PKI, you can use the available YaST modules.
However, you should use commercial products to set up an «official» or commercial
PKI
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15.2 YaST Modules for CA
Management

YaST provides two modules for basic CA management. The primary management
tasks with these modules are explained here.

15.2.1 Creating a Root CA

The first step when setting up a PKI is to create a root CA. Do the following:

1 Start YaST and go to Security and Users > CA Management.
2 Click Create Root CA.

3 Enter the basic data for the CA in the first dialog, shown in Pucynok 15.1. The
text fields have the following meanings:

PucyHok 15.1 YaST CA Module—Basic Data for a Root CA

Create New Root CA (step 1/3)
CA Name

Commen Name

Example CA

E-Mail Addresses  w default Delete
Default
Add
Organization Organizational Unit
Locality Stats
Counlry
Germany N
Help Back Abort Next
CA Name

Enter the technical name of the CA. Directory names, among other things, are
derived from this name, which is why only the characters listed in the help
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can be used. The technical name is also displayed in the overview when the
module is started.

Common Name
Enter the name for use in referring to the CA.

E-Mail Addresses
Several e-mail addresses can be entered that can be seen by the CA user. This
can be helpful for inquiries.

Country
Select the country where the CA is operated.

Organisation, Organisational Unit, Locality, State
Optional values

Proceed with Next.

Enter a password in the second dialog. This password is always required when
using the CA—when creating a sub-CA or generating certificates. The text fields
have the following meaning:

Key Length
Key Length contains a meaningful default and does not generally need to be
changed unless an application cannot deal with this key length. The higher the
number the more secure your password is.

Valid Period (days)
The Valid Period in the case of a CA defaults to 3650 days (roughly ten
years). This long period makes sense because the replacement of a deleted CA
involves an enormous administrative effort.

Clicking Advanced Options opens a dialog for setting different attributes

from the X.509 extensions (Pucynok 15.4, «<YaST CA Module—Extended
Settings» (ctp. 209)). These values have rational default settings and should
only be changed if you are really sure of what you are doing. Proceed with Nexz.

Review the summary. YaST displays the current settings for confirmation. Click
Create. The root CA is created then appears in the overview.
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In general, it is best not to allow user certificates to be issued by the

root CA. It is better to create at least one sub-CA and create the user
certificates from there. This has the advantage that the root CA can be
kept isolated and secure, for example, on an isolated computer on secure
premises. This makes it very difficult to attack the root CA.

15.2.2 Changing Password

If you need to change your password for your CA, proceed as follows:

1 Start YaST and open the CA module.
2 Select the required root CA and click Enter CA.

3 Enter the password if you entered a CA the first time. YaST displays the CA key
information in the Description tab (see Pucynok 15.2).

4 Click Advanced and select Change CA Password. A dialog box opens.
5 Enter the old and the new password.

6 Finish with OK

15.2.3 Creating or Revoking a Sub-CA

A sub-CA is created in exactly the same way as a root CA.

3AMEYAHMUE

The validity period for a sub-CA must be fully within the validity period

of the «parent» CA. A sub-CA is always created after the «parent» CA,
therefore, the default value leads to an error message. To avoid this, enter
a permissible value for the period of validity.

Do the following:

1 Start YaST and open the CA module.
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2 Select the required root CA and click Enter CA.

3 Enter the password if you are entering a CA for the first time. YaST displays the
CA key information in the tab Description (see PucyHok 15.2).

PucyHok 15.2 YaST CA Module—Using a CA

Certificate Authority (CA)

CA Name: example-cert

Description Cerfficates CAL Requests

Description for example-cert -

Issued For:

Common Name: Example CA
ion:

DE
root@example.org

Issued By:

Example Ch

DE
root@example.org

Valid from: Oct 23 15:7:20 2008 GMT

4 Click Advanced and select Create SubCA. This opens the same dialog as for
creating a root CA.

5 Proceed as described in Pazgen 15.2.1, «Creating a Root CA» (ctp. 202).

It is possible to use one password for all your CAs. Enable Use CA Password as
Certificate Password to give your sub-CAs the same password as your root CA.
This helps to reduce the amount of passwords for your CAs.

3AMEYAHME: Check your Valid Period

Take into account that the valid period must be lower than the valid
period in the root CA.

6 Select the Certificates tab. Reset compromised or otherwise unwanted sub-CAs
here, using Revoke. Revocation alone is not enough to deactivate a sub-CA. You
must also publish revoked sub-CAs in a CRL. The creation of CRLs is described
in Paznen 15.2.6, «Creating Certificate Revocation Lists (CRLs)» (ctp. 209).
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7 Finish with OK

15.2.4 Creating or Revoking User
Certificates

Creating client and server certificates is very similar to creating CAs in Pa3-

aen 15.2.1, «Creating a Root CA» (ctp. 202). The same principles apply here. In
certificates intended for e-mail signature, the e-mail address of the sender (the private
key owner) should be contained in the certificate to enable the e-mail program

to assign the correct certificate. For certificate assignment during encryption, it

is necessary for the e-mail address of the recipient (the public key owner) to be
included in the certificate. In the case of server and client certificates, the hostname
of the server must be entered in the Common Name field. The default validity period
for certificates is 365 days.

To create client and server certificates, do the following:

1 Start YaST and open the CA module.
2 Select the required root CA and click Enter CA.

3 Enter the password if you are entering a CA for the first time. YaST displays the
CA key information in the Description tab.

4 Click Certificates (see PucyHok 15.3).
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5

6

7

PucyHok 15.3 Certificates of a CA

Certificate Authority (CA)
CA Name: example-cert

Description Certificate s CRL. Reguests

Status A GommonName E-Mail Address Organization Organizational Unit Loeality State | Gountry

Add - Vie Change Passwor Fevoke Delste Export

Click Add > Add Server Certificate and create a server certificate.

Click Add > Add Client Certificate and create a client certificate. Do not forget to
enter an e-mail address.

Finish with OK

To revoke compromised or otherwise unwanted certificates, do the following:

1

2

Start YaST and open the CA module.
Select the required root CA and click Enter CA.

Enter the password if you are entering a CA for the first time. YaST displays the
CA key information in the Description tab.

Click Certificates (see Pazgen 15.2.3, «Creating or Revoking a Sub-
CA» (cTp. 204).)

Select the certificate to revoke and click Revoke.
Choose a reason to revoke this certificate

Finish with OK.
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Revocation alone is not enough to deactivate a certificate. Also publish
revoked certificates in a CRL. Pazgen 15.2.6, «Creating Certificate
Revocation Lists (CRLs)» (cTp. 209) explains how to create CRLs.
Revoked certificates can be completely removed after publication in a CRL
with Delete.

15.2.5 Changing Default Values

The previous sections explained how to create sub-CAs, client certificates, and
server certificates. Special settings are used in the extensions of the X.509 certificate.
These settings have been given rational defaults for every certificate type and do not
normally need to be changed. However, it may be that you have special requirements
for these extensions. In this case, it may make sense to adjust the defaults. Otherwise,
start from scratch every time you create a certificate.

1 Start YaST and open the CA module.

2 Enter the required root CA, as described in Pazpmen 15.2.3, «Creating or Revoking
a Sub-CA» (ctp. 204).

3 Click Advanced > Edit Defaults.

4 Choose the type the settings to change. The dialog for changing the defaults,
shown in Pucynok 15.4, «YaST CA Module—Extended Settings» (ctp. 209),
then opens.
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PucyHok 15.4 YaST CA Module—Extended Settings

o) D Current Selection:
Basic Constaints Dottt
CRL Distribution Point =
Challenge Password This frame shows further attribute s and OpenSSL X509v3 extensions that can be set. If you
Issuer Alt Name are not familiar with the se ions, refer to the il fusr/ dooly i
Key Usage dociopenssl.tut (package openssh-doc).
= Nelscape Settings
nsComme nt

nsCerType
nsS5ISe rve rName
Subject Alt Name
Unstructured Name
= Expert Settings
Key Identifier
~ Netscape Settings
nsBase Ul
nsRevocationUrl
nsCaRevocationUrl
nsRenewalUrl
nsCaPolicyUrl
authoritylnfoAccess
extendedKeylsage

5 Change the associated value on the right side and set or delete the critical setting
with critical.

6 Click Next to see a short summary.

7 Finish your changes with Save.

3AMEYAHUE

All changes to the defaults only affect objects created after this point.
Already-existing CAs and certificates remain unchanged.

15.2.6 Creating Certificate Revocation
Lists (CRLSs)

If compromised or otherwise unwanted certificates need to be excluded from further
use, they must first be revoked. The procedure for this is explained in Pazngen 15.2.3,
«Creating or Revoking a Sub-CA» (ctp. 204) (for sub-CAs) and Paznen 15.2.4,
«Creating or Revoking User Certificates» (ctp. 206) (for user certificates). After
this, a CRL must be created and published with this information.
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The system maintains only one CRL for each CA. To create or update this CRL, do
the following:

1 Start YaST and open the CA module.

2 Enter the required CA, as described in Pazpmen 15.2.3, «Creating or Revoking a
Sub-CA» (ctp. 204).

3 Click CRL. The dialog that opens displays a summary of the last CRL of this CA.

4 Create a new CRL with Generate CRL if you have revoked new sub-CAs or
certificates since its creation.

5 Specify the period of validity for the new CRL (default: 30 days).

6 Click OK to create and display the CRL. Afterwards, you must publish this CRL.

3AMEYAHMUE

Applications that evaluate CRLs reject every certificate if the CRL is not
available or has expired. As a PKIl provider, it is your duty always to create
and publish a new CRL before the current CRL expires (period of validity).
YaST does not provide a function for automating this procedure.

15.2.7 Exporting CA Objects to LDAP

The executing computer should be configured with the YaST LDAP client for LDAP
export. This provides LDAP server information at runtime that can be used when
completing dialog fields. Otherwise (although export may be possible), all LDAP
data must be entered manually. You must always enter several passwords (see Ta6-
mura 15.3, «Passwords during LDAP Export» (ctp. 210)).

Tabnuua 15.3 Passwords during LDAP Export

Password Meaning
LDAP Password Authorizes the user to make entries in
the LDAP tree.
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Password Meaning

Certificate Password Authorizes the user to export the
certificate.
New Certificate Password The PKCS12 format is used during

LDAP export. This format forces the
assignment of a new password for the
exported certificate.

Certificates, CAs, and CRLs can be exported to LDAP.

Exporting a CA to LDAP
To export a CA, enter the CA as described in Paznen 15.2.3, «Creating or
Revoking a Sub-CA» (ctp. 204). Select Extended > Export to LDAP in the
subsequent dialog, which opens the dialog for entering LDAP data. If your
system has been configured with the YaST LDAP client, the fields are already
partly completed. Otherwise, enter all the data manually. Entries are made in
LDAP in a separate tree with the attribute «caCertificate».

Exporting a Certificate to LDAP
Enter the CA containing the certificate to export then select Certificates. Select
the required certificate from the certificate list in the upper part of the dialog
and select Export > Export to LDAP. The LDAP data is entered here in the
same way as for CAs. The certificate is saved with the corresponding user
object in the LDAP tree with the attributes «userCertificate» (PEM format) and
«userPKCS12» (PKCS12 format).

Exporting a CRL to LDAP
Enter the CA containing the CRL to export and select CRL. If desired, create a
new CRL and click Export. The dialog that opens displays the export parameters.
You can export the CRL for this CA either once or in periodical time intervals.
Activate the export by selecting Export to LDAP and enter the respective LDAP
data. To do this at regular intervals, select the Repeated Recreation and Export
radio button and change the interval, if appropriate.

15.2.8 Exporting CA Objects as a File
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If you have set up a repository on the computer for administering CAs, you can use
this option to create the CA objects directly as a file at the correct location. Different
output formats are available, such as PEM, DER, and PKCS12. In the case of PEM,
it is also possible to choose whether a certificate should be exported with or without
key and whether the key should be encrypted. In the case of PKCS12, it is also
possible to export the certification path.

Export a file in the same way for certificates, CAs as with LDAP, described in Pa3-
aen 15.2.7, «<Exporting CA Objects to LDAP» (ctp. 210), except you should

select Export as File instead of Export to LDAP. This then takes you to a dialog for
selecting the required output format and entering the password and filename. The
certificate is stored at the required location after clicking OK.

For CRLs click Export, select Export to file, choose the export format (PEM or DER)
and enter the path. Proceed with OK to save it to the respective location.

NMOACKA3KA

You can select any storage location in the file system. This option can also
be used to save CA objects on a transport medium, such as a USB stick.
The /media directory generally holds any type of drive except the hard
drive of your system.

15.2.9 Importing Common Server
Certificates

If you have exported a server certificate with YaST to your media on an isolated
CA management computer, you can import this certificate on a server as a common
server certificate. Do this during installation or at a later point with YaST.

3AMEYAHUE

You need one of the PKCS12 formats to import your certificate
successfully.

The general server certificate is stored in /etc/ssl/servercerts and can be
used there by any CA-supported service. When this certificate expires, it can easily
be replaced using the same mechanisms. To get things functioning with the replaced
certificate, restart the participating services.
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If you select Import here, you can select the source in the file system. This
option can also be used to import certificates from a transport medium,
such as a USB stick.

To import a common server certificate, do the following:

1 Start YaST and open Common Server Certificate under Security and Users

2 View the data for the current certificate in the description field after YaST has
been started.

3 Select Import and the certificate file.

4 Enter the password and click Next. The certificate is imported then displayed in
the description field.

5 Close YaST with Finish.

15.3 For More Information

Detailed information about X.509 certificates, refer to http://www.ietf.org/
html.charters/pkix-charter.html.
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Introducing AppArmor

Many security vulnerabilities result from bugs in trusted programs. A trusted
program runs with privileges that attackers would like to have. The program fails to
keep that trust if there is a bug in the program that allows the attacker to acquire said
privilege.

AppArmor® is an application security solution designed specifically to apply
privilege confinement to suspect programs. AppArmor allows the administrator to
specify the domain of activities the program can perform by developing a security
profile for that application (a listing of files that the program may access and the
operations the program may perform). AppArmor secures applications by enforcing
good application behavior without relying on attack signatures, so it can prevent
attacks even if previously unknown vulnerabilities are being exploited.

AppArmor consists of:

* A library of AppArmor profiles for common Linux* applications, describing what
files the program needs to access.

* A library of AppArmor profile foundation classes (profile building blocks) needed
for common application activities, such as DNS lookup and user authentication.

* A tool suite for developing and enhancing AppArmor profiles, so that you can

change the existing profiles to suit your needs and create new profiles for your
own local and custom applications.

Introducing AppArmor
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» Several specially modified applications that are AppArmor enabled to provide
enhanced security in the form of unique subprocess confinement (including
Apache and Tomcat).

* The AppArmor-loadable kernel module and associated control scripts to enforce
AppArmor policies on your system.

16.1 Background Information on
AppArmor Profiling

For more information about the science and security of AppArmor, refer to the
following papers:

SubDomain: Parsimonious Server Security by Crispin Cowan, Steve Beattie, Greg
Kroah-Hartman, Calton Pu, Perry Wagle, and Virgil Gligor
Describes the initial design and implementation of AppArmor. Published in the
proceedings of the USENIX LISA Conference, December 2000, New Orleans,
LA. This paper is now out of date, describing syntax and features that are
different from the current AppArmor product. This paper should be used only for
background, and not for technical documentation.

Defcon Capture the Flag: Defending Vulnerable Code from Intense Attack by
Crispin Cowan, Seth Arnold, Steve Beattie, Chris Wright, and John Viega
A good guide to strategic and tactical use of AppArmor to solve severe security
problems in a very short period of time. Published in the Proceedings of the
DARPA Information Survivability Conference and Expo (DISCEX III), April
2003, Washington, DC.

AppArmor for Geeks by Seth Arnold
This document tries to convey a better understanding of the technical
details of AppArmor. It is available at http://en.opensuse.org/
SDB:AppArmor_geeks.
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Getting Started

Prepare a successful deployment of AppArmor on your system by carefully
considering the following items:

1 Determine the applications to profile. Read more on this in Pazgen 17.3,
«Choosing the Applications to Profile» (ctp. 221).

2 Build the needed profiles as roughly outlined in Paznen 17.4, «Building and
Modifying Profiles» (ctp. 222). Check the results and adjust the profiles when
necessary.

3 Update your profiles whenever your environment changes or you need to react
to security events logged by AppArmor's reporting tool. Refer to Pazgen 17.5,
«Updating Your Profiles» (ctp. 224).

17.1 Installing AppArmor

AppArmor is installed and running on any installation of by default, regardless
of what patterns are installed. The packages listed below are needed for a fully-
functional instance of AppArmor

* apparmor—docs

* apparmor-parser

* apparmor-profiles
* apparmor-utils

Getting Started
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e audit

* libapparmorl

* perl-libapparmor
* yast2-apparmor

17.2 Enabling and Disabling
AppArmor

AppArmor is configured to run by default on any fresh installation of . There are two
ways of toggling the status of AppArmor:

Using YaST System Services (Runlevel)
Disable or enable AppArmor by removing or adding its boot script to the
sequence of scripts executed on system boot. Status changes are applied on
reboot.

Using AppArmor Control Panel
Toggle the status of AppArmor in a running system by switching it off or on
using the YaST AppArmor Control Panel. Changes made here are applied
instantaneously. The Control Panel triggers a stop or start event for AppArmor
and removes or adds its boot script in the system's boot sequence.

To disable AppArmor permanently (by removing it from the sequence of scripts
executed on system boot) proceed as follows:

1 Start YaST.

2 Select System > System Services (Runlevel).

3 Select Expert Mode.

4 Select boot .apparmor and click Set/Reset > Disable the service.
5 Exit the YaST Runlevel tool with Finish.

AppArmor will not be initialized on reboot, and stays inactive until you reenable it.
Reenabling a service using the YaST Runlevel tool is similar to disabling it.
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Toggle the status of AppArmor in a running system by using the AppArmor Control
Panel. These changes take effect as soon as you apply them and survive a reboot of
the system. To toggle AppArmor's status, proceed as follows:

1 Start YaST.
2 Select AppArmor > AppArmor Control Panel.
3 Select Enable AppArmor. To disable AppArmor, uncheck this option.

4 Exit the AppArmor Control Panel with Done.

17.3 Choosing the Applications to
Profile

You only need to protect the programs that are exposed to attacks in your particular
setup, so only use profiles for those applications you actually run. Use the following
list to determine the most likely candidates:

Network Agents
Web Applications
Cron Jobs

To find out which processes are currently running with open network ports and might
need a profile to confine them, run aa-unconfined as root.

Tpumep 17.1  Output of aa-unconfined

19848 /usr/sbin/cupsd not confined

19887 /usr/sbin/sshd not confined

19947 /usr/lib/postfix/master not confined

29205 /usr/sbin/sshd confined by '/usr/sbin/sshd (enforce)'

Each of the processes in the above example labeled not confined might need a
custom profile to confine it. Those labeled confined by are already protected by
AppArmor.

NMNOOCKA3KA: For More Information

For more information about choosing the the right applications to profile,
refer to Pazgen 18.2, «Determining Programs to Immunize» (ctp. 228).
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17.4 Building and Modifying
Profiles

AppArmor on ships with a preconfigured set of profiles for the most important
applications. In addition, you can use AppArmor to create your own profiles for any
application you want.

There are two ways of managing profiles. One is to use the graphical front-end
provided by the YaST AppArmor modules and the other is to use the command line
tools provided by the AppArmor suite itself. Both methods basically work the same
way.

For each application, perform the following steps to create a profile:

1 As root, let AppArmor create a rough outline of the application's profile by
running aa-genprof programname

or

Outline the basic profile by running YaST > AppArmor > Add Profile Wizard and
specifying the complete path to the application you want to profile.

A basic profile is outlined and AppArmor is put into learning mode, which means
that it logs any activity of the program you are executing, but does not yet restrict
it.

2 Run the full range of the application's actions to let AppArmor get a very specific
picture of its activities.

3 Let AppArmor analyze the log files generated in Ilar 2 (ctp. 222) by typing S
in aa-genprof.

or

Analyze the logs by clicking Scan System Log for AppArmor Events in the Add
Profile Wizard and following the instructions given in the wizard until the profile
is completed.

AppArmor scans the logs it recorded during the application's run and asks you to
set the access rights for each event that was logged. Either set them for each file or
use globbing.
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4 Depending on the complexity of your application, it might be necessary to repeat
Mar 2 (ctp. 222) and Hlar 3 (ctp. 222). Confine the application, exercise
it under the confined conditions, and process any new log events. To properly
confine the full range of an application's capabilities, you might be required to
repeat this procedure often.

5 Once all access permissions are set, your profile is set to enforce mode. The
profile is applied and AppArmor restricts the application according to the profile
just created.

If you started aa-genprof on an application that had an existing profile that was in
complain mode, this profile remains in learning mode upon exit of this learning
cycle. For more information about changing the mode of a profile, refer to Paz-
nein 22.6.3.2, «aa-complain—Entering Complain or Learning Mode» (ctp. 287)
and Pazpmen 22.6.3.3, «aa-enforce—Entering Enforce Mode» (ctp. 288).

Test your profile settings by performing every task you need with the application you
just confined. Normally, the confined program runs smoothly and you do not notice
AppArmor activities at all. However, if you notice certain misbehavior with your
application, check the system logs and see if AppArmor is too tightly confining your
application. Depending on the log mechanism used on your system, there are several
places to look for AppArmor log entries:

/var/log/audit/audit.log
/var/log/messages
dmesg

To adjust the profile, analyze the log messages relating to this application again as
described in [ar 3 (ctp. 222). Determine the access rights or restrictions when
prompted.

NMNOLOCKA3KA: For More Information

For more information about profile building and modification, refer to 'na-
Ba 19, Profile Components and Syntax (ctp. 235), 'naea 21, Building and
Managing Profiles with YaST (ctp. 259), and 'naBsa 22, Building Profiles
from the Command Line (cTp. 279).
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17.5 Updating Your Profiles

Software and system configurations change over time. As a result, your profile setup
for AppArmor might need some fine-tuning from time to time. AppArmor checks
your system log for policy violations or other AppArmor events and lets you adjust
your profile set accordingly. Any application behavior that is outside of any profile
definition can also be addressed using the Update Profile Wizard.

To update your profile set, proceed as follows:

1 Start YaST and choose AppArmor > Update Profile Wizard.

2 Adjust access or execute rights to any resource or for any executable that has been
logged when prompted.

3 Leave YaST after you have answered all questions. Your changes are applied to
the respective profiles.

NMNOOCKA3KA: For More Information

For more information about updating your profiles from the system logs,
refer to Paznen 21.5, «Updating Profiles from Log Entries» (cTp. 275).
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Immunizing Programs

Effective hardening of a computer system requires minimizing the number of
programs that mediate privilege, then securing the programs as much as possible.
With AppArmor, you only need to profile the programs that are exposed to attack in
your environment, which drastically reduces the amount of work required to harden
your computer. AppArmor profiles enforce policies to make sure that programs do
what they are supposed to do, but nothing else.

AppArmor® provides immunization technologies that protect applications from
the inherent vulnerabilities they possess. After installing AppArmor, setting up
AppArmor profiles, and rebooting the computer, your system becomes immunized
because it begins to enforce the AppArmor security policies. Protecting programs
with AppArmor is referred to as immunizing.

Administrators need only concern themselves with the applications that are
vulnerable to attacks, and generate profiles for these. Hardening a system thus comes
down to building and maintaining the AppArmor profile set and monitoring any
policy violations or exceptions logged by AppArmor's reporting facility.

Users should not notice AppArmor at all. It runs «behind the scenes» and does not
require any user interaction. Performance is not noticeably affected by AppArmor.
If some activity of the application is not covered by an AppArmor profile or if some
activity of the application is prevented by AppArmor, the administrator needs to
adjust the profile of this application to cover this kind of behavior.

AppArmor sets up a collection of default application profiles to protect standard
Linux services. To protect other applications, use the AppArmor tools to
create profiles for the applications that you want protected. This chapter

Immunizing Programs
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introduces the philosophy of immunizing programs. Proceed to I'nasa 19, Profile
Components and Syntax (ctp. 235), I'naBa 21, Building and Managing Profiles
with YaST (ctp. 259), or 'naBa 22, Building Profiles from the Command

Line (ctp. 279) if you are ready to build and manage AppArmor profiles.

AppArmor provides streamlined access control for network services by specifying
which files each program is allowed to read, write, and execute, and which type

of network it is allowed to access. This ensures that each program does what it is
supposed to do, and nothing else. AppArmor quarantines programs to protect the rest
of the system from being damaged by a compromised process.

AppArmor is a host intrusion prevention or mandatory access control scheme.
Previously, access control schemes were centered around users because they were
built for large timeshare systems. Alternatively, modern network servers largely do
not permit users to log in, but instead provide a variety of network services for users
(such as Web, mail, file, and print servers). AppArmor controls the access given to
network services and other programs to prevent weaknesses from being exploited.

NMOOCKA3KA: Background Information for AppArmor

To get a more in-depth overview of AppArmor and the overall concept
behind it, refer to Pazgen 16.1, «Background Information on AppArmor
Profiling» (cTp. 218).

18.1 Introducing the AppArmor
Framework

This section provides a very basic understanding of what is happening «behind the
scenes» (and under the hood of the YaST interface) when you run AppArmor.

An AppArmor profile is a plain text file containing path entries and access
permissions. See Pazzuen 19.1, «Breaking a AppArmor Profile into Its

Parts» (ctp. 236) for a detailed reference profile. The directives contained in this
text file are then enforced by the AppArmor routines to quarantine the process or
program.

The following tools interact in the building and enforcement of AppArmor profiles
and policies:
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aa-unconfined/unconfined
aa-unconfined detects any application running on your system that
listens for network connections and is not protected by an AppArmor
profile. Refer to Paznen 22.6.3.8, «aa-unconfined—Identifying Unprotected
Processes» (ctp. 302) for detailed information about this tool.

aa—autodep/autodep
aa-autodep creates a basic framework of a profile that needs to be fleshed
out before it is put to use in production. The resulting profile is loaded and put
into complain mode, reporting any behavior of the application that is not (yet)
covered by AppArmor rules. Refer to Pazngen 22.6.3.1, «aa-autodep—Creating
Approximate Profiles» (ctp. 286) for detailed information about this tool.

aa—-genprof /genprof
aa—-genprof generates a basic profile and asks you to refine this profile by
executing the application and generating log events that need to be taken care of
by AppArmor policies. You are guided through a series of questions to deal with
the log events that have been triggered during the application's execution. After
the profile has been generated, it is loaded and put into enforce mode. Refer to
Paznen 22.6.3.4, «aa-genprof—Generating Profiles» (ctp. 289) for detailed
information about this tool.

aa-logprof/logprof
aa-logprof interactively scans and reviews the log entries generated by an
application that is confined by an AppArmor profile in complain mode. It assists
you in generating new entries in the profile concerned. Refer to Pa3nen 22.6.3.5,
«aa-logprof—Scanning the System Log» (ctp. 297) for detailed information
about this tool.

aa-complain/complain
aa-complain toggles the mode of an AppArmor profile from enforce to
complain. Exceptions to rules set in a profile are logged, but the profile is not
enforced. Refer to Paznen 22.6.3.2, «aa-complain—Entering Complain or
Learning Mode» (ctp. 287) for detailed information about this tool.

aa-enforce/enforce
aa—-enforce toggles the mode of an AppArmor profile from complain to
enforce. Exceptions to rules set in a profile are logged, but not permitted—the
profile is enforced. Refer to Pazmen 22.6.3.3, «aa-enforce—Entering Enforce
Mode» (ctp. 288) for detailed information about this tool.
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Once a profile has been built and is loaded, there are two ways in which it can get
processed:

aa-complain/complain
In complain mode, violations of AppArmor profile rules, such as the profiled
program accessing files not permitted by the profile, are detected. The violations
are permitted, but also logged. To improve the profile, turn complain mode on,
run the program through a suite of tests to generate log events that characterize
the program's access needs, then postprocess the log with the AppArmor tools
(YaST or aa-logprof) to transform log events into improved profiles.

aa-enforce/enforce
In enforce mode, violations of AppArmor profile rules, such as the profiled
program accessing files not permitted by the profile, are detected. The violations
are logged and not permitted. The default is for enforce mode to be enabled.
To log the violations only, but still permit them, use complain mode. Enforce
toggles with complain mode.

18.2 Determining Programs to
Immunize

Now that you have familiarized yourself with AppArmor, start selecting the

applications for which to build profiles. Programs that need profiling are those that
mediate privilege. The following programs have access to resources that the person
using the program does not have, so they grant the privilege to the user when used:

cron Jobs
Programs that are run periodically by cron. Such programs read input from a
variety of sources and can run with special privileges, sometimes with as much
as root privilege. For example, cron can run /usr/sbin/logrotate daily
to rotate, compress, or even mail system logs. For instructions for finding these
types of programs, refer to Pazmen 18.3, «Immunizing cron Jobs» (ctp. 229).

Web Applications
Programs that can be invoked through a Web browser, including CGI Perl
scripts, PHP pages, and more complex Web applications. For instructions for
finding these types of programs, refer to Pazgen 18.4.1, «Immunizing Web
Applications» (ctp. 231).
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Network Agents
Programs (servers and clients) that have open network ports. User clients,
such as mail clients and Web browsers mediate privilege. These programs run
with the privilege to write to the user's home directory and they process input
from potentially hostile remote sources, such as hostile Web sites and e-mailed
malicious code. For instructions for finding these types of programs, refer to
Paznen 18.4.2, «Immunizing Network Agents» (cTp. 233).

Conversely, unprivileged programs do not need to be profiled. For instance, a shell
script might invoke the cp program to copy a file. Because cp does not have its own
profile, it inherits the profile of the parent shell script, so can copy any files that the
parent shell script's profile can read and write.

18.3 Immunizing cron Jobs

To find programs that are run by cron, inspect your local cron configuration.
Unfortunately, cron configuration is rather complex, so there are numerous files to
inspect. Periodic cron jobs are run from these files:

/etc/crontab
/etc/cron.d/*
/etc/cron.daily/*
/etc/cron.hourly/*
/etc/cron.monthly/*
/etc/cron.weekly/*

For root's cron jobs, edit the tasks with crontab -e and list root's cron tasks
with crontab -1. You must be root for these to work.

Once you find these programs, you can use the Add Profile Wizard to create profiles
for them. Refer to Paspmen 21.1, «Adding a Profile Using the Wizard» (ctp. 261).

18.4 Immunizing Network
Applications

An automated method for finding network server daemons that should be profiled is
to use the aa—unconfined tool.

The aa—unconfined tool uses the command netstat -nlp to inspect
your open ports from inside your computer, detect the programs associated with
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those ports, and inspect the set of AppArmor profiles that you have loaded. aa—
unconfined then reports these programs along with the AppArmor profile
associated with each program, or reports «none» (if the program is not confined).

3AMEYAHME

If you create a new profile, you must restart the program that has been
profiled to have it be effectively confined by AppArmor.

Below is a sample aa—unconfined output:

2325 /sbin/portmap not confined
37020 /usr/sbin/sshd® confined
by ' /usr/sbin/sshd® (enforce) '

4040 /usr/sbin/ntpd confined by '/usr/sbin/ntpd (enforce)'

4373 /usr/lib/postfix/master confined by '/usr/lib/postfix/master
(enforce) '

4505 /usr/sbin/httpd2-prefork confined by '/usr/sbin/httpd2-prefork
(enforce) '

5274 /sbin/dhcpcd not confined

5592 /usr/bin/ssh not confined

7146 /usr/sbin/cupsd confined by '/usr/sbin/cupsd (complain)'

©  The first portion is a number. This number is the process ID number (PID) of
the listening program.

® The second portion is a string that represents the absolute path of the listening
program

©®  The final portion indicates the profile confining the program, if any.

3AMEYAHME

aa-unconfined requires root privileges and should not be run from a
shell that is confined by an AppArmor profile.

aa-unconfined does not distinguish between one network interface and another,
so it reports all unconfined processes, even those that might be listening to an
internal LAN interface.

Finding user network client applications is dependent on your user preferences.
The aa—unconfined tool detects and reports network ports opened by client
applications, but only those client applications that are running at the time the aa—
unconfined analysis is performed. This is a problem because network services
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tend to be running all the time, while network client applications tend only to be
running when the user is interested in them.

Applying AppArmor profiles to user network client applications is also dependent
on user preferences. Therefore, we leave the profiling of user network client
applications as an exercise for the user.

To aggressively confine desktop applications, the aa—unconfined command
supports a paranoid option, which reports all processes running and the
corresponding AppArmor profiles that might or might not be associated with
each process. The user can then decide whether each of these programs needs an
AppArmor profile.

If you have new or modified profiles, you can submit them to the
apparmor-general @forge.novell.com [mailto:apparmor—
general@forge.novell.com] mailing list along with a use case for the
application behavior that you exercised. The AppArmor team reviews and may
submit the work into . We cannot guarantee that every profile will be included,
but we make a sincere effort to include as much as possible so that end users can
contribute to the security profiles that ship in .

Alternatively, use the AppArmor profile repository to make your profiles
available to other users and to download profiles created by other AppArmor
users and the AppArmor developers. Refer to I'naBa 20, AppArmor Profile
Repositories (ctp. 257) for more information on how to use the AppArmor profile
repository.

18.4.1 Immunizing Web Applications

To find Web applications, investigate your Web server configuration. The Apache
Web server is highly configurable and Web applications can be stored in many
directories, depending on your local configuration. , by default, stores Web
applications in /srv/www/cgi-bin/. To the maximum extent possible, each
Web application should have an AppArmor profile.

Once you find these programs, you can use the AppArmor Add Profile Wizard
to create profiles for them. Refer to Paznen 21.1, «Adding a Profile Using the
Wizard» (ctp. 261).

Because CGI programs are executed by the Apache Web server, the profile for
Apache itself, usr.sbin.httpd2-prefork for Apache2 on, must be modified
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to add execute permissions to each of these programs. For instance, adding the line
/srv/www/cgi-bin/my_hit_counter.pl rpx grants Apache permission
to execute the Perl script my_hit_counter.pl and requires that there be a
dedicated profile for my_hit_counter.pl.lfmy_hit_counter.pl does not
have a dedicated profile associated with it, the rule should say /srv/www/cgi-
bin/my_hit_counter.pl rixtocausemy_hit_counter.pl to inherit
the usr.sbin.httpd2-prefork profile.

Some users might find it inconvenient to specify execute permission for every CGI
script that Apache might invoke. Instead, the administrator can grant controlled
access to collections of CGI scripts. For instance, adding the line /srv/www/cgi-
bin/*.{pl,py,pyc} rix allows Apache to execute all files in /srv/www/
cgi-bin/ ending in .pl (Perl scripts) and . py or . pyc (Python scripts). As
above, the ix part of the rule causes Python scripts to inherit the Apache profile,
which is appropriate if you do not want to write individual profiles for each Python
script.

3AMEYAHMUE

If you want the subprocess confinement module (apache2-mod-
apparmor) functionality when Web applications handle Apache

modules (mod_perl and mod_php), use the ChangeHat features

when you add a profile in YaST or at the command line. To take
advantage of the subprocess confinement, refer to Paznen 23.1, «Apache
ChangeHat» (ctp. 306).

Profiling Web applications that use mod_per1l and mod_php requires slightly
different handling. In this case, the «program» is a script interpreted directly by the
module within the Apache process, so no exec happens. Instead, the AppArmor
version of Apache calls change_hat () using a subprofile (a «hat») corresponding
to the name of the URI requested.

3AMEYAHUE

The name presented for the script to execute might not be the URI,
depending on how Apache has been configured for where to look for
module scripts. If you have configured your Apache to place scripts in
a different place, the different names appear in log file when AppArmor
complains about access violations. See Mmasa 25, Managing Profiled
Applications (cTp. 319).
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For mod_perl and mod_php scripts, this is the name of the Perl script or the PHP
page requested. For example, adding this subprofile allows the 1localtime.php
page to execute and access the local system time:

/usr/bin/httpd2-prefork {

# ...

~/cgi-bin/localtime.php {
/etc/localtime r,
/srv/www/cgi-bin/localtime.php r,
/usr/lib/locale/** r,

t
}

If no subprofile has been defined, the AppArmor version of Apache applies the
DEFAULT_URT hat. This subprofile is basically sufficient to display an HTML Web
page. The DEFAULT_URT hat that AppArmor provides by default is the following:
~DEFAULT_URI {

/usr/sbin/suexec? mixr,
/var/log/apache2/** rwl,
@{HOME}/public_html r,
@{HOME}/public_html/** r,
/srv/www/htdocs r,
/srv/www/htdocs/** r,
/srv/www/icons/*.{gif, jpg, png} r,
/srv/www/vhosts r,
/srv/www/vhosts/** r,
/usr/share/apache2/** r,
/var/lib/php/sess_* rwl }

To use a single AppArmor profile for all Web pages and CGI scripts served by
Apache, a good approach is to edit the DEFAULT_URT subprofile.

18.4.2 Immunizing Network Agents

To find network server daecmons and network clients (such as fetchmail, Firefox,
Amarok or Banshee) that need to be profiled, you should inspect the open ports on
your machine, consider the programs that are answering on those ports, and provide
profiles for as many of those programs as possible. If you provide profiles for all
programs with open network ports, an attacker cannot get to the file system on your
machine without passing through a AppArmor profile policy.

Scan your server for open network ports manually from outside the machine using a
scanner (such as nmap), or from inside the machine using the netstat --inet
-n —p command. Then, inspect the machine to determine which programs are
answering on the discovered open ports.
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Refer to the man page of the netstat command for a detailed reference
of all possible options.
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Profile Components and
Syntax

Building AppArmor profiles to confine an application is very straightforward and
intuitive. AppArmor ships with several tools that assist in profile creation. It does
not require you to do any programming or script handling. The only task that is
required of the administrator is to determine a policy of strictest access and execute
permissions for each application that needs to be hardened.

Updates or modifications to the application profiles are only required if the software
configuration or the desired range of activities changes. AppArmor offers intuitive
tools to handle profile updates and modifications.

You are ready to build AppArmor profiles after you select the programs to profile.
To do so, it is important to understand the components and syntax of profiles.
AppArmor profiles contain several building blocks that help build simple and
reusable profile code:

#include Files
#include statements are used to pull in parts of other AppArmor profiles to
simplify the structure of new profiles.

Abstractions
Abstractions are #include statements grouped by common application tasks.

Program Chunks

Program chunks are #include statements that contain chunks of profiles that
are specific to program suites.
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Capability Entries
Capability entries are profile entries for any of the POSIX.1e Linux capabilities
allowing a fine-grained control over what a confined process is allowed to do
through system calls that require privileges.

Network Access Control Entries
Network Access Control Entries mediate network access based on the address
type and family.

Local Variable Definitions
Local variables define shortcuts for paths.

File Access Control Entries
File Access Control Entries specify the set of files an application can access.

rlimit Entries
rlimit entries set and control an application's resource limits.

For help determining the programs to profile, refer to Pazmen 18.2, «Determining
Programs to Immunize» (ctp. 228). To start building AppArmor profiles with YaST,
proceed to I'naBa 21, Building and Managing Profiles with YaST (ctp. 259). To
build profiles using the AppArmor command line interface, proceed to ['naBa 22,
Building Profiles from the Command Line (ctp. 279).

19.1 Breaking a AppArmor Profile
into Its Parts

The easiest way of explaining what a profile consists of and how to create one is to
show the details of a sample profile, in this case for a hypothetical application called
/usr/bin/foo:

#include <tunables/global>@

# a comment naming the application to confine
/usr/bin/foo®

{©

#include <abstractions/base>@

capability setgide,
network inet tcp@,

link /etc/sysconfig/foo -> /etc/foo.conf,@
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00

(o~

/bin/mount ux,

/dev/{,u}@random r,
/etc/1ld.so.cache r,
/etc/foo/* r,
/1lib/1d-*.so* mr,
/1lib/lib*.so* mr,
/proc/[0-9]** r,
/usr/lib/** mr,
/tmp/e r,
/tmp/foo.pid wr,
/tmp/foo.* lrw,
/e{uoME}®/ . foo_file  rw,
/Q@{HOME}/.foo_lock kw,
owner® /shared/foo/** rw,
/usr/bin/foobar cx,@
/bin/** px —> bin_generic,@

# a comment about foo's local (children)profile for

profile /usr/bin/foobar® {

/bin/bash rmix,
/bin/cat rmix,
/bin/more rmix,
/var/log/foobar* rwl,
/etc/foobar r,

}

# foo's hat, bar.

*bar® {
/1lib/1d-*.so* mr,
/usr/bin/bar pPx,
/var/spool/* rwl,

}

This loads a file containing variable definitions.
The normalized path to the program that is confined.

/usr/bin/foobar.

The curly braces ({ }) serve as a container for include statements, subprofiles,

path entries, capability entries, and network entries.

This directive pulls in components of AppArmor profiles to simplify profiles.
Capability entry statements enable each of the 29 POSIX.1e draft capabilities.
A directive determining the kind of network access allowed to the application.
For details, refer to Pazmen 19.5, «Network Access Control» (cTp. 243).

A link pair rule specifying the source and the target of a
nen 19.7.6, «Link Pair» (ctp. 248) for more information.

link. See Pa3-

The curly braces ({ }) make this rule apply to the path both with and without

the content enclosed by the braces.
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© A path entry specifying what areas of the file system the program can access.
The first part of a path entry specifies the absolute path of a file (including
regular expression globbing) and the second part indicates permissible access
modes (for example r for read, w for write, and x for execute). A whitespace of
any kind (spaces or tabs) can precede pathnames or separate the pathname from
the access modes. Spaces between the access mode and the trailing comma are
optional. Find a comprehensive overview of the available access modes in Pa3-
nen 19.7, «File Permission Access Modes» (ctp. 246).

®  This variable expands to a value that can be changed without changing the
entire profile.

® An owner conditional rule, granting read and write permission on files owned
by the user. Refer to Pazmen 19.7.7, «Owner Conditional Rules» (ctp. 248)
for more information.

@  This entry defines a transition to the local profile /usr/bin/foobar. Find
a comprehensive overview of the available execute modes in Pazgen 19.8,
«Execute Modes» (ctp. 249).

® A named profile transition to the profile bin_generic located in the global
scope. See Pazmen 19.8.7, «Named Profile Transitions» (ctp. 252) for details.

®  The local profile /usr/bin/foobar is defined in this section.

®  This section references a «hat» subprofile of the application. For more details
on AppArmor's ChangeHat feature, refer to ['naBa 23, Profiling Your Web
Applications Using ChangeHat (ctp. 305).

When a profile is created for a program, the program can access only the files,
modes, and POSIX capabilities specified in the profile. These restrictions are in
addition to the native Linux access controls.

Example: To gain the capability CAP_ CHOWN, the program must have both access
to CAP_CHOWN under conventional Linux access controls (typically, be a root-
owned process) and have the capability chown in its profile. Similarly, to be able

to write to the file / foo/bar the program must have both the correct user ID and
mode bits set in the files attributes (see the chmod and chown man pages) and have
/foo/bar win its profile.

Attempts to violate AppArmor rules are recorded in /var/log/audit/
audit.logif the audit package is installed or otherwise in /var/log/
messages. In many cases, AppArmor rules prevent an attack from working
because necessary files are not accessible and, in all cases, AppArmor confinement
restricts the damage that the attacker can do to the set of files permitted by
AppArmor.
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19.2 Profile Types

AppArmor knows four different types of profiles: standard profiles, unattached
profiles, local profiles and hats. Standard and unattached profiles are stand-alone
profiles, each stored in a file under /et c/apparmor.d/. Local profiles and hats
are children profiles embedded inside of a parent profile used to provide tighter or
alternate confinement for a subtask of an application.

19.2.1 Standard Profiles

The default AppArmor profile is attached to a program by its name, so a profile name
must match the path to the application it is to confine.

/usr/bin/foo {

}

This profile will be automatically used whenever an unconfined process executes /
usr/bin/foo.

19.2.2 Unattached Profiles

Unattached profiles do not reside in the file system namespace and therefore are
not automatically attached to an application. The name of an unattached profile is
preceded by the keyword profile. You can freely choose a profile name, except
for the following limitations: the name must not begin with a : or . character. If it
contains a whitespace, it must be quoted. If the name begins with a /, the profile is
considered to be a standard profile, so the following two profiles are identical:

profile /usr/bin/foo {

}
/usr/bin/foo {

}
Unattached profiles are never used automatically, nor can they be transitioned to
through a px rule. They need to be attached to a program by either using a named

profile transition (see Pazaen 19.8.7, «Named Profile Transitions» (ctp. 252)) or
with the change_profile rule (see Pazmen 19.2.5, «Change rules» (ctp. 240)).
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Unattached profiles are useful for specialized profiles for system utilities that
generally should not be confined by a system wide profile (for example, /bin/
bash). They can also be used to set up roles or to confine a user.

19.2.3 Local Profiles

Local profiles provide a convenient way to provide specialized confinement for
utility programs launched by a confined application. They are specified just like
standard profiles except they are embedded in a parent profile and begin with the
profile keyword:

/parent/profile {
profile local/profile {

}
s

To transition to a local profile, either use a cx rule (see Pazgen 19.8.2, «Discrete
Local Profile Execute Mode (cx)» (ctp. 250)) or a named profile transition (see
Paznen 19.8.7, «Named Profile Transitions» (ctp. 252)).

19.2.4 Hats

AppArmor "hats" are a local profiles with some additional restrictions and an
implicit rule allowing for change_hat to be used to transition to them. Refer to
I'naBa 23, Profiling Your Web Applications Using ChangeHat (ctp. 305) for a
detailed description.

19.2.5 Change rules

AppArmor provides change_hat and change_profile rules that control
domain transitioning. change_hat are specified by defining hats in a profile,
while change_profile rules refer to another profile and start with the keyword
change_profile:

change_profile /usr/bin/foobar,

Both change_hat and change_profile provide for an application
directed profile transition, without having to launch a separate application.
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change_profile provides a generic one way transition between any of the
loaded profiles. change_hat provides for a returnable parent child transition
where an application can switch from the parent profile to the hat profile and if it
provides the correct secret key return to the parent profile at a later time.

change_profile is best used in situations where an application goes through

a trusted setup phase and then can lower its privilege level. Any resources mapped
or opened during the start-up phase may still be accessible after the profile change,
but the new profile will restrict the opening of new resources, and will even limit
some of the resources opened before the switch. Specifically, memory resources will
still be available while capability and file resources (as long as they are not memory
mapped) can be limited.

change_hat is best used in situations where an application runs a virtual machine
or an interpreter that does not provide direct access to the applications resources
(e.g. Apache's mod_php). Since change_hat stores the return secret key in the
application's memory the phase of reduced privilege should not have direct access to
memory. It is also important that file access is properly separated, since the hat can
restrict accesses to a file handle but does not close it. If an application does buffering
and provides access to the open files with buffering, the accesses to these files may
not be seen by the kernel and hence not restricted by the new profile.

BHUMAHME: Safety of Domain Transitions

The change_hat and change_profile domain transitions are less
secure than a domain transition done through an exec because they do
not affect a processes memory mappings, nor do they close resources that
have already been opened.

19.3 #include Statements

#include statements are directives that pull in components of other AppArmor
profiles to simplify profiles. Include files retrieve access permissions for programs.
By using an include, you can give the program access to directory paths or files that
are also required by other programs. Using includes can reduce the size of a profile.

By default, AppArmor adds /etc/apparmor.d to the path in the #include
statement. AppArmor expects the include files to be located in /et c/
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apparmor .d. Unlike other profile statements (but similar to C programs),
#include lines do not end with a comma.

To assist you in profiling your applications, AppArmor provides three classes of
#includes: abstractions, program chunks and tunables.

19.3.1 Abstractions

Abstractions are #includes that are grouped by common application tasks.

These tasks include access to authentication mechanisms, access to name service
routines, common graphics requirements, and system accounting. Files listed in these
abstractions are specific to the named task. Programs that require one of these files
usually require some of the other files listed in the abstraction file (depending on

the local configuration as well as the specific requirements of the program). Find
abstractions in /etc/apparmor.d/abstractions.

19.3.2 Program Chunks

The program-chunks directory (/etc/apparmor.d/program—chunks)
contains some chunks of profiles that are specific to program suites and not generally
useful outside of the suite, thus are never suggested for use in profiles by the profile
wizards (aa-logprof and aa-genprof). Currently, program chunks are only available
for the postfix program suite.

19.3.3 Tunables

The tunables directory (/etc/apparmor.d/tunables) contains global variable
definitions. When used in a profile, these variables expand to a value that can be
changed without changing the entire profile. Add all the tunables definitions that
should be available to every profile to /etc/apparmor.d/tunables/global.

19.4 Capability Entries (POSIX.1e)

Capability statements are simply the word capability followed by the name of
the POSIX.1e capability as defined in the capabilities (7) man page.
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19.5 Network Access Control

AppArmor allows mediation of network access based on the address type and family.
The following illustrates the network access rule syntax:

network [[<domain>o] [<type9>] [<protocole>]]

©  Supported domains: inet, ax25, ipx, appletalk, netrom, bridge,
x25,inet6, rose, netbeui, security, key, packet, ash, econet,
atmsve, sna, irda, pppox, wanpipe, bluetooth

®  Supported types: stream, dgram, segpacket, rdm, raw, packet

®  Supported protocols: tcp, udp, icmp

The AppArmor tools support only family and type specification. The AppArmor
module emits only network domain type in «access denied» messages. And
only these are output by the profile generation tools, both YaST and command line.

The following examples illustrate possible network-related rules to be used in
AppArmor profiles. Note that the syntax of the last two are not currently supported
by the AppArmor tools.

networko,

network inete,
network inet69,
network inet streamo,
network inet tcpe,
network tcpe,

O  Allow all networking. No restrictions applied with regards to domain, type, or
protocol.

Allow general use of IPv4 networking.

Allow general use of IPv6 networking.

Allow the use of IPv4 TCP networking.

Allow the use of IPv4 TCP networking, paraphrasing the rule above.

Allow the use of both IPv4 and IPv6 TCP networking.

0000

19.6 Paths and Globbing

AppArmor explicitly distinguishes directory path names from file path names. Use a
trailing / for any directory path that needs to be explicitly distinguished:
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/some/random/example/* r
Allow read access to files in the /some/random/example directory.

/some/random/example/ r
Allow read access to the directory only.

/some/**/ r
Give read access to any directories below /some.

/some/random/example/** r
Give read access to files and directories under /some/random/example.

/some/random/example/**[*~/] r
Give read access to files under /some/random/example. Explicitly exclude
directories ([~/]).

Globbing (or regular expression matching) is when you modify the directory path
using wild cards to include a group of files or subdirectories. File resources can be
specified with a globbing syntax similar to that used by popular shells, such as csh,
Bash, and zsh.

* Substitutes for any number of any
characters, except /.

Example: An arbitrary number of file
path elements.

*x Substitutes for any number of
characters, including /.

Example: An arbitrary number of
path elements, including entire
directories.

? Substitutes for any single character,
except /.

[abc] Substitutes for the single character a,
b, or c.

Example: a rule that matches /
home [01]/*/.plan allows a
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program to access .plan files for
users in both /home0 and /homel.

[a—c]

Substitutes for the single character a,
b, or c.

{ab, cd}

Expands to one rule to match ab and
one rule to match cd.

Example: a rule that matches /
{usr,www}/pages/** grants
access to Web pages in both /usr/
pages and /www/pages.

Substitutes for any character except
a.

19.6.1 Using Variables in Profiles

@{CHROOT_BASE}=/tmp/foo
/sbin/syslog-ng {

# chrooted applications
@{CHROOT_BASE}/var/lib/*/dev/log w,
@{CHROOT_BASE}/var/log/** w,

AppArmor allows to use variables holding paths in profiles. Use global variables to
make your profiles portable and local variables to create shortcuts for paths.

A typical example of when global variables come in handy are network scenarios in
which user home directories are mounted in different locations. Instead of rewriting
paths to home directories in all affected profiles, you only need to change the

value of a variable. Global variables are defined under /etc/apparmor.d/
tunables and have to be made available via an #1include statement. Find the
variable definitions for this use case (@ { HOME } and @ { HOMEDIRS}) in the /etc/
apparmor.d/tunables/home file.

Local variables are defined at the head of a profile. This is useful to provide the base
of for a chrooted path, for example:
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3AMEYAHMUE

With the current AppArmor tools, variables can only be used when
manually editing and maintaining a profile.

19.6.2 Alias rules

Alias rules provide an alternative way to manipulate profile path mappings to site
specific layouts. They are an alternative form of path rewriting to using variables,
and are done post variable resolution:

alias /home/ -> /mnt/users/

3AMEYAHMUE

With the current AppArmor tools, alias rules can only be used
when manually editing and maintaining a profile. Whats more, they
are deactivated by disabled. Enable alias rules by editing /etc/
apparmor.d/tunables/alias

19.7 File Permission Access Modes

File permission access modes consist of combinations of the following modes:

r Read mode

w Write mode (mutually exclusive to a)

a Append mode (mutually exclusive to
w)

k File locking mode

1 Link mode

link file —-> target Link pair rule (cannot be combined
with other access modes)
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19.7.1 Read Mode (r)

Allows the program to have read access to the resource. Read access is required for
shell scripts and other interpreted content and determines if an executing process can
core dump.

19.7.2 Write Mode (w)

Allows the program to have write access to the resource. Files must have this
permission if they are to be unlinked (removed).

19.7.3 Append Mode (a)

Allows a program to write to the end of a file. In contrast to the w mode, the append
mode does not include the ability to overwrite data, to rename, or to remove a file.
The append permission is typically used with applications who need to be able to
write to log files, but which should not be able to manipulate any existing data in
the log files. As the append permission is just a subset of the permissions associated
with the write mode, the w and a permission flags cannot be used together and are
mutually exclusive.

19.7.4 File Locking Mode (k)

The application can take file locks. Former versions of AppArmor allowed files

to be locked if an application had access to them. By using a separate file locking
mode, AppArmor makes sure locking is restricted only to those files which need
file locking and tightens security as locking can be used in several denial of service
attack scenarios.

19.7.5 Link Mode (1)

The link mode mediates access to hard links. When a link is created, the target file
must have the same access permissions as the link created (with the exception that
the destination does not need link access).
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19.7.6 Link Pair

The link mode grants permission to create links to arbitrary files, provided the link
has a subset of the permissions granted by the target (subset permission test). By
specifying origin and destination, the link pair rule provides greater control over
how hard links are created. Link pair rules by default do not enforce the link subset
permission test that the standard rules link permission requires. To force the rule to
require the test the subset keyword is used. The following rules are equivalent:

/link 1,
link subset /link -> /**,

3AMEYAHUE

Currently link pair rules are not supported by YaST and the command line
tools. Manually edit your profiles to use them. Updating such profiles using
the tools is safe, because the link pair entries will not be touched.

19.7.7 Owner Conditional Rules

The file rules can be extended so that they can be conditional upon the the user
being the owner of the file (the fsuid has to match the file's uid). For this purpose the
owner keyword is prepended to the rule. Owner conditional rules accumulate just as
regular file rules.

owner /home/*/** rw

When using file ownership conditions with link rules the ownership test is done
against the target file so the user must own the file to be able to link to it.

3AMEYAHME: Precedence of Regular File Rules

Owner conditional rules are considered a subset of regular file rules. If a
regular file rule overlaps with an owner conditional file rule, the resultant
permissions will be that of the regular file rule.

19.7.8 Deny Rules

Deny rules can be used to annotate or quiet known rejects. The profile generating
tools will not ask about a known reject treated with a deny rule. Such a reject will
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also not show up in the audit logs when denied, keeping the log files lean. If this is
not desired, prepend the deny entry with the keyword audit.

It is also possible to use deny rules in combination with allow rules. This allows you
to specify a broad allow rule, and then subtract a few known files that should not be
allowed. Deny rules can also be combined with owner rules, to deny files owned by
the user. The following example allows read/write access to everything in a users
directory except write access to the .ssh/ files:

deny /home/*/.ssh/** w,
/home/*/** rw,

The extensive use of deny rules is generally not encouraged, because it makes it
much harder to understand what a profile does. However a judicious use of deny
rules can simplify profiles. Therefore the tools only generate profiles denying
specific files and will not make use of globbing in deny rules. Manually edit your
profiles to add deny rules using globbing. Updating such profiles using the tools is
safe, because the deny entries will not be touched.

19.8 Execute Modes

Execute modes, also named profile transitions, consist of the following modes:

px Discrete profile execute mode

cx Discrete local profile execute mode

ux Unconstrained execute mode

ix Inherit execute mode

m Allow PROT_EXEC with mmap (2)
calls

19.8.1 Discrete Profile Execute Mode (px)

This mode requires that a discrete security profile is defined for a resource executed
at an AppArmor domain transition. If there is no profile defined, the access is denied.
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BHUMAHME: Using the Discrete Profile Execute Mode

px does not scrub the environment of variables such as L.D_PRELOAD. As
a result, the calling domain may have an undue amount of influence over
the called item.

Incompatible with Ux, ux, Px, and ix.

19.8.2 Discrete Local Profile Execute
Mode (cx)

As px, but instead of searching the global profile set, cx only searches the
local profiles of the current profile. This profile transition provides a way for an
application to have alternate profiles for helper applications.

3AMEYAHMUE: Limitations of the Discrete Local Profile Execute Mode
(cx)

Currently, cx transitions are limited to top level profiles and can not be used
in hats and children profiles. This restriction will be removed in the future.

Incompatible with Ux, ux, Px, px, Cx, and ix.

19.8.3 Unconstrained Execute Mode (ux)

Allows the program to execute the resource without any AppArmor profile applied
to the executed resource. This mode is useful when a confined program needs to be
able to perform a privileged operation, such as rebooting the machine. By placing the
privileged section in another executable and granting unconstrained execution rights,
it is possible to bypass the mandatory constraints imposed on all confined processes.
For more information about what is constrained, see the apparmor (7) man page.

BHUMAHME: Using Unconstrained Execute Mode (ux)

Use ux only in very special cases. It enables the designated child
processes to be run without any AppArmor protection. ux does not scrub
the environment of variables such as LD_PRELOAD. As a result, the
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calling domain may have an undue amount of influence over the called
resource. Use this mode only if the child absolutely must be run unconfined
and LD_PRELOAD must be used. Any profile using this mode provides
negligible security. Use at your own risk.

This mode is incompatible with Ux, px, Px, and ix.

19.8.4 Clean Exec modes

The clean exec modes allow the named program to run in px, cx and ux mode,
but AppArmor invokes the Linux kernel's unsafe_exec routines to scrub the
environment, similar to setuid programs. The clean exec modes are specified with
an uppercase letter: Px, Cx and Ux. See the man page of 1d. so (8) for some
information about setuid and setgid environment scrubbing.

19.8.5 Inherit Execute Mode (ix)

ix prevents the normal AppArmor domain transition on execve (2) when the
profiled program executes the named program. Instead, the executed resource
inherits the current profile.

This mode is useful when a confined program needs to call another confined program
without gaining the permissions of the target's profile or losing the permissions of the
current profile. There is no version to scrub the environment because i x executions
do not change privileges.

Incompatible with cx, ux, and px. Implies m.

19.8.6 Allow Executable Mapping (m)

This mode allows a file to be mapped into memory using mmap (2)'s PROT_EXEC
flag. This flag marks the pages executable. It is used on some architectures to provide
non executable data pages, which can complicate exploit attempts. AppArmor

uses this mode to limit which files a well-behaved program (or all programs on
architectures that enforce non executable memory access controls) may use as
libraries, to limit the effect of invalid —L flags given to 1d (1) and LD_PRELOAD,
LD_LIBRARY_PATH, givento 1d.so (8).
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19.8.7 Named Profile Transitions

By default, the px and cx (and their clean exec variants, too) transition to a profile
who's name matches the executable name. With named profile transitions, you can
specify a profile to be transitioned to. This is useful if multiple binaries need to
share a single profile, or if they need to use a different profile than their name would
specify. Named profile transitions can be used in conjunction with cx, Cx, px and
Px. Currently there is a limit of twelve named profile transitions per profile.

Named profile transitions use —> to indicate the name of the profile that needs to be
transitioned to:

/usr/bin/foo
{
/bin/** px —> shared_profile,

/usr/*bash cx -> local_profile,

profile local_profile

{

}

3AMEYAHME: Difference Between Normal and Named Transitions

When used with globbing, normal transitions provide a «one to many»
relationship—/bin/** px will transition to /bin/ping, /bin/cat, etc,
depending on the program being run.

Named transitions provide a «<many to one» relationship—all programs
that match the rule regardless of their name will transition to the specified
profile.

Named profile transitions show up in the log as having the mode Nx. The
name of the profile to be changed to is listed in the name? field.

19.8.8 Inheritance Fallback for Profile
Transitions

The px and cx transitions specify a hard dependency (if the specified profile does
not exist, the exec will fail). With the inheritance fallback, the execution will succeed
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but inherit the current profile. To specify inheritance fallback, ix is combined with
cx, Cx, px and Px into the modes cix, Cix, pix and Pix. The fallback modes
can be used with named profile transitions, too.

19.8.9 Variable Settings in Execution
Modes

When choosing one of the Px, Cx or Ux execution modes, take into account that the
following environment variables are removed from the environment before the child
process inherits it. As a consequence, applications or processes relying on any of
these variables do not work anymore if the profile applied to them carries Px, Cx or
Ux flags:

* GCONV_PATH

* GETCONF_DIR

* HOSTALIASES

e LD_AUDIT

* LD_DEBUG

e LD_DEBUG_OUTPUT
e LD_DYNAMIC_WEAK
e LD_LIBRARY_PATH
e LD_ORIGIN_PATH
e LD_PRELOAD

e LD_PROFILE

* LD_SHOW_AUXV

e LD_USE_LOAD_BIAS
* LOCALDOMAIN

e LOCPATH
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¢ MALLOC_TRACE

e NLSPATH

e RESOLV_HOST_CONF
e RES_OPTIONS

e TMPDIR

e TZDIR

19.9 Resource Limit Control

AppArmor provides the ability to set and control an application's resource limits
(rlimits, also known as ulimits). By default AppArmor does not control applications
rlimits, and it will only control those limits specified in the confining profile. For
more information about resource limits, refer to the setrlimit (2),ulimit (1),
orulimit (3) man pages.

AppArmor leverages the system's rlimits and as such does not provide an additional
auditing that would normally occur. It also cannot raise rlimits set by the system,
AppArmor rlimits can only reduce an application's current resource limits.

The values will be inherited by the children of a process and will remain even if a
new profile is transitioned to or the application becomes unconfined. So when an
application transitions to a new profile, that profile has the ability to further reduce
the applications rlimits.

AppArmor's rlimit rules will also provide mediation of setting an application's hard
limits, should it try to raise them. The application will not be able to raise its hard
limits any further than specified in the profile. The mediation of raising hard limits
is not inherited as the set value is, so that once the application transitions to a new
profile it is free to raise its limits as specified in the profile.

AppArmor's rlimit control does not affect an application's soft limits beyond ensuring
that they are less than or equal to the application's hard limits.

AppArmor's hard limit rules have the general form of:

set rlimit resource <= value,
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where resource and value are to be replaced with the following values:

cpu
currently not supported

fsize, data, stack, core, rss, as, memlock, msgqueue
a number in bytes, or a number with a suffix where the suffix can be K
(kilobytes), M (megabytes), G (gigabytes), for example

rlimit data <= 100M,

fsize,nofile,locks,sigpending,nproc*,rtprio
a number greater or equal to 0

nice
a value between -20 and 19

“The nproc rlimit is handled different than all the other rlimits. Instead of indicating
the standard process rlimit it controls the maximum number of processes that can be
running under the profile at any given time. Once the limit is exceeded the creation
of new processes under the profile will fail until the number of currently running
processes is reduced.

3AMEYAHUE

Currently the tools can not be used to add rlimit rules to profiles. The only
way to add rlimit controls to a profile is to manually edit the profile with

a text editor. The tools will still work with profiles containing rlimit rules
and will not remove them, so it is safe to use the tools to update profiles
containing them.

19.10 Auditing Rules

AppArmor provides the ability to audit given rules so that when they are matched an
audit message will appear in the audit log. To enable audit messages for a given rule,
the audit keyword is prepended to the rule:

audit /etc/foo/* rw,

If it is desirable to audit only a given permission the rule can be split into two rules.
The following example will result in audit messages when files are opened for
writing, but not when they are opened for just reading:

Profile Components and Syntax

255



audit /etc/foo/* w,
/etc/foo/* r,

3AMEYAHUE

Audit messages are not generated for every read or write of a file but only
when a file is opened for read or write.

Audit control can be combined with owner conditional file rules to provide auditing
when users access files they own (at the moment it is not possible to audit files they
don't own):

audit owner /home/*/.ssh/** rw,
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AppArmor Profile
Repositories

AppArmor ships a set of profiles enabled by default and created by the AppArmor
developers, and kept under the /etc/apparmor . d. In addition to these profiles,
ships profiles for individual applications together with the relevant application.
These profiles are not enabled by default, and reside under another directory than the
standard AppArmor profiles, /etc/apparmor/profiles/extras.

20.1 Using the Local Repository

The AppArmor tools (YaST and aa-genprof and aa-logprof) support the use of a
local repository. Whenever you start to create a new profile from scratch, and there
already is one inactive profile in your local repository, you are asked whether you
would like to use the existing inactive one from /etc/apparmor/profiles/
extras and whether you want to base your efforts on it. If you decide to use this
profile, it gets copied over to the directory of profiles enabled by default (/etc/
apparmor .d) and loaded whenever AppArmor is started. Any further further
adjustments will be done to the active profile under /etc/apparmor.d.
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Building and Managing
Profiles with YaST

YaST provides an easy way to build profiles and manage AppArmor®. It provides
two interfaces: a graphical one and a text-based one. The text-based interface
consumes less resources and bandwidth, making it a better choice for remote
administration, or for times when a local graphical environment is inconvenient.
Although the interfaces have differing appearances, they offer the same functionality
in similar ways. Another alternative is to use AppArmor commands, which can
control AppArmor from a terminal window or through remote connections. The
command line tools are described in I'naBa 22, Building Profiles from the Command
Line (ctp. 279).

Start YaST from the main menu and enter your root password when prompted for

it. Alternatively, start YaST by opening a terminal window, logging in as root, and
entering yast 2 for the graphical mode or yast for the text-based mode.
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PucyHok 21.1 YaST Controls for AppArmor

Filter
Groups

Hardware

Miscellanzous

Netwark Devices

Security and Users

Netwark Services

Novell AppArmor 5 Firewall 4D Local Securiy { suto
Security and Users
4 User and Group
Saftware ¥ Management
System Software
Virtualization
Other a Add-On Products O Media Check &, Online Update

& ggﬂz;u“,gﬁjf 5 Packags Search (webpin) &, Softwars Management

-~

", Software Repositories

The right frame shows the AppArmor options:

Add Profile Wizard
For detailed steps, refer to Pazgen 21.1, «Adding a Profile Using the
Wizard» (ctp. 261).

Manually Add Profile
Add a AppArmor profile for an application on your system without the help
of the wizard. For detailed steps, refer to Pazaen 21.2, «Manually Adding a
Profile» (cTp. 268).

Edit Profile
Edits an existing AppArmor profile on your system. For detailed steps, refer to
Pasnen 21.3, «Editing Profiles» (ctp. 269).

Delete Profile
Deletes an existing AppArmor profile from your system. For detailed steps, refer
to Pa3pnen 21.4, «Deleting a Profile» (ctp. 274).

Update Profile Wizard
For detailed steps, refer to Pazuen 21.5, «Updating Profiles from Log
Entries» (ctp. 275).

AppArmor Control Panel
For detailed steps, refer to Pazgen 21.6, «Managing AppArmonr» (ctp. 275).
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21.1 Adding a Profile Using the
Wizard

Add Profile Wizard is designed to set up AppArmor profiles using the AppArmor
profiling tools, aa-genprof (generate profile) and aa-logprof (update profiles from
learning mode log file). For more information about these tools, refer to Pasz-

gen 22.6.3, «Summary of Profiling Tools» (cTp. 286).

1 Stop the application before profiling it to ensure that application start-up is
included in the profile. To do this, make sure that the application or daemon is
not running.

For example, enter rcPROGRAM stop (or /etc/init.d/PROGRAM
stop) in a terminal window while logged in as root, replacing PROGRAM
with the name of the program to profile.

2 Start YaST and select AppArmor > Add Profile Wizard.

This wizard will help you create a new AppArmaor security
profile for an application, or you can use it to enhance
an existing profile by allowing Apparmor to learn new
application behavior,

Please enter the application name for which you would like
to create a profile, or select Browse to find the

application on your system.

Application to Profile:

[

Browse

Create Abort

3 Enter the name of the application or browse to the location of the program.

4 Click Create. This runs an AppArmor tool named aa-autodep, which performs
a static analysis of the program to profile and loads an approximate profile into
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the AppArmor module. For more information about aa-autodep, refer to Pa3-
nein 22.6.3.1, «aa-autodep—Creating Approximate Profiles» (ctp. 286).

Depending on whether the profile you are about to create already exists
either in the local profile repository (see Pazaen 20.1, «Using the Local
Repository» (ctp. 257)) or in the external profile repository (see I'naBa 20,
AppArmor Profile Repositories (ctp. 257)) or whether it does not exist yet,
proceed with one of the following options:

* Determine whether you want to use or fine-tune an already existing profile
from your local profile repository, as outlined in Illar 5 (ctp. 262).

* Determine whether you want to use or fine-tune an already existing profile
from the external profile repository, as outlined in Ilar 6 (ctp. 262).

* Create the profile from scratch and proceed with Illar 7 (ctp. 263) and
beyond.

5 If the profile already exists in the local profile repository under /etc/
apparmor/profiles/extra, YaST informs you that there is an inactive
profile which you can either use as a base for your own efforts or which you
can just accept as is.

Alternatively, you can choose not to use the local version at all and
start creating the profile from scratch. In any case, proceed with Illar
7 (cTp. 263).

6 If the profile already exists in the external profile repository and this is the first
time you tried to create a profile that already exists in the repository, configure
your access to the server and determine how to use it:

6a Determine whether you want to enable access to the external repository
or postpone this decision. In case you have selected Enable Repository,
determine the access mode (download/upload) in a next step. In case
you want to postpone the decision, select Ask Me Later and proceed
directly to Ilar 7 (ctp. 263).

6b Provide username and password for your account on the profile
repository server and register at the server.

6¢ Select the profile to use and proceed to Illar 7 (ctp. 263).
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7 Run the application to profile.

8 Perform as many of the application functions as possible, so that learning
mode can log the files and directories to which the program requires access to
function properly. Be sure to include restarting and stopping the program in the
exercised functions. AppArmor needs to handle these events, as well as any
other program function.

9 Click Scan system log for AppArmor events to parse the learning mode log
files. This generates a series of questions that you must answer to guide the
wizard in generating the security profile.

If requests to add hats appear, proceed to I'naBa 23, Profiling Your Web
Applications Using ChangeHat (ctp. 305).

The questions fall into two categories:

* A resource is requested by a profiled program that is not in the profile (see
Pucynok 21.2, «Learning Mode Exception: Controlling Access to Specific
Resources» (cTp. 264)). Allow or deny access to a specific resource.

* A program is executed by the profiled program and the security domain
transition has not been defined (see Pucynok 21.3, «Learning Mode
Exception: Defining Execute Permissions for an Entry» (ctp. 265)).
Define execute permissions for an entry.

Each of these cases results in a series of questions that you must answer to add
the resource to the profile or to add the program to the profile. For an example
of each case, see Pucynok 21.2, «Learning Mode Exception: Controlling
Access to Specific Resources» (ctp. 264) and Pucynok 21.3, «Learning

Mode Exception: Defining Execute Permissions for an Entry» (ctp. 265).
Subsequent steps describe your options in answering these questions.

3AMEYAHME: Varying Processing Options

Depending on the type of entry processed, the available options vary.
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PucyHok 21.2 Learning Mode Exception: Controlling Access to Specific
Resources

AppArmor Profile Dialogue

This wizard presents entries generated by the AppArmor access control module. more

Deny| |glob| |GlobwiEst
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PucyHok 21.3 Learning Mode Exception: Defining Execute Permissions for
an Entry

¢ AppArmor Profile Dialogue

W This wizard presents entries generated by the AppArmor access control module. more

Profile jusr/sbinfhttpdz-prefork”null-34
Path /srvpwwwihtdocs/cgi-binjtest-cgi
Mode r

Severity 4

#include <abstractions/web-data>

0 Jsrvjwwwihtdocs/egi-binjtest-cgi

|Allow| Deny Glob Glob w/Ext 4 Edit Oopts

Help O abort Finish

10 The Add Profile Wizard begins suggesting directory path entries that have
been accessed by the application profiled (as seen in Pucynok 21.2, «Learning
Mode Exception: Controlling Access to Specific Resources» (ctp. 264))
or requires you to define execute permissions for entries (as seen in Pucy-
HOK 21.3, «Learning Mode Exception: Defining Execute Permissions for an
Entry» (cTp. 265)).

* For Pucynok 21.2: Learning Mode Exception: Controlling Access to Specific
Resources: Select the option that satisfies the request for access, which could
be a suggested include, a particular globbed version of the path, or the actual
pathname. Depending on the situation, these options are available:

#include
The section of a AppArmor profile that refers to an include file. Include
files give access permissions for programs. By using an include, you can
give the program access to directory paths or files that are also required
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by other programs. Using includes can reduce the size of a profile. It is
good practice to select includes when suggested.

Globbed Version
Accessed by clicking Glob. For information about globbing syntax, refer
to Pazpnen 19.6, «Paths and Globbing» (ctp. 243).

Actual Pathname
Literal path that the program needs to access to run properly.

After selecting a directory path, process it as an entry to the AppArmor
profile by clicking Allow or Deny. If you are not satisfied with the directory
path entry as it is displayed, you can also Glob or Edit it.

The following options are available to process the learning mode entries and
build the profile:

Allow
Grant the program access to the specified directory path entries.
The Add Profile Wizard suggests file permission access. For more
information about this, refer to Pazgen 19.7, «File Permission Access
Modes» (cTp. 246).

Deny
Click Deny to prevent the program from accessing the specified paths.

Glob
Clicking this modifies the directory path (using wild cards) to include
all files in the suggested directory. Double-clicking it grants access
to all files and subdirectories beneath the one shown. For more
information about globbing syntax, refer to Paznen 19.6, «Paths and
Globbing» (ctp. 243).

Glob w/Ext
Modify the original directory path while retaining the filename
extension. A single click causes /etc/apache2/file.ext to
become /etc/apache2/*.ext, adding the wild card (asterisk)
in place of the filename. This allows the program to access all files in
the suggested directories that end with the . ext extension. When you
double-click it, access is granted to all files with the particular extension
and subdirectories beneath the one shown.
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Edit
Edit the highlighted line. The new edited line appears at the bottom of
the list.

Abort
Abort aa-logprof, losing all rule changes entered so far and leaving all
profiles unmodified.

Finish
Close aa-logprof, saving all rule changes entered so far and modifying

all profiles.

Click Allow or Deny for each learning mode entry. These help build the
AppArmor profile.

3AMEYAHUE

The number of learning mode entries corresponds to the complexity
of the application.

For Pucynok 21.3: Learning Mode Exception: Defining Execute Permissions
for an Entry: From the following options, select the one that satisfies the
request for access. For detailed information about the options available, refer
to Pazgen 19.7, «File Permission Access Modes» (ctp. 246).

Inherit
Stay in the same security profile (parent's profile).

Profile
Require a separate profile to exist for the executed program. When
selecting this option, also select whether AppArmor should sanitize the
environment when switching profiles by removing certain environment
variables that can modify the execution behavior of the child process.
Unless these variables are absolutely required to properly execute the
child process, always choose the more secure, sanitized option.

Unconfined
Execute the program without a security profile. When prompted, have
AppArmor sanitize the environment to avoid adding security risks by
inheriting certain environmental variables from the parent process.
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BHUMAHME: Risks of Running Unconfined

Unless absolutely necessary, do not run unconfined. Choosing
the Unconfined option executes the new program without any
protection from AppArmor.

Deny
Click Deny to prevent the program from accessing the specified paths.

Abort
Abort aa-logprof, losing all rule changes entered so far, and leaving all
profiles unmodified.

Finish
Close aa-logprof, saving all rule changes entered so far, and modifying
all profiles.

11 Repeat the previous steps if you need to execute more functionality of the
application.

When you are done, click Finish. Choose to apply your changes to the local
profile set. If you have previously chosen to upload your profile to the external
profile repository, provide a brief change log entry describing your work and
upload the profile. If you had postponed the decision on whether to upload the
profile or not, YaST asks you again and you can create an account the upload
the profile now or not upload it at all.

As soon as you exit the Profile Creation Wizard, the profile is saved both
locally and on the repository server, if you have chosen to upload it. The profile
is then loaded into the AppArmor module.

21.2 Manually Adding a Profile

AppArmor enables you to create a AppArmor profile by manually adding entries into
the profile. Select the application for which to create a profile then add entries.

1 Start YaST and select AppArmor > Manually Add Profile.

2 Browse your system to find the application for which to create a profile.
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3 When you find the application, select it and click Open. A basic, empty profile
appears in the AppArmor Profile Dialog window.

4 In AppArmor Profile Dialog, add, edit, or delete AppArmor profile entries by
clicking the corresponding buttons and referring to Pazmen 21.3.1, «Adding an
Entry» (ctp. 271), Pazmen 21.3.2, «Editing an Entry» (ctp. 274), or Pa3z-
nein 21.3.3, «Deleting an Entry» (ctp. 274).

5 When finished, click Done.

21.3 Editing Profiles

AppArmor enables you to edit AppArmor profiles manually by adding, editing, or
deleting entries. To edit a profile, proceed as follows:

1 Start YaST and select AppArmor > Edit Profile.

7 Edit Profile - Choose profile to edit

Please make a selection from the listed profiles and press Next to edit the profile.

Profile MName:

fsbinfklogd
fshin/syslog-ng
fshinfsyslagd
jusrfshinfavahi-daemon
Jjusrjsbinfhttpd2-prefork
jusrfshinfidentd
jusrfsbin/mdnsd
Jjusrishinnscd
jusrfsbin/ntpd
Jjusrfshinftraceroute

Help @ Abort | B> bt

From the list of profiled applications, select the profile to edit.
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3 Click Next. The AppArmor Profile Dialog window displays the profile.

7 AppArmour Profile Dialogue

~Inthis form you can view and modify the contents of an individual profile. more

AppArmour profile for jusr/sbinfhttpd2-prefork

File Name Permissions

[+] *HANDLING_UNTRUSTED_INPUT
#include abstractions/base

#include abstractions/consoles
#include abstractions/kerberosclient
#include abstractions/nameservice
#include abstractions/perl

CAP_KILL

CAP_NET_BIND_SERVICE

CAP_SETGID

CAP_SETUID

CAP_SYS_TTY_CONFIG

jdevirandom

fetcfapache2f*.conf
fetcfapache2/magic
fetc/apache2/mod_perl-startup.pl
fetcfapache2jssl.crtp*.crt
fetcfapache2/ssl keyrt key
fetcfapache2{{conf,sysconfig.vhosts}.df
Ietrfanarhe?2i{ranf svsranfin vhnasts} de

R R T N R

Add Entry v Edit Entry Delete Entry

Help @abort | €@Back | | Done

4 In the AppArmor Profile Dialog window, add, edit, or delete AppArmor profile
entries by clicking the corresponding buttons and referring to Pazmen 21.3.1,
«Adding an Entry» (ctp. 271), Pazaen 21.3.2, «Editing an Entry» (ctp. 274),
or Paznen 21.3.3, «Deleting an Entry» (ctp. 274).

5 When you are finished, click Done.

6 In the pop-up that appears, click Yes to confirm your changes to the profile and
reload the AppArmor profile set.

MO OCKA3KA: Syntax Checking in AppArmor

AppArmor contains a syntax check that notifies you of any syntax errors in
profiles you are trying to process with the YaST AppArmor tools. If an error
occurs, edit the profile manually as root and reload the profile set with
rcapparmor reload.
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21.3.1 Adding an Entry

The Add Entry option can be found in Pazuen 21.2, «Manually Adding a
Profile» (ctp. 268) or Paznen 21.3, «Editing Profiles» (ctp. 269). When you
select Add Entry, a list shows the types of entries you can add to the AppArmor
profile.

From the list, select one of the following:

File
In the pop-up window, specify the absolute path of a file, including the type of
access permitted. When finished, click OK.

You can use globbing if necessary. For globbing information, refer to Pas-
nen 19.6, «Paths and Globbing» (ctp. 243). For file access permission
information, refer to Paznen 19.7, «File Permission Access Modes» (ctp. 246).

Profile Entry For fusr/sbinfhttpd2-prefork
Permissions:
Read
Enter or modify Filename: Wiite
“ ] Link I
Append
Browse Lock
MMap PROT_E

[ >

ok @ cancel

Directory
In the pop-up window, specify the absolute path of a directory, including the
type of access permitted. You can use globbing if necessary. When finished,
click OK.

For globbing information, refer to Pazuen 19.6, «Paths and Globbing» (ctp. 243).
For file access permission information, refer to Pazmen 19.7, «File Permission
Access Modes» (ctTp. 246).
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Profile Entry For fusr/sbinfhttpd2-prefork
Permissions:

[] Read

Enter or modify Filename: ] Write
“ ] [ Link
] Append
Browse [] Lock

[[] MMap PROT_K

«Jok @ cancel

Network Rule
In the pop-up window, select the appropriate network family and the
socket type. For more information, refer to Pazgen 19.5, «Network Access
Control» (ctp. 243).

Network Family:

Al vl

€9 cancel F]save

Capability
In the pop-up window, select the appropriate capabilities. These are statements
that enable each of the 32 POSIX.1e capabilities. Refer to Pazgen 19.4,
«Capability Entries (POSIX.1e)» (ctp. 242) for more information about
capabilities. When finished making your selections, click OK.
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Capabilities enabled for the profile jusr/sbin/httpd2-prefork
Capabilities: Capability Selection.

‘W CAP_CHOWN

[[] cAP_DAC_OWERRIDE
[] CAP DAC READ SEAR
[] CAP_FOWNER

[] CAP_FSETID

[] CAP_IPC_LOCK

[] CAP_IPC_OWNER

B CAP_KILL

[] cAP_LEASE

[ CAP_LINUX_IMMUTAB!
[ CAP_MKMOD

] CAP_NET_ADMIN

B CAP_NET_BIND_SERVI
[] CAP_MNET_BROADCAS
] CAP_NET RAW

B CAP_SETGID

—~an Yty

Select desired capabilities for this profile. Select a
Capability name to see information about the capability.

dok @Qancel

Include
In the pop-up window, browse to the files to use as includes. Includes
are directives that pull in components of other AppArmor profiles to
simplify profiles. For more information, refer to Paznen 19.3, «#include
Statements» (ctp. 241).

Places Name v Size Modified

@ Recently Used Saturday

oot (-] audio 1015 bytes Saturday

£ Desktop [£] authentication 1.3KB Saturday

= File System (] base 3.6KB saturday

=] bash 15KB Saturday

[£] consoles 853 bytes Saturday

(=] dbus 98 bytes  Saturday

=] fonts 1.4 KB Saturday

[£] freedesktop.org 586 bytes  Saturday

"] gnome 1.7 KB Saturday

(=] gnupg 278 bytes  Saturday

=] kde 1.5 KB saturday

(=] kerberosclient 10KB Saturday

] mdns 483 bytes  Saturday

(=] mysql 530 bytes  Saturday

] nameservice 23KB saturday

(] nis 573 bytes  Saturday

[l nvidia 220 bytes  Saturday

- —[Horbit2 93 bytes  Saturday
add Lo =] nerl 07 bvte aturdav | ¥
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Hat
In the pop-up window, specify the name of the subprofile (hat) to add to your
current profile and click Create Hat. For more information, refer to I'nasa 23,
Profiling Your Web Applications Using ChangeHat (ctp. 305).

Please enter the name of the Hat that you would like
to add to the profile jusrfshin/httpd2-prefork.

Hat name to add:

[

Create Hat Abort

21.3.2 Editing an Entry

When you select Edit Entry, the file browser pop-up window opens. From here, edit
the selected entry.

In the pop-up window, specify the absolute path of a file, including the type of access
permitted. You can use globbing if necessary. When finished, click OK.

For globbing information, refer to Pazgen 19.6, «Paths and Globbing» (ctp. 243). For
file access permission information, refer to Pazgen 19.7, «File Permission Access
Modes» (cTp. 246).

21.3.3 Deleting an Entry

To delete an entry in a given profile, select Delete Entry. AppArmor removes the
selected profile entry.

21.4 Deleting a Profile

AppArmor enables you to delete an AppArmor profile manually. Simply select the
application for which to delete a profile then delete it as follows:
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1 Start YaST and select AppArmor > Delete Profile.
2 Select the profile to delete.
3 Click Next.

4 1In the pop-up that opens, click Yes to delete the profile and reload the AppArmor
profile set.

21.5 Updating Profiles from Log
Entries

The AppArmor profile wizard uses aa-logprof, the tool that scans log files and
enables you to update profiles. aa-logprof tracks messages from the AppArmor
module that represent exceptions for all profiles running on your system. These
exceptions represent the behavior of the profiled application that is outside of the
profile definition for the program. You can add the new behavior to the relevant
profile by selecting the suggested profile entry.

1 Start YaST and select AppArmor > Update Profile Wizard.

Running Update Profile Wizard (aa-logprof) parses the learning mode log files.
This generates a series of questions that you must answer to guide aa-logprof to
generate the security profile. The exact procedure is the same as with creating a
new profile. Refer to Ilar 9 (ctp. 263) in Pazgen 21.1, «Adding a Profile Using
the Wizard» (ctp. 261) for details.

2 When you are done, click Finish. In the following pop-up, click Yes to exit the
Add Profile Wizard. The profile is saved and loaded into the AppArmor module.

21.6 Managing AppArmor

You can change the status of AppArmor by enabling or disabling it. Enabling
AppArmor protects your system from potential program exploitation. Disabling
AppArmor, even if your profiles have been set up, removes protection from your
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system. To change the status of AppArmor, start YaST and select AppArmor >
AppArmor Control Panel.

@) AppArmour Configuration

Enable AppArmor
Configure AppArmor

Configure Profile Modes

Set profile modes Configure

Help | avog | [ Back |

To change the status of AppArmor, continue as described in Paznen 21.6.1,
«Changing AppArmor Status» (ctp. 276). To change the mode of individual
profiles, continue as described in Pazgen 21.6.2, «Changing the Mode of Individual
Profiles» (ctp. 277).

21.6.1 Changing AppArmor Status

When you change the status of AppArmor, set it to enabled or disabled. When
AppArmor is enabled, it is installed, running, and enforcing the AppArmor security
policies.

1 Start YaST and select AppArmor > AppArmor Control Panel.

2 Enable AppArmor by checking Enable AppArmor or disable AppArmor by
deselecting it.

3 Click Done in the AppArmor Configuration window.

4 Click File > Quit in the YaST Control Center.
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21.6.2 Changing the Mode of Individual
Profiles

AppArmor can apply profiles in two different modes. In complain or learning
mode, violations of AppArmor profile rules, such as the profiled program accessing
files not permitted by the profile, are detected. The violations are permitted, but
also logged. This mode is convenient for developing profiles and is used by the
AppArmor tools for generating profiles. Loading a profile in enforce mode enforces
the policy defined in the profile and reports policy violation attempts to syslogd.

The Profile Modes dialog allows you to view and edit the mode of currently loaded
AppArmor profiles. This feature is useful for determining the status of your system
during profile development. During the course of systemic profiling (see Pa3-

aen 22.6.2, «Systemic Profiling» (ctp. 284)), you can use this tool to adjust and
monitor the scope of the profiles for which you are learning behavior.

To edit an application's profile mode, proceed as follows:

1 Start YaST and select AppArmor > AppArmor Control Panel.

2 1In the Configure Profile Modes section, select Configure.

3 Select the profile for which to change the mode.

4 Select Toggle Mode to set this profile to complain mode or to enforce mode.

5 Apply your settings and leave YaST with Done.

To change the mode of all profiles, use Set All to Enforce or Set All to Complain.

MOOCKA3KA: Listing the Profiles Available

By default, only active profiles are listed (any profile that has a matching

application installed on your system). To set up a profile before installing
the respective application, click Show All Profiles and select the profile to
configure from the list that appears.
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Building Profiles from the
Command Line

AppArmor® provides the user the ability to use a command line interface rather than
a graphical interface to manage and configure the system security. Track the status
of AppArmor and create, delete, or modify AppArmor profiles using the AppArmor
command line tools.

MOOCKA3KA: Background Information

Before starting to manage your profiles using the AppArmor command line
tools, check out the general introduction to AppArmor given in 'naea 18,
Immunizing Programs (cTtp. 225) and 'naBa 19, Profile Components and
Syntax (cTp. 235).

22.1 Checking the AppArmor
Module Status

An AppArmor module can be in any one of three states:

Unloaded
The AppArmor module is not loaded into the kernel.

Running

The AppArmor module is loaded into the kernel and is enforcing AppArmor
program policies.
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Stopped
The AppArmor module is loaded into the kernel, but no policies are enforced.

Detect the state of the AppArmor module by inspecting /sys/kernel/
security/apparmor/profiles.If cat /sys/kernel/security/
apparmor/profiles reports a list of profiles, AppArmor is running. If it

is empty and returns nothing, AppArmor is stopped. If the file does not exist,
AppArmor is unloaded.

Manage AppArmor through the script rcapparmor, which can perform the
following operations:

rcapparmor start
Behavior depends on the AppArmor module state. If it is unloaded, start loads
the module and starts it, putting it in the running state. If it is stopped, start
causes the module to rescan the AppArmor profiles usually found in /etc/
apparmor .d and puts the module in the running state. If the module is already
running, start reports a warning and takes no action.

rcapparmor stop
Stops the AppArmor module if it is running by removing all profiles from kernel
memory, effectively disabling all access controls, and putting the module into
the stopped state. If the AppArmor module is unloaded or already stopped, stop
tries to unload the profiles again, but nothing happens.

rcapparmor restart
Causes the AppArmor module to rescan the profiles in /etc/apparmor.d
without unconfining running processes. Freshly created profiles are enforced and
recently deleted ones are removed from the /etc/apparmor.d directory.

rcapparmor kill
Unconditionally removes the AppArmor module from the kernel. However,
unloading modules from the Linux kernel is unsafe. This command is provided
only for debugging and emergencies (when the module might need to be
removed).

BHUMAHUE

AppArmor is a powerful access control system and it is possible to lock
yourself out of your own machine to the point where you must boot the
machine from a rescue medium (such as the first medium of ) to regain
control.
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To prevent such a problem, always ensure that you have a running,
unconfined, root login on the machine being configured when you
restart the AppArmor module. If you damage your system to the point
where logins are no longer possible (for example, by breaking the
profile associated with the SSH daemon), you can repair the damage
using your running root prompt then restarting the AppArmor module.

22.2 Building AppArmor Profiles

The AppArmor module profile definitions are stored in the /etc/apparmor.d
directory as plain text files. For a detailed description of the syntax of these files,
refer to ['nasa 19, Profile Components and Syntax (ctp. 235).

All files in the /etc/apparmor . d directory are interpreted as profiles and are
loaded as such. Renaming files in that directory is not an effective way of preventing
profiles from being loaded. You must remove profiles from this directory to prevent
them from being read and evaluated effectively.

You can use a text editor, such as vim, to access and make changes to these profiles.
The following options contain detailed steps for building profiles:

Adding or Creating AppArmor Profiles
Refer to Pazmen 22.3, «Adding or Creating an AppArmor Profile» (ctp. 281)

Editing AppArmor Profiles
Refer to Paznen 22.4, «Editing an AppArmor Profile» (ctp. 282)

Deleting AppArmor Profiles
Refer to Paznen 22.5, «Deleting an AppArmor Profile» (ctp. 282)

22.3 Adding or Creating an
AppArmor Profile

To add or create an AppArmor profile for an application, you can use a systemic or
stand-alone profiling method, depending on your needs. Learn more about these two
approaches in Paznen 22.6, «Two Methods of Profiling» (ctp. 282).
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22.4 Editing an AppArmor Profile

The following steps describe the procedure for editing an AppArmor profile:

1 If you are not currently logged in as root, enter su in a terminal window.
2 Enter the root password when prompted.

3 Go to the profile directory with cd /etc/apparmor.d/.

4 Enter 1s to view all profiles currently installed.

5 Open the profile to edit in a text editor, such as vim.

6 Make the necessary, changes then save the profile.

7 Restart AppArmor by entering rcapparmor restart in a terminal window.

22.5 Deleting an AppArmor Profile

The following steps describe the procedure for deleting an AppArmor profile.

1 If you are not currently logged in as root, enter su in a terminal window.
2 Enter the root password when prompted.

3 Go to the AppArmor directory with cd /etc/apparmor.d/.

4 Enter 1s to view all the AppArmor profiles that are currently installed.

5 Delete the profile with rm profilename.

6 Restart AppArmor by entering rcapparmor restart in a terminal window.

22.6 Two Methods of Profiling

Given the syntax for AppArmor profiles in I'nasa 19, Profile Components and
Syntax (ctp. 235), you could create profiles without using the tools. However, the
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effort involved would be substantial. To avoid such a hassle, use the AppArmor tools
to automate the creation and refinement of profiles.

There are two ways to approach AppArmor profile creation. Tools are available for
both methods.

Stand-Alone Profiling
A method suitable for profiling small applications that have a finite run time,
such as user client applications like mail clients. For more information, refer to
Paznen 22.6.1, «Stand-Alone Profiling» (ctp. 283).

Systemic Profiling
A method suitable for profiling large numbers of programs all at once and for
profiling applications that may run for days, weeks, or continuously across
reboots, such as network server applications like Web servers and mail servers.
For more information, refer to Paznen 22.6.2, «Systemic Profiling» (ctp. 284).

Automated profile development becomes more manageable with the AppArmor
tools:

1 Decide which profiling method suits your needs.

2 Perform a static analysis. Run either aa-genprof or aa-autodep, depending on the
profiling method chosen.

3 Enable dynamic learning. Activate learning mode for all profiled programs.

22.6.1 Stand-Alone Profiling

Stand-alone profile generation and improvement is managed by a program called
aa-genprof. This method is easy because aa-genprof takes care of everything, but is
limited because it requires aa-genprof to run for the entire duration of the test run of
your program (you cannot reboot the machine while you are still developing your
profile).

To use aa-genprof for the stand-alone method of profiling, refer to Paznen 22.6.3.4,
«aa-genprof—Generating Profiles» (ctp. 289).
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22.6.2 Systemic Profiling

This method is called systemic profiling because it updates all of the profiles on the
system at once, rather than focusing on the one or few targeted by aa-genprof or
stand-alone profiling. With systemic profiling, profile construction and improvement
are somewhat less automated, but more flexible. This method is suitable for profiling
long-running applications whose behavior continues after rebooting, or a large
number of programs all at once.

Build an AppArmor profile for a group of applications as follows:
1 Create profiles for the individual programs that make up your application.

Although this approach is systemic, AppArmor only monitors those programs
with profiles and their children. To get AppArmor to consider a program, you
must at least have aa-autodep create an approximate profile for it. To create
this approximate profile, refer to Pa3nen 22.6.3.1, «aa-autodep—Creating
Approximate Profiles» (ctp. 286).

2 Put relevant profiles into learning or complain mode.

Activate learning or complain mode for all profiled programs by entering aa—
complain /etc/apparmor.d/* in a terminal window while logged

in as root. This functionality is also available through the YaST Profile
Mode module, described in Pazgen 21.6.2, «Changing the Mode of Individual
Profiles» (ctp. 277).

When in learning mode, access requests are not blocked, even if the profile
dictates that they should be. This enables you to run through several tests (as
shown in Illar 3 (ctp. 284)) and learn the access needs of the program so it runs
properly. With this information, you can decide how secure to make the profile.

Refer to Paznen 22.6.3.2, «aa-complain—Entering Complain or Learning
Mode» (ctp. 287) for more detailed instructions for using learning or complain
mode.

3 Exercise your application.

Run your application and exercise its functionality. How much to exercise the
program is up to you, but you need the program to access each file representing
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its access needs. Because the execution is not being supervised by aa-genprof, this
step can go on for days or weeks and can span complete system reboots.

Analyze the log.

In systemic profiling, run aa-logprof directly instead of letting aa-genprof run it
(as in stand-alone profiling). The general form of aa-logprof is:

aa-logprof [ -d /path/to/profiles 1 [ -f /path/to/logfile ]

Refer to Paznen 22.6.3.5, «aa-logprof—Scanning the System Log» (ctp. 297)
for more information about using aa-logprof.

Repeat Hlar 3 (ctp. 284) and lar 4 (ctp. 285).

This generates optimum profiles. An iterative approach captures smaller data
sets that can be trained and reloaded into the policy engine. Subsequent iterations
generate fewer messages and run faster.

Edit the profiles.

You might want to review the profiles that have been generated. You can open
and edit the profiles in /etc/apparmor.d/ using vim.

Return to enforce mode.

This is when the system goes back to enforcing the rules of the profiles,

not just logging information. This can be done manually by removing the
flags=(complain) text from the profiles or automatically by using the aa-
enforce command, which works identically to the aa—complain command,
except it sets the profiles to enforce mode. This functionality is also available
through the YaST Profile Mode module, described in Pazgen 21.6.2, «Changing
the Mode of Individual Profiles» (ctp. 277).

To ensure that all profiles are taken out of complain mode and put into enforce
mode, enter aa—enforce /etc/apparmor.d/*.

Rescan all profiles.

To have AppArmor rescan all of the profiles and change the enforcement mode in
the kernel, enter rcapparmor restart.
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22.6.3 Summary of Profiling Tools

All of the AppArmor profiling utilities are provided by the apparmor-utils
RPM package and are stored in /usr/sbin. Each tool has a different purpose.

22.6.3.1 aa-autodep—Creating Approximate
Profiles

This creates an approximate profile for the program or application selected. You can
generate approximate profiles for binary executables and interpreted script programs.
The resulting profile is called «approximate» because it does not necessarily

contain all of the profile entries that the program needs to be properly confined by
AppArmor. The minimum aa-autodep approximate profile has, at minimum, a base
include directive, which contains basic profile entries needed by most programs.

For certain types of programs, aa-autodep generates a more expanded profile. The
profile is generated by recursively calling 1dd (1) on the executables listed on the
command line.

To generate an approximate profile, use the aa-autodep program. The program
argument can be either the simple name of the program, which aa-autodep finds by
searching your shell's path variable, or it can be a fully qualified path. The program
itself can be of any type (ELF binary, shell script, Perl script, etc.). aa-autodep
generates an approximate profile to improve through the dynamic profiling that
follows.

The resulting approximate profile is written to the /et c/apparmor . d directory
using the AppArmor profile naming convention of naming the profile after the
absolute path of the program, replacing the forward slash (/) characters in the path
with period (.) characters. The general form of aa-autodep is to enter the following
in a terminal window when logged in as root:

aa—autodep [ -d /path/to/profiles ]| [programl programZ2...]

If you do not enter the program name or names, you are prompted for them. /path/
to/profiles overrides the default location of /et c/apparmor .d, should you
keep profiles in a location other than the default.

To begin profiling, you must create profiles for each main executable service that is
part of your application (anything that might start without being a child of another
program that already has a profile). Finding all such programs depends on the
application in question. Here are several strategies for finding such programs:
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Directories
If all the programs to profile are in one directory and there are no other programs
in that directory, the simple command aa-autodep /path/to/your/
programs/* creates basic profiles for all programs in that directory.

ps command
You can run your application and use the standard Linux ps command to find
all processes running. Then manually hunt down the location of these programs
and run the aa—autodep for each one. If the programs are in your path, aa-
autodep finds them for you. If they are not in your path, the standard Linux
command find might be helpful in finding your programs. Execute find /
-name 'my_application' -print todetermine an application's path
(my_application being an example application). You may use wild cards if
appropriate.

22.6.3.2 aa-complain—Entering Complain or
Learning Mode

The complain or learning mode tool (aa-complain) detects violations of AppArmor
profile rules, such as the profiled program accessing files not permitted by the
profile. The violations are permitted, but also logged. To improve the profile, turn
complain mode on, run the program through a suite of tests to generate log events
that characterize the program's access needs, then postprocess the log with the
AppArmor tools to transform log events into improved profiles.

Manually activating complain mode (using the command line) adds a flag to the top
of the profile so that /bin/foo becomes /bin/foo flags=(complain).To
use complain mode, open a terminal window and enter one of the following lines as
root:

* If the example program (programl) is in your path, use:

aa-complain [programl program2 ...]

* If the program is not in your path, specify the entire path as follows:

aa-complain /sbin/programl

* If the profiles are notin /etc/apparmor.d, use the following to override the
default location:

aa-complain /path/to/profiles/ programl
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» Specify the profile for program1 as follows:

aa-complain /etc/apparmor.d/sbin.programl

Each of the above commands activates the complain mode for the profiles or
programs listed. If the program name does not include its entire path, aa-complain
searches $PATH for the program. For instance, aa—complain /usr/sbin/*
finds profiles associated with all of the programs in /usr/sbin and puts them into
complain mode. aa-complain /etc/apparmor.d/* puts all of the profiles in
/etc/apparmor .d into complain mode.

MOOCKA3KA: Toggling Profile Mode with YaST

YaST offers a graphical front-end for toggling complain and enforce mode.
See Pazpen 21.6.2, «Changing the Mode of Individual Profiles» (cTp. 277)
for information.

22.6.3.3 aa-enforce—Entering Enforce Mode

The enforce mode detects violations of AppArmor profile rules, such as the profiled
program accessing files not permitted by the profile. The violations are logged and
not permitted. The default is for enforce mode to be enabled. To log the violations
only, but still permit them, use complain mode. Enforce toggles with complain mode.

Manually activating enforce mode (using the command line) adds a flag to the top of
the profile so that /bin/foo becomes /bin/foo flags=(enforce).To use
enforce mode, open a terminal window and enter one of the following lines as root.

* If the example program (programl) is in your path, use:

aa-enforce [programl program2 ...]

* If the program is not in your path, specify the entire path, as follows:
aa-enforce /sbin/programl

o If the profiles are not in /etc/apparmor. d, use the following to override the
default location:

aa-enforce /path/to/profiles/programl

PykoBoactBo no 6e30nacHOCTM



* Specify the profile for program1 as follows:

aa-enforce /etc/apparmor.d/sbin.programl

Each of the above commands activates the enforce mode for the profiles and
programs listed.

If you do not enter the program or profile names, you are prompted to enter one. /
path/to/profiles overrides the default location of /etc/apparmor.d.

The argument can be either a list of programs or a list of profiles. If the program
name does not include its entire path, aa-enforce searches SPATH for the program.

NMOACKA3KA: Toggling Profile Mode with YaST

YaST offers a graphical front-end for toggling complain and enforce mode.
See Pazpen 21.6.2, «Changing the Mode of Individual Profiles» (cTp. 277)
for information.

22.6.3.4 aa-genprof—Generating Profiles

aa-genprof is AppArmor's profile generating utility. It runs aa-autodep on the
specified program, creating an approximate profile (if a profile does not already

exist for it), sets it to complain mode, reloads it into AppArmor, marks the log, and
prompts the user to execute the program and exercise its functionality. Its syntax is as
follows:

aa-genprof [ -d /path/to/profiles ] program

To create a profile for the the Apache Web server program httpd2-prefork, do the
following as root:

1 Enter rcapache2 stop.

2 Next, enter aa—genprof httpd2-prefork.
Now aa-genprof does the following:
1. Resolves the full path of httpd2-prefork using your shell's path variables.

You can also specify a full path. On , the default full path is /usr/sbin/
httpd2-prefork.
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2. Checks to see if there is an existing profile for httpd2-prefork. If there is one,
it updates it. If not, it creates one using the aa-autodep as described in Pa3-
nen 22.6.3, «Summary of Profiling Tools» (cTp. 286).

3. Puts the profile for this program into learning or complain mode so that profile
violations are logged, but are permitted to proceed. A log event looks like this
(see /var/log/audit/audit.log):

type=APPARMOR_ALLOWED msg=audit (1189682639.184:20816) :
operation="file_mmap" requested_mask="::r" denied_mask="::r" fsuid=30
name="/srv/www/htdocs/index.html" pid=27471 profile="null-complain-
profile"

If you are not running the audit daemon, the AppArmor events are logged to /
var/log/messages:

Sep 13 13:20:30 K23 kernel: audit(1189682430.672:20810) :
operation="file_mmap" requested_mask="::r" denied_mask="::r" fsuid=30
name="/srv/www/htdocs/phpsysinfo/templates/bulix/form.tpl" pid=30405
profile="/usr/sbin/httpd2-prefork///phpsysinfo/"

They also can be viewed using the dme sg command:

audit (1189682430.672:20810) : operation="file_mmap" requested_mask="::r"
denied_mask="::r" fsuid=30 name="/srv/www/htdocs/phpsysinfo/templates/
bulix/form.tpl" pid=30405 profile="/usr/sbin/httpd2-prefork///
phpsysinfo/"

4. Marks the log with a beginning marker of log events to consider. For example:

Sep 13 17:48:52 figwit root: GenProf: e2ff78636296£16d0b5301209a04430d

When prompted by the tool, run the application to profile in another terminal
window and perform as many of the application functions as possible. Thus, the
learning mode can log the files and directories to which the program requires
access in order to function properly. For example, in a new terminal window,
enter rcapache2 start.

Select from the following options that are available in the aa-logprof terminal
window after you have executed the program function:

* S runs aa-logprof on the system log from where it was marked when aa-genprof
was started and reloads the profile. If system events exist in the log, AppArmor
parses the learning mode log files. This generates a series of questions that you
must answer to guide aa-genprof in generating the security profile.
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¢ F exits the tool and returns to the main menu.

3AMEYAHUE

If requests to add hats appear, proceed to [nasa 23, Profiling Your Web
Applications Using ChangeHat (ctp. 305).

5 Answer two types of questions:

* A resource is requested by a profiled program that is not in the profile (see
IMpumep 22.1, «Learning Mode Exception: Controlling Access to Specific
Resources» (ctp. 291)).

* A program is executed by the profiled program and the security domain
transition has not been defined (see IIpumep 22.2, «Learning Mode Exception:
Defining Execute Permissions for an Entry» (ctp. 293)).

Each of these categories results in a series of questions that you must answer
to add the resource or program to the profile. [Tpumep 22.1, «Learning Mode
Exception: Controlling Access to Specific Resources» (ctp. 291) and ITpu-
mep 22.2, «Learning Mode Exception: Defining Execute Permissions for an
Entry» (ctp. 293) provide examples of each one. Subsequent steps describe
your options in answering these questions.

* Dealing with execute accesses is complex. You must decide how to proceed
with this entry regarding which execute permission type to grant to this entry:

Tpumep 22.1 Learning Mode Exception: Controlling Access to Specific
Resources

Reading log entries from /var/log/audit/audit.log.

Updating AppArmor profiles in /etc/apparmor.d.

Profile: /usr/sbin/xinetd

Program: xinetd

Execute: /usr/lib/cups/daemon/cups-1lpd
Severity: unknown

[(I)nherit] / (P)rofile / (U)nconfined / (D)eny / Abo(r)t / (F)inish

Inherit (ix)
The child inherits the parent's profile, running with the same access controls
as the parent. This mode is useful when a confined program needs to call
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another confined program without gaining the permissions of the target's
profile or losing the permissions of the current profile. This mode is often
used when the child program is a helper application, such as the /usxr/
bin/mail client using less as a pager or the Mozilla* Web browser
using Adobe Acrobat* to display PDF files.

Profile (px)

The child runs using its own profile, which must be loaded into the
kernel. If the profile is not present, attempts to execute the child fail with
permission denied. This is most useful if the parent program is invoking a
global service, such as DNS lookups or sending mail with your system's
MTA.

Choose the profile with clean exec (Px) option to scrub the environment of
environment variables that could modify execution behavior when passed
to the child process.

Unconfined (ux)

The child runs completely unconfined without any AppArmor profile
applied to the executed resource.

Choose the unconfined with clean exec (UX) option to scrub the
environment of environment variables that could modify execution
behavior when passed to the child process. This option introduces a security
vulnerability that could be used to exploit AppArmor. Only use it as a last
resort.

mmap (m)

This permission denotes that the program running under the profile can
access the resource using the mmap system call with the flag PROT_EXEC.
This means that the data mapped in it can be executed. You are prompted to
include this permission if it is requested during a profiling run.

Deny

Prevents the program from accessing the specified directory path entries.
AppArmor then continues to the next event.

Abort

Aborts aa-logprof, losing all rule changes entered so far and leaving all
profiles unmodified.
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Finish
Closes aa-logprof, saving all rule changes entered so far and modifying all
profiles.

IMpumep 22.2, «Learning Mode Exception: Defining Execute Permissions for
an Entry» (ctp. 293) shows AppArmor suggesting directory path entries that
have been accessed by the application being profiled. It might also require you
to define execute permissions for entries.

Tpumep 22.2 Learning Mode Exception: Defining Execute Permissions for
an Entry
Adding /bin/ps ix to profile.
Profile: /usr/sbin/xinetd
Path: /etc/hosts.allow
New Mode: r
[1 - /etc/hosts.allow]
[(A)1llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

AppArmor provides one or more paths or includes. By entering the option
number, select the desired options then proceed to the next step.

3AMEYAHUE

All of these options are not always presented in the AppArmor menu.

#include
This is the section of an AppArmor profile that refers to an include file,
which procures access permissions for programs. By using an include, you
can give the program access to directory paths or files that are also required
by other programs. Using includes can reduce the size of a profile. It is
good practice to select includes when suggested.

Globbed Version
This is accessed by selecting Glob as described in the next step. For
information about globbing syntax, refer to Paznen 19.6, «Paths and
Globbing» (ctp. 243).
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Actual Path
This is the literal path to which the program needs access so that it can run

properly.

After you select the path or include, process it as an entry into the AppArmor
profile by selecting Allow or Deny. If you are not satisfied with the directory
path entry as it is displayed, you can also Glob it.

The following options are available to process the learning mode entries and
build the profile:

Select Enter
Allows access to the selected directory path.

Allow
Allows access to the specified directory path entries. AppArmor suggests
file permission access. For more information, refer to Pazmen 19.7, «File
Permission Access Modes» (cTp. 246).

Deny
Prevents the program from accessing the specified directory path entries.
AppArmor then continues to the next event.

New
Prompts you to enter your own rule for this event, allowing you to specify a
regular expression. If the expression does not actually satisfy the event that
prompted the question in the first place, AppArmor asks for confirmation
and lets you reenter the expression.

Glob
Select a specific path or create a general rule using wild cards that match
a broader set of paths. To select any of the offered paths, enter the number
that is printed in front of the path then decide how to proceed with the
selected item.

For more information about globbing syntax, refer to Pa3nen 19.6, «Paths
and Globbing» (cTp. 243).
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Glob w/Ext
This modifies the original directory path while retaining the filename
extension. For example, /etc/apache2/file.ext becomes /etc/
apache2/* .ext, adding the wild card (asterisk) in place of the filename.
This allows the program to access all files in the suggested directory that
end with the . ext extension.

Abort
Aborts aa-logprof, losing all rule changes entered so far and leaving all
profiles unmodified.

Finish
Closes aa-logprof, saving all rule changes entered so far and modifying all
profiles.

6 To view and edit your profile using vim, enter vim /etc/
apparmor.d/profilename in a terminal window.

7 Restart AppArmor and reload the profile set including the newly created one using
the rcapparmor restart command.

Like the graphical front-end for building AppArmor profiles, the YaST Add Profile
Wizard, aa-genprof also supports the use of the local profile repository under /etc/
apparmor/profiles/extras and the remote AppArmor profile repository.

To use a profile from the local repository, proceed as follows:
1 Start aa-genprof as described above.

If aa-genprof finds an inactive local profile, the following lines appear on your
terminal window:

Profile: /usr/bin/opera
[1 - Inactive local profile for /usr/bin/operal

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t /
(F)inish

2 If you want to just use this profile, hit U (Use Profile) and follow the profile
generation procedure outlined above.

If you want to examine the profile before activating it, hit V (View Profile).
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If you want to ignore the existing profile, hit C (Create New Profile) and follow
the profile generation procedure outlined above to create the profile from scratch.

3 Leave aa-genprof by hitting F (Finish) when you are done and save your changes.

To use the remote AppArmor profile repository with aa-genprof, proceed as follows:
1 Start aa-genprof as described above.

If aa-genprof detects a suitable profile on the repository server, the following lines
appear on your terminal window:

Repository: http://apparmor.opensuse.org/backend/api
Would you like to enable access to the profile repository?

(E)nable Repository / (D)isable Repository / Ask Me (L)ater

2 Hit E (Enable Repository) to enable the repository.

3 Determine whether you want to aa-genprof to upload any profiles to the repository
server:

Would you like to upload newly created and changed profiles to
the profile repository?

(Y)es / (N)o / Ask Me (L)ater

Hit Y (Yes), if you want to enable profile upload or select N (No), if you want aa-
genprof to just pull profiles from the repository, but not to upload any.

4 Create a new user on the profile repository server to be able to upload profiles.
Provide username and password.

5 Determine whether you want to use the profile downloaded from the server or
whether you would just like to review it:

Profile: /usr/bin/opera
[1 - novell]

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t /
(F)inish

If you want to just use this profile, hit U (Use Profile) and follow the profile
generation procedure outlined above.
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If you want to examine the profile before activating it, hit V (View Profile).

If you want to ignore the existing profile, hit C (Create New Profile) and follow
the profile generation procedure outlined above to create the profile from scratch.

6 Leave aa-genprof by hitting F (Finish) when you are done and save the profile.

If you opted for uploading your profile, provide a short change log and push it to
the repository.

22.6.3.5 aa-logprof—Scanning the System Log

aa-logprof is an interactive tool used to review the learning or complain-mode output
found in the log entries in /var/log/audit/audit.logor /var/log/
messages (if auditd is not running) and generate new entries in AppArmor security
profiles.

When you run aa-logprof, it begins to scan the log files produced in learning or
complain mode and, if there are new security events that are not covered by the
existing profile set, it gives suggestions for modifying the profile. The learning or
complain mode traces program behavior and enters it in the log. aa-logprof uses this
information to observe program behavior.

If a confined program forks and executes another program, aa-logprof sees this

and asks the user which execution mode should be used when launching the child
process. The execution modes ix, px, Px, ux, and Ux are options for starting the child
process. If a separate profile exists for the child process, the default selection is px.
If one does not exist, the profile defaults to ix. Child processes with separate profiles
have aa-autodep run on them and are loaded into AppArmor, if it is running.

When aa-logprof exits, profiles are updated with the changes. If the AppArmor
module is running, the updated profiles are reloaded and, if any processes that
generated security events are still running in the null-complain-profile, those
processes are set to run under their proper profiles.

To run aa-logprof, enter aa—1logprof into a terminal window while logged in as
root. The following options can be used for aa-logprof:

aa—-logprof -d /path/to/profile/directory/
Specifies the full path to the location of the profiles if the profiles are not located
in the standard directory, /etc/apparmor.d/.
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aa-logprof —-f /path/to/logfile/
Specifies the full path to the location of the log file if the log file is not located
in the default directory, /var/log/audit/audit.logor /var/log/
messages (if auditd is not running).

aa-logprof -m "string marker in logfile"
Marks the starting point for aa-logprof to look in the system log. aa-logprof
ignores all events in the system log before the specified mark. If the mark
contains spaces, it must be surrounded by quotes to work correctly. For example:

aa-logprof —m"17:04:21"

or

logprof —m e2£f£78636296£16d0b5301209a04430d

aa-logprof scans the log, asking you how to handle each logged event. Each question
presents a numbered list of AppArmor rules that can be added by pressing the
number of the item on the list.

By default, aa-logprof looks for profiles in /et c/apparmor.d/ and scans the
login /var/log/messages. In many cases, running aa—logprof as root is
enough to create the profile.

However, there might be times when you need to search archived log files, such as
if the program exercise period exceeds the log rotation window (when the log file
is archived and a new log file is started). If this is the case, you can enter zcat -f
"ls —-1tr /var/log/messages*’ | aa-logprof —-f -.

22.6.3.6 aa-logprof Example 1

The following is an example of how aa-logprof addresses httpd2-prefork accessing
the file /etc/group. [] indicates the default option.

In this example, the access to /et c/group is part of httpd2-prefork accessing
name services. The appropriate response is 1, which includes a predefined set of
AppArmor rules. Selecting 1 to #include the name service package resolves all of
the future questions pertaining to DNS lookups and also makes the profile less brittle
in that any changes to DNS configuration and the associated name service profile
package can be made just once, rather than needing to revise many profiles.

Profile: /usr/sbin/httpd2-prefork
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Path: /etc/group
New Mode: r

[1 - #include <abstractions/nameservice>]
2 - /etc/group
[(A)llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

Select one of the following responses:

Select Enter
Triggers the default action, which is, in this example, allowing access to the
specified directory path entry.

Allow
Allows access to the specified directory path entries. AppArmor suggests file
permission access. For more information about this, refer to Paznen 19.7, «File
Permission Access Modes» (cTp. 246).

Deny
Prevents the program from accessing the specified directory path entries.
AppArmor then continues to the next event.

New
Prompts you to enter your own rule for this event, allowing you to specify
whatever form of regular expression you want. If the expression entered does not
actually satisfy the event that prompted the question in the first place, AppArmor
asks for confirmation and lets you reenter the expression.

Glob
Select either a specific path or create a general rule using wild cards that matches
on a broader set of paths. To select any of the offered paths, enter the number
that is printed in front of the paths then decide how to proceed with the selected
item.

For more information about globbing syntax, refer to Paznen 19.6, «Paths and
Globbing» (ctp. 243).

Glob w/Ext
This modifies the original directory path while retaining the filename extension.
For example, /etc/apache2/file.ext becomes /etc/apache2/
* .ext, adding the wild card (asterisk) in place of the filename. This allows the
program to access all files in the suggested directory that end with the . ext
extension.
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Abort
Aborts aa-logprof, losing all rule changes entered so far and leaving all profiles
unmodified.

Finish
Closes aa-logprof, saving all rule changes entered so far and modifying all
profiles.

22.6.3.7 aa-logprof Example 2

For example, when profiling vsftpd, see this question:

Profile: /usr/sbin/vsftpd
Path: /y2k.Jpg
New Mode: r

[1 - /y2k.Jpg]

(A)llow / [(D)eny]l / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

Several items of interest appear in this question. First, note that vsftpd is asking for a
path entry at the top of the tree, even though vsftpd on serves FTP files from /srv/
ftp by default. This is because httpd2-prefork uses chroot and, for the portion of
the code inside the chroot jail, AppArmor sees file accesses in terms of the chroot
environment rather than the global absolute path.

The second item of interest is that you might want to grant FTP read access to all
JPEG files in the directory, so you could use Glob w/Ext and use the suggested path
of /* . jpg. Doing so collapses all previous rules granting access to individual . jpg
files and forestalls any future questions pertaining to access to . jpg files.

Finally, you might want to grant more general access to FTP files. If you select Glob
in the last entry, aa-logprof replaces the suggested path of /y2k . jpg with /*.
Alternatively, you might want to grant even more access to the entire directory tree,
in which case you could use the New path option and enter /** . jpg (which would
grant access to all . jpg files in the entire directory tree) or /* * (which would grant
access to all files in the directory tree).

These items deal with read accesses. Write accesses are similar, except that it is good
policy to be more conservative in your use of regular expressions for write accesses.
Dealing with execute accesses is more complex. Find an example in ITpumep 22.1,
«Learning Mode Exception: Controlling Access to Specific Resources» (ctp. 291).
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In the following example, the /usr/bin/mail mail client is being profiled and
aa-logprof has discovered that /usr/bin/mail executes /usr/bin/less as
a helper application to «page» long mail messages. Consequently, it presents this
prompt:

/usr/bin/nail -> /usr/bin/less
(I)nherit / (P)rofile / (U)nconfined / (D)eny

NMOACKA3KA

The actual executable file for /usr/bin/mail turns out to be /usr/bin/
nail, which is not a typographical error.

The program /usr/bin/less appears to be a simple one for scrolling through
text that is more than one screen long and that is in fact what /usr/bin/mail is
using it for. However, less is actually a large and powerful program that makes use of
many other helper applications, such as tar and rpm.

NOACKA3KA

Run less on a tar file or an RPM file and it shows you the inventory of
these containers.

You do not want to run rpm automatically when reading mail messages (that leads
directly to a Microsoft* Outlook—style virus attack, because rpm has the power to
install and modify system programs), so, in this case, the best choice is to use Inherit.
This results in the less program executed from this context running under the profile
for /usr/bin/mail. This has two consequences:

* You need to add all of the basic file accesses for /usr/bin/less to the profile
for /usr/bin/mail.

* You can avoid adding the helper applications, such as tar and rpm, to the /usr/
bin/mail profile so that when /usr/bin/mail runs /usr/bin/less
in this context, the less program is far less dangerous than it would be without
AppArmor protection.

In other circumstances, you might instead want to use the Profile option. This has
two effects on aa-logprof:

* The rule written into the profile uses px, which forces the transition to the child's
own profile.
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* aa-logprof constructs a profile for the child and starts building it, in the same way
that it built the parent profile, by assigning events for the child process to the
child's profile and asking the aa-logprof user questions.

If a confined program forks and executes another program, aa-logprof sees this

and asks the user which execution mode should be used when launching the child
process. The execution modes of inherit, profile, unconfined or an option to deny the
execution are presented.

If a separate profile exists for the child process, the default selection is profile. If a
profile does not exist, the default is inherit. The inherit option, or ix, is described in
Pazpnen 19.7, «File Permission Access Modes» (ctp. 246).

The profile option indicates that the child program should run in its own profile. A
secondary question asks whether to sanitize the environment that the child program
inherits from the parent. If you choose to sanitize the environment, this places the
execution modifier Px in your AppArmor profile. If you select not to sanitize, px
is placed in the profile and no environment sanitizing occurs. The default for the
execution mode is px if you select profile execution mode.

The unconfined execution mode is not recommended and should only be used in
cases where there is no other option to generate a profile for a program reliably.
Selecting unconfined opens a warning dialog asking for confirmation of the

choice. If you are sure and choose Yes, a second dialog ask whether to sanitize the
environment. Choosing Yes uses the execution mode Ux in your profile. Choosing
No uses the execution mode ux for your profile. The default value selected is Ux for
unconfined execution mode.

BA>KHO: Running Unconfined

Choosing ux is very dangerous and provides no enforcement of policy
(from a security perspective) of the resulting execution behavior of the child
program.

22.6.3.8 aa-unconfined—Identifying Unprotected
Processes

The aa-unconfined command examines open network ports on your system,
compares that to the set of profiles loaded on your system, and reports network
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services that do not have AppArmor profiles. It requires root privileges and that it
not be confined by an AppArmor profile.

aa-unconfined must be run as root to retrieve the process executable link from the
/proc file system. This program is susceptible to the following race conditions:

¢ An unlinked executable is mishandled

* A process that dies between net stat (8) and further checks is mishandled

3AMEYAHMUE

This program lists processes using TCP and UDP only. In short, this
program is unsuitable for forensics use and is provided only as an aid to
profiling all network-accessible processes in the lab.

22.7 Important Filenames and
Directories

The following list contains the most important files and directories used by the
AppArmor framework. If you intend to manage and troubleshoot your profiles
manually, make sure that you know about these files and directories:

/sys/kernel/security/apparmor/profiles
Virtualized file representing the currently loaded set of profiles.

/etc/apparmor/
Location of AppArmor configuration files.

/etc/apparmor/profiles/extras/
A local repository of profiles shipped with AppArmor, but not enabled by
default.

/etc/apparmor.d/
Location of profiles, named with the convention of replacing the / in paths with
. (not for the root /) so profiles are easier to manage. For example, the profile
for the program /usr/sbin/ntpdis named usr.sbin.ntpd.

/etc/apparmor.d/abstractions/
Location of abstractions.
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/etc/apparmor.d/program-chunks/
Location of program chunks.

/proc/*/attr/current
Check this file to review the confinement status of a process and the profile
that is used to confine the process. The ps auxZ command retrieves this
information automatically.
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Profiling Your Web
Applications Using
ChangeHat

A AppArmor® profile represents the security policy for an individual program
instance or process. It applies to an executable program, but if a portion of the
program needs different access permissions than other portions, the program can
«change hats» to use a different security context, distinctive from the access of the
main program. This is known as a hat or subprofile.

ChangeHat enables programs to change to or from a hat within a AppArmor profile.
It enables you to define security at a finer level than the process. This feature requires
that each application be made «ChangeHat aware», meaning that it is modified to
make a request to the AppArmor module to switch security domains at arbitrary
times during the application execution. Two examples for ChangeHat-aware
applications are the Apache Web server and Tomcat.

A profile can have an arbitrary number of subprofiles, but there are only two levels:
a subprofile cannot have further sub-subprofiles. A subprofile is written as a separate
profile and named as the containing profile followed by the subprofile name,
separated by a ~. Subprofiles must be stored in the same file as the parent profile.

Note that the security of hats is considerably weaker than that of full profiles. That
is to say, if attackers can find just the right kind of bug in a program, they may be
able to escape from a hat into the containing profile. This is because the security of
hats is determined by a secret key handled by the containing process, and the code
running in the hat must not have access to the key. Thus change_hat is most useful
in conjunction with application servers, where a language interpreter (such as PERL,
PHP, or Java) is isolating pieces of code such that they do not have direct access to
the memory of the containing process.
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The rest of this chapter describes using change_hat in conjunction with Apache,

to contain web server components run using mod_perl and mod_php. Similar
approaches can be used with any application server by providing an application
module similar to the mod_apparmor described next in Pazgen 23.2.2, «Location and
Directory Directives» (ctp. 313).

3AMEYAHME: For More Information

For more information, see the change_hat man page.

23.1 Apache ChangeHat

AppArmor provides a mod_apparmor module (package apache2-
mod_apparmor) for the Apache program. This module makes the Apache Web
server ChangeHat aware. Install it along with Apache.

When Apache is ChangeHat aware, it checks for the following customized
AppArmor security profiles in the order given for every URI request that it receives.

* URI-specific hat. For example, “phpsysinfo/templates/classic/
images/bar_left.gif

e DEFAULT_URI

e HANDLING_UNTRUSTED_INPUT

3AMEYAHME: Apache Configuration

If you install apache2-mod_apparmor, make sure the module gets
loaded in Apache by executing the following command:

aZenmod apparmor

23.1.1 Managing ChangeHat-Aware
Applications

As with most of the AppArmor tools, you can use two methods for managing
ChangeHat, YaST or the command line interface. Managing ChangeHat-aware
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applications from the command line is much more flexible, but the process is also
more complicated. Both methods allow you to manage the hats for your application
and populate them with profile entries.

The following steps are a demonstration that adds hats to an Apache profile using
YaST. In the Add Profile Wizard, the AppArmor profiling utilities prompt you to
create new hats for distinct URI requests. Choosing to create a new hat allows you
to create individual profiles for each URI. You can create very tight rules for each
request.

If the URI that is processed does not represent significant processing or otherwise
does not represent a significant security risk, safely select Use Default Hat to process
this URI in the default hat, which is the default security profile.

This example creates a new hat for the URI phpsysinfo and its subsequent
accesses. Using the profiling utilities, delegate what to add to this new hat. The
resulting hat becomes a tight-security container that encompasses all the processing
on the server that occurs when the phpsysinfo URI is passed to the Apache Web
server.

The URI runs the application phpsysinfo (refer to http: //
phpsysinfo.sourceforge.net for more information). The phpsysinfo
package is assumed to be installed in /srv/www/htdocs/phpsysinfoina

clean (new) installation of and AppArmor.

1 Once phpsysinfo is installed, you are ready to add hats to the Apache profile.
From the AppArmor GUI, select Add Profile Wizard.

2 In Application to Profile, enter ht tpd2-prefork.

3 Click Create Profile.
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This wizard will help you create a new AppArmor security
profile for an application, or you can use it to enhance
an existing profile by allowing AppArmor to learn new
application behavior,

Please enter the application name for which you would like
to create a profile, or select Browse to find the
application on your systerm,

Application to Profile:

[

Browse

Create Abort

Restart Apache by entering rcapache2 restart in a terminal window.
Restart any program you are profiling at this point.

Open http://localhost/phpsysinfo/ in a Web browser window. The
browser window should display network usage and system information.

3AMEYAHME: Data Caching

To ensure that this request is processed by the server and you do not
review cached data in your browser, refresh the page. To do this, click
the browser Refresh button to make sure that Apache processes the
request for the phpsysinfo URL.

Click Scan System Log for Entries to Add to Profiles. AppArmor launches the
aa-logprof tool, which scans the information learned in the previous step. It
begins to prompt you with profile questions.

aa-logprof first prompts with Add Requested Hat or Use Default Hat because
it noticed that the phpsysinfo URI was accessed. Select Add Requested Hat.

8 Click Allow.
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Choosing Add Requested Hat in the previous step creates a new hat in the profile
and specifies that the results of subsequent questions about the script's actions are
added to the newly created hat rather than the default hat for this application.

In the next screen, AppArmor displays an external program that the script
executed. You can specify that the program should run confined by the phpsysinfo
hat (choose Inherit), confined by a separate profile (choose Profile), or that it
should run unconfined or without any security profile (choose Unconfined). For
the case of the Profile option, a new profile is created for the program if one does
not already exist.

3AMEYAHME: Security Considerations

Selecting Unconfined can create a significant security hole and should
be done with caution.

8a Select Inherit for the /bin/bash path. This adds /bin/bash (accessed
by Apache) to the phpsysinfo hat profile with the necessary permissions.

8b Click Allow.

9 The remaining questions prompt you to generate new hats and add entries to your
profile and its hats. The process of adding entries to profiles is covered in detail in
the Pazpmen 21.1, «Adding a Profile Using the Wizard» (ctp. 261).

When all profiling questions are answered, click Finish to save your changes and
exit the wizard.

The following is an example phpsysinfo hat.
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TMpumep 23.1 Example phpsysinfo Hat
/usr/sbin/httpd2-prefork {
“phpsysinfo {
#include <abstractions/bash>
#include <abstractions/nameservice>

/bin/basename ixr,
/bin/bash ixr,
/bin/df ixr,
/bin/grep ixr,
/bin/mount Ux,
/bin/sed ixr,
/dev/bus/usb/ r,
/dev/bus/usb/** r,
/dev/null w,
/dev/tty rw,
/dev/urandom r,
/etc/SuSE-release r,
/etc/ld.so.cache r,
/etc/lsb-release r,
/etc/lsb-release.d/ r,
/1lib/1d-2.6.1.s0 ixr,
/proc/** r,
/sbin/lspci ixr,
/srv/www/htdocs/phpsysinfo/** r,
/sys/bus/pci/** r,
/sys/bus/scsi/devices/ r,
/sys/devices/** r,
/usr/bin/cut ixr,
/usr/bin/getopt ixr,
/usr/bin/head ixr,
/usr/bin/lsb_release ixr,
/usr/bin/lsscsi ixr,
/usr/bin/tr ixr,
/usr/bin/who ixr,
/usr/lib/lib*so* mr,
/usr/lib/locale/** r,
/usr/sbin/lsusb ixr,
/usr/share/locale/** r,
/usr/share/pci.ids r,
/usr/share/usb.ids r,
/var/log/apache2/access_log W,
/var/run/utmp kr,
i

3AMEYAHME: Hat and Parent Profile Relationship

The profile ~phpsysinfo is only valid in the context of a process running
under the parent profile httpd2-prefork.
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23.1.2 Adding Hats and Entries to Hats

When you use the Edit Profile dialog (for instructions, refer to Paznen 21.3, «Editing
Profiles» (ctp. 269)) or when you add a new profile using Manually Add Profile

(for instructions, refer to Paznen 21.2, «Manually Adding a Profile» (ctp. 268)),

you are given the option of adding hats (subprofiles) to your AppArmor profiles.
Add a ChangeHat subprofile from the AppArmor Profile Dialog window as in the
following.

AppArmour Profile Dialogue

In this form you can view and modify the contents of an individual profile. more

AppArmour profile for fusr/sbinhttpd2-prefork

File MName Permissions

[+] ~DEFAULT_URI
[+] “HANDLING_UNTRUSTED_INPUT

#include abstractions/base

#include abstractions/consoles

#include abstractions/kerberosclient

#include abstractions/namesenvice

#include abstractions/perl

CAP_KILL

CAP_NET_BIND_SERVICE

CAP_SETGID

CAP_SETUID

CAP_SYS_TTY_CONFIG

jdevfrandom r
fetc/apache2/*.conf r
[etc/apache2/magic r
fetcjapache2/mod perl-startup pl r
fetcjapachez/ssl.crtpecrt r
fetc/apache2/ssl key/* key r
fetc/apache2/{conf,sysconfig.vhests}.df r
iatr he?/{ranf svsronfin vhnste} dek r

Add Entry v Edit Entry Delete Entry

Help ©abort | | €@Back | Done |

1 From the AppArmor Profile Dialog window, click Add Entry then select Hat. The
Enter Hat Name dialog box opens:

Please enter the name of the Hat that you would like
to add to the profile fusr/shin/httpd2-prefork.

Hat name to add:

[phpsysinf0|

Create Hat Abort
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2 Enter the name of the hat to add to the AppArmor profile. The name is the URI
that, when accessed, receives the permissions set in the hat.

3 Click Create Hat. You are returned to the AppArmor Profile Dialog screen.

4 After adding the new hat, click Done.

3AMEYAHMUE: For More Information

For an example of an AppArmor profile, refer to MNpumep 23.1, «<Example
phpsysinfo Hat» (ctp. 310).

23.2 Configuring Apache for
mod_apparmor

Apache is configured by placing directives in plain text configuration files. The
main configuration file is usually ht tpd. conf. When you compile Apache,

you can indicate the location of this file. Directives can be placed in any of these
configuration files to alter the way Apache behaves. When you make changes to
the main configuration files, you need to start or restart Apache, so the changes are
recognized.

23.2.1 Virtual Host Directives

Virtual host directives control whether requests that contain trailing pathname
information following an actual filename (or that refer to a nonexistent file in an
existing directory) are accepted or rejected. For Apache documentation on virtual
host directives, refer to http://httpd.apache.org/docs/2.2/mod/
core.html#virtualhost.

The ChangeHat-specific configuration keyword is AADefaultHatName.
It is used similarly to AAHatName, for example, AADefaultHatName
My_Funky_Default_Hat.

The configuration option is actually based on a server directive, which enables you
to use the keyword outside of other options, setting it for the default server. Virtual
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hosts are considered internally within Apache to be separate «servers,» so you can
set a default hat name for the default server as well as one for each virtual host, if
desired.

When a request comes in, the following steps reflect the sequence in which
mod_apparmor attempts to apply hats.

1. A location or directory hat as specified by the AAHatName keyword
2. A hat named by the entire URI path
3. A default server hat as specified by the AADefaultHatName keyword

4. DEFAULT_URI (if none of those exist, it goes back to the «parent» Apache hat)

23.2.2 Location and Directory Directives

Location and directory directives specify hat names in the program configuration
file so the program calls the hat regarding its security. For Apache, you can

find documentation about the location and directory directives at http://
httpd.apache.org/docs/2.2/sections.html.

The location directive example below specifies that, for a given location,
mod_apparmor should use a specific hat:

<Location /foo/> AAHatName MY_HAT_NAME </Location>

This tries to use MY_HAT_NAME for any URI beginning with /foo/ (/foo/, /
foo/bar, /foo/cgi/path/blah_blah/blah, etc.).

The directory directive works similarly to the location directive, except it refers to a
path in the file system as in the following example:

<Directory "/srv/www/www.immunix.com/docs">
# Note lack of trailing slash
AAHatName immunix.com

</Directory>

Example: The program phpsysinfo is used to illustrate a location directive
in the following example. The tarball can be downloaded from http://
phpsysinfo.sourceforge.net.
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1 After downloading the tarball, install it into /srv/www/htdocs/
phpsysinfo.

2 Create /etc/apache2/conf.d/phpsysinfo.conf and add the following
text to it:

<Location "/phpsysinfo">
AAHatName phpsysinfo
</Location>

The following hat should then work for phpsysinfo:
/usr/sbin/httpd2-prefork {
“phpsysinfo {
#include <abstractions/bash>
#include <abstractions/nameservice>

/bin/basename ixr,
/bin/bash ixr,
/bin/df ixr,
/bin/grep ixr,
/bin/mount Ux,
/bin/sed ixr,
/dev/bus/usb/ r,
/dev/bus/usb/** r,
/dev/null w,
/dev/tty rw,
/dev/urandom r,
/etc/SuSE-release r,
/etc/ld.so.cache r,
/etc/lsb-release r,
/etc/lsb-release.d/ r,
/1lib/1d-2.6.1.s0 ixr,
/proc/** r,
/sbin/lspci ixr,
/srv/www/htdocs/phpsysinfo/** r,
/sys/bus/pci/** r,
/sys/bus/scsi/devices/ r,
/sys/devices/** r,
/usr/bin/cut ixr,
/usr/bin/getopt ixr,
/usr/bin/head ixr,
/usr/bin/lsb_release ixr,
/usr/bin/lsscsi ixr,
/usr/bin/tr ixr,
/usr/bin/who ixr,
/usr/lib/lib*so* mr,
/usr/lib/locale/** r,
/usr/sbin/lsusb ixr,
/usr/share/locale/** r,
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/usr/share/pci.ids r,

/usr/share/usb.ids r,
/var/log/apache2/access_log w,
/var/run/utmp kr,

Reload AppArmor profiles by entering rcapparmor restart ata terminal
window as root.

Restart Apache by entering rcapache2 restart ataterminal window as
root.

Enter http://hostname/phpsysinfo/ into a browser to receive the
system information that phpsysinfo delivers.

Locate configuration errors by going to /var/log/audit/audit.log or
running dmesg and looking for any rejections in the output.
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Confining Users with
pam_apparmor

An AppArmor profile applies to an executable program; if a portion of the program
needs different access permissions than other portions need, the program can
change hats via change_hat to a different role, also known as a subprofile. The
pam_apparmor PAM module allows applications to confine authenticated users into
subprofiles based on group names, user names, or a default profile. To accomplish
this, pam_apparmor needs to be registered as a PAM session module.

The package pam_apparmor may not installed by default, you may need to install it
using YaST or zypper. Details about how to set up and configure pam_apparmor
can be found in /usr/share/doc/packages/pam_apparmor/README
after the package has been installed. For details on PAM, refer to I'nasa 2, Aémopu-
3auyusi ¢ nomoupio PAM (ctp. 19).

pam_apparmor allows you to set up role-based access control (RBAC). A
detailed HOWTO on setting up RBAC with AppArmor is available at http://
wiki.apparmor.net/index.php/AppArmorRBAC.
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Managing Profiled
Applications

After creating profiles and immunizing your applications, becomes more efficient
and better protected as long as you perform AppArmor® profile maintenance (which
involves analyzing log files, refining your profiles, backing up your set of profiles
and keeping it up-to-date). You can deal with these issues before they become a
problem by setting up event notification by e-mail, running periodic reports, updating
profiles from system log entries by running the aa-logprof tool through YaST, and
dealing with maintenance issues.

25.1 Reacting to Security Event
Rejections

When you receive a security event rejection, examine the access violation and
determine if that event indicated a threat or was part of normal application behavior.
Application-specific knowledge is required to make the determination. If the rejected
action is part of normal application behavior, run aa—logprof at the command line
or the Update Profile Wizard in AppArmor to update your profile.

If the rejected action is not part of normal application behavior, this access should

be considered a possible intrusion attempt (that was prevented) and this notification
should be passed to the person responsible for security within your organization.
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25.2 Maintaining Your Security
Profiles

In a production environment, you should plan on maintaining profiles for all of the
deployed applications. The security policies are an integral part of your deployment.
You should plan on taking steps to back up and restore security policy files, plan for
software changes, and allow any needed modification of security policies that your
environment dictates.

25.2.1 Backing Up Your Security Profiles

Backing up profiles might save you from having to reprofile all your programs after
a disk crash. Also, if profiles are changed, you can easily restore previous settings by
using the backed up files.

Back up profiles by copying the profile files to a specified directory.

1 You should first archive the files into one file. To do this, open a terminal window
and enter the following as root:

tar zclpf profiles.tgz /etc/apparmor.d

The simplest method to ensure that your security policy files are regularly backed
up is to include the directory /etc/apparmor.d in the list of directories that
your backup system archives.

2 You can also use scp or a file manager like Konqueror or Nautilus to store the
files on some kind of storage media, the network, or another computer.

25.2.2 Changing Your Security Profiles

Maintenance of security profiles includes changing them if you decide that your
system requires more or less security for its applications. To change your profiles in
AppArmor, refer to Pazuen 21.3, «Editing Profiles» (ctp. 269).
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25.2.3 Introducing New Software into
Your Environment

When you add a new application version or patch to your system, you should always
update the profile to fit your needs. You have several options, depending on your
company's software deployment strategy. You can deploy your patches and upgrades
into a test or production environment. The following explains how to do this with
each method.

If you intend to deploy a patch or upgrade in a test environment, the best method for
updating your profiles is one of the following:

* Run the profiling wizard by selecting Add Profile Wizard in YaST. This creates
a new profile for the added or patched application. For step-by-step instructions,
refer to Pazgen 21.1, «Adding a Profile Using the Wizard» (ctp. 261).

* Run aa-genprof by typing aa—genprof in a terminal while logged in as root.
For detailed instructions, refer to Pazgen 22.6.3.4, «aa-genprof—Generating
Profiles» (ctp. 289).

If you intend to deploy a patch or upgrade directly into a production environment, the
best method for updating your profiles is one of the following:

* Monitor the system frequently to determine if any new rejections should be added
to the profile and update as needed using aa-logprof. For detailed instructions,
refer to Pazgen 22.6.3.5, «aa-logprof—Scanning the System Log» (ctp. 297).

* Run the YaST Update Profile Wizard to learn the new behavior (high security risk
as all accesses are allowed and logged, not rejected). For step-by-step instructions,
refer to Paznmen 21.5, «Updating Profiles from Log Entries» (ctp. 275).
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Support

This chapter outlines maintenance-related tasks. Learn how to update AppArmor®
and get a list of available man pages providing basic help for using the command line
tools provided by AppArmor. Use the troubleshooting section to learn about some
common problems encountered with AppArmor and their solutions. Report defects
or enhancement requests for AppArmor following the instructions in this chapter.

26.1 Updating AppArmor Online

Updates for AppArmor packages are provided in the same way as any other update
for . Retrieve and apply them exactly like for any other package that ships as part of .

26.2 Using the Man Pages

There are man pages available for your use. In a terminal, enter man apparmor
to open the apparmor man page. Man pages are distributed in sections numbered 1
through 8. Each section is specific to a category of documentation:

Tabnuua 26.1 Man Pages: Sections and Categories

Section Category

1 User commands
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Section Category

2 System calls

3 Library functions

4 Device driver information
5 Configuration file formats
6 Games

7 High level concepts

8 Administrator commands

The section numbers are used to distinguish man pages from each other. For
example, exit (2) describes the exit system call, while exit (3) describes the
exit C library function.

The AppArmor man pages are:
e unconfined(8)

* autodep (1)

e complain (1)

e enforce (1)

e genprof (1)

e logprof (1)

* change_hat (2)

* logprof.conf (5)

* apparmor.conf (5)

* apparmor.d(5)
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* apparmor.vim(5)
* apparmor (7)

* apparmor_parser (8)

26.3 For More Information

Find more information about the AppArmor product at: http: //
wiki.apparmor.net. Find the product documentation for AppArmor in the
installed system at /usr/share/doc/manual.

There is a mailing lists for AppArmor that users can post to or join to communicate
with developers. See https://lists.ubuntu.com/mailman/listinfo/
apparmor for details.

26.4 Troubleshooting

This section lists the most common problems and error messages that may occur
using AppArmor.

26.4.1 How to React to odd Application
Behavior?

If you notice odd application behavior or any other type of application problem,

you should first check the reject messages in the log files to see if AppArmor is too
closely constricting your application. If you detect reject messages that indicate that
your application or service is too closely restricted by AppArmor, update your profile
to properly handle your use case of the application. Do this with the Update Profile
Profile Wizard in YaST, as described in Pazgen 21.5, «Updating Profiles from Log
Entries» (ctp. 275).

If you decide to run your application or service without AppArmor protection,

remove the application's profile from /etc/apparmor.d or move it to another
location.
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26.4.2 My Profiles do not Seem to Work
Anymore ...

If you have been using previous versions of AppArmor and have updated your
system (but kept your old set of profiles) you might notice some applications which
seemed to work perfectly before you updated behaving strangely, or not working at
all .

This version of AppArmor introduces a set of new features to the profile syntax and
the AppArmor tools that might cause trouble with older versions of the AppArmor
profiles. Those features are:

* File Locking

* Network Access Control

* The SYS_PTRACE Capability
* Directory Path Access

The current version of AppArmor mediates file locking and introduces a new
permission mode (k) for this. Applications requesting file locking permission might
misbehave or fail altogether if confined by older profiles which do not explicitly
contain permissions to lock files. If you suspect this being the case, check the log file
under /var/log/audit/audit.log for entries like the following:
type=APPARMOR_DENIED msg=audit (1188913493.299:9304): operation="file_lock"

requested_mask="::k" denied_mask="::k" fsuid=1000 name="/home/
tux/.qt/.qgtrc.lock" pid=25736 profile="/usr/bin/opera"

Update the profile using the YaST Update Profile Wizard or the aa-logprof
command as outlined below.

The new network access control syntax based on the network family and type
specification, described in Paznmen 19.5, «Network Access Control» (ctp. 243), might
cause application misbehavior or even stop applications from working. If you notice
a network-related application behaving strangely, check the log file under /var/
log/audit/audit . log for entries like the following:

type=APPARMOR_DENIED msg=audit (1188894313.206:9123) :
operation="socket_create" family="inet" sock_type="raw" protocol=1
pid=23810 profile="/bin/ping"
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This log entry means that our example application, /bin/ping in this case, failed
to get AppArmor's permission to open a network connection. This permission has to
be explicitly stated to make sure that an application has network access. To update
the profile to the new syntax, use the YaST Update Profile Wizard or the aa—
logprof command as outlined below.

The current kernel requires the SYS_PTRACE capability, if a process tries to
access files in /proc/pid/£d/*. New profiles need an entry for the file and the
capability, where old profiles only needed the file entry. For example:

/proc/*/fd/** rw,

in the old syntax would translate to the following rules in the new syntax:

capability SYS_PTRACE,
/proc/*/fd/** rw,

To update the profile to the new syntax, use the YaST Update Profile Wizard or the
aa-logprof command as outlined below.

With this version of AppArmor, a few changes have been made to the profile

rule syntax to better distinguish directory from file access. Therefore, some rules
matching both file and directory paths in the previous version might now just match a
file path. This could lead to AppArmor not being able to access a crucial directory at
all, and thus trigger misbehavior of your application and various log messages. The
following examples highlight the most important changes to the path syntax.

Using the old syntax, the following rule would allow access to files and directories
in /proc/net. It would allow directory access only to read the entries in the
directory, but not give access to files or directories under the directory, e.g. /
proc/net/dir/foo would be matched by the asterisk (*), but as foo is a file or
directory under dir, it cannot be accessed.

/proc/net/* r,

To get the same behavior using the new syntax, you need two rules instead of one.
The first allows access to the file under /proc/net and the second allows access
to directories under /proc/net. Directory access can only be used for listing the
contents, not actually accessing files or directories underneath the directory.

/proc/net/* r,
/proc/net/*/ r,

The following rule works similarly both under the old and the new syntax, and
allows access to both files and directories under /proc/net:
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/proc/net/** r,

To distinguish file access from directory access using the above expression in the
new syntax, use the following two rules. The first one only allows to recursively
access directories under /proc/net while the second one explicitly allows for
recursive file access only.

/proc/net/**/ r,
/proc/net/**[*/] r,

The following rule works similarly both under the old and the new syntax and allows
access to both files and directories beginning with foo under /proc/net:

/proc/net/foo** r,

To distinguish file access from directory access in the new syntax and use the * *
globbing pattern, use the following two rules. The first one would have matched both
files and directories in the old syntax, but only matches files in the new syntax due

to the missing trailing slash. The second rule matched neither file nor directory in the
old syntax, but matches directories only in the new syntax:

/proc/net/**foo r,
/proc/net/**foo/ r,

The following rules illustrate how the use of the ? globbing pattern has changed.
In the old syntax, the first rule would have matched both files and directories (four
characters, last character could be any but a slash). In the new syntax, it matches
only files (trailing slash is missing). The second rule would match nothing in the
old profile syntax, but matches directories only in the new syntax. The last rule
matches explicitly matches a file called bar under /proc/net/foo?. Using the
old syntax, this rule would have applied to both files and directories:
/proc/net/foo? r,

/proc/net/foo?/ r,
/proc/net/foo?/bar r,

To find and resolve issues related to syntax changes, take some time after the update
to check the profiles you want to keep and proceed as follows for each application
you kept the profile for:

1 Make sure that AppArmor is running and that the application's profile is loaded.

2 Start the YaST AppArmor Control Panel and put the application's profile into
complain mode. Log entries are made for any actions violating the current profile,
but the profile is not enforced and the application's behavior not restricted.
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3 Run the application covering all the tasks you need this application to be able to
perform.

4 Start the YaST Update Profile Wizard to update the application's profile according
to the log entries generated while running the application.

5 Once the profile is updated, put it back into enforce mode via the YaST
AppArmor Control Panel.

Using the AppArmor command line tools, you would proceed as follows:
1 Put the application's profile into complain mode:

aa-complain /path/to/application

2 Run the application.

3 Update the profile according to the log entries made while running the application:
aa-logprof /path/to/application
4 Put the resulting profile back into enforce mode:

aa-enforce /path/to/application

26.4.3 How to Confine KDE Applications
with AppArmor?

Currently, it is not possible to confine KDE applications to the same extent as any
other application, due to the way KDE manages its processes.

If you want to confine KDE applications, choose one of the following approaches,
but note that none of them are really suited for a standard setup:

Create a Single Profile for the Entire KDE Desktop
As all KDE processes are children of one parent process and AppArmor cannot
distinguish an individual application's process from the rest, create one huge
profile to confine the entire desktop all at once. This approach is only feasible
if your setup is a very limited (kiosk-type) one. Maintaining such a profile for
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a standard KDE desktop (including all of its applications) would be close to
impossible.

Modify KDE's process handling
Using KDE_EXEC_SLAVES=1 and KDE_IS_PRELINKED=1 variables force
KDE to manage its processes in a way that allows AppArmor to distinguish
individual applications from each other and apply profiles to them. This
approach might slow down your desktop considerably, as it turns off a crucial
optimization for speed. Note that the above mentioned environment variables
have to be set before KDM/XDM/GDM or startx are started. One way to achieve
this would be to add them to /etc/security/pam_env.conf.

26.4.4 How to Resolve Issues with
Apache?

Apache is not starting properly or it is not serving Web pages and you just installed

a new module or made a configuration change. When you install additional Apache
modules (like apache2-mod_apparmor) or make configuration changes to
Apache, you should profile Apache again to catch any additional rules that need to be
added to the profile.

26.4.5 How to Exclude Certain Profiles
from the List of Profiles Used?

Run aa-disable PROGRAMNAME to disable the profile for PROGRAMNAME.
This command creates a symbolic link to the profile in /etc/apparmor.d/
disable/. In order to reactivate the profile, just delete that link.

26.4.6 Can | Manage Profiles for
Applications not Installed on my System?

Managing profiles with AppArmor requires you to have access to the log of the
system on which the application is running. So you do not need to run the application
on your profile, build host as long as you have access to the machine that runs the
application. You can run the application on one system, transfer the logs (/var/
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log/audit.logor,if audit is notinstalled, /var/log/messages) to your
profile build host and run aa-logprof —-f path_to_logfile.

26.4.7 How to Spot and fix AppArmor
Syntax Errors?

Manually editing AppArmor profiles can introduce syntax errors. If you attempt to
start or restart AppArmor with syntax errors in your profiles, error results are shown.
This example shows the syntax of the entire parser error.

localhost:~ # rcapparmor start
Loading AppArmor profiles AppArmor parser error in /etc/apparmor.d/

usr.sbin.squid at line 410: syntax error, unexpected TOK_ID, expecting
TOK_MODE

Profile /etc/apparmor.d/usr.sbin.squid failed to load

Using the AppArmor YaST tools, a graphical error message indicates which profile
contained the error and requests you to fix it.

Errors found in AppArmor profiles

These problems must be corrected before AppArmor can be
started or the profile management tools can be used.

* [etc/apparmor.djusr.sbintraceroute contains syntax errors.
Line [foo]

You can find a description of AppArmor profile syntax by running
man apparmor.d

Comprehensive documentation about AppArmor is available in
the Administration guide. This is available in the directory:

fusrjsharejdoc/manual/suselinux-manual_LANGUAGE.
Please refer to this for more detailed information about AppArmor

<ok

To fix a syntax error, log in to a terminal window as root, open the profile, and
correct the syntax. Reload the profile set with rcapparmor reload.

MNOOCKA3KA: AppArmor Syntax Highlighting in vi

The editor vi on supports syntax highlighting for AppArmor profiles. Lines
containing syntax errors will be displayed with a red background.
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26.5 Reporting Bugs for AppArmor

The developers of AppArmor are eager to deliver products of the highest quality.
Your feedback and your bug reports help us keep the quality high. Whenever you
encounter a bug in AppArmor, file a bug report against this product:

1 Use your Web browser to go to https://bugzilla.novell.com/
index.cgi.

2 Enter the account data of your Novell account and click Login
or
Create a new Novell account as follows:

2a Click Create New Account on the Login to Continue page.

2b Provide a username and password and additional address data and click
Create Login to immediately proceed with the login creation.

or

Provide data on which other Novell accounts you maintain to sync all these
to one account.

3 Check whether a problem similar to yours has already been reported by clicking
Search Reports. Use a quick search against a given product and keyword or use
the Advanced Search.

4 If your problem has already been reported, check this bug report and add extra
information to it, if necessary.

5 If your problem has not been reported yet, select New from the top navigation bar
and proceed to the Enter Bug page.

6 Select the product against which to file the bug. In your case, this would be your
product's release. Click Submit.

7 Select the product version, component (AppArmor in this case), hardware
platform, and severity.
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8 Enter a brief headline describing your problem and add a more elaborate
description including log files. You may create attachments to your bug report for
screen shots, log files, or test cases.

9 Click Submit after you have entered all the details to send your report to the
developers.
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AppArmor Glossary

Apache
Apache is a freely-available UNIX-based Web server. It is currently the most
commonly used Web server on the Internet. Find more information about
Apache at the Apache Web site at http://www.apache.org.

application firewalling
AppArmor contains applications and limits the actions they are permitted to take.
It uses privilege confinement to prevent attackers from using malicious programs
on the protected server and even using trusted applications in unintended ways.

attack signature
Pattern in system or network activity that alerts of a possible virus or hacker
attack. Intrusion detection systems might use attack signatures to distinguish
between legitimate and potentially malicious activity.

By not relying on attack signatures, AppArmor provides "proactive" instead of
"reactive" defense from attacks. This is better because there is no window of
vulnerability where the attack signature must be defined for AppArmor as it does
for products using attack signatures to secure their networks.

GUI
Graphical user interface. Refers to a software front-end meant to provide an
attractive and easy-to-use interface between a computer user and application. Its
elements include such things as windows, icons, buttons, cursors, and scroll bars.

globbing
Filename substitution.
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HIP
Host intrusion prevention. Works with the operating system kernel to block
abnormal application behavior in the expectation that the abnormal behavior
represents an unknown attack. Blocks malicious packets on the host at the
network level before they can «hurt» the application they target.

mandatory access control
A means of restricting access to objects that is based on fixed security attributes
assigned to users, files, and other objects. The controls are mandatory in the
sense that they cannot be modified by users or their programs.

profile foundation classes
Profile building blocks needed for common application activities, such as DNS
lookup and user authentication.

RPM
The RPM Package Manager. An open packaging system available for anyone
to use. It works on Red Hat Linux, , and other Linux and UNIX systems. It is
capable of installing, uninstalling, verifying, querying, and updating computer
software packages. See http://www. rpm.org/ for more information.

SSH
Secure Shell. A service that allows you to access your server from a remote
computer and issue text commands through a secure connection.

streamlined access control
AppArmor provides streamlined access control for network services by
specifying which files each program is allowed to read, write, and execute. This
ensures that each program does what it is supposed to do and nothing else.

URI
Universal resource identifier. The generic term for all types of names and
addresses that refer to objects on the World Wide Web. A URL is one kind of
URL

URL
Uniform Resource Locator. The global address of documents and other resources
on the World Wide Web.

The first part of the address indicates what protocol to use and the second part
specifies the IP address or the domain name where the resource is located.
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For example, in http://www.novell.com, http is the protocol to use.

vulnerabilities
An aspect of a system or network that leaves it open to attack. Characteristics
of computer systems that allow an individual to keep it from correctly operating
or that allows unauthorized users to take control of the system. Design,
administrative, or implementation weaknesses or flaws in hardware, firmware,
or software. If exploited, a vulnerability could lead to an unacceptable impact
in the form of unauthorized access to information or the disruption of critical
processing.

AppArmor Glossary 337






JNTnueH3num GNU

Sro npuioxeHue cogepxutr GNU General Public License Bepcuu 2 u GNU Free
Documentation License Bepcuu 1.2.

VauBepcaiabHass OomecrBennas Jlumen3usst GNU (GNU General Public
License)

Bepcus 2, mions 1991 1.
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA
(C) Mepesoa. O.B. Kysuna, B.M. I0da, 1993 (C) IMepesoa. O.C. TuxoHos, 1998

STOT JOKYMEHT MOKHO KOIHMPOBATh, @ TAKKE PACTIPOCTPAHSITH €ro J0CIOBHbIE KOIHIH, OIHAKO BHOCUTD B HET'O N3MEHEHHSI 3aIPEIIeHO.

Ipeamoyaa

JInuensum Ha GOJIbINYIO0 YacTh NPOrpaMMHOro odecniedenus (I10) cocTapieHbl TaK, YTOObI JIMIIMTH BaC CBOOOIbI COBMECTHO MCIIONb30BATh M M3MEHATH
ero. B mpoTHBOMOJIOKHOCTB 3TOMY, NIpe/iHa3HayeHKne YHuBepcanbHoii O6mectBenHoi JInnensnn GNU cocTouT B TOM, 4TOOBI FapaHTHPOBATH Ballly
cB0GO/Ty COBMECTHO MCIIONb30BaTh M M3MeHATh cBobosHoe 10, T.e. obecneunTts cBoGomy 1O s Beex ero mosb3osatesneid. JlaHHas Y HUBepcaIbHas
OGmecTBeHHas JInieH3usa npuMennMa K 6onbineii yacti IO ®onaa CeobomHoro ITO 1 Ko BceM APYrMM NPOrpaMMam, bM aBTOPHI IPUHAMAIOT Ha
cebs1 0043aTeNbCTBO ee UCNOoNb30BaTh. ([ HekoTophiX mporpamm Porma Ceodoanoro IO BMecTo Hee pUMeHsAeTcs Y HuBepcaibHas OGecTBeHHas
JInuensusa GNU ans 6u6amnotek.) Bol Toke MOKeTe IPUMEHHUTH €€ K CBOMM NPOrpaMMaM.

Koraa mer roBopum o cBoboiHoM 1O, MEI uMeeM B BHjly CBOGO/Y, a He GecriiatHocTh. Hatm Yausepcabhbie ObmectpenHbie JIniensnn paspaba-
THIBATHCE /ISl TOTO, YTOOBI TAPAHTHPOBATB, YTO BB TIOMIB3YETECh CBOOO/ION PACTIPOCTPaHSATh Komuu cBoSomHoro [10 (1 mpy keaHHM TOTyyaTh 38 3TO
BO3HATPAK/ICHNE); UTO BHI TOJTy4aeTe HCXOHBIH KOJI MJTH MOKETE MOJMyUHTh €ro, eCIIM 3aX0THTE; UTO Bbl MOKETe M3MeHATh [10 uam ncnonp3osars ero
YacTH B HOBBIX CBOOO/IHBIX POrPaMMax; M UTO BBl 3HAaeTe 000 BCEX ITHX MpaBax.

YroGbl 3aLUTHTH BALK IIPaBa, HAM HYKHO BBECTH HEKOTOPBIE OrPAHNUEHHsI, KOTOPIE 3aIPETST KOMY Obl TO HH OBLIO OTKA3bIBATH BAM B 9THX [PABaX
WM IOTPeOOBATH OT BAC OTKA3aThCs OT STHX IPaB. T OrPaHMYCHUsI HAKJIAJBIBAIOT HA BAC HEKOTOPbIE 00SI3aTE/ILCTBA, €CIIN Bbl PACIIPOCTPAHSIETE KO-
i [1O nim u3mensere ero.

Hanpumep, ecii Bbl paciipocTpaHsieTe KOIMK TaKOi POrpaMMBbl OECILIATHO WM 32 BO3HAIPaKEHHE, BbI JOJUKHBI IIPEOCTABUTD HOJIy4aTelIsIM BCe
paBa, KOTOPLIMU 00JIaJjaeTe Bbl caMK. Bbl 10JIKHBI FAapAHTUPOBATH, YTO OHH TOXKE MOJIy4aT WM CMOTYT HOJIYYMTh HCXOJHBINA Ko/ HakoHel, Bbl 10K~
HbI [10KA3aTh UM TEKCT JAHHbIX YCJIOBHIi, YTOOB! OHU 3HAJIM O CBOMX IIpaBax.

MBeI 3ampinaeM Baiy 1pasa B iBa dtama: (1) coxpansem aBropckue npasa Ha 10 u (2) npeuiaraeM BaM 3Ty JIMLEH3UIO, KOTOPas JaeT BaM 3aKOHHOE
MpaBoO KOMUPOBATh, PACTIPOCTPAHATH W/iiii Mogudumpoats I10.

Kpome Toro, B LIe/IAX 3alMTHI KaK KakI0r0 aBTOPa, TaK M HAC, MBI XOTMM YIOCTOBEPHTBCSA, YTO KAk /Iblii TOHMMAET, YTO FapaHTHii Ha 3TO CBOGOIHOE
TIO wer. Ecii T1O mommduumpyetcs u niepejaetcs KeM-To ellie, Mbl XOTHM, 4ToGh! notydaresu IO 3Hamm, 4To TO, 4TO y HUX €CTh, — 3TO HE OPHTIH-
HaJl, YTOGBI JI0ObIE MPOOIEMBI, CO3/IaHHBIE IPYTHMH, HE OTPA3HIIMCh Ha PENyTalliH ePBOHAYAIbHBIX ABTOPOB.
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W HakoHell, KaX/10i CBOOOIHOI MpOrpamMmMe MOCTOSHHO YTPOKakoT naTeHThl Ha ITO. Mbl X0THM M30esKaTh TOi OMACHOCTH, YTO MOBTOPHBIE PACpPOCTpa-
HUTENH CBOGOIHOM MPOTrPaMMBbI CAMOCTOSATEBHO MOJTyYaT NaTeHTHI, JieJas IIPorpaMMy TAKMM 00Pa3OM YacTHOI COOCTBEHHOCTBI0. YTOOHI IIpeIoTBpa-
THTb 3TO, MBI CO BCEHi ONPE/IeNIeHHOCTBIO 3asBJIAEM, YTO 00O MATeHT JOJKeH GbITh MO0 NPeOCTaB/IeH BCeM JUTA CBOGOIHOIO MCIIOJIb30BAHU, THOO0
He MPeIOCTaBJIeH HUKOMY.

Huske criefyloT TOUHbIE ONpe/IesIeHNs U YCIOBUS JUIs KOMMPOBAHUS, PACIIPOCTPAHEHHs M MOAMDUKALIIH.

OITIPEJEJIEHHWSA 1 YCJIOBUA AJI KOITMPOBAHNSA, PACITPOCTPAHEHUA 1 MOJJUPUKAIIMN

0. Sra JlnueHsus npuvMeHrMa K moGoit MporpamMmme Wi APyromy TpoM3Be/ICHHIO, CONepKaleMy YBeJOMIICHHE, TOMEIICHHOE JIepiKaTesieM aBTOPCKUX
TIPaB U COOOIIAIOIIEE O TOM, YTO OHO MOKET PACTIPOCTPAHSTHCS TIPH YCIOBHSIX, OTOBOPEHHBIX B 1aHHOH YHuBepcabHOi OOmmecTBeHHO# JnneHsnn. B
JasbHeiinem TepmuH «[IporpamMma» OTHOCHTCS K JI000# TaKOii IIporpaMMe WM MPOM3BEICHUIO, 4 TEPMUH «TIPOM3BEICHHE, OCHOBaHHOE Ha [Tporpam-
Me» o3HavaeT [Iporpammy nimm moGoe MpousBe/ieHHe, cofepikaree [IporpaMmy WM ee JacTh, T0CTOBHYIO, HIIM MOAH(HIMPOBAHHYIO, H/HIIH TiepeBe-
JICHHYIO Ha JIpYroi si3bIK. (371ech 1 aiee NepeBo/l BKI0YAeTCs 6e3 OrpaHUUeHHi B MOHATHE «MoanduKaims».) Kaxplii 061a1aTens MIEH3MM ajipe-
CYeTCs KaK «BbD».

Bupl 1esITeIbHOCTH, He sIBJISIIONIHECS KOIupc PacIipocCTy wiu Moaud i, He OXBATHIBAIOTCS IaHHOW JIMIIeH3Mel; OHU JiexkaT 3a
Tipe/ie/laMu €€ BIIMAHUA. Wcnonp3oBanue HpOl‘paMMH 1o ee d)yHKHPlOHafIbHOMy HA3HAYEHUIO HE OIPAaHUYEHO, a BBIXO/HBIE [IaHHbIE HpOl‘paMMLI OXBa-
THIBAIOTCS 9TOW JIMIIEH3MeH, TOJIbKO eClIi HX COAEpKAHUE ABJISETCA MTPOU3BEAEHUEM, OCHOBAHHBIM Ha HporpaMMe: (BHC 3aBUCUMOCTH OT TOTO, ObLIH JIU
OHH I10JIyY€HBI B IIPOLIECCE UCIIOJIb30BAHUSA HpOl‘paMMH), SIBIISIIOTCS JIM OHU TAKOBBIMH, 3aBUCUT OT TOTO, YTO MMEHHO JieJlaeT Hporpamma.

1. Brl MOXkeTe KOMMpPOBATh M PAaCPOCTPAHATh JIOCTOBHBIC KOMHMH HCXOTHOTO Kojia [TporpaMMEI 1o ero MoyueHHH Ha II000M HOCHTENe, Y YCTOBHH

YTO BBl COOTBETCTBYIOIIMM 0OPa30M MOMEIIAETE HA BHIHOM MECTE B KaX/I0H KOIHMM COOTBETCTBYIONIEE yBEIOM/IEHHE 00 aBTOPCKHX TpaBax M OTKa3 OT
TIPE/IOCTABIICHN s TAPAHTHIA; OCTABJIIETe HETPOHYTEIMHU BCE YBEJIOMJICHHS, OTHOCAIIMECS K IAHHOH JIMIICH3MH U K OTCYTCTBHIO KaKMX-JTMOO rapaHTHii; u
TiepesiaeTe BCeM IPYTuM nostydatesnisam IporpamMmer Komiio AanHo# JInmensuu Bmecte ¢ ITporpamMmoii.

Bol Mo:KkeTe Ha3HAUMTD IUIATY 32 (PU3MUECKMIT aKT Nepeayy KoMUY M MOXETe [0 CBOeMY YCMOTPEHHIO IIPEIOCTaBIIATh IAPAHTHH 32 BO3HAI DAKIEHHE.

2. BBl MOKeTE H3MEHSTh CBOIO KOIMIO WM KoMK IIporpamMMeI WitH JoG0i ee JacTH, CO3/1aBasi TAKMM 00pa3’oM IPOM3Be/IeHHE, OCHOBaHHOE Ha I1po-
TpaMMe, U KOIMMPOBATh U PACIPOCTPAHATD 3TH MO}]Mq)"Kal[HH WA TPOU3BE/ICHUE B COOTBETCTBUHA C PajﬂcﬂOM ], TIPUBE/ICHHBIM BBIIIE, MIPH YCIIOBUH,
YTO BbI BBITIOJIHUTE BCC HUKCCIICAYIOIIHUE yCIOBUA:

a) Bbl 00s13aHb! CHAGUTH MOAMDULMPOBAHHbIE (Daiijibl 3aMETHBIMH YBEAOMIICHHUSIMHU, COAEPKALMMY YKA3aHUS HA TO, YTO Bbl U3MEHWIN (Dailiibl, 1
J1aTy Kax/J10ro U3BMEHEHHUS.

b) Bbi 00s13aHbI PEOCTABUTH BCEM TPETHUM JIMLIAM JIMIIEH3MIO Ha OECTUIATHOE HCIIONb30BAHNE KaXK/I0TO MPOU3BE/ICHHS, KOTOPOE BBl PACTIPOCTPaHse-
Te WK MyOINKyeTe, IEJTHKOM, M KOTOPOE MOTHOCTBIO MJTH YaCTHYHO COEPKUT TIporpaMmy Mii Kakyio-nOo ee 4acTh, Ha yCIOBHSIX, OTOBOPEHHBIX B
JIaHHO# JIMIIeH3MN.

¢) Ecim mopmduimpoBanHast mporpaMma 0ObIMHO YATAET KOMAH/Ibl B MHTEPAKTHBHOM PEXUME padOThl, B JOJIKHBI CAENATh TAaK, YTOOBI IIPU 3aIlycKe
piuiby paéo’m B TAKOM UHTEPAKTUBHOM pEKUME 06bl‘iHblM JUIsA HEee CllOCO6OM OHa IeyaTtajla Wi BbIBO/IWIA HA 9KpaH O()'b}lBJleHl/le, cojiepxkauiee CooTBeT-
CTBYyIOLLEE yBeJOMJIEHHE 00 aBTOPCKUX MPABaX U YBEJIOMIJIEHHE O TOM, YTO FApaHTHil HeT (WK, HA0OOPOT, COOOLIAIOLIEe O TOM, YTO Bl OOECTIevHBae-
T© l'apan'mn), U 4TO I10JIb30BATEJIA MOI'YT [TOBTOPHO PACIIPOCTPAHATH IPOrpaMMy [PH 3TUX YCIIOBUAX, U YKA3bIBAIOLIEE 110JIb30BATEII0, KaK ITPOCMOT-
petb Konuio JanHoi Jinuensuu. (Mckimodenne: eciu cama [IporpaMma paboTaer B MHTEPAKTHBHOM PeKMMe, HO OOBIMHO He BBIBOJMT IOJOOHBIX CO00-
LIeHMHl, TO Ballle IIPOMU3Be/IeHNe, OCHOBaHHOe Ha [Iporpamme, He 0053aHO BHIBOAUTH O0bsIBIICHHE. )

ITH TpeOOBaHMs MPUMEHSIOTCS K MOIH(HIIMPOBAHHOMY MPOM3BECHHIO B 11eIOM. ECITH M3BECTHBIE YaCTH STOr0O NPOM3BECHNMS He ObLTH OCHOBAHBI HA
TIporpamMme 1 MOTYT OOOCHOBAHHO CYMTATHCSI HE3aBHCUMBIMU H CAMOCTOSITE/IbHBIMH MTPOM3BEICHHAMH, TO 3Ta JINIIEH3Ms U ee yCIIOBHs He PacipocTpa-
HSAIOTCA HA 9TH YacTH, €CJIM Bbl PACIIPOCTPaHsAETe NX KaK OT/esIbHbIe MTpor3Be/ieHusA. Ho eciu BB pacripocTpaHseTe 9TH YacTH KaK 4acTh 1EJIOro Mpou3-
BeJIeHNsI, OCHOBAHHOTO Ha ITporpamme, To BBl 00SI3aHBI JIEJIaTh 9TO B COOTBETCTBHH C YCJIOBUAMM AaHHO#H JIMIIEH3MH, PACTIPOCTPaHsIs IpaBa MoJrydaTe-
JIell JTMIIEH3MHN Ha Be TIpPOMU3BECHHUE U, TAKUM 06p2130M, Ha Kak1yl0 4aCTh, BHE 3aBUCUMOCTH OT TOTr0, KTO €€ Harmumcasl.

Takum 06pa3oM, cojiepikaHue TOro pa3jielia He UMEeT LIeJIM PETEeHI0BaTh Ha BAILK IIPaBa Ha IIPOU3BE/IEHNE, HATUCAHHOE MOJIHOCTBIO BAMM, MK
OCIAapUBATh UX; LEJIb CKOPEE B TOM, YTOObI peali30BaTh IPABO YIPABISATH PACIPOCTPAHEHUEM [IPOM3BOIHBIX MM KOJUICKTHBHBIX IPOM3BEICHUMH, OCHO-
BaHHbIX Ha [Tporpamme.

Kpome Toro, mpocToe HaxokAeHHe APYroro MPON3BEICHNs, He OCHOBAHHOTO Ha 3Toit ITporpamme, coBMecTHO ¢ ITporpamMmoii (Ml ¢ POM3BEICHIEM,
OCHOBAHHEIM Ha 3T0i [IporpamMme) Ha OZHOM HOCHTEJIE /TSt TIOCTOSIHHOTO XPAHEHNUSI HIIK PACTIPOCTPAHSIEMOM HOCHTEJIe He PaCTIpOCTPAHsIET JeHCTBHE
970i1 JIMIEH3MH Ha JPyroe MpOM3Be/IeHNe.

3. Bbl MOkeTe KOIMPOBATh U pacrpocTpansth [Iporpammy (1iu npousBeeHie, OCHOBAHHOE Ha Heil) cornacHo Paszeny 2) B 00beKTHOM Kozie i B
BBINOJIHUMOM BHJIe B cOOTBeTCTBUM ¢ Pasfenamu 1 u 2, npuBeeHHBIMY BBILIE, IPH YCJIOBUH, YTO Bbl TAKJKE BBIIOJIHUTE OJHO U3 CJIEAYIOIIHUX TPeOOBa-
HUIA:

a) COHPOBOZ]HTC €€ MOJIHBIM COOTBETCTBYIOIIIUM MAIITMHOYUTAEMbIM UCXOHBIM KOJIOM, KOTOpLIﬁ JOJIKEH paciipoOCTPaHATLCA B COOTBETCTBHH C Pazzie-
namu 1 u 2, TIPUBE/ICHHBIMH BBIIIIEC, HA HOCUTETIE, KOTOprﬁ OOBIYHO HCMOJIb3YyeTCs IS oOmeHa T10; i,

b) ConpoBoauTe ee NUCbMEHHBIM MPEUIOKEHUEM, ASHCTBUTEIIBHBIM 110 KpaiiHell Mepe B TeUeHHe TPEX JIET, IIPEAOCTABUTD JII000MY TPETbeMy JIULLY
3a BO3HArpax)/I€HUE, HE MPEBBIIAIONIEE CTOUMOCTh (bmw:ecxoro AKTa U3rOTOBJICHUS KOIUH, MOJIHYI0 MAIIMHOYUTAEMYIO KOIUIO COOTBETCTBYIOLETO
HCXOJJHOTO KOJIa, HOJICKALIYIO PACIIPOCTPAHEHHUIO B COOTBETCTBUM ¢ Pasaenamu 1 u 2, npuBeJeHHBIME BBILIE; HIIH

¢) ConpopoauTe ee MH(OPMAIHEit, TIOTYYeHHOH BaMHU B Ka4ecTBe NMPE/UIOKEHHUs PACPOCTPAHUTh COOTBETCTBYIOIINI MCXOAHBIH KOJI. (DTa BO3MOK-
HOCTb IOMYCTHMa TOJIBKO JIi HEKOMMEPUYECKOTO PaCpOCTPAHEHH s, U TOJIbKO €CJTH BbI TIOJTYYHIIM TIPOrpaMMy B 0OBEKTHOM KOJIe MJTH B HCTIOTTHAEMOM
BHJIE C TIPE/UIOKEHUEM B COOTBETCTBUH ¢ ITyHKTOM b) BbIlIIE.)
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WcxomHblii KO Jutst TIPOU3BEJICHUA O3HAYACT €ro B/, HPBHHO‘[TV[TeﬂbHHﬁ JUTA BBIMIOJTHEHUA B HEM MOHqu’H/lKaHPH:L ,D,HH HUCIIOJIHAEMOrO TTPOU3BEACHUSA
TIOJTHBII MCXO/IHBIIT KO/l O3HAYAeT BCe HCXO/IHbIE KOIbI IS BCEX Mouyneﬁ, KOTOPbIE OH COJIEPKHT, TITIOC J00bIE CBSI3aHHBIE C TPOM3BEACHUEM Cl)aﬁf[bl
onpeaesieHusa MHTeprbeﬁca, TUTIOC CLIEHAPWUH, UCTIOJIb3YEMBIC JIUIA YTIIPABIICHUSA KOMIWIALHEN 1 yCTaHOBKOﬁ HCTIOJIHAEMOr O TIPOU3BEACHUA. OpHako, B
BHJIE 0COOOTO UCKITIOYEHHSI pélCl'lpOCTpaHfleMblﬁ MCXOMIHBII KO He 00s13aH BKJIIOYATh TO, 4TO OOBIYHO TIPEIOCTaABIACTCA (Kal( B 061>E!KTHLIX, TaK U B UC-
XOJIHBIX KOHaX) C OCHOBHBIMH KOMITOHEHTAMM (KOMHPUIHTOP, AAPO U Tak J]anee) OHCPKUHOHHOﬁ CHCTEMBI, IT0J1 YIIPaBIEHHEM KOTOPOﬁ paﬁoTaeT HUCToJI-
HAEMOE NPOU3BECHME, 3a UCKIIIOYEHUEM ClTydas, KOrja caM KOMIIOHEHT CONTPOBOK/IAET UCIIOJIHAEMOE MPOU3BEICHUE.

Ecii pacnpocTpaHeHHe HCTIOTHAEMOTO IIPOU3BEICHNS M OOBEKTHOTO KOJIa MPOMCXO/UT ITyTeM MPEeOCTABICH s 0CTYIIA JUTsl KOMPOBAHHs € 000-
3HAYCHHOTO MECTa, TO MPEAOCTABICHHAE JOCTYMA JUIA KOMMPOBAHUA HCXOIHOTO KOJIa € TOTO K€ MECTa CYMUTACTCSA pacrpoCTPaHEHUEM UCXOIHOr0O Koja,
JIake eCIM TPEThH JIUIA He MPUHYKIAITCS K KOMHMPOBAHMIO HCXOIHOTO KO/IA BMECTE C OOBEKTHBIM KOJIOM.

4. Bbl He MOKeTe KONMPOBATh, U3MEHATD, TOBTOPHO JIMIIEH3UPOBATh, WM PACTPOCTPaHATH [IporpaMMy HUKaKMM MHBIM CIIOCOOOM, KPOME SBHO
TIPe/lyCMOTPEHHBIX laHHO# JIutiensueit. JTio6as noneITka KONMpOBaTh, U3MEHATH WM PACIPOCTpaHsATh [IporpaMmy Kakum-110 ApyruM criocobom
WM C M3MEHEHHOM JIMIIEH3Mell HeNPaBOMEPHA 1 ABTOMATHYECKHM TIPEKpPAIlaeT Ballli MpaBa, AaHHbIe BaM 9Toi JInuensueii. OIHAKO JTMLIEH3MH I, T10-
JIyYMBIIMX OT BaC KOMUK MIIM MPaBa COTJIACHO JIAHHOM Y HuBepcabHoii ObmmecTBeHHol JIneH3uy, He MPeKpaaloT CBOETo ICHCTBUSA, ECIM 3TH JTHLA
TOJIHOCTBIO COOMO/IAIOT YCTIOBUS.

5. Bl He 00s13aHBI COITIAIIATBCA € 9T0i JIMIeH3Meld, Tak KaK Bbl He NOAMUCHIBAIN ee. OIHAKO, HUYTO, KpoMe 3Toi JIMLIeH31H, He JaeT BaM [PaBo 13-
MEHSATb WM PacrpocTpansTh 31y [IporpaMmy Wil OCHOBAaHHbIE HA HEl IIPOM3BeIeHUs. DTU IeliCTBHSA 3aNpelleHbl 3aKOHOM, ECJIH Bbl HE IPUHUMaeTe K
cobumozieHuio 31y JIuneH3mo. A 3Ha4HUT, U3MeHsis WM pacrpocTpansis [Iporpammy (WM npousBeieHre, OCHOBaHHOe Ha IIporpamme), Bbl U3bsBIIsIETE
cBoe coryiacue ¢ 91oii JIuueHsueit 1 BceMu ee yCIOBUSMU O KOIMPOBAHUH, PACIIPOCTPaHeHUH 1l MoauduKaruy IIporpaMMbl WM OCHOBAaHHBIX HA Hel
MIPOM3BE/ICHU.

6. Kasplit pa3, KorjJa Bbl IOBTOPHO pacrpocTpansiere ITporpammy (1w Jo6oe NponsBe/ieHne, 0OCHoBaHHOe Ha ITporpamme), mosydaresib 3T0ro npo-
M3BE/IEHNs] aBTOMATHYECKH TIOTy4aeT OT NEePBOHAYAIBHOTO BBIIABLIETO JIMIIEH3HIO JIMIA CBOIO JIMLIEH3HUIO HA KOMMPOBaHHe, PAcTIpOCTPaHEHHE MM MO-
Jmukarmio IIporpammel, o6cykaaeMyio B STHX ONpPEIE/IeHNsAX U YCIOBHAX. Bbl He MoskeTe HajlaraTh KaKMX-IMOO JOMONHUTE/bHBIX OrPAaHHYEHHIT Ha
OCYIIECTBJICHHE TI0JTydaTesieM IpaB, IPeOCTABICHHbIX JaHHBIM JOKYMEHTOM. BbI He HeceTe OTBETCTBEHHOCTH 3a COOJIOJIEHHE TPEThHUMH JTHIIAMHU YCII0-
Byt 3TOM JINneH3um.

7. Ecnv B pe3ynbTare Cy1eGHOTO pa3GuparesibCTBa, Wi OOBUHEHNA B HAPYIIEHNH MATEHTa WK 10 I000i APYroil pudmHe (He 0043aTelIbHO CBA3aH-
HOIi C TaTeHTaMH), BaM HaBsA3aHbl YCJIOBHA, IPOTHBOpEYAIIHE JaHHOH JIMIeH31H (10 TIOCTaHOBJIEHHIO Cy/a, TO COTMAIICHHIO MM HHBIM CIIOCOO0M),
3TO He 0CBOOO:KIAET Bac OT codmoienns JIunensnn. Eciv Bbl He MOKeTe 3aHAMaThCs PaclipoCTPAHEHUEM TakK, YTOOB! OJTHOBPEMEHHO y/IOBIETBOPUTh
TpeGOBaHMAM M 3T0ii JINIIEH3MH, U BCeM APYriM TPeOOBAHUAM, TO Bbl He JIOJUKHBI 3aHUMAThCA pacrnpocTpanenreM ITporpammsr. Hanpumep, ecim ma-
TEHT He MO3BOJIAET Ge3BO3ME3/IHOE NIOBTOPHOE pacrpocTpaHenne IIporpaMmsl BeceM, KTO NOJTyUHI KOIAK OT Bac HEMOCPECTBEHHO MM Yepe3 Tocpe/i-
HUKOB, TO €IMHCTBEHHBIM CIIOCOOOM Y/IOB/IETBOPHUTH M TIATEHTY, U 3T0ii JIIeH3uu Oy/IeT Balll NOJHBIA OTKA3 OT pacnpocTpaHeHus IIporpaMmel.

Ecnu Kakasi-io0 9acTh 3TOT0 pasjiesia He MMEeT CHJTbI MIIN He MOXKET OBITh MCIOMHEHA TP HeKOTOPBIX KOHKPETHBIX 0OCTOSTEIBCTBAX, TO TOJpa3yMe-
BACTCA, YTO UMEET CHITY OCTAJIbHASA YaCTh pasjiena, a IMpu JIpyrux 00CTOSITEIBCTBAX NMEET CUITy BECh Paznen.

Llesb 3TOr0 pasjesia — He MoGyAUTb BAC JEJIaTh 3asiBICHMs O HAPYIICHHUSIX NIPAB HA NATEHT, WK 3asIBJISITh O JAPYTUX IPETEH3UsIX HA [IPABO COOCTBEH-
HOCTH WJIM OCIIAPUBATH NPABUIILHOCTD NOJOOHBIX MPETEH3MIA; €IMHCTBEHHAS LE/Ib STOr0 Pas/ie/ia — 3aliuTa LEJTOCTHOCTH CUCTEMbl PACTIPOCTPAHEHUS
coboauoro I10, KoTopasi pean3yeTcs UCMOJb30BaHUEM OOIECTBEHHBIX JIMLIEH3HI. MHOTMe /o1 BHEC/H IIEIPbIi BKJIa B Mpokuii cnektp I10,
PACIIPOCTPAHSEMOTO 110 ITOI CUCTEME, I10JIArasich Ha €€ COrIACOBAHHOE PUMEHEHHE; TOJIBKO aBTOPY IPUHAICKHUT [PABO PELATh, XOUET JIM OH HIIK
ona pacrpocrpatsits I10 B 370l cUCTEME Wil B KAKOH-TO APYTrOi, U MOJIy4aTe/ib IMLEH3U! HE MOXKET BJIMSITh HA IIPUHSITHE STOTO PEICHNUS].

10T pasie NpeHa3HayeH IS TOro, YTOOb! TIATEILHO NPOSACHUTH, YTO II0JIAraeTcs CIeICTBUEM M3 OCTaJIbHON YacTy naHHOH JInnensuu.

8. Ecym pacnipoctpaHeHue W/unm npumMeHeHne ITporpamMmbl OrpaHHYeHo B psifie CTPaH JIMOO MaTeHTaMH, TM00 aBTOPCKUMH TIPABAMH Ha HHTeP(EHCHI,
TiepBOHAYANIBHBII 00IaJiaTe b ABTOPCKUX MpaB, BHITycKalommii ITporpammy ¢ stoii JInieHsueil, MoxkeT 100aBUTh sIBHOE OrpaHUYeHHe Ha reorpadiude-
CKOE PacrpocTpaHeHHe, UCKITIOUNB TAKHME CTPAHbI, TAK YTO PACIPOCTPAHEHNE Pa3pellaeTcs TONBKO B TeX CTPaHaX, KOTOPble He ObUIM MCKJTIOYeHbI. B
STOM cllyyae JaHHas JIuneHs3ns BKoyaeT B ceGst TO OrpaHMYeHHe, Kak eclii Obl OHO GbLIO HAIMCAHO B TeKCTe JaHHO! JINIeH3mH.

9. ®ona CpodoHoro IO MoxeT BpeMs OT BpeMeHH IyOIMKOBATh MEPECMOTPEHHbIE W/HIM HOBbIE BEPCHH Y HUBepcaibHOi OO1iecTBeHHO# JInieH-
3un. Takue HOBBIE BepCHM Oy/IyT CXOIHBI IO IyXy C HACTOAIIEH BepCHeil, HO MOTYT OT/IMYAThCS B IETANAX, HAMPABJICHHBIX HA HOBbIE POGIEMBI HIIX
00CTOATENIBCTBA.

Kaxoii Bepcnn npuaaeTcst OTIunTebHbIA Homep. Eciu B [Tporpavme yKa3eiBaeTcst, YTO K Heil OTHOCHTCS HEKOTOPEI HOMep Bepcun JanHo# JIi-
TEH31H 1 «T00as NOocIe/yomas BepCHs», Bbl MOKETE 110 BBIOOPY C/IeJI0BATh ONpPEIE/ICHHAM M YCIIOBHAM JIO0 IaHHOH Bepcuu, 1Moo moboit moce/y-
1omeii Bepcuu, onyomkosanHoi ®onom Ceodoaroro IMO. Eciu B ITporpaMme He ykaszaH HOMEp BEpPCHM JaHHOH JIMLICH3MH, BB MOXKETE BHIOPATH JT0-
Oy10 Bepcuio, Koraa-imi6o omyomukoBanHyio Pongom Ceodoaroro I10.

10. Eciu BB XOTHTE BCTPOUTH YacTu [IporpaMmsl B ipyrue CBOOOIHBIE IIPOrPAMMBI ¢ MHBIMU YCJIOBUSIME PACIpOCTPAHEHHsI, HAIUILIUTE aBTOPY C
pock00ii 0 pasperuennn. st I10, kotopoe oxpaHsiercst aBropckumu rpaBamu Poria CBoGoauoro 10, Harmimre B Pouy CBodoatoro I10; mbt
UHOTr/A Je/IaéM TaKUEe UCKJIIOUCHHUS. Hame pCLLleHMC 6)’}16‘[ pyxoaoucmosancx ABYMst LeJIsIMU: COXp‘dHCHlflﬁ CBO60HHO|’0 CT‘d‘[yCa BCEX HPOMZ!BOJIHHX
Hatero cBodoaHoro I1O u cofeiicTBisE COBMECTHOMY U MOBTOPHOMY Mcnouib30oBanuio I10 BooOie.

HUKAKHX TAPAHTHH

11. TOCKOJIBKY TTPOT'PAMMA TTPEIOCTABJIETCA BECIUIATHO, HA [IPOTPAMMY HET TAPAHTHI B TOM MEPE, KAKAS JO-
IMYCTUMA IMPUMEHUMBIM 3AKOHOM. 3A UCKJTIOYEHVEM TEX CJIVYAEB, KOIJIA OBPATHOE 3AfBJIEHO B TMCbMEHHOM
POPME, IEPKATEJIN ABTOPCKUX ITPAB W/WJIN IPYTUE CTOPOHBI IIOCTABJIAIOT ITPOI'PAMMY “KAK OHA ECTb” BE3 KA-
KOI'O-JINBO BUJA TAPAHTH, BBIPAJKEHHBIX IBHO WJIM ITOJIPA3YMEBAEMBIX, BKJIIOYAS, HO HE OTPAHUYMBASACH MU,
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TTOJIPA3YMEBAEMBIE TAPAHTAY KOMMEPYECKO! [IEHHOCTH Y ITPUT'OJJHOCTH 17151 KOHKPETHOM LIEJI. BECb PUCK B
OTHOIIEHMN KAYECTBA 1 ITPOU3BOJIUTEJIBHOCTU IMPOI'PAMMbBI OCTAETCA ITPU BAC. ECJIN ITIPOTPAMMA OKAJKETCA JIE-
®EKTHOW, BbI IPUHUMAETE HA CEBS CTOMMOCTb BCEI'O HEOBXOJIMMOT'O OBCJTY KUBAHHS, BOCCTAHOBJIEHWS WU UC-
TIPABJIEHUA.

12. HU B KOEM CJIYYAE, ECJIM HE TPEBYETCS COOTBETCTBYIOIUM 3AKOHOM, WJIN HE YCJIOBJIEHO B ITMCbMEHHOI
POPME, HU OJIH JEPXATEJIb ABTOPCKUX IMPAB M1 H OJJTHO APYTOE JIMIIO, KOTOPOE MOXET U3MEHATDH WU/WJIU TIOBTOP-
HO PACITPOCTPAHATD ITPOI'PAMMY, KAK BblJIO PASPEIIEHO BbIIIE, HE OTBETCTBEHHBI ITEPE]]I BAMU 3A YBBITKHU, BKJIIO-
YAS JIIOBBIE OBIINE, CITELIMAJIBHBIE, CTTYYAMHBIE WA MIOCTEIOBABIINE VBBITKY, TPOVUCTEKAIOIIUE U3 UCTIOIBb30BA-
HUA MM HEBO3MOKHOCTH MCTIOJIb30BAHUSA [TPOTPAMMBI (BKJIIOYASL, HO HE OTPAHUYMBASACE ITOTEPEN JAHHBIX, NN
JAHHBIMU, CTABIIMMU HETTPABUJIbHBIMU, WJIN TIOTEPAMM, IIOHECEHHBIMU 1N3-3A BAC WJIM TPETbUX JIULL, NJIN OTKA-
30M ITPOTPAMMBI PABOTATb COBMECTHO C JIIOBBIMU JIPYTYIMU ITPOTPAMMAMMU), JAJKE ECJIM TAKOW IEP)KATEJIb WA
JPYTOE JIUIO BblJIM U3BEIIEHBI O BOBMOXHOCTH TAKUX YBBITKOB.

KOHEI] OITPEJEJIEHUH H Y CJIOBUH

Kak npumeHsTh 9TH yCJI0BHs K BalIMM HOBbIM ITPOrpaMMam

Ecm BB pa3pabaThiBaeTe HOBYIO IPOrPaMMy M XOTHTE, YTOOBI OHa MPHHEC/A MAKCHMAJTBHO BO3MOXKHYIO MOJIB3Y OOIIECTBY, Jy4IlIHii ClIOCO0 T0CTHYb
3TOro — BKJIOUHATH ee B cBoOoiHOe T10, KoTopoe KakIblii MOKET OBTOPHO PAacTIPOCTPAHATh M M3MEHSATh COTJIACHO IaHHBIM YCIIOBHAM.

YroGhi cienmath 910, 100aBbTE B POrpamMMy clieylomue yenomienns. Hanexknee Bcero Oyzier 106aBUTh MX B HAYAJIO KaXKIOTO HCXOIHOTO (haiiia,
4T0OBI HanGoIee (P(HEKTUBHO NepeaTh COOOIIeHne 00 OTCYTCTBUN FAPAHTHIL; KaskIblil (aiiy To/keH colepkaTh 10 MeHbIIei Mepe CTPOKY, Colepka-
IyI0 «3HAK OXPaHBI ABTOPCKOT'O TIPaBa» U yKa3aHHe Ha TO, I/le HAXOAUTCS TOJTHOE YBEJOMIICHHUE.

omHa CTpoXa, Colepxallasd HasBaHHWe NPOrPaMMsl U XpaTkoe ONHCaHHe TOro, 4TOo
OHa nenaer.
(C) HauMeHOBaHHe (HMdE) aBTOpa YYVY

3To cBOBOIHaY NPOTpaMMa; Bbl MOXETE MOBTOPHO PACHPOCTPaHaTh ee u/uiu
MOOHUPHULIHPOBATE €€ B COOTBETCTBHH C YHHMBEpCalbHOH OOmWEecCTBEHHOH
JNuyensued GNU, ony6nukoBaHHOM Ponmom CBoGomuoro I0; nubo Bepcuu 2,
nmu6o (mo BameMmy BHOOpPY) mMOGOH Gonee MO3nHEH BEPCHH.

3Ta mporpavMMa pPacrnpoCTpaHgeTCs B Halexne, uTO OHa OyneT IOoNe3HOH,
HO BE3 KAKUX-JIUBO TAPAHTHH; maxe 6es rnonpasyMeBaeMbIX TIapaHTHH
KOMMEPYECKOW LEHHOCTH wmnm NPUCOOHOCTH I KOHKPETHOM LENH. Ong
MONyueHHs TMONPOCHEIX CBENEHHH CMOTPHTE YHHBepcanbHyRo O6mecTBeHHYO
JNuuyensuo GNU.

Bel [OJXHBl OBUIM NONYYHTh KOMNHIO YHHBepCalbHOH OBmeCTBEHHOH JIHLUEH3HH
GNU BMecTe C 3TOH mporpaMMod; ecCIM HeT, HaNMIKTe o agpecy: Free
Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA
02111-1307 USA

JloGaBbTe TakXke CBEEHMsI O TOM, KaK CBSI3aThCs C BAMH I10 3JIEKTPOHHON ¥ OOBIMHOI [OYTE.

Eciu nporpaMma MHTEPAKTHBHAs1, CAE/IAMTE TAK, YTOOBI IIPU 3alyCKe B MHTEPAKTHMBHOM PEKMME OHA BbIIABAIA KPATKOE YBEIOMICHHE BPOJE CIIEAYI0-
IIEro:

'HOMOBH30pP, Bepcud 69, (C) uMg aBTOpa rof

I'uomMoBu30Op mocTaBideTcd ABCOJIOTHO BE3 KAKHX-JIMBO FAPAHTHE;

o monydeHus nompobHocTed BBemuTe |~ show w’’. Dto cBoBomHas
nmporpavMMa, ¥ BB I[PHIIalla€TeCh MNOBTOPHO PACIPOCTPAaHSThL €€ IPH
ONpeleNeHHBX YyCIOBHSX; [Is IONydYEeHHS NONPOCHOCTEH BBemure show c’.

T'unoteTnyeckue KoMaHabl “show w’ i “show ¢’ IOJUKHBI IIOKa3bIBaTh COOTBETCTBYIOLIME YacTH Y HuBepcaibHOi ObuecTBenHoi JInnensun. Koneuwo,
HCIIONb3yeMble BAMU KOMaH/Ibl MOTYT Ha3bIBaThCsl KaK-HUOY/Ib MHAYE, HexKeIn “show W’ i “show ¢’; OHM Jlake MOTYT BHIGMPAThCS C TIOMOIIBIO MBIIIN
WM ObITh TYHKTaMH MEHIO — KaK GOJIblIle MOIXOMUT ISl Balllei MpOrpamMmbl.

BbI Takke AOKHBI JOOUTHCS TOro, YTOOBI Balll paﬁOTOHaTBHL (CCJ'IPI BBl paﬁoraeTe HpOl‘paMMMCTOM) WA Bale yqeﬁﬂoe 3aBEICHUE, €CITU TAKOBOE UME-
€TCA, MOANKUCATN B CTy4ae «0TKa3 OT UMYIIECTBEHHBIX TTPaB» HEOOXOMMOCTH Ha 3Ty TIpOrpamMmy. Bor 06pa3eu; 3aMEHUTE CbaMPUH/IV[I
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Komnauns Bparbs EENMHB HAaCTOSmMM OTXa3bHBAETCH OT BCEX HMYMECTBEHHHIX NPaB
Ha nporpamMy [HOMOBHM30Op' (xOTOpas [HenaeT MacChH B CTOPOHY KOMIHISTOPOB)
HanucaHHyYO ABcTpakTHeM K.H.

nonnuck Mara Harta, 1 ampens 1989 r
Mar Hart, IlpesuneHT $upME BHIe.

ta yHHBepcaIbHas OOMIECTBEHHAS JHLEH3Hs He paspelaeT BKI0YaTh Bally MPOrpaMMy B IPOrpaMMbl 3alliUIIeHHbIe MateHTamu. Ecim Baima po-
rpaMma — OMOG/IMOTEKa NOANPOrPaMM, Bbl MOKETE OCUNTaTh GoJiee NOJIE3HbIM Pa3pelnTh KOMIIOHOBATh COOCTBEHHBIE MPHIIOKEHNS C ONOIMOTEKON.
Ecim 910 Bam noaxoaut — ucnonb3yiire GNU Lesser General Public License [http://www.fsf.org/licenses/1lgpl.html] B7MecTo 910i
JIUIIEH3MH.

GNU Free Documentation License

Version 1.2, November 2002
Copyright (C) 2000,2001,2002 Free Software Foundation, Inc. 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document “free” in the sense of freedom: to assure
everyone the effective freedom to copy and redistribute it, with or without modifying it, either commercially or noncommercially. Secondarily, this
License preserves for the author and publisher a way to get credit for their work, while not being considered responsible for modifications made by
others.

This License is a kind of «copyleft», which means that derivative works of the document must themselves be free in the same sense. It complements
the GNU General Public License, which is a copyleft license designed for free software.

‘We have designed this License in order to use it for manuals for free software, because free software needs free documentation: a free program
should come with manuals providing the same freedoms that the software does. But this License is not limited to software manuals; it can be used for
any textual work, regardless of subject matter or whether it is published as a printed book. We recommend this License principally for works whose
purpose is instruction or reference.

APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it can be distributed
under the terms of this License. Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that work under the conditions
stated herein. The «Document», below, refers to any such manual or work. Any member of the public is a licensee, and is addressed as «you». You
accept the license if you copy, modify or distribute the work in a way requiring permission under copyright law.

A «Modified Version» of the Document means any work containing the Document or a portion of it, either copied verbatim, or with modifications
and/or translated into another language.

A «Secondary Section» is a named appendix or a front-matter section of the Document that deals exclusively with the relationship of the publishers
or authors of the Document to the Document’s overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any mathematics.) The relationship
could be a matter of historical connection with the subject or with related matters, or of legal, commercial, philosophical, ethical or political position
regarding them.

The «Invariant Sections» are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in the notice that says that
the Document is released under this License. If a section does not fit the above definition of Secondary then it is not allowed to be designated as
Invariant. The Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections then there are none.

The «Cover Texts» are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that says that the
Document is released under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A «Transparent» copy of the Document means a machine-readable copy, represented in a format whose specification is available to the general
public, that is suitable for revising the document straightforwardly with generic text editors or (for images composed of pixels) generic paint
programs or (for drawings) some widely available drawing editor, and that is suitable for input to text formatters or for automatic translation to a
variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent file format whose markup, or absence of markup,
has been arranged to thwart or discourage subsequent modification by readers is not Transparent. An image format is not Transparent if used for any
substantial amount of text. A copy that is not «Transparent» is called «Opaque».

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input format, SGML or
XML using a publicly available DTD, and standard-conforming simple HTML, PostScript or PDF designed for human modification. Examples of
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transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and edited only by proprietary
word processors, SGML or XML for which the DTD and/or processing tools are not generally available, and the machine-generated HTML,
PostScript or PDF produced by some word processors for output purposes only.

The «Title Page» means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the material this License
requires to appear in the title page. For works in formats which do not have any title page as such, «Title Page» means the text near the most
prominent appearance of the work’s title, preceding the beginning of the body of the text.

A section «Entitled XYZ» means a named subunit of the Document whose title either is precisely XYZ or contains XYZ in parentheses following
text that translates XYZ in another language. (Here XYZ stands for a specific section name mentioned below, such as «Acknowledgements»,
«Dedications», «Endorsements», or «History».) To «Preserve the Title» of such a section when you modify the Document means that it remains a
section «Entitled XYZ» according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document. These Warranty
Disclaimers are considered to be included by reference in this License, but only as regards disclaiming warranties: any other implication that these
Warranty Disclaimers may have is void and has no effect on the meaning of this License.

VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially, provided that this License, the copyright
notices, and the license notice saying this License applies to the Document are reproduced in all copies, and that you add no other conditions
whatsoever to those of this License. You may not use technical measures to obstruct or control the reading or further copying of the copies you make
or distribute. However, you may accept compensation in exchange for copies. If you distribute a large enough number of copies you must also follow
the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than 100, and the
Document’s license notice requires Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-
Cover Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as the publisher of
these copies. The front cover must present the full title with all words of the title equally prominent and visible. You may add other material on the
covers in addition. Copying with changes limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can be
treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit reasonably) on the actual
cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a machine-readable Transparent copy
along with each Opaque copy, or state in or with each Opaque copy a computer-network location from which the general network-using public has
access to download using public-standard network protocols a complete Transparent copy of the Document, free of added material. If you use the
latter option, you must take reasonably prudent steps, when you begin distribution of Opaque copies in quantity, to ensure that this Transparent copy
will remain thus accessible at the stated location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any large number of copies, to give them a
chance to provide you with an updated version of the Document.

MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that you release

the Modified Version under precisely this License, with the Modified Version filling the role of the Document, thus licensing distribution and
modification of the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of previous versions (which should,

if there were any, be listed in the History section of the Document). You may use the same title as a previous version if the original publisher of that
version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all of its principal authors, if it has fewer than five), unless they release you from
this requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to use the Modified Version under the terms of this
License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in the Document’s license notice.
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H. Include an unaltered copy of this License.

L. Preserve the section Entitled «History», Preserve its Title, and add to it an item stating at least the title, year, new authors, and publisher of the
Modified Version as given on the Title Page. If there is no section Entitled «History» in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and likewise the network
locations given in the Document for previous versions it was based on. These may be placed in the «History» section. You may omit a network
location for a work that was published at least four years before the Document itself, or if the original publisher of the version it refers to gives
permission.

K. For any section Entitled «Acknowledgements» or «Dedications», Preserve the Title of the section, and preserve in the section all the substance
and tone of each of the contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the equivalent are not
considered part of the section titles.

M. Delete any section Entitled «<Endorsements». Such a section may not be included in the Modified Version.
N. Do not retitle any existing section to be Entitled «<Endorsements» or to conflict in title with any Invariant Section.
O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in
the Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled «<Endorsements», provided it contains nothing but endorsements of your Modified Version by various parties--for
example, statements of peer review or that the text has been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover Text, to the end of the list of
Cover Texts in the Modified Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements
made by) any one entity. If the Document already includes a cover text for the same cover, previously added by you or by arrangement made by

the same entity you are acting on behalf of, you may not add another; but you may replace the old one, on explicit permission from the previous
publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to assert or imply
endorsement of any Modified Version.

COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant
Sections of your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with a single copy. If there
are multiple Invariant Sections with the same name but different contents, make the title of each such section unique by adding at the end of it, in
parentheses, the name of the original author or publisher of that section if known, or else a unique number. Make the same adjustment to the section
titles in the list of Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled «History» in the various original documents, forming one section Entitled «History»;
likewise combine any sections Entitled «Acknowledgements», and any sections Entitled «Dedications». You must delete all sections Entitled
«Endorsements».

COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License, and replace the individual copies of this
License in the various documents with a single copy that is included in the collection, provided that you follow the rules of this License for verbatim
copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a copy of this
License into the extracted document, and follow this License in all other respects regarding verbatim copying of that document.

AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of a storage or
distribution medium, is called an “aggregate” if the copyright resulting from the compilation is not used to limit the legal rights of the compilation’s
users beyond what the individual works permit. When the Document is included in an aggregate, this License does not apply to the other works in the
aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than one half of the entire

aggregate, the Document’s Cover Texts may be placed on covers that bracket the Document within the aggregate, or the electronic equivalent of
covers if the Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.
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TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright holders, but you may include translations of some or all Invariant Sections
in addition to the original versions of these Invariant Sections. You may include a translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include the original English version of this License and the original versions of
those notices and disclaimers. In case of a disagreement between the translation and the original version of this License or a notice or disclaimer, the
original version will prevail.

If a section in the Document is Entitled «Acknowledgements», «Dedications», or «History», the requirement (section 4) to Preserve its Title (section
1) will typically require changing the actual title.

TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any other attempt to copy,
modify, sublicense or distribute the Document is void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain in full compliance.

FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time. Such new versions
will be similar in spirit to the present version, but may differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a particular numbered version of this License
«or any later version» applies to it, you have the option of following the terms and conditions either of that specified version or of any later version
that has been published (not as a draft) by the Free Software Foundation. If the Document does not specify a version number of this License, you may
choose any version ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the document and put the following copyright and license
notices just after the title page:

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your choice of free
software license, such as the GNU General Public License, to permit their use in free software.
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