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http://www.suse.com/documentation/
http://www.suse.com/support/
https://scc.suse.com/support/requests
http://www.suse.com/documentation/feedback.html

PEEERIRES (RIS —F, TEMFM) : LtRFSNBEMFHTN—E,

WAER root FEITHES, BEFREIUEXLHFLHIML sudo AFLREBITEN

root # command

e AILARIFFIAFIEITHG S,

tux > command

=z
=

O == ssEx
ESRSIRIEZF, BN THROATHHRNER, BISEHEXT20E, BERIEEX.
BHREIVIEGENES,

52 EZaE
RGBT, SR TRNEBER

R JEEIEA
FUMSE, BN LR ERAZRIEE,

R~ BB
BHER, MBS sStAEEIN

4 RFAREIGHIE

AH4A SUSEDoc ( DocBook 5 (http://www.dochook.org) 72 B)FEE ) REMM. XML B 4F

jing (¥E&M https://code.google.com/p/jing-trang/ 2 ) AIBAREIE, A xsltproc #{TRIE, FHH
Norman Walsh B9 RIVBE X iR A4E#RJ XSL-FO, £ PDF i&id Apache Software Foundation
(https://xmlgraphics.apache.org/fop) # B FOP HEhR, FAFHIEARSIERIA RS TEMMMER
DocBook Authoring and Publishing Suite (DAPS) 12, INBRIEDTIR]ATE https://github.com/openSUSE/
daps 2 HKE,

ASHEH XML BRI AT BATE https://github.com/SUSE/doc-sle 71 F$%ZI,
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sHRES

Bash #0 Bash B 2

sudo 14

YaST BXHLE# 23

XAFITEY YaST 27
FERGSITIAEERY 31
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&£/ VNCiZi2i5(a] 83

XHFES 88



1 Bash ¥ Bash s

s, T2 ASERAEEIEW GNOME WEFBFRE (GUID) itEN., REE(RH® T XEI0EE, B
FERAENHITENESH, TRSBEMRH, 2N GUI RIFAHTE, AEJRMEXTIN: (FERFGIF A
Bash ) BYELESEAIHEAR,

1.1 42 "OE" 2

BEXIL, SMTHIE1E Bash (Bourne again 4h% ) . EAERIRE “4MR" B, $ERYE Bash, XL,
f27T Bash EFERZSHEMINE (ash, csh, ksh, zsh ¥ ) , EMI\TEHEZSAENINEENIEE. IRF
BEXTHMINVEMESER, B7E YaST FERINE,

1.1.1 T H#% Bash BBE X4
ShEETAR S

1. REANEFRIIR: SERUHTEVNFEEALSN, BER --login MEINIAA Bash Blil@id SSH
EXRIZiZHENA,

2. “E@T RERIME:  XBEEEBD) xterm. konsole, gnome £ HEEEU T ERMER,
3. EREANNT: HEGBSITIERAIEHARNER,
IRIBFTASN SRR, KIEMAAMNEEXH. TRETERINEBRINENERE XK,

R 1.1 BRIMNTH) BASH EEEXH

X iR

/etc/profile REEUEIZ M, BMTET —IREFE O] 8EHRIA IR
FfER !

/etc/profile.local WMRY R /etc/profile, BFERILLIHE

/etc/profile.d/ BEREREFNARSAEERE XY

~/.profile FLABABETHFNERINEEE
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& 1.2 IFERINTHI BASH EEBEXXHF

/etc/bash.bashrc

ANEEUE M, BMUET —REHE AT EERIFE
RIfEeR !

/etc/bash.bashrc.local

ERLEXXFHEARSSEERIMEDR (X Bash)

~/ .bashrc FELEASETRFPIEE
tb4h, Bash B fEREZ X4 :
& 1.3 FAF BASH BS54

X Pt

~/.bash_history

BEERANMEHIMNIIR

~/ .bash_logout

EHIIT

1.1.2 BR%EM

FTREENA Linux R LREENRSKFIER. UTFIRFRRTILEBRNEEZFERNESFH

=

B/

R 1.4 ¥ B RRELA

=B B
7 RER — BRMNEA,
/bin EATHHINHE, ANAGEERASERSSEENRS, BETaas)

7=, Ul Bash,

/boot S| SIMHEFRIFREX M,

/dev VSRS E T ENRYIR SRR,

/etc BETENNRREEENM.

/home EERAALEEKFHRERAFNAFPERER. BR, root WEERANE /

home A, MR /root H,

/1ib BEAHZENRZRIR,
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EES AE

/media AR AR R &R R,

/mnt G RA XA R AN TR,

/opt B h0 Sz FE 72 R AR 14 L,

/root BEAF root MEBER,

/sbin BEARR G Z#HI,

/srv R R MRS IR,

/tmp I B 3 4

/usr BB RIZEIEMHENRIR G,

/var LEHE, WEEXHG,

/windows REZG LENEERT Microsoft Windows* # Linux Bfa] A, & Windows
R

MFIREHERILARTEMLEHFFERNESFAER, FHAH LR

/bin

B2 root MEMAFEHEIERANER shell <, XLHFLEE Is. mkdir, cp. mv, rm

M rmdir, /bin tBE& Bash, E=& SUSE Linux Enterprlse Server FARIEKIASM 5,

/boot

BESISAENRE, W3ISMEREF. ARMURARZARATRFPEIER ZEERNEMEEE.

/dev

EFCRIE AR BYIR & X,

/etc

BEEHEI X Window AAEEFIEENAMEEXH, /etc/init.d FEREES5IZLIEH
BI#1,1THY LSB init B2,

/home/username

EFERAREIUKFRMERFPINFAARE, XENXHFRERERAEERAEER BN, A
VBT, BFEMEEFMAREEE URE X E RO MEFELR, F30 . gconf/ #

.config,
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@ IR MEMERAFPERX
IRIEMEIET LI, MR EE ROTAPRSTEI R AT /home Z9MIR
iq:lo

/1ib

BAESISRAMIEIT root XGRAFNGHLSARNERHLEZE, HZEMESET Windows 89 DLL
X,

/media

B2 CD-ROM., [AFEFEILAEN (WMRENMER USB) FrlHEFNERR, /media BEEE
PRAGEE Z SIS RIENRE, TEIRERBASERIRARAARAZR, BETMAILLBRIZERA,

/mnt

LB RREHRIGRRANGRENZTRR, root AJRELARAXERS,

/opt
RBRATRRFB=TIRME, ELEART KR ERAEFARRIMED MR F Bl

/root

root AFHEER. root MMABIBMEEFELL,

/run

systemd FIEZNMAGFERM tmpfs BR, /var/run & /run HfFSHE,

/sbin

90 s FiREAMY, ZBRMEFBERAFNEARERF, /sbin 81F /bin RE)T#HHIXHAHAKLS|ISH
YR8 R PR BRI E Mt IS

/srv

EFRARIRMHEIVARS (40 FTP 0 HTTP ) BY%NIE.

/tmp
B RAFE IR EF SRR ER,

o EE: &5|SmEE /tmp
fEFE /tmp FHIBIEREERIEERAESISHINFE. BEEURT /etc/sysconfig/
cron (ZXHXARE) FHNRE,
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/usr
/usr SRAPZEX, iz Unix RAEZTIR (Unix system resource) BI4ES., /usr HEIBERZRITE
8 XMERRZERINE (FHS) BN ENZEHZMFRERILNE. LERBSMENAER (2
{5 GNOME FE.RH ) , AFESEXHRAHEBRERKR, /usr fiEFTS4NFER, W /
usr/bin, /usr/sbin., /usr/local F /usr/share/doc,

/usr/bin
BE—RREI5RIBIEF,

/usr/sbin
BENRREERREBIIER, BIUNLEIEINEE,

/usr/local
FELBERP, RAEIRAIULRAMPIRII F R & BT R,

/usr/share/doc
EFRANSMIXHEXENL TR, £ manual FERPEIUKEILFMEVEXVIARER, NMREE
TZMES, NMILBRTEESXEFMAEESHIRA,
£ packages FRIUHKEIRA LLRMRHEBPEIHXXNE, WTFE 8, BILE-—NFER /
usr/share/doc/packages/packagename , R FEFZEMNERXE, BEFRA. &
B XS nEAs,

MRAGF LZRT#IFIER, /usr/share/doc EREF howto FEF, HRELS Linux IR
LERMFEREXIF Z(ESRIFINSIAE,

/var
/usr AFEFEFRSRIZNEUE, M /var BTFERARRFHEIEAHM A TEHIRRIEHE,
BIONEEXEREBERYIIE, BXREEHEXXEFMA, FJUAE /var/log/ TikE|, BEER
m*E38.1 “HEXH" .

1.2 wEINTHIAR

HEMARRITAELBESHERSN: RERE, EXFATERBEEFEEUARITS HIiERE
. AP ROIERATITEIX AR/ R :

1 1.1 BFTEN A RIS R A

#!/bin/sh ©
# Output the following line: @
echo "Hello World" ©
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O F—17/3=2 Shebang
FH(#!), ERTUEXGR—IHE, ZMIZAER Shebang BHIEERREEFNIT, EERROAFH
/bin/sh,

0 FEITITIR—ANURERFSALNER, BIGTRMEIEFNITHITERUISEENIMER,

© F=ITERARNERS echo FTENHENIE,

A ABITZMIA 2R, FE—ELEREM:

1. BYMAENEZ—1 Shebang 1T (JALEFMAAN LIRRAI—#) . MRMALBIULT, WEE
AR RERIEF.

2. AJMFZMAREEEFAUE, B, BIREFRTFENSIUKIINERTD, SFcFERIREZER
IMEEE PATH HE., BE, —MAFPAERBX /usr/bin MENR, AlL, BIUSHAREER
FB& ~/bin/ A, FELFIFERBH hello.sh,

3. ZHAFZERTRITIER, EAU TS IRENR:

chmod +x ~/bin/hello.sh

REHR LARFRBRRFM, WATRIN T A NARITLA :

1. fEREIERTZ: FIAMERBLIIRZMITHA, EAHF KN ~/bin/hello.sh,

2. FRENIE: MR PATH MELEBSMAMAERR, WAAERM hello.sh RMITIZMIZE,

1.3 EERGIEMF

B SEAIAER=MEEM AL
o TR XERMNWRELIEE, EaS{THREATRESERNERLIE
o INEHIA: MR- SSFEAFSEMGLEA, NWERLEE
o INEHIR: Y ERALLEERSHER.

BRETAXLEEE, BUTTITEFLAN:

-T¢

B > X
Rizam LB AT MG, SHRIEXG. flM, 1s fLFEBEBEAXMG
listing.txt:
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ls > listing.txt

wme >> X
e LB NEIX . flg, 1s S<LFEBHEMEXH listing. txt :

p=]

1s >> listing.txt

wme < X¥
EENZXHERAEGLIMA. fI, read LR FUEXHNATIZAZE:

read a < foo

B 1| &% 2
J%EW"‘E%E’Jimdﬂiihﬂj’ﬁﬂﬁ%ﬂ%ﬁ)\ fIgn, cat @<L RMWHIM /proc/cpuinfo KIA
B, grep ERALLHENTREEE cpu BI1T:

cat /proc/cpuinfo | grep cpu

BMBEME—MXAHEAT: 0 (F) RANERA, 1 RAMERL, 2 RNFEHER, RITFE <
> FFRHBAL GRS, B3, UTITRRM foo FAMIXH, EESTIFHIREEME /dev/
null TINGIEIR,

find / -name "foo*" 2>/dev/null

1.4 {EA7A

ABR—AHSNRSHREARNEN. FIRBHNIEEN:

alias NAME=DEFINITION

B, UFTEXT—ARE 1t, BRE—AMKIIE GER -1 ) , SEBIERNEHSF (-t), HEH
FEREITEN (-r):

alias 1lt='ls -1tr'

BEEBMABRRENX, EEMA alias, £ unalias FEMAHIR MRS,
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1.5 £ Bash PEALE

HRLEETUREFRE, LAIUREHEE, EFEE (HIMREEE) FIUEMRBII TR, MEER

LENEIFII TP,

BEEMBIMNERE, BfEMA printeny <. NIRFEMELENE, FRHEEIMFENEEERA:

printenv PATH

HEILAEA echo EELE (LIERE/HLHETE) :

echo $PATH

BRERNTE, FEATERRMESHIE:

PROJECT="SLED"

ABEAESSHMABAZE, SMNEHE, BERENMEEE, FEM export :

export NAME="tux"

EMpTE, BFER unset :

unset NAME

TRESHEHERPIIAERN—EELMERE:

xR 1.5 BRANMEESE

HOME LEAPHNAPERR

HOST HEIEH S

LANG Y—ATEXMLE, CERIIMESBRE
=, WiBBIUREY C

PATH HEMEREE, BSHMNERIE

Ps1 BEES RS AT L BR R

PS2 HEETER (TS (T SR TENRENIE R

PWD LETIFER
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USER SEn)El

1.5.1 {EHEZT=

fign, MNREBMA foo.sh, METLAGITHIT:

foo.sh "Tux Penguin" 2000

BUREBANANREEEE, BFEEEUSH. $ KRE—ITEHEE, $2 KREF_NEHEE, KL
Kift, ZSAUBNANSH. BROWEBM, BEA $0,
ATHIA foo.sh fTENM 1 R 4 HFREEZE:

#!/bin/sh
echo \"$1\" \"$2\" \"$3\" \"$4\"

RER LIRETERITIEHA, 1FIREX:

"TUX Penguln" ||2000|| wn onn

1.5.2 EHEEER
SEERE—MEREATEENNE (MENSUAEN) . U TIIRESTRIEHER:

${VAR#pattern}
MZE PR =] BERY R AE L EC -

file=/home/tux/book/book.tar.bz2
echo ${file#*/}
home/tux/book/book.tar.bz2

${VAR##pattern}
MZEMIIBR =T RERY R A ILEC -

file=/home/tux/book/book.tar.bz2
echo ${file##*/}
book.tar.bz2

${VAR%pattern}
MBI IBR =] BER ExFE ILES «
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file=/home/tux/book/book.tar.bz2
echo ${file%.*}
/home/tux/book/book.tar

${VAR%%pattern}
MBI R BERY BRI ILAC :

file=/home/tux/book/book.tar.bz2
echo ${file%%.*}
/home/tux/book/book

${VAR/pattern_1/pattern_2}
KB pattern_1 89 VAR MIRABER R pattern_2:

file=/home/tux/book/book.tar.bz2
echo ${file/tux/wilber}
/home/wilber/book/book.tar.bz2

1.6 Fap<LnEMAT

HRAVFEIN SR SITERMTAUB R FRT, SMGIEMREA—MELE, ZBRHBRERIFIMN
NIERKM, GRZ 0, Was<ll, EMEMEERRREET ZGLH—MER,

AT IR BRI MG a2 534

AR ¥ r AR

PRI TIXER S, FMEEIRLE, UWTFTER cat ERXHNAS, AEER 1s FTEEXH
BtE, MABERHE:

cat filelist.txt ; 1s -1 filelist.txt

we 1 && Mg 2
MREMSSHLY, NEFENHS GBBEEHAND) . N4 E—AHoHIN, WFEFER
HRINEHTENE R (5 RS P10 £ —TUaLs ) -

cat filelist.txt & & 1ls -1 filelist.txt

w1 || &L

HEMGSEMEHEITEMNGS (BIEEERF OR) , UTFTNHAE /home/tux/foo HEIEBR
LBt A A7 /home/wilber/bar HFEIZER:
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mkdir /home/tux/foo || mkdir /home/wilber/bar

funcname(){ ... }

BB RL, ERIAMEREMSRIBREEEE, W MTEXATITENEHSMNEL hello:

hello() { echo "Hello $1"; }

] AYI IR AL R 2K

hello Tux

ESFTEN:

Hello Tux

1.7 (ERBRHRIEMIEER

AT EGIRARRIE, S5%E while, if. for # case FMEEA.

1.7.1 if 2555

if HOATRERAL, I, UTREBMLLNAFPEER Tux:

if test $USER = "tux"; then
echo "Hello Tux."
else
echo "You are not Tux."
fi

MIARIANEEI AR R BRI R, U TFRANEENM foo. txt BEFE:

if test -e /tmp/foo.txt ; then
echo "Found foo.txt"
fi

MARAX BN BEERESH:

if [ -e /tmp/foo.txt ] ; then

12 ERERREMIEIER
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13

echo "Found foo.txt"
fi

7 http://www.cyberciti.biz/nixcraft/linux/docs/uniglinuxfeatures/Isst/ch03sec02.html 2 LaJUIKEIES
BAKRIEL,

1.7.2 {£F for < EIEEIA

for BEHRARIFEN—RITMITEHRS., HIgl, UTFRBITEIXRFHaITFERTP PNG XHFHNELEESR:

for i in *.png; do
1s -1 $i

done

1.8 BZER

XF Bash MEZEESEFMIL man bash FIEH, FTUAEUTIRPHIIXFLHEINESER:
e http://tldp.org/LDP/Bash-Beginners-Guide/html/index.html# — Bash A ]&¥5@
e http://tldp.org/HOWTO/Bash-Prog-Intro-HOWTO.htm| # — BASH 4R¥Z% - I/ M IEIEIERS
e http://tldp.org/LDP/abs/html/index.htm| # — &% Bash HIARSER

e http://www.grymoire.com/Unix/Sh.html #2 — Sh - Bourne 4p5%

EFE for AR S EIRRTEIR SLES 12 SP2
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2 sudo

WERSHARARALAEFETEM root BMIBITARIERXXEF/SIHITREBRAFHERITHIES.
ATHRESMNBRREBIMNSITREGSIER, BERBNAEER root SNER, BINHIMER
ARSI EBAF BN IE, HEMA sudo mLREITEERSFNAIGS,

£ SUSE Linux Enterprise Server £, sudo EXAECE RS su I THEANEM, ER, sudo =[iLAFMN
SEREENANEREAEMAFIEIRREITHS., X%, ErlARLERAFMNERREBRESFRD
e, 2R, FTARIFAE users KR GER wilber FFMUGITHR S, B0, EIREILIEEE MR
LI, FIAHE—SRREIT S LHNR. B sutRRFEE root NSABEERA PAM #HITEMIGIE, ER
BRI sudo EEEREAEBCHSNFEIEHITEMNKIE, IHMAFERLE root O<, AMREST
T, flEN, EEIRFAE users KIAGIBA wilber S#iE1Ta< frobnicate , {BFREIETAE
TEBE, X, ErThREHAFNEEREEHEENNAE,

2.1 sudo EXRR%

B sudo EEFHA, INEEA+0EX,

2.1.1 BITEANHS

UNEBRAFESNERRE, BOIUESLHINMLE sudo A root SMBITEMGS, FREBRREA root O
LR, MRBMIIEMRTI, BEEM root BMEiTaR<:

tux > id -un@

tux

tux > sudo id -un
root's password: @
root

tux > id -un

tux ®

tux > sudo id -un
(4]

root

©® id -un FELRFTENHFIAFRPNERR,
0 TERATEPAKEROS, TRERANZEREIIRNER.
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©® ZRBL sudo FAMGLARERRSHENEIT, MREART sudo MRMMBEEGS, NHRER
SatA PR NETT,
O EREREA, BEFB/BXBA root 0%,

@ B /0 EEM
/0 EEMN TEARNSEMEARI T EEARE :

tux > sudo echo s > /proc/sysrq-trigger
bash: /proc/sysrq-trigger: Permission denied
tux > sudo cat < /proc/1/maps

bash: /proc/1/maps: Permission denied

RE echo/cat “HFIZERKRSHNET, EXRAVNBRAFIMEERRBPERRT. &)
BE 2127 "EaSE" RATRBHNE, thEJCAER dd SKARRFRE:

echo s | sudo dd of=/proc/sysrqg-trigger
sudo dd if=/proc/1/maps | cat

2.1.2 Bz

WAEBFRGLRMLE sudo AJEERAM. RATAEINTIEE NS sudo bash, EXRRBIWIEER
MTFEFR—FMRAENGIRBHNIIR:

sudo -s (<@R%>)
jB5] SHELL IMRTEFEENIINSEFAFNEIAIN G, IREETHS, WSBzmSERs
Sh5% (ER -c =) , BWIIREZURERNET.

tux:~ > sudo -i
root's password:
root:/home/tux # exit

tux:~ >

sudo -i (<&%>)
5 -s %, ERESBIMRBIMAERIIN . WHRR, RASKIMNTHIBMM ( .profile
F) #HITRE, ABHIMNITEFERIRENERAFNEER,

tux:~ > sudo -i
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root's password:
root:~ # exit

tux:~ >

213 MRELTE
HIAMERT, sudo REfEFELE:

tux > ENVVAR=test env | grep ENVVAR
ENVVAR=test

tux > ENVVAR=test sudo env | grep ENVVAR
root's password:

tux >

O HHEAHTERPBPEFER sudo BITHHSHIMERAREZEIMETE ENVVAR,
1T RHREIT env_reset EIHITENR, BSME 2.1 “BRMREFLED”

2.2 BEEE sudo

sudo E—MEERENTE, RESHHEERIN,

@ EFE: TiE(ER sudo
WRIERNINMEE AT LEER sudo BIKR, EBRIUAER su - & root O£ 3KEX root 4b

7, AFIEIT visudo RIEEXMHEIR,

221 fmERENH

sudo MFERBILENG S /etc/sudoers, MRZNEREEEMEBIR, EBrJEELEERRS,
FELEIRZUEINER visudo RREEENXMH., %S P UABS LRI T AIZX G #ITEN, HEERE
ZRIMEIEEER,

R e BT IR E EDITOR IMRELERMERRR vi ASMIGRIERS (RIERFUM ) , FlIgn:

sudo EDITOR=/usr/bin/nano visudo
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g, /etc/sudoers XHEABRHRLBIRMH, EHNXLENETESEVE, AL, BiVESEEE
XEEME /etc/sudoers.d/ BRTHXHEH, ZEXRTHERAXGFEHSBHNMNARER, EFEXTF

BRX T RIS mENY, BiElT:
sudo visudo -f /etc/sudoers.d/NAME

BE, EAEMmER (I nano ) :

sudo EDITOR=/usr/bin/nano visudo -f /etc/sudoers.d/NAME

@ JEE: /etc/sudoers.d FZBBRAI G

/etc/sudoers HfY #includedir &% (BT /etc/sudoers.d )%&W%D)\L(;‘E;‘E%)

ZEREE . (R) XK,

XxF visudo HLHIFMER, 5izfT man 8 visudo,

2.2.2 sudoers EARREIE X

£ sudoers EEEXFH, BRMEREFNEN: FABRMINE, FAHSEUBSEME, mirSNREE
£ “ON” 3 “OFF” Zi&t]#k, sudoers BEEXHREEHEEMIER:

# Everything on a line after a # gets ignored @
Defaults !insults # Disable the insults flag @

Defaults env_keep += "DISPLAY HOME" # Add DISPLAY and HOME to env_keep
tux ALL = NOPASSWD: /usr/bin/frobnicate, PASSWD: /usr/bin/journalctl ©

©® #include # #includedir XWMEEGHLHI5%, HRREF, BTHEE UID,

0 Ek | FIBEEMNRSIRER “ON”
© BE&N3xE 2237 “sudoers A"

& 2.1 BARSFEIRN

priAliE=p i 5iBA
targetpw LEARSIER AR P RFZEA

BirAF (F180 root ) MO%
(ON) ERFZMABARFNO
% (OFF),

17
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Defaults targetpw # Turn

targetpw flag ON

sudoers BRI EEL
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IR Ll AN

rootpw IRIRE 7LD, sudo &= Defaults !rootpw # Turn
RRMA root 0%, MIER rootpw flag OFF
WMHEPSIARENOS. EiAME
5 “OFF” ,

env_reset PARIRE TIZER, sudo Defaults env_reset # Turn
SME—MXESE env_reset flag ON

TERM, PATH. HOME. MAIL.
SHELL. LOGNAME. USER.
USERNAME #0 SUDO_* £/5&
INFIR, LSy, SMNIBRIMRES
A env_keep FIHIETE,
ZKiAMER “ON” ,

Lkeep env_reset ﬁ'\%iﬁﬁ “ON” ETJ' # Set env_keep to contain
ERBIIMET SR, EDITOR and PROMPT

Defaults env_keep =
"EDITOR PROMPT"
Defaults env_keep
+= "JRE_HOME" # Add
JRE_HOME
Defaults env_keep -=
"JRE_HOME" # Remove

JRE_HOME
M env_reset #R&1R # Set env_delete to
5 “OFF NEXBRNIAETE contain EDITOR and
e PROMPT

Defaults env_delete =
"EDITOR PROMPT"
Defaults env_delete
+= "JRE_HOME" # Add
JRE_HOME

Defaults env_delete -
= "JRE_HOME" # Remove
JRE_HOME
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e UAEER Defaults £hERAP. EVMGSESEIERR. FH, =JLAMUFENNARISEERFE,
XxTF /etc/sudoers BBENXEIFMEE, BEM man 5 sudoers,

2.2.3 sudoers 9N M

sudoers EERHIMNFTREZIFEE R, AUEATNEIREEIAT, SMHNNEEBRESRI ( [] #FicH

= aIEE ) :

#Who Where As whom Tag What
User_List Host_List = [(User_List)] [NOPASSWD: |PASSWD:] Cmnd_List

SUDOERS M #9i&Ei%

User_List
—NEEAN (B, 2R) R BP&A. 08 %GROUPNAME B94EENHEIN 0 #UID BIAF ID,
B LAfE A i3 AISRENR

Host List
—MEEAN (A, 72R) RN (EEREN ) ENBAKIP ik, FTUER | FI4RET
K., Host_List HYIREEINA ALL,

NOPASSWD : | PASSWD :
WERAFTE NOPASSWD: FEIZITHEHRSYS CMDSPEC ILEE, RAEALIERTRAFHAOS,
PASSWD AEINEIRN, XNEHBEMEDMUTFRE—1THNAEZEEEE:

tux ALL = PASSWD: /usr/bin/foo, NOPASSWD: /usr/bin/bar

Cmnd_List
—MNEEAN (B, 2R) X9/ ITXAmEE, ERAFERNBTEN T A HBARIR,

/usr/bin/foo # Anything allowed
/usr/bin/foo bar # Only "/usr/bin/foo bar" allowed

/usr/bin/foo # No arguments allowed

ALL ®JUBAFH{E User_List. Host_List #01 Cmnd_List,
T tux EEFWMAOSHERTLA root BGEITFIBH LRI :

tux ALL = NOPASSWD: ALL

FF tux BIT systemctl restart apache2 E9FRN):
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tux ALL = /usr/bin/systemctl restart apache2

RF tux ERTEZEMER T adnin SHIEIT wall FIFHIN:

tux ALL = (admin) /usr/bin/wall ""

IIP*

: fEfeE
AR LRI RIS

O =

ALL ALL = ALL

288 Defaults targetpw FIER TUIZER, BMHEFIALREEL root BHIBITHS,

2.3 HIEAE

REMAEEN THENRENKAMEEE CEBA, BEREEXKEEFEETA,

2.3.1 EXE root OSHIIER FER sudo

ERBRHRE ( “AF X REEM root SMIBITHS Y ) BIERAT, TELMLEMN, EEMIER
T, EREUWHITEM DR, RERGI, H wheel RIMSIBELL root BMIZITAAE®E sudo &GS,

1. FBCAME| wheel 8
MREBCHAFPKFEARZE wheel BRIRLSR, BRIMZKF, BAEMERIEIT sudo usermod
-a -G wheel AP & ARITHEHBRER. 15T groups A E UHBIAEE S,

2. BERRBRAFPNOSHITEMERIEMETIZ AEINRE,
M visudo RIEXH /etc/sudoers.d/userpw (IBEMWE 2217 “GREREXHEH" ) HiR
ma:

Defaults !targetpw

3. EEFECGAN,
RIEREREAFENMAOS, BUBXN /etc/sudoers HFUFETHNERE, FHISBIAMMERR
EO
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## Uncomment to allow members of group wheel to execute any command
# %wheel ALL=(ALL) ALL

## Same thing without a password
# %wheel ALL=(ALL) NOPASSWD: ALL

4. RS ERAFL A PR Hl 1t
1% /etc/sudoers HAIF—tHRIERIMNERIESRER:

targetpw'!

ALL ALL=(ALL) ALL  # WARNING! Only use this together with 'Defaults

@ . sudoers YRS FNM
RS —%, BWTABEHEN root SHRFIAISS,

5. MitEc &
XA wheel BIRYZFNIERL 5 B191B1T sudo,

tux:~ > groups

users wheel

tux:~ > sudo id -un

tux's password:

root

wilber:~ > groups

users

wilber:~ > sudo id -un

wilber is not in the sudoers file. This incident will be reported.

2.3.2 Xt X.Org hFAERERA sudo

&R sudo BIIEIFNARREFR, FJRESHMTHEIR:

tux > sudo xterm
xterm: Xt error: Can't open display: %s
xterm: DISPLAY is not set

YaST £3%£# ncurses REMIEEFRE.
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EfiEd sudo B NARFPER X.Org, FEREEINE

17!

L& DISPLAY #1 XAUTHORITY, {7
LWIECE, EeI#EXH /etc/sudoers.d/xorg (FBNE 2217 "RHELREXH" ) FRINTE—

Defaults env_keep += "DISPLAY XAUTHORITY"

WMiEARIZE XAUTHORITY TE, BRI TARNIZE:

export XAUTHORITY=~/.Xauthority

IWIE, X.0Org NAEFERIEREIET:

sudo yast2

2.4 E91n/u

/A sudo --help FIERBXRITAGSITHXMBEBEMA
B1: man 8 sudo, EBEMHEXEZIEMN man 5 sudoers,
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3 YaST BX#WLEFh

SUSE #8i G miR L 2E . RIAEAT, AEHINEFRREFEENAAREIN. BXEM
INEFRESERESE (HEBER) , £ 128 "RRIMBRKRE" . F 1247 "“RERARH . &5
NERTFEHREGEMERIE: YaST XY EH,

BHIRGETFERRME T SUSE® Linux Enterprise Server (IR IE#MEF, NRERMNEEIMEN~R, N
BEHEREFEEERE, WRERAEM SUSE Linux Enterprise Server, s[i@id7E YaST FREEN~miE Atk
REM. B0, FIUMEERERFNRINERLRR. ERMNNEMRETE, SEA YaST AR > X
HEFERBONfEFESIERE, BE (BEEM) £ 125 "LRIMHRREG" |, $ 1237 "SRRG
FEMNRES" PTHRESAXMEFESIERNAS,

@ EE: GRIEFHmBEN HE
MRIEAREERREFHFRE, FIEERHTFITHEEH, B%, SUSE Linux Enterprise Server &Rfm—
FH=FMITIHA, FELEAEIERILAARIEFHRE, (THSERE, BELEANEHRE.

MR EFmBERIBEIERIEL, RIGER—FEEHER, BIEKiAE SUSE Customer Center BA
BEEXIITI, LB https://scc.suse.com// A i8] SUSE Customer Center,

SUSE Rt T REIME XK AIFIEH:

B

EEFENREURE, BIURR.
HEF

EERIBEERITENLZEMIE-,

B] % S T
(B2 RS MR E IR HIBERINEE.

3.1 BXHLEFINIEIE

SZFTH YaST BXNLEHENE, BB YaST FRERR (M » BAIEHT, WeAlUMELITHRA yast2
online_update REHMNZITEIE,

BVl E#E O B IUEs s ARk,
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Xt B(F) #EHEFE) EEG)  fHRED) EmOo) @K FEEIH)
BEV T | #RE | BRAN REEE(Q) RHEFEA)

~ BE
B - a HE BxE A/ K
% Recommended update for openssh 4 openssh Secure Shell.. 7.2p2-45.2 (7.2p2-47.1) g
* openssh-helpers OpenSSH A... 7.2p2-45.2 (7.2p2-47.1)
SRIBIMEFLESS): | HTRIEMNEE
B3MEF A
SUSE-SLE SERVER-12- §P2-2016 923 weaE) | mAmED | wE | AW | xesiE | exes

Recomnended update for openssh

openssh — Secure Shell Client and Server (Remote
This update for openssh provides the Login Program)

following changes:

. SSH (Secure Shell) is a program for logging into
- enable trusted X11 forwarding by default and executing commands on a remote machine. It is
set UID for lastlog properly intended to replace rsh (rlogin and rsh) and

- enable use of I.)M by default provides openssl (secure encrypted communication)
- copy command line arguments properly

- do not use pthreads in PAM code HE,#](Q &%(ﬁ)

3.1 YAST BXNE i

EMEEZER5FIH T SUSE Linux Enterprise Server B]FRNIEIMZRT, HIMEFRT2EXM (X2
ML HEFE AL ) HF. SR ERIEHEF LA e T EMETRE S E Z 2 R E:

WFERNEMZF (RRIATLE )
HAIREXRIER TR A LEXTRNBRBHERF.

NLFEHBHIERT
EBRATAZ LARAZRNENEHIERF, ABREHCHEWEF (BNENS—FEREXEHITTE
*ﬁ)o

FTEIBMER
SUSE Linux Enterprise Server T o] G EF,

HERINEBANTRINERFSTIEIZFRBMAEN. MFTHEAIENSKES IR, F%
(shift}[F1], T M EBWIEMEFFENREZENTNREN. XLRMFEENZE. HIERME
SR,
ZZI]%MHEE?M%T—?FE“J MEFELRRNE, WERFIERTIBNEMEWMNEFNER, TXME.
, BB EFRENSETR— Eﬁﬁ\l ZIBHEFREREIIRT, BERENCATEER, XX
BTJ:T\%E%%WH;F(I#J BERHMN) , MEBZIEHEFRFICHELR,
EHZWMER -, FIENIEELZ TAMZHIEFEAPEEEERER, B L2 7IHFTEEHNER
FESMNE (—MENEZFFIUBRSMEEMN ) . BER LTI UNEEEXIEHZFTEINE
MERIET,
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3.2 TRIBHMERF

£ YaST “BXHLEH" IHEER, BeJU—RMLRAEFTAENER, Wl UNFERENARI AL
1BIMERF, ER]MERENATRAMEBHIERT.

RINBRT, BHNRAALRRNMEIMEHER ( FIE BMEFRIN ) BERICHATRR, —BER
HiEFHNA, BEMNAEN. IR IHSMENEFFESSISRE, EABRREBHERFZH],
AR REOBAREM, LAY, EeJBOERBELRRMEEIMEF. RIFRES|SHABBIEFNTR
ARRFRENBIERF, HNEROBIMEFFNERFR.

W72 3.1 (€A YAST BEXHE N AIBHMERF

1. B3 YaST FERN ¢+ > BRALEH,

2. ZEEINAEMARSRIRIANMEREHER ( Ak BMEFIRS ) , BRENASEZ TS
LRWFCEFIEIMET,

3. BRRENENAMEIMEFERE:

a. EAREPRHMBERTEEMNMNE, BXIERER, BELE 31T "BUERTEE

b. RIFENFENEHEEREVHERIEIMET, HERARPETIBNEFHM L TR EFIE
FEAENIRIF,

0 BEE: RENATEMEMR
RIEFRENE, BUEREIUELEEIM TM HXAENERF. ERXEEHEF
SEEFENELMRE, BILRAREEWE,

. ZPBHEFES/LNENEN. IREENEEORF, FERELEMAEPNE, Fik
B—IURE.

d. EWRINSENERFNAMEBNERF, SR ENAREZ U,

4. ®IR5TRUE, BETAURE YasT BXILEH, BHNRARINECREHT.

3.3 BnhExVEF

YaST ARRHMIREEH. BRANERBNEMVEN, ZEABNRR, FEKXLK yast2-online-
update-configuration &,

25 LRIBINERT SLES 12 SP2



RINERT, EFFUEE RPM G T . BT AIEE RPM EME RPM BHESTEREAE
AIERRERIR, HTMEEER, RERENEHEIEFIEREZERAEE RPM,

RLEEWMERF (MFZIFRIMMXPIARZRERRE ) FERAFR SHEMEMIREL, &9
MEENMRTEZR R EMBHIERT.

72 3.2 ECEB MBI EH

1. &XIG, BoYaST FHkg 4t » B EHILE,
AU TELITIMA yast2 online_update_configuration SR/ZENZIRIR,

2. HiEBESNEAYEH,
3. EEEMER: 50, BEmEA,
4. BEMEREMFRIHN, BREREFATIL,

5. IRAEFHIRTEBINT, BERRSEMT R ENIEWNEF,

o BE: hdEMEF
MBEE EABBEREOE, BREREHETRN S AT LENEF, &
AT B 2 i BB AT,

6. ZENTREMBEFNMERGE, BREESEFINTE,
7. BEERIBE RPM (LT MHEHENER) , BEREAESE RPV,
8. EREEH

(ﬁﬂﬂﬂﬁﬁ‘ﬁ‘ﬁﬁf)J_/ﬁi“ﬂ%ﬁzr , ERGETZZEAILNE, FEMTIRARINE S AIEH
$Al, RAERRIEFEAIIBIERF, MEFHTEthERFEZRF,

e
3
B 2
oo

9. BEMEWAEHEE.

Zia, BEBRNEFEASENERNA L. NRBNWEBERFEESSEHR, BFEFNESS.
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4 XZA&FITVHY YaST

AEMHNMEERTEHRARALAGIT X REBMEBTETFXANLTRTAENRZAEERNER, ER
T SUXAHRBHNFHRIE YaST EXMERES,

XAHEIH YaST £/ ncurses FEREERMMEIFAFRRE, BIABERATELRE ncurses E, AFIBIT
YaST B4 in{A B 28 H AR /INVK/V A 80x25 NFT,

YasT f&lchis

[FEBh ()] (&7 GRH Q)]

4.1 XAFR T YAST HEEO

PASCAARIVEEN YasT B, RE/R YasST =l (IB8RE 4.1) . ZEOES=/MXE, EZMHEFE
REMIERFTERIZES]. LEFSHERE YasT Bala&TFiEsIRZ, FELUBAEBnERITIMC. EaEAT
ERIRES. EMGERMENER o] BEREEIR, REPERPE ST EIE L%,

BE YasT =LY, KEIMERNFER, €A (L] 1 1] TEERl. BARFIFERE MR, &
£/ L] BEEMEE, AEER (L M 1] SRR, ZESTSRERRRIIRPIRD, EENR
REERER. & BENEIIRIR,

RRANSEHZEMNERFREE - TERERNFE (MAANEER ) . R (Alt]|highlighted letter]
AJERERRE, MEFER BEM. ZRW YaST =2HI0, &% (AlthHo], EEBFEHFHR
(Enter |,

@ 125K RISR YaST WHEE
R YaST WHEERIF ST, (FIUNERERE O RN ) , 5% RRIFHMREEARS,
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4.1 TERRASH

FEENER YasST BIRAAMIEHITTRE, YREMBINGERH (Alt] ASREIAHBLRBERIEBERTRANE
BIngE. BXFIREMNFENESR, BELE 42T "HSEHRG" ,

EREMERIRASM
A Ll BAERIMNESERIIRMERZESH. EUERINFESH, BERA Al
shift}->1] tHEHE.

EERIIRPEM
EA7ERE (1) # 1) TARESERIRNENGEFNENTER. WRAERNIEL 775
KEFLE, BER [shift}[o] 8% [shift][«] RERKIRH), tHATCAER [ceri}E] 8% [ceri}{A], %0
REA L = ) SERENENHEXSNERIIR (MEEESFOA) , BAICAERILAS
.

i, PETHRASiEE
BRFFEHES (BiEE ) NZRES (RIERHE ) #93%H, 15§R (Space] B [Enter] 8, =HE,
BJPAfER (ALt} highlighted letter] EIFIER ERIRMMBIEE, EXMERT, TFEERA (Enter] #
HEITHIA. WREAR L) BREMBEANIE, 1851% [Enter] BMITPMEIRIFNAERNAIF RN,

TNREZEH
EF F 8 ([F1] B [F12] ) AIRIESO]EMIR, YaST BRIRSBITHETR T I AMINEERES
(Fx). INRERANIRARISLIRIRGT X REURTIESN YaST fRI1R, E A ANERIEREZHARRE (4
T ERC AL BESE) . ARG (Fo] BfEEE. BE. T2 M5, & [F1) ®JU5le] YasT &
E}]O

£ ncurses XA EA SR
R L VaST IR ERAE O LM SMMERESENEE, ERAEE (1] L) sTERPSHM, &
FA [Space] BI¥TF X AWM AN, 7E ncurses iRNT, ESMMAFITIEREZFWUHIL [Enter]| A
BERRFTENHEE, XR—MEERTH, BEMERENE SN ERERNES,

R T RIRRPIER IR
ERZEMETIERFIURFIZERNEN., EXRNWEREFE 1, BENEIRE, 151% (Space]
Enter], &, AIUAMERIRFRPERMBIVASER (XX, Mk EFH HIESIE),
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|
autoyast2 - Mutomated Installation

SLE branding for

llautoyast? - YaST2 - Automated Installation
pRZs: 3.1.140-25.1 BEEE: 3.1.140-25.1

[FEEhm) §

B 4.2 MHFZRRIR

4.2 AEHEAIPRS!

MREWEOEERERALS (Alt] BEHR, W YaST Ay (Alt] HEROTEELM, & (Alt] 3% [Shift] X
MR ATRESWAIRRESA.

(£ B
AR e REEW, HIa0, (EsclH] AIXE (AlthH], (BEERE [Esc], #
[5¥% (W] 8., )

A [cerlHF] #0 [cerlHB] MITRIEFEEISM
LIES il HERmEOERSRENLIRSA, IAAESHE (&) #
(BAE).

THRER AR
et AT HITSMINGE, RLETNEER TR W LIRS AMAEERT YasT, B tHEHAN
THEER N IZ IR L AN AIEH G LR 28 A,

4.3 YaST @p vl_sﬁ':lﬁ'_l

PR SXARIVRE SN, YaST RRE T —MasS1THE. BIREN YaST s S 1TEIIR, B
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yast -h

43.1 BohBMER

ATTERNE, FTUEEBMEA YasT &R, ERMER, BEaA:

yast <module_name>

EEEZRA LATERIRRRBMITIR, BEM yast -1 X yast --list, i, BEIMEERR,
BHA yast lan,

432 MNSmLITRERE
MBAE B R E BREENEMENRLRRL, WTNERHSTER -1 TRZE:

yast -i <package_name>

%

yast --install <package_name>

package_name aJAR—MEEME R (HIU gvim, XZFEAKRBIERELZRN ) , HaIURZ rpm
BHTEREZ (ZIRNERAKRMMEELTRMN) .

MRFERS YaST RERMHAIINEER), BETHRSTHNREGEIELAER, BEIREM Zypper, WWXARER
ERERNRGERRE, XthE YasT BBERNEM. 517 “EH Zypper” RNEAT Zypper HIE
KR*,

4.3.3 YaST iERpaES1TSH

FTEMIARER YaST INgE, YaST it TR MERMEGL1TZH5, AEMBRREBERGLITZH.
BERE/MERERTRAED, B

yast <module_name> help

IRBRARR G LTS, BUAXEARNEY, HERUTHE:

This YaST module does not support the command line interface.
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5 EAGSITLEEERNRG

AEHiR Zypper 1 RPM, XZWATATERRANGSITLE. BXRILIMEPERIRBENX (F)
on, fEFEE. IBHEF S EN ), BER (HEER) £ 128 "wER@iRne”  E120 % AR
BEX

5.1 R Zypper

Zypper B— 1MoL {TEEERE, ATRR. ENNEREREERMETFE. X—RMN T RmZERAEERE
SN ZHEEERGLEBA,

51.1 —figfEA

Zypper FIERBIEERD:

tux > zypper [--global-options] command [--command-options] [arguments]

TERAESPNEY, BXEIENMAEGSMIIR, BEN zypper help, BEREBXIFED
SHER), BH#A zypper help &%,

Zypper &%
1T Zypper REIRMANZE, BAERBHBEERE— 172, i, BEXNMEEEMENEFNATR
4, BER:

tux > sudo zypper patch

ERIE
tEsh, BERTIERER— IS N2/ED, RAFEFSAERBRAE(]E]:

tux > sudo zypper --non-interactive patch

£ LEEMREIE, EIR - -non-interactive RREANEOYEMQAAYIER TiaiTHS (BN
BAEIAEZ) .,

L HF ERTIEIRN
EEARETENGLMEDR, FREBEEZGLREEAXLLEE:

tux > sudo zypper patch --auto-agree-with-licenses
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FEL@ERRGIF, --auto-agree-with-licenses AFHEAEREMIENEFNATRSR, &
EXREWINMEMIFR] R, MEBNERITIRER.

%
RUDIRE—IMHSIBERE, fIW, #A install Hdl, FEEELELEMN—I B
12!

tux > zypper search -t pattern

eI UASE ERFRBRN, fl, TEMNGSERTKER TIEITERERER aspell-de f aspell-fr &
(3k8 factory 1) :

tux > sudo zypper -v install --from factory aspell-de aspell-fr

--from EIMAR T ENBEMREFEBRENREMBEMEENEBRRES (BTEEARBD) .
Z8 Zypper es L ERE dry-run EI, ERMLENGS, ERTATMIE,

tux > sudo zypper remove --dry-run MozillaFirefox

Zypper % --userdata string 2FEW, EEILAERIETEE —MIEBE A Zypper AT
FiEME (FI90 Btrfs f@&fF ) F /B, ERIUATFRCARRAREXHHHNES

tux > sudo zypper --userdata string patch

5.1.2 {EH Zypper LRFMBRIRGF
BRRNERE, BRANTHS

tux > sudo zypper install package_name

tux > sudo zypper remove package_name

0 25 FNEFRUENRAE
REEXEBRWENRZE, #la0 glibc . zypper . kernel , MRERXLR, RATEST
BARE, AT2EFELTRE
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5121 EREZRNERNIE

BJLAER zypper install #1 zypper remove #<iEiE S iERKEIE,

Bt E R

tux > sudo zypper install MozillaFirefox
BB BRI RES

tux > sudo zypper install MozillaFirefox-3.5.3
BRI R BB

tux > sudo zypper install mozilla:MozillaFirefox

H mozilla RATRERIEFERR,

ERIBECITIZ B B
TR BLER B M EF R ALNEENMEE, ERABEMFEND, HBREMRENEER, UT
MYRREBML “Moz” ALMFIBEE:

tux > sudo zypper install 'Moz*'

@ ®~: =RFTE -debuginfo &
iR e, SENZEEIRNERAREN -debuginfo 8, LAKEIBXIEEGITHIHIE
MiFERER. BERRETRE, MREFERENER, BiTUTHS:

tux > sudo zypper remove '*-debuginfo'

1RINEE
a0, IMRIEELRR Perl HREARFER BRI, INEERFIAIRK LA :

tux > sudo zypper install firefox

RINEE. FRIHAREHIEARA
A AE S TNBER ERE AR EMA AR A :

° TR ARAREHNBMEZENEINGENEE, BENARNIRE, Fld, E4EE AMD64/
Intel 64 {RZ LM (7E Zypper HFasB ) x86_64 ) , EEM:
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tux > sudo zypper install 'firefox.x86_64"

* IRAMIFLEMEIFFRNIRE, AEHMAVUIEE —MEEM: < (MF). <= (I FF
F). =(FTF). >= (KFFEF)O)>H > (KTF).

tux > sudo zypper install 'firefox>=3.5.3'
o ER[LAFRERH R R EMSRAASENK:

tux > sudo zypper install 'firefox.x86_64>=3.5.3"'

1% RPM X HHIRE12
BT BT B E B A SRR IR 12

tux > sudo zypper install /tmp/install/MozillaFirefox.rpm

tux > sudo zypper install http://download.opensuse.org/repositories/mozilla/
SLE_12/x86_64/MozillaFirefox-45.0.2-1.1.x86_64.rpm

5.1.2.2 [RNZEINERE

BRMNRERNERE, BERA +/- BiF. BLR emacs ARRER vim , §EMA:

tux > sudo zypper install emacs -vim
Bk emacs FE%EXR vim , EER:

tux > sudo zypper remove emacs +vim

HiE% - FANERMEERAGSTEN, ZERZICERFE/IELE. NRHAIZR, HEZA
Mk -

tux > sudo zypper install -emacs +vim # Wrong

tux > sudo zypper install vim -emacs # Correct

tux > sudo zypper install -- -emacs +vim # same as above

tux > sudo zypper remove emacs +vim # same as above
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5.1.2.3 BEEERERIARFRIN

MREVBEEENEEREIABEENMEE (FEEENE ) BohEkR, 5ER --clean-deps i&
Ini:

tux > sudo zypper rm package_name --clean-deps

5124 TEHIATREER Zypper

HKINBRT, ERRIMRIETE S ZFIHELERIDE, Zypper REKRMIA, EAIUERA --non-
interactive EIMEXLILITH, DNELFREGS ( install, remove 1 patch ) BIRTEIEE LEE
I, WNFER:

tux > sudo zypper --non-interactive install package_name

ZIRIN A VFERIAFD cron ESHER Zypper,

5.1.2.5 ZTERIXTHER
MRELZRZE AN NERDE, SEM:

tux > zypper source-install package_name

BA root SMHMITH, REMEIAREMESR /usr/src/packages/ ; MAFPSMETHN, WhH ~/
rpmouild, BIBATEZA rpm ECEREXLLLE,

ERLGHSELLTREEBWRARBI, WMRAEBRITIRE, BN TARARNAX -D, BRERR
AfkEtE, BERA -d,

tux > sudo zypper source-install -D package_name # source package only
tux > sudo zypper source-install -d package_name # build dependencies only

S, REHEEFENRTEATEERENMEEER, AEXEM (RANRNERBAE) . BE
MZE 5157 “F Zypper EELZEE" THEXEFESENAET,
AEANU T HERKEEFEERRBRBMNTIR:

tux > zypper search -t srcpackage

BHAMEAEERRRGENEE TAZIANE R, B THIERE, BEM:
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tux > zypper source-download

AT BRRE /var/cache/zypper/source-download, &eJUAEEA --directory EINER
THER, EREETRAHSRNEMAHITTHIMREFAAS, SEH --status &M, EMRS
RIVERE, BEA --delete &I, ERZRAMFR, EEA --no-delete 1EI,

5.1.2.6 MNEANEFERRE

BE, BRENSHANMEEERZRE, --plus-content #rid EINA]EENIGIEEERIFNN. BEESHAET
Zypper 2FHEIERBRAN, URBEESIETMEERNMETE,

flan, EEATAREHEM -debuginfo 3¢ -debugsource B8EFRE, Ef#EA --plus-content
debug, BJPAZIRIBTELLIEIR,

ZENBALE B EEEURRISEN -debuginfo &, ERINTAIRERIZIEIN:

tux > sudo zypper --plus-content debug install "debuginfo(build-
id)=eb844a5c20c70a59fc693cd1061f851fb7d046f4"

WFERLH debuginfo &, gdb E&iRE build-id FHE.

5.1.2.7 SLA:EF
BEREABHRBERSNARE, FESRIOMKEE, BER:

tux > zypper verify

BRTREMELIUARS, RERAR “HE" HitE, REEXMITAFIZRN A RTRILEHEFE. 1
REFWEAEFE(INEERR (BERIMNEMBSNEHR ) 257 A, BEAMUTES:

tux > sudo zypper install-new-recommends

LR STEBAMBIRBLH Wi-Fi ixERIEERA, NMRTH, eBTRIIEPNEFNERRGE, REHE
AERERRMHRIIEE, APl RRRNIEFFIE R,

5.1.3 {#H Zypper EHFRG

FA Zypper EFMRMGBE=MAI: TXEB. TXEBUFRAIHEHRBEINTLE, RE—MHAHNET
zypper dist-upgrade R, (EPEIEFEI) , 5 18 &E “FHY% SUSE Linux Enterprise” B4R T 40e]
F+4% SUSE Linux Enterprise Server,
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513.1 ZTREBFAFMIEHIIEZERF

ZERAMBERTRAFNEANRBINEIMER, BEIT

tux > sudo zypper patch

AARERERITEN LEENMEFEPRENFABIZIVEFRESBNETREX, NMREX (K5
Jo ]k B INRE KA1 ) , MARMENLRILEBWIERF. FERE, EXNRERETFEMNEEM SUSE Linux
Enterprise Server 354 9] A,

IREMFRRIVEIEFFTESNENERESISRE, BREESISHRIES,
BHINRRAIEEIEF, BEMA:

tux > sudo zypper patch --with-optional

LR 51 E Bugzilla o[BI X IR BIEIMER, BEM:

]

tux > sudo zypper patch --bugzilla=number

BLREWE CVE RIEETE XA BBHIER, SER:

tux > sudo zypper patch --cve=number

5ltn, BLE CVEHEH CVE-2010-2713 HLLFEF, BHIT:

tux > sudo zypper patch --cve=CVE-2010-2713
MRAIABLRFN Zypper B ERASHIBIMERF, BEM:

tux > sudo zypper patch --updatestack-only

5.1.3.2 ZHIBMER
HTILERTRIEFREMA, Zypper AFEEBUTES:

FrE M EF IR
RIHAFEEIERF (ERTENARERARZRIEIIZRF ) BIE, BfER patch-check:

tux > zypper patch-check

Loading repository data...
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Reading installed packages...

5 patches needed (1 security patch)

AIBALESE --updatestack-only EMEALLGS, LAMERIIHEM Zypper B ZIEARSHIER)
2R,

PEEAMEFRITIR
BIH=EABRNIBHIERF CERTENRREGRLRIVEIERF ) , BEM list-patches:

tux > zypper list-patches
Loading repository data...
Reading installed packages...

Repository | Name | Version | Category | Status | Summary

--------------- B e s i i e e i

SLES12-Updates | SUSE-2014-8 | 1 | security | needed | openssl: Update for OpenSSL
FT BB ZFRITIR

25| SUSE Linux Enterprise Server e B BIE#MZEF, MABENREELRRREATENE
*®, 1&{EM zypper patches,

e LAGH H LR S E Dl E X AIE+ 2R, B HSEREHMER, BEATTIEDRY zypper
list-patches &%

¥ Bugzilla o) &
2515 Bugzilla )M XA £ ERFTHIBHMER, EER --bugzilla &N,
EIHEIHEE bug BUIEINER, EHETLAERE bug /S: --bugzilla=%4H=s, BEER5EA
Bugzilla [a]ZAE X AVIE+MER, BTE bug RS ZEIRINES, FI40:

tux > zypper list-patches --bugzilla=972197,956917

¥ CVE RS
ZI|H5 CVE ( AHIREFHEE ) BIREFENTEXNLIBAFIEIIER, BEA --cve &I,
BIIHEWHSE CVE BUREIMANEHMER, BHeIMUIEE CVE/S: --cve=45HS . BiERE5EAN
CVE BUBEIME XRG4 ER, B7E CVE wmSZERINES, flg:

tux > zypper list-patches --bugzilla=CVE-2016-2315,CVE-2016-2324

BIHABRIEFMAERERERREN, BRIMER --all @EM, Fld, EFHIEIRE CVE RS
RIFrEIBMER, BfEMA:

tux > zypper list-patches --all --cve
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Issue | No. | Patch | Category | Severity | Status

------ oo ocoooooo0coono oo Cc OO0 Coo0ooo000o0oMC SO0 C o0 oo oot o o000 o000 C oo ooo oo oo0
cve | CVE-2015-0287 | SUSE-SLE-Module.. | recommended | moderate | needed

cve | CVE-2014-3566 | SUSE-SLE-SERVER.. | recommended | moderate | not needed
[...]

5133 ZTRMAVEMRAE

IRENLRERVESHE, BEREMRIEWET, W zypper patch RE=HEMIFA, BEMARTAN
RIRAEFAEERRNE (ARNTERIFRATEM ) , BER

tux > sudo zypper update

EEHARIE, BRAEHNGRGIEER:

tux > sudo zypper update package_name

tux > sudo zypper install package_name

A fEFA LA S RIRENFT B I A R R BHITIR:

tux > zypper list-updates

HIER, EHSRFINEFSUTENE :
* SERXNEREHERMNE,
c HEVEELRRBIABHEEMESRIEFERM,
o AIRR (MRFABIRHML) .

FrEe]AE (TERERIRR ) KIFIRAET AT URE:

tux > sudo zypper list-updates --all

ERHBLELXNER, SR LEFIAF zypper install 5t zypper update @<,

5.1.3.4 iR3IMIIAIEL

FYHEMN Zypper PEREMEFEREARRRN, FLEBETERFEAN “M” KRS, XENIHERE
BT EENEFRE, UTa<n] MY HXEa:
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tux > sudo zypper packages --orphaned

BEILIIR, BAIUMERSNATERNE, AERSIULEERENE,

5.1.4 RBIERE MRS AFRIEFZFOARSS

%N, B EREN, RALOTREE —EIEREETRHEESSSFEREMNERE SR MRS G,
1T zypper ps SJLASIHERE MR ERIHE, MRLLLEHBEBTFENSHNERS, WKIIHRSE
M, HEEERMNZKRS. BIABEAT, zypper ps 2ER—1K:

PID | PPID | UID | User | Command | Service | Files

------ booococoolboocooollccooooooooooocCoooo0oYP oo oocooooo0ooYo o oo ocoocoooooooooo

814 | 1 | 481 | avahi | avahi-daemon | avahi-daemon | /1ib64/1d-2.19.s->
| | | | | | /1ib64/1ibdl-2.1->
| | | | | | /1ib64/libpthrea->
| | | | | | /1ib64/1ibc-2.19->

[...]

PID: #7289 1D

PPID: XRi##F2HY ID

UID: iz{Ti#iZRAFRY ID

User: iIZT#HEMAFHNERS

Command: ATFHITHEENGS

Service: lRZBM (NEHSERFARS KERAETR)
Files: BRI H4AIFIZR

BT T AR TS zypper ps RHEHIER:

zypper ps -s
BIE— M EERE, EPAREREHREIXH,

PID | PPID | UID | User | Command | Service
------ fooocooffooocooiicoocooocoottc oo cooc oo oo oM oo coooc oo oo oo
814 | 1 | 481 | avahi | avahi-daemon | avahi-daemon
817 | 1 | O | root | irgbalance | irgbalance
1567 | 1 | O | root | sshd | sshd

1761 | 1 | O | root | master | postfix

1764 | 1761 | 51 | postfix | pickup | postfix

1765 | 1761 | 51 | postfix | qmgr | postfix
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2031 | 2027 | 1000 | tux | bash

zypper ps -ss
NEBRERERS XEBXAIHEIZ,

PID | PPID | UID | User | Command | Service
------ R e e e e
814 | 1 | 481 | avahi | avahi-daemon | avahi-daemon
817 | 1 | O | root | irgbalance | irgbalance
1567 | 1 | O | root | sshd | sshd

1761 | 1 | O | root | master | postfix

1764 | 1761 | 51 | postfix | pickup | postfix

1765 | 1761 | 51 | postfix | qmgr | postfix

zypper ps -sss
X BREAEMRXEGIRRRS.

avahi-daemon
irgbalance
postfix

sshd

zypper ps --print "systemctl status %s"

ErATRRVEFSRERINRSRTERNGL.

systemctl status avahi-daemon
systemctl status irgbalance
systemctl status postfix
systemctl status sshd

BXRSAEWFRER, HENE 135 "systemd FHEF"

5.1.5 F Zypper ERLZER
Zypper WAL ESMN RO WETENLRESIR, S5t RADANAEMRETE, BEAHS:

tux > zypper repos

HERFEMUTEU T EL:
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{5 5.1 ZYPPER — BA0{EFERTIZER

# | Alias | Name | Enabled | Refresh
B Fom e Fomm e Fomm e
1 | SLEHA-12-GEO | SLEHA-12-GEO | Yes | No
2 | SLEHA-12 | SLEHA-12 | Yes | No
3 | SLES12 | SLES12 | Yes | No

wIEE ARSI EMITER, STMEMAIE. URIS zypper repos SSMMimmMEERS,
EAGERTREELESSTHREESHNSENE, B8, EENHEENRE, REERS
HATN, BASRAEN.

BIAER TR RMTEL URI SR ZENET, AN THSTUNGIHAERT:

tux > zypper repos -d

tux > sudo zypper addrepo URI alias

URT STLARFEISMETZE. MEEFRE. BR. CD X DVD (BXRATIBESM http://en.opensuse.org/
openSUSE:Libzypp_URIs 7 ) , 7% REFENME—ESIRAT, EJUBRERR, R ELIE
—. MREEMHIBEEEM, Zypper BRHES,

5.1.5.2 MHFRGETFE

MBREMULTRFBIREMEZE, B55S zypper removerepo MEMFRIMEFEMNSIRHFRSLE
SER, flan, 2051 “Zypper — BEIfEFERNIFR" PEBRMETFE SLEHA-12-GEO, EFEATSI

meZz—:

tux > sudo zypper removerepo 1

tux > sudo zypper removerepo "SLEHA-12-GEQ"

5.1.5.3 {EiXfETFEE

F zypper modifyrepo ERESERAMEREFE, LErILAAZGLEMEFENEMY (FIMRIFITH. &
MEILER ) . UTeSRHEBRARM updates BIETFE. FTABMRFHAFEMLTRIZRER 20:
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tux > sudo zypper modifyrepo -er -p 20 'updates'

BoXfEFEFATBRT R MEFE — S A ARITZERF

-a: FBEEFE

-1 KifiEFE

-t miEETEE

-m EA WNTERBMMEEE (EP LR TURNTZ

—: http. https. ftp. cd. dvd, dir. file, cifs, smb. nfs., hd # iso )
BEEmBaLx BB, BfEMA renamerepo @<, LARRAIGEHIBM Mozilla Firefox Eikr
firefox:

tux > sudo zypper renamerepo 'Mozilla Firefox' firefox

5.1.6 F Zypper Ei1afEFEFE

Zypper Rt EMERMBEFENENG N, ZRBMAEIAN M. B, SSBHEFNIIR, BEAU

T&ad:

tux > zypper products
tux > zypper patterns
tux > zypper packages

tux > zypper patches

BERRTERNMEMHTE, BER search, ERATERMN (L) BREMER, EE / FHF
FEIWFHENRAIN, RNBEATREREIKRNNE,

PITEIRERREZES fire BB

tux > zypper search "fire"

RITEIRIERREKHINNE MozillaFirefox

tux > zypper search --match-exact "MozillaFirefox"

FEREEEATRERER

tux > zypper search -d fire
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NEBRERERIE
tux > zypper search -u fire
ERESTHE fir BRFHEEERE e B8
tux > zypper se "/fir[”e]/"

B IR MISTRINEEN T, BERSS what-provides, a0, tIRMAEEIEWNEIRH Perl 4R
SVN::Core, iBERAUTHS:

tux > zypper what-provides 'perl(SVN::Core)'

EBEWM IR, BEA info &<, ARREEEMFAETE, ESEREMNFRER. NRIEZEER
ZEWME/MEFNE, NEAED --requires 1 --recommends :

tux > zypper info --requires MozillaFirefox

what-provides € 5 rpm -q --whatprovides & 2fi{, Aid RPM REEEiR RPM BitEE ( BIRT

BERRNEWBIEE) . »—7MH, Zypper FEREETMEFENIIENREME, MIENRERRNMEE
EETNRERVIR M,

5.1.7 ECE Zypper

Zypper MIEFERIBCE X, ARIFIZKAEN Zypper H1TH (RESEESAFKE ) . EHITREER
EX, BYiE /etc/zypp/zypper.conf, BEFHITHFISTENSEN, 548 ~/.zypper.conf,
MR ~/.zypper.conf BARTFEE, EJLAER /etc/zypp/zypper.conf {ERiEMR: EEHEHIZ
~/.zypper.conf HiRBENEFHITIAE, ESMXXERIER, FKENEXTRIERE,

5.1.8 &I

MREENREENMEFETNEMBEEE (FI, RESMEENBERMEFESR, B Zypper HAR
iz8) , AIMERUTaRSRIIREETE:

tux > sudo zypper refresh

IRAEFER, MR
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tux > sudo zypper refresh -fdb

EXREFITERFNEMRLIEE, BIEEG T HRIATHIE.

5.1.9 Btrfs X424t LR Zypper ELRINEE

MRBHX LERAR Btrfs X RABRAZHRERT snapper , H Zypper BRWNXEFRFKFRHAIE
CACABEMEN KX R AIRER, 2BNEA snapper (@id snapper TXRHVMA ) , XLEIRIEATA
FiER Zypper MITHEMREN, BXRIFMER, BSNE 6 = “iEid Snapper HITRALREFIIREE
IE” .

5110 EZER

BEXRNGLITEERENFMER, BWA zypper help. zypper help @<, EN
zypper(8) FHil. AXEBFANGSSE (AEREEGSTHN ETE ) URIAITEMZAEFRA
T2 R{ERA Zypper BIER, B8 M http://en.opensuse.org/SDB:Zypper_usage 7, &# SUSE Linux
Enterprise Server kR A& RI4R {4 I FIRRI7E http://en.opensuse.org/openSUSE:Zypper versions 2 B

2,

5.2 RPM — B1EIEES

RPM (RPM 2 B1EIEEE ) ATEIRRHGE, HEZEMSH rpm M rpmbuild, AF. RAEERM
BHEASFTUEEE KN RPM BIBEUREEXELTERGMFAER.

ARL, rpm BRMEN: TR, X (HEH) KEE. EWERPM BUEE. &if RPM ESJHIL
RPM 7714, BIMZBMREURNEESR, rpmbuild s ATNRBEMEIZRNE,
FRYSTAR) Z B U AT %3 RPM 3 TIT B, XEFHAETENER XHMELTTERAERM, XL
FTERM rpm ARFIRPRERGBEANEMTE RPM BUREPH{TFE. RPM FHEEEEBT R
& .rpm,

O &= n#HALE
WF—LE, REFLABOAEG (FE. Rk BEXHE) EMARINEHR, REISEBEAS
WIFRUNATEXLERAE (FIUNSH GNOME &), FJEEY BE -devel MAEIXLEFF
&8, e alsa-devel F gimp-devel,
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521 REEEXM

RPM B8EHE GPG &8, ERK RPM IEFENER, BERA®S rpm --checksig 1-1.2.3.rpm HE
ZBRIRE SUSE ERH— N rFIRE. FalBUGTREEEMIEFHEERLGS,
EEBRIFAZTRICIEAR, BTRFZF0EIGIHES (PTF) ZRIEFRLET, SUSE RIEMEEERYS
TkRY PTF B4A% R, {BR, 5 SUSE Linux Enterprise 11 &[G, SUSE Linux Enterprise 12 &4 EEIARE
SAWLZE, EFNEANZER, BEAUTHS:

rpm --import /usr/share/doc/packages/suse-build-key/suse_ptf_key.asc

SAZEHE, EEINERS LR PTF 4,

5.2.2 EiBE: ¥E. EFMIER

BE, RPM FHEMZE+THEE: rpm -1 package.rpm, FRLGLRIUEEE, BFiiRRHEH
A ERSEMEHR, MREMEREL, rpm FERPLEFELRNEABRKEMER, &
=8, RPM #IEEBAAEINAR — — MIEXGRERT —1 6, @ELEEAERED, K0T LAES
rpm ZEGXLZNRE, EXRUETRAFLER, SN, BEMARNTBIEH RERRLIEERR,
WEIT -U Bk --upgrade BAK -F 8% --freshen SIAFEHE (g0, rpm -F package.rpm),
LEas G MR IBRR ARSI FF M BN LRI M. FMREZENERR -U RREAZPURAFENE,
B -F AEHMUNLRME, BHAY, rpm EAUTRIEIVOERECES fF:

s MREEXHRBRAREEREN, W rpm FRFREIAXAFHIFRE, RAEERTERITEMER
1’EO

s MREEXHEEMRMCHAREEREN, W rpm HFLAT BSR .rpmorig =k .rpmsave (&fn
X)) REFERNXEHZZHEPIRE (ERIRRFEAZXNIXEGMRFMERERE) . MNRZ
XFIER, WEEHXE ( .rpmorig 3% .rpmsave ) SHERMNXEHITLE, HEHRXETE
KFITEN, bEE, WIERMERETE .rpmorig 1 .rpmsave {4 UAE 5 ASSHE FiH I 0] 3,

o NRMENXHERFEFE .spec XHHIEET noreplace #1%, MEHIL . rpmnew 3,

E#a, EfEA .rpmsave # .rpmnew XHFEITLLRERATENIMIR, MMPALEEA PRI AFRIE
. SNR RPM BUEEARIRAEIRBIX MG, MG RHEERT RS .rpmorig,

&N, HFEM rpmsave, #AIER, .rpmorig RMNFHRABNEFJ RPM BILER, M .rpmsave
ZNEREH RPM FH AEHFEI RPM B4R, .rpmnew AEBEAIBEXAZEERRENEE X GFi#HT
SEFIERMES, /var/adm/rpmconfigcheck HRALXLEXHGIR, NESREREXH (W /
etc/httpd/httpd.conf ) BARIFHEFITIRIE,
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U FFREAUNRERA e MIMHTHRAEA -1 RINHTLRNSNR, RETL, HMETUER -
Uo

EXRE, BAA rpm -e 8, NYEREFERBRIKBIECER, LHSARMRE, Hlm, RE
HWRFRE Td/Tk, Bt EHMAERMRE. BMEREXMIBERT, RPM UamBEREI KA, IR
HFEFIRETEH TR RIE (EMERFEEMKEME ) , WRFEREN - -rebuilddb SHE
RPM £ FE.,

52.3 IEEZRPMEl

182 RPM B1E1 Z IHRRAFNFThRAHY RPM Bl Z[E]R9Z7], 7£IH RPM LR FIEE RPM F1FEI2 38T RPM,
AFEZIHRPM MEIAR, FAEBE RPM the] A 5B LR RA RPM —EE T 1E, 1BE RPM BRI K/NEZE L%
2R RPM /), XERFEIEEINEXENE., RRE, HRIEBE RPM WEITIRIES(ER L RPM 18
2R RPM #HITERBVERMELL, SAM CPU BHEKSIFZ,

makedeltarpm #1 applydelta —i##IXX{F 2188 RPM Eft (& deltarpm ) B9—&B4%, =I5B
RN AEE RPM B, AU THSLACIZERR new.delta. rpm FIEE RPM, AT &< RIZ
old.rpm # new.rpm 27EFE:

makedeltarpm old.rpm new.rpm new.delta.rpm

MRIBBEELR%R, WERA applydeltarpm sJLANX R AEFIZEIAT RPM:

applydeltarpm new.delta.rpm new.rpm
MRAAEIX G RAETMMIB RPM FRIE, EEMA -r @&
applydeltarpm -r old.rpm new.delta.rpm new.rpm

XFHEARFMEE, BESMWN /usr/share/doc/packages/deltarpm/README,

5.2.4 RPM &if

™ -q A rpm FENEWR, MLLAFER]ES RPM 7715 GESRINEIR -p ) AERELZREL
RPM #iEEE, "JMERZMAXEEMRERMNEL, BSRER5.1 "SE5Z1YRPM SiFEN ,

R 5.1 REEM RPM EifJiEIN

o

(@
i
¢l
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-1 X145k

-f FILE EHBEEXH FILE M8 (WIER FILE IBE
EERRRZ)

-s TERSEENXMEFIR (EEFEE -1)

-d I (EEEE -1)

-c MIHEEXH (EEEE -1)

- -dump TETEFAGSENXXM4IIR (FATF -1, -c
5 -d)

--provides HIH BB —MEEE --requires EXRE
Ihge

--requires, -R BEEMINEE

--scripts TERHE (MLE, FRE. HEFH)

fFlan, &< rpm -q -i wget BRA152 “rpm -q -i wget” FEIRBIES.

152 rpm -q -i wget

Name : wget Relocations: (not relocatable)

Version :1.11.4 Vendor: openSUSE

Release :1.70 Build Date: Sat 01 Aug 2009 09:49:48
CEST

Install Date: Thu 06 Aug 2009 14:53:24 CEST Build Host: build18

Group : Productivity/Networking/Web/Utilities  Source RPM:
wget-1.11.4-1.70.src.rpm

Size : 1525431 License: GPL v3 or later
Signature : RSA/8, Sat 01 Aug 2009 09:50:04 CEST, Key ID b88b2fd43dbdc284
Packager : http://bugs.opensuse.org

URL : http://www.gnu.org/software/wget/

Summary : A Tool for Mirroring FTP and HTTP Servers

Description :

Wget enables you to retrieve WWW documents or FTP files from a server.
This can be done in script files or via the command line.

faoo]
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RELBEETETEREZNTEXMGEM, &N -f FEFA, REFEREEZS A4S, N,
MATFas<

rpm -q -f /bin/rpm /usr/bin/wget

e

rpm-4.8.0-4.3.x86_64
wget-1.11.4-11.18.x86_64

MRIEMEFH D XHEE, WETCAERINTHA, 0653 “EZEHA" R, HETH2REE
B, RFEDXERBUSBOIRNEEAEME,

1 5.3 # REAIHA

#! /bin/sh

for i in $(rpm -q -a -1 | grep $1); do
echo "\"$i\" is in package:"
rpm -q -f $i
echo ""

done

rpm -q --changelog & @m<REBRAEXBERERERMIFATIRFZEHHF,

ERNE LR RPM 3R, FIMBTRIGHEE, £ -V 5 --verify BalXLERE, EALE
I, rpm ERERGEEHRENVEFHIMENMS. rpm EA 8 MFENHFSHAEBERU TR —LR
R

ZR 5.2 RPM & IEIN

5 MD5 #RIF1

s SR

L HS g

T feagatia

D TENREREHS
u e

G 7
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M 73TV (PXPRFNSIH2EEY )

RFEEXH, FHHFE c, FW, WF /etc/wgetrc (wget ) KIEK:

rpm -V wget
S.5....T c /etc/wgetrc

RPM BB ERI XM ETE /var/lib/rpm B, MRS EX /usr BIK/NA 1GB, MILBIBERTRER
SFARE 30 MB, HRIRETEEHZE, NRBUIBELLFHIXES, MNRIFFEREN --rebuilddb
SMEBIERE. ERITIREZR, SMEFIBBIBENSE®N. cron BIA cron.daily BXBIELIERE
MBI (A gzip 38 ) FIFXLERIAETFAE /var/adm/backup/rpmdb #, EIAMKERH /etc/
sysconfig/backup H#JZE MAX_RPMDB_BACKUPS ( BXiAfEX 5 ) #=#lf, XF 1GBHJ /usr,
BANEMRRNKRL S 1 MB,

525 TRImEFRE

FiEREERHHE .src.rpm I'E& (GERPM),

@ IR ERKRIRE
REE SRR S FIEERFHERA VaST BER, BE, EOEERTENRLRMINER
#([i]), ZREAFRFRERPM BBETHAN, RECZEOBIERARATIE RPV 18
B, TR REN, RISERBRNHALT,

UTFBRUAETETF /usr/src/packages H# rpm F1 rpmbuild (BRIEFEIEYD /etc/rpmrc X#¥
FIXHFEERENIRE ) :

SOURCES
RERFEWGIE ( .tar.bz2 3¢ .tar.gz XHF) MSEFAHRARIBPRE (2R .diff =%
.patch X#)

SPECS

&R .spec X, FEUTFIT Makefile, & fFIEHIWE#HTE

BUILD
ELLBRRPREELE. BIFmIFRTER

RPMS

fEFE BN AR BRE
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SRPMS
XERIR RPM

/8 YaST RXRERT, J47E /usr/src/packages REEFRMEZTEMHEL: JEFIFEEE SOURCES
i, #HXH) .spec XHTE SPECS H,

m BRLE . ZmCoEM
RENRAEM ( glibc, rpm F) #TIRE, EAHXHBEFMARMIZELE,

TEIRAIER wget.src.rpm 8, ZXRREERE, MEBEMUATIRPEIG:

/usr/src/packages/SOURCES/wget-1.11.4.tar.bz2
/usr/src/packages/SOURCES/wgetrc.patch
/usr/src/packages/SPECS/wget.spec

rpmbuild -bX /usr/src/packages/SPECS/wget.spec SRHMEwIE. X BBEEM, KRMEHE

HAREMER (BXFMER, BEN --help RHIHEK RPM X1 ) , U TRBTRAZEZEHEA:

S

_bp

£ /usr/src/packages/BUILD H/EZR: MREFITIEIIZR.,

-bc
mﬁ'—ﬁﬂﬁlﬁﬂﬁﬁ%fﬁ, B #*1TRIZ,

-bi
MITS -bp HEREME, EXTREMIIRMG. E2: MREARZFF BuildRoot I8E, MEJEERE
SEEXH.

-bb

MITS -bi HEVRE, EXCIZBTERIE, MREWIFMIN, “#HBIBRIZE /usr/src/
packages/RPMS i,

-ba
MITS -bb HERVEIF, EXLIRIR RPM, MRmIFMTI, —HBIEMIZE /usr/src/
packages/SRPMS A,

--short-circuit

BRIT R LE S IR,

MAERIPAER rpm -1 SEIFEA rpm  -U RLREBZM Z#HEI RPM, £/ rpm #1ITREFEERR
7£ RPM EUBEE .
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EictE, M SLE12 RUAERRAFE, MSEXHFR BuildRoot IS EFA. MEREMATEULLINGE,
BER --buildroot EDEABRAE, BXFIFANERER, BEM https://www.suse.com/
support/kb/doc?id=7017104 7 EHIZFEEUREE.,

5.2.6 {FH build i¥ RPM &

FZEFEMNNEEMEHAREPIFIFSAZTENXEF RN EESITNRAR. AL EXMER,
BEMA build, EXNCIEMEEMNEE XIME, BREIIX— chroot #fiE, build MIAMAFTENE
piLEr — IR, FTLLEIE NFS 3 DVD ERWEE ERLteH, A build --rpms ERIREME, 5
rpm RE, build GLERBRPE .spec X, ERRSSF /media/dvd FRAR DVD 9
wget (SHLEBIFTR) , B root AFBMERAUTHS:

cd /usr/src/packages/SOURCES/
mv ../SPECS/wget.spec .
build --rpms /media/dvd/suse/ wget.spec

FEf5, 157E /var/tmp/build-root B —MR/RIME, HEIMEFHESR, A, ERNEMT
/var/tmp/build-root/usr/src/packages/RPMS H,

build MIAREMHSNEMIED, B0, ERAMLTLEREECH RPM, BIEMEIMERNVIIR L EHER
rpm SERREELIREEZ—, M build --help &I Hi%k build FRITKIFEESES,

5.2.7 FF RPM ##5#0 RPM BUEEM TR

Midnight Commander (mc ) FTA2/R RPM FHEMABH EFIFNIANE, ERFHERTHEMXERE,
21t Midnight Commander FTEEBEIREIEIN, £ (3] S/~ HEADER, {ERMARBEF (Enter] EE
BFEEM, £ [F] BERIHDFHE.

MBI B EIERRBIER YaST RREH, BXMT, BESN (HPEIEF) £ 125 "X
wE"
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6 18T Snapper HITRAAMEFIRIEEIE

BB RS R AREBIAETE Linux ESKHRENR, XRIEEEERIBMAIINE. WS, Snapper 5
Btrfs XHRAEREN LVM BHES, HITE—F

Btrfs R2#HH Linux EARNEFIXHRA, EXRITFE (BMEIXPH—HSMEMIITTRAX
HRE) ERXHRARE (EHFEERE NN EREVAZS ) . XFS, Extd 3 Ext3 H8UA9FER LVM B £t
FFIRER, MERILAER Snapper SIRHEIRIXLEREB, Snapper B—Mas$1THI—/ YaST fHE. M SUSE
Linux Enterprise Server 12 7148, Zi2FARIBAM Btrfs HREIB#HITEIS (FENE 63T “ETMRE
SISERITRAEE" TRESER).

BT BAGER Snapper AT TFES

* Bt zypper #0YaST FRBRIRAE N, BXRIFMES, BHESNE 6.2 “(EH Snapper HHE
Ei” o

o BT LAIMRIBIREXH, BXFMER, ESNFE 6227 " Snapper mEXH"

o WREBS|SUBITRARIR, BXEFMESR, BENFE 63T "BINRESISENITRAE

o UFHAHNENEIRREBHERNERE, BEXFMAES, BERE 65T "FHeIEEE R

77
i}

6.1 EIAIZ

SUSE Linux Enterprise Server & & Snapper BN RIZHALTRL “BEMKSETRE" . KiAER
F, SUSE Linux Enterprise Server BIfR53 X (/) f£F Btrfs &z, MRBHKX (/) BBK (£975 16GB
k), MelERBINEERBNBH. KARAITEIER / UIMISKEIRE,

BIRIREER, REBSRIASBIIBEANGRETIIE —MR, B —FREREH R SBEIMIBES
8, BIIREN T RIEXERARNEIE, NESFEFTRVKIER, REGIHRNBIBRIENRERE,
Elt, REHESASSEREEEENZE, AAAMAZ, NEARBHZEESAUNEK, HER
=2, MENBAREN Btrfs XHREMIRN G A= BMEIEZZE |

@ . REBEMEMGSE
REBAAERENERBORASEHTET, ML REERIZHIRNTE,
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Hit, BSREBINXFEL “BN" HEXFT, BUNZEXNEZATERBIREBHREURE
RERE, —MK, BUEBRERAMETENEREEZEINZEAR/N, B THLEHME EHNZEFER,
RpoBMBEIRIARE, BXFEMER, BERF 61347 "EHIREEFH"

6.1.1 REGZEH
REWRBABERAAEBHLEXS, BFRIMERBREMREIINARIBEREEI D=2,

At (8] £ R B
g\ EIE—/MREE, HIRMIREBSBoMER, KIABAT, aRBRIETXR. RiIE+/MNBURRER
TEREIKIRIE, BYEZIREBEVADZRIRE,

TRRE
BIXER YaST 5% Zypper &R —IEZ M ER, SEIE—WRE: —MRBELREKAKA
( "B ), BAREZRRTNE ( "B ). IRERTARSFEZNRRANG, REWRIRC
HAEZE (important=yes), IBYREBZEMER. FANERAT, SREBZETHNERZRBHRIO T
AN EET R (BIEEIERE) , TRREBEAHBRIRES,

EIBRE
SRR YaST BRAGIAHR R —ITRE: —MRIE YaST MRENZE ( “§1" ), B—AR
EREREAZE ("B ). BURELSDHER. BNELT, 2RBEEHEBREASE
A BB RIR (BERERE ), EERERIANEARE,

6.1.2 IREEFRHIFREIE R
HFSMAEMEN, FLERBEHRERE 2N, UTHRERTHRNAEER:

/boot/grub2/i386-pc. /boot/grub2/x86_64-efi, /boot/grub2/powerpc-ieeel275, /
boot/grub2/s390x-emu
NEERLRS I SNHEFEE, LHIEMERERMETEER. AIFMANBRAIT AMD64/Intel 64 it
BN L, EEANBEFES3IMIF IBM POWER #1 IBM z Systems L,

/home

RIS XFRE /home , ERIFIZERHRUSRELIRIMLEBIEEX.

/opt, /var/opt
BZATREERRE /opt T, HHRIEERE N TEHLEERRREIRIXLENARERF,

/srv

B Web 1 FTP ARS3 22008 E. HERRLEBRE N THLAERIRIM R ERIEEX.

54 RE LAY SLES 12 SP2



/tmp. /var/tmp. /var/cache. /var/crash

BE IR AMBREFIAE B REBSHREREEE 25

/usr/local

EFNRERRHENSARILEER. RASFZE RHFRURERIRA ENHX LT RIVRMG.

/var/1lib/1libvirt/images

A libvirt BRI EMNVRGRIIOAMIE, HHREIREDEELVRE RS E RN IBARAMIEHE
R, BRNEART, WFERER SARTER ML,

/var/lib/mailman., /var/spool

B Z IR AR PATIRY B R HBR, URERIREIEMBMTEX,

/var/1lib/bind
BE DNS fRBBHIXIFEE. HIMZERERN THREIRERBFFRS [ NEEEE,

/var/lib/mariadb. /var/lib/mysql. /var/lib/pgqsl
XLERRBSBEERE,. ANEAT, ZEFERER SANREH EINLIZN,

/var/log
AEXHMEMME. HFRZERXEN TENZHRMARAITEIREEBN BEXHEITH.

6.1.3 BENXIZRE

SUSE Linux Enterprise Server B FHMENAREZ T Z HENER, @82 RERER, I, EeJLUREE
HENEENCIZENREBURRERBHSNAEHITEE.,

6.1.3.1 ZH/ERARE
X SFRREBRY (AL, Tk, BIE) EREIUA SRS A,

R/ I3 ARt [a] 4 R ER
BHE: snapper-c root set-config "TIMELINE_CREATE=yes"

®F: snapper -c root set-config "TIMELINE_CREATE=no"
RHiE s REBRVASEA, BRSTXERIN,

BR/BRTRRE
BR: %% snapper-zypp-plugin &

®H: E13R snapper-zypp-plugin &
ZRREEIA D EAIRE,
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ZR/EREERE
JBRE: 7 /etc/sysconfig/yast2 H4§ USE_SNAPPER i&EH yes,

BF: 7E /etc/sysconfig/yast2 H1§ USE_SNAPPER i&EX no,
BIEREBEGA N BRARS.

6.1.3.2 =EHIZKIRE

{68 YaST 8§ Zypper RXE B FTBIEAIRIBASH snapper-zypp-plugin #H{TAIE, fIATEIERIREBH
XML EBE X4 /etc/snapper/zypp-plugin.conf EX, ZIAERAT, ZXEUMTFFRR:

1 <?xml version="1.0" encoding="utf-8"7?>
2 <snapper-zypp-plugin-conf>
3 <solvables>

4 <solvable match="w"@ important="true" ®@>kernel-*@ </solvable>
5 <solvable match="w" important="true">dracut</solvable>
6 <solvable match="w" important="true">glibc</solvable>
7 <solvable match="w" important="true">systemd*</solvable>
8 <solvable match="w" important="true">udev</solvable>
9 <solvable match="w">*</solvable>@®
10 </solvables>
11 </snapper-zypp-plugin-conf>
O match BHEXENNZ Unix MR XAEHIBEECRT (w) iE2 Python IEMFRAL (re),
® MRLEHMRAELEMENNAIEFCAEE (HIIRZE) , NWREBHSIFEHEER,

60 HBTLESBMIER, RIE match BEMNIRE, 1SHFHTESEMBIT AN TBRETHNRIENR
AR, UARXCEERBH kernel- FLMFABEE,

0 ITEFGLEFREE.

EXHNRBEET, RELTRTE, HStIBZREN ($917) . IRLERTHCHEENA

#%. dracut, glibc, systemd 3§ udev &, RENHRIFAFICAHEE (£ 417215 817 ) . FIEAMNEEH

174,

SRHEAN, TR ZANEET XML ERNAXEEER. #0KiE, MRAEERATERLER

BRI REANT, FILAEEE 9 1TiERRR:

1 <?xml version="1.0" encoding="utf-8"7>
2 <snapper-zypp-plugin-conf>
3 <solvables>

4  <solvable match="w" important="true">kernel-*</solvable>
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5 <solvable match="w" important="true">dracut</solvable>
6 <solvable match="w" important="true">glibc</solvable>

7 <solvable match="w" important="true">systemd*</solvable>
8 <solvable match="w" important="true">udev</solvable>

9 <!-- <solvable match="w">*</solvable> -->

10 </solvables>

11 </snapper-zypp-plugin-conf>

6.1.3.3 RIEMRAFTE

RASHE / RRTURFNTSHKAMERALS, B, CRRRAEERETURETS, TNE
BIRE R BB BRI,

SUSE Linux Enterprise Server EFFEET /@/ &, R FERIGXKAMFE (g /opt. /srv, /
home %) HUMSTIRE R, CORNXARANEAFFSORBEXNNREXGRLTOR,
Jlk, EBITU TGS, ELREIF, M /dev/sda2 BIBT —4#F%E /usr/important,

mount /dev/sda2 -o subvol=@ /mnt
btrfs subvolume create /mnt/usr/important
umount /mnt

/etc/fstab FRRIMEMNIREZLMTF:

/dev/sda2 /usr/important btrfs subvol=@/usr/important 0 O

6.1.3.4 =HlREBEFE

RESEAMERTE., hHTHLLMETEAERMESRALTE, BNREBZEMBR, MAMBERLT, HE
BR2Z 10 M EENTRRBSEERRE, URES 10 MEBNTRREBEEERE, NMRXLREBSA
By BB RS R AR 50%, FRMEREMRE, RFRESEVRE 4 HNEZIREH 2 HMEFER

|73
B,

BXMAERILEENES, B88F 0411 "EEINBLEE" ,

6.1.3.5 TEF5MEIAY LVM % L{EF Snapper

BATIE Btrfs XHRFELEMIRBZIN, Snapper EZ3F7E XFS, Ext4 5% Ext3 #AHFEE LVM &
(AEZFHEEM LVM & EERMIRE ) FEMREE, BX LVM SIFHAEENRERS, 555 (HE1E
M), B 1E "BRMEIRE” F12T ‘WWMEE" .,
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EEEEREN LVM & LR Snapper, EFEZEREEIE Snapper ECE. £ LVM LEFER --
fstype=lvm(ZH#4%) BEXHRESR, XHZGHBERER ext3, etxd = xfs, Rffl:

snapper -c lvm create-config --fstype="lvm(xfs)" /thin_lvm

RETUARERE 6.4.1 10 "EEINBEE" FMEAREFTZRRIERE,

6.2 {#EH Snapper BHEHEX

SUSE Linux Enterprise Server £/ Snapper &I E, =ICAFKRETE zypper # YaST FTfRIER, &
SCIRUEINEE, BX Snapper #1TEREE, ILHEESIKIEIT zypper # YaST FifFEIE—MREEX, HtETA
&/ Snapper Rk EWEIMIPREVENMR A X4, ZLIMUEAR, FEXWNRS XERANEIZRE — 5
KAT, BENE 61317 "ZE/ERERE",

RNERT, ERMBMRBHWRAXLEFEMEE, EHEHI /home FHMDKLERMMRE, &
FEEEENXEE.

o EE: RHUBENRSERILER
B RIBR IR E IR, WAANIE, Snapper AT UARIEFIRTE 2 RREINOER;
BHEY
FEMTXRAAMEERE, RARNEMUIBHTILR, FHEBMBZEANEY, B
BN 7T 2 BT A BRI R B IR E R A,

[EIpE
EWEE 6.3 “EILRES | SRIITRARIR" PRHTEIRN, RAKERENEIE
TREBAFHIRS,

HWEERE, PR REBESMERAHITIER, IREREMEMERETHHIXMG, BLERS
MERTLEE, B2, TREBIWNERS 637 "B NRES|ISKITRAALR" ANENGE
HEITER, AREIRIBMEIERER, MEERUEEITHRAIEBRAR,

O = mE-—Bi
IR RIBN IR B MR E BRG], REIERBHIERBEARANE (FIINRE
B, BEBXHRIARNBEANTE, MEEXGE=ERE, M, BEREXG (HiW /
etc/mtab ) EEXZELEME. EIGENBWERRLTFAEBEEINMGREERFIIIR,
RrELEAFNRFEIER SN,
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6.2.1 1Ri%H YaST #0 Zypper EX

RERRMER Btrfs RERSX, WiFHINEEKR Snapper (ZRIHECE, "JRAMEIR YaST B Zypper
FTAIEEDR ) . BIRJE5N YaST tRIREY, Zypper EHZET, REIRAEMRIB: BIEFRRIRBNZAIXERAIR
78X ’J “Jﬁ-ﬁ't‘;&ﬂn” LXEZESZ?X*E?&EERZFJRUE'J “E'H%Bﬁ” o

FZRTLAEA] YaST Snapper #51R8% snapper &<{TLE, BTN “AIREB" YREXHREH YasST 5
Zypper FRIELR, StrTCAERZ T AL FIKIRE, U\EEEESITHSB“SZ#FO R RT LA B R4
FAhRAZ BRI ZE R (diff),

1172 6.1 {£F8 YAST SNAPPER 1R HE X

. M YaST R E(h &Ry Si@id 4 yast2 snapper R/25/) Snapper 18R,
2. BB EHAIEERERNE, BRIEFNFIMBCH Snapper IBE, BNIEALMILIZE,

3. MIIRPEZRFIGHRE, YaST # Zypper REBWEE Fai/5KE, 7EILHZAR, YaST HREEEA
zypp(y2base) #ric; Zypper fREZEA zypp(zypper) #RiE,

tRER
LATACE |root ¥
D i FiaEH ZERBEEH Et PR
1 g 2016-08-03 22:37:12 first root filesystem
2 g 2016-08-03 22:52:56 after installation important=yes

72873 gihEEANGHRES 2016-08-08 16:19:32 2016-08-08 16:19:49 yast online_update

74 875 EIREEFGHRE 2016-08-08 16:19:51 2016-08-08 16:20:36 yast sw_single

76 & 77 grlhEEFN/SHES 2016-08-08 16:20:38 2016-08-08 16:21:48 yast sw_single

78 & 79 EIIREEFN/GHES 2016-08-08 16:32:01 2016-08-08 16:32:53 yast snapper

80 & 81 FitkEEFIGHREE 2016-08-08 16:37:53 2016-08-08 16:38:18 zypp(y2base) important=no
BB fGHREE 2016-08-08 16:25:06 2016-08-08 16:25:39 yast online_update

84 885 Al 2016-08-08 16:29:50 yast snapper

[ 2rmm || oo 1 Hifm
(M) £A()

4. BREETREN, ST XHIRERAKREBZEANER.
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VEETRERIEIR

/
11814

zypp(y2base)
RENE— T HRERAEIE:

> [ | var
~ [ | lib

~ [ rpm

Basenames
Conflictname
Dirnames
Group
Installtid
Name
Packages
Providename
Requirename
Shalheader
Sigmd5

~ [ zypp

IRERE — MAEBIRT ]

[ Autolnstalled

TR

2016-08-08 17:20:59
2016-08-08 17:21:37

| mEO || mEsE

5. BEXHIIR, BEERXMANRIBRAZEN “ER" , BMRIIRPEPIZMGE,

WETE TRER MR
/ zypp(y2base)
11814 FIE— M EREIE: 2016-08-08 17:20:59
>~ !arLh FRATE — M HhEERgRTE] 2016-08-08 17:21:37
~ i
~ [ rpm .
[_| Basenames ) BRE—ITHRBSE_TREBEZENES
|| Conflictname D BRE— MRS YA RGZEANER
O Dirmames D BRE MRS SA AR ZENER
|| Group
|| Installtid THREDER,
] Name
[} Packages --- /.snapshots/150/snapshot/var/1ib/zypp/AuteInstalled 2016-
[] Providename +++ /.snapshots/151/snapshot/var/1ib/zypp/AutoInstalled 2016-
|| Requirename @@ -1,10 +1,22 @@
(7] Shalheader -4 AutoInstalled generated 2016E08508H EHi— 17691693047}
|| Sigmd5 +# AutoInstalled generated 20165E08508H EHi— 176T215308F)
~ [ zypp #
pattern:sled-ui1
pattern:sled-documentation-32bit
-pattern:sled-desktop-gnome-32bit
+pattern:sled-fonts-32bit
pattern:sled-desktop-base-32bit
pattern:sled-apparmor-32bit
———
(B TRBIE @ || MEZMREEE O
| By | | mH© || weae |

T2 PARRIAZIRAE,

18158 YaST #0 Zypper &

6. BEME—NMHZSIMXE, FEIAERNNEEEERERNXEHER. BHMEEE, ARE
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61

1.

n3:3.3 bdys
MR 63 XL

Mvar/lib/rpm/Basenames
Mvar/lib/rpm/Dirnames
Ivar/lib/rpm/Group
Mvar/lib/rpm/Installtid
Mvar/lib/rpm/Name
Mvar/lib/rpm/Qbsoletename
Mvar/lib/rpm/Packages
Mvar/lib/rpm/Providename
Mvar/lib/rpm/Requirename
Mvar/lib/rpm/Shalheader
Mvar/lib/rpm/Sigmd5
Ivar/lib/zypp/Autolnstalled

AN Z(Y)

BRER X, BRHEHBMUMEZUGNERIE, BHNE—TRERE, ARBHET

PARIA,

72 6.2 {3 snapper S EHEHENR

iBfT snapper list -t pre-post BAFKEY YaST 5 Zypper REBHVFIZR, TEIZEEF=ZH, YaST &

BBIA yast EHREF ARIE; Zypper HREBLA zypp(zypper) #Rig,

root # snapper list -t pre-post

Pre # | Post # | Pre Date Post Date | Description

|
------ R e R )
311 | 312 | Tue 06 May 2014 14:05:46 CEST | Tue 06 May 2014 14:05:52 CEST | zypp(y2base)
340 | 341 | Wed 07 May 2014 16:15:10 CEST | Wed 07 May 2014 16:15:16 CEST | zypp(zypper)
342 | 343 | Wed 07 May 2014 16:20:38 CEST | Wed 07 May 2014 16:20:42 CEST | zypp(y2base)
344 | 345 | Wed 07 May 2014 16:21:23 CEST | Wed 07 May 2014 16:21:24 CEST | zypp(zypper)
346 | 347 | Wed 07 May 2014 16:41:06 CEST | Wed 07 May 2014 16:41:10 CEST | zypp(y2base)
348 | 349 | Wed 07 May 2014 16:44:50 CEST | Wed 07 May 2014 16:44:53 CEST | zypp(y2base)
350 | 351 | Wed 07 May 2014 16:46:27 CEST | Wed 07 May 2014 16:46:38 CEST | zypp(y2base)

RPA AR, RINTXHAERPA + fRiE, BBRTSXFRBA - FRIC.

2. {£A snapper status PRE..POST @< BARENREBWNAIIEENANHIIR, XERNBLETENXR

root # snapper status 350..351

tooan. /usr/share/doc/packages/mikachan-fonts

Poooo0a /usr/share/doc/packages/mikachan-fonts/COPYING
oo, /usr/share/doc/packages/mikachan-fonts/dl.html
Covrnn /usr/share/fonts/truetype/fonts.dir

18158 YaST #0 Zypper &
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Booooa /usr/share/fonts/truetype/fonts.scale

W= ERABEXAHNESR,

root # snapper diff 350..351 /usr/share/fonts/truetype/fonts.scale
--- /.snapshots/350/snapshot/usr/share/fonts/truetype/fonts.scale
2014-04-23 15:58:57.000000000 +0200

+++ /.snapshots/351/snapshot/usr/share/fonts/truetype/fonts.scale
2014-05-07 16:46:31.000000000 +0200

@@ -1,4 +1,4 @@

-1174

+1486

[...]

EXHE, WRIkEMBEEMRIIXH,

root # snapper -v undochange 350..351
create:0 modify:13 delete:7
undoing change...
deleting /usr/share/doc/packages/mikachan-fonts
deleting /usr/share/doc/packages/mikachan-fonts/COPYING

deleting /usr/share/doc/packages/mikachan-fonts/dl.html

62 18158 YaST #0 Zypper &

oo, /usr/share/fonts/truetype/#MEwvA-p.ttf
oo, /usr/share/fonts/truetype/#HE®A-pb.ttf
oo /usr/share/fonts/truetype/#HMBE v A-ps.ttf
oo, /usr/share/fonts/truetype/#H Lo A . ttf
Boooo0a /var/cache/fontconfig/7ef2298fde41ccbeeb7af42e48b7d293-x86_64.cache-4
Covvn. /var/lib/rpm/Basenames

Cooooo /var/lib/rpm/Dirnames

Booooa /var/1lib/rpm/Group

Cunn. /var/lib/rpm/Installtid

Cooooo /var/lib/rpm/Name

Covnn. /var/lib/rpm/Packages

Covnn. /var/lib/rpm/Providename

Coooo00 /var/lib/rpm/Requirename

Covnnn /var/lib/rpm/Shalheader

Cooooo /var/lib/rpm/Sigmd5

3. ERREMXHNESR, 81T snapper diff PRE..POST &, MNBE/EIRE LH32,

ds=y:ai=0.2:1luximr.ttf -b&h-luxi mono-bold-i-normal--0-0-0-0-c-0-is010646-1
ds=y:ai=0.2:luximr.ttf -b&h-luxi mono-bold-i-normal--0-0-0-0-c-0-is08859-1

4. BIRE — B0 XM, EIGIT snapper -v undochange PRE..POST X%, WIREHERE
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ﬁ&_Zﬂ:.

REHIEFREE

deleting /usr/share/fonts/truetype/#MNEvA-p.ttf
deleting /usr/share/fonts/truetype/#m 5+ A-pb.ttf
deleting /usr/share/fonts/truetype/#MNE» A-ps.ttf
deleting /usr/share/fonts/truetype/#hHEb A . ttf

modifying
modifying
modifying

x86_64.cache-4

modifying
modifying
modifying
modifying
modifying
modifying
modifying
modifying
modifying
modifying

/usr/share/fonts/truetype/fonts.dir
/usr/share/fonts/truetype/fonts.scale
/var/cache/fontconfig/7ef2298fde41cc6eeb7af42e48b7d293-

/var/lib/rpm/Basenames
/var/lib/rpm/Dirnames
/var/lib/rpm/Group
/var/lib/rpm/Installtid
/var/lib/rpm/Name
/var/lib/rpm/Packages
/var/lib/rpm/Providename
/var/lib/rpm/Requirename
/var/lib/rpm/Shalheader
/var/lib/rpm/Sigmd5

undoing change done

AR PRI
BINAEERA Snapper BT HHE M ARERAF RN, EAREBHRHRRT —LHR, X
BTFRAFNXH. MRERACSHRAFN ID QIBHAF, ZRAFSSERRAFIIX
4, Et, BEUEIEEER YaST BV ~AIEEE T ARMERAEF,

6.2.2 {EF Snapper Tk E X4

PR T RRMEIEIREBZIM, Snapper i
S FHIRT—NRRAS, & ETLAER Snapper WERINEERMEEREN

™ i8] s P AR B T

TR B IRB, fEe] AEAIX L& REBIE R IMUBRAI S M

EERXAINEEN FRAONEA FAREMREBIMLEFERS X ENBIERIER. fli, ENEBRER

X, BJUAHBEENERMATEIZIREB /home BIZEIREY Snapper BB, BXIES, ES

EFEDQ Snapper iBE”

63

{# 3 Snapper k& X4

2% 64T gl
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O =5 REXHSERIOLR
MRS Z 48 (B Snapper IRECEE X ) £MBIRIBEIATFRITRAMER, #HITILEEIRE, 2
WHENRIBS| S, REBRITEIR, BXFMER, BHSNE 63T "EdNRES|SRKATERS
IEIIE" )

MR R RRIBERFAESMF (ITFXHRATIE ) the] BUAZIEREIBRY, BAREWXEFME, &0]
PAEREABIX M, FINER /etc BRANENMEEXH, BEREMNREBHRER— RIS,

LERRBIR St IR R ARIIRER |

1172 6.3 {F3 YAST SNAPPER &Rk & 324

1. M YaST R E(thER Sm@id i yast2 snapper R/Z5f Snapper &R,
2. ERENPEFREBHEFILE,
3. ERERTIRE XHHIRTELRIE, FEEERF N, MEILREBIOERNE —, Bk RaTELZ,

4. BENHBIANFETLEEN M. RARETREBRENSHREZENES, RS EERIEH
RIREX M. BREMRERIMEXFRITLLERE.

5. BRMEEE, ARBEHEBIMZIRF,

i$72 6.4 {$F snapper BSIRE X
1. BITUTHLRERIELREN — R IR E LR
snapper -c CONFIG list -t single | grep timeline

CONFIG FEBRMINER Snapper BELE., £ snapper list-configs BRI,

2. BITUTHRESREREBERBHRER R —RIIXH:
snapper -c CONFIG status SNAPSHOT_ID..O

1§ SNAPSHOT_ID B AGERTFIkE XXEHIRER ID,
3. (&) BITU TS0 H HEIXXERASREBHRXXGREANESR

snapper -c CONFIG diff SNAPSHOT_ID..O0 FILE NAME

NRANIEE <FILE NAME>, MSERABXHNES

4. BIRE —PHBIXM, BET
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snapper -c CONFIG -v undochange
SNAPSHOT_ID..0 FILENAME1 FILENAME2

MRRBEEXMNR, WRERBEERIIXHT,

63 BT MIRIESISRMITRAER

SUSE Linux Enterprise Server LB &) GRUB 2 kR 4~5] BAM Btrfs $REB#175|5, 5 Snapper BIEIRINAE
BEE, MERSEEHRNAR, JBHIEIA Snapper EEE ( 1R ) BIEMRIBA A5 &,

o B ¥XHFENEE
M SUSE Linux Enterprise Server 12 SP2 /118, RBEERSXHNIKINFEREERESIERT,
ARBFRALOER,

SISRER, REPEENXERAEIBNSTH I RIBRE, NREBHAIRUAEEMXAHERANHD S
MERIEERZE, FEAIBMENR,

o EE: RMUBENRSERILER
B RIBR IR E IERT, WAANIE, Snapper ATUARIEFIRSE 2 REINOER;
BHEY
TENE 6.2 “(BA Snapper HHEN PAAMBENE, RAKNEMRBRTLR,
FERAMRBZ EREX, L7z ] SRR E N E R A,

-

=12
TR EITEREY, RASEIRE D EMRIRBIFAPIRES,

BENAIE| SREHATENR, BIHEUATER, AITHRNLRE, RAXHITHNIIRE.
MF]5| SREB# 1T EIRAIE R
o RXHRFEWTZE Btrfs, AZFM LVM £REE5|5,

s RXHARZLTERMNRE. BNPRMENFEL, /srv SREHHBRMBAR (BUFE 6127
CRERHIRIE R TRTEIR) AU TFRERNSX,

° RENAEBEIMNT RIS SMBEEFEITSIS.
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ENFIE| SREBHAITELR, BRITUATIRME:
1. 5ISR%, ESISREREFS|ISRE, RARERESISMHRE, RESZEBIRFMAEELT—
— %,

2. BRERR, FRARERG—IIEITER, FIT, BEFWRBESNEMAERHITERIE, BA
Hitt B ROBELTEE T —TERTLRFHBIZER.

3. RIBERSEMITOR, EFET—TEMF:

a. MREABERINZREHARE, WESS, AREASNRARRSE, EETRMRENE
ERERLR,

b. MREBERITER, MWiziT

sudo snapper rollback

ARESS, E3IEFREL, ERHIANSISTINESSEMERNARL.

@ B ENRAEENERIAS
MR LT ERZEARE, BEVIBRALTELERNCIEYIBTIS | SIRE, EhER T AE LS| St
REBIREIZIZIAZS, iZREBRET after installation iERRIRZI,
FEW RSB BN EZBRAHITRAFHRE, LSR5 SIREB (FHIRERZAMRE ),

6.3.1 AR ARAIIREES| SN

BNRESIE, BESISHENAERNHZNREENSISNEHER, —PEROSITH, JIHLAE
SISMIRE, REMNRBIIERIE, RIBMWREIEREE, €A (L 0 1] S, ARK [Enter] BUE
EEMREE, MEISRBHERBARMUMESISHEN, MIEFTFEERE5ISMEARERF,
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Suse

SLES512-5P2 {4.4.13-46,2016-07-25T10:04,pos
SLES12-5P2 {4.4.13-46,2016-07-25T10:03,pre
SLES12-5P2 {4.4.13-46,2016-07-25T09:59,pre

SLES12-5P2 (4.4.13-46,2016-07-25T09:58,pos

6.1 5| SMEFEF: RE

5| SMHFEF PO MRIBINENE — MR S ELRBIREBIEGRIR :
[*1@0S@® (KERNEL® ,DATE@TTIME@ ,DESCRIPTION® )

MRRIBIFIDH BB, WNHIHRE * S,

RIERGIRE,

SRF YYYY-MM-DD #&=X9H EA,

SRA HH:MM #&3LRORT (El,

HEFEEERBAVIAIE, WFFaNEIBIRE, XREAEM --description IBMFRHR,
HEXFEFE (BERIER: HE|SNEHEFREBIZEEE XiIRE) . WFEHNEIRNRE, X2
HRKNTE, flM zypp(zypper) X yast_sw_single., RKKIZEARIREWENRT, RAH5IS
FEREHXNME,

@ ® 6 ® O

@ 127 PSS MNEHIEFIRIBINIGEE T N iHA
B LA IREBIHBAFERPMIEINF T EB RN BENFHE, Fl, NRBNEIEMILBEAREERET
PR, HERAFRENIRIBAK, IMEET2ER, ERNRE NUVBER iREBTENXNFH
B STRING , EfERLATHS:

snapper modify --userdata "bootloader=STRING" NUMBER
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IR KERNBE 25 N7, BEXNEARBSESLEES SRR LEEET.

6.3.2 PR

A EESEM T EMNRARIR, BN RARE R EMIREBI T2 EERIRTE,

6.3.2.1 tREBHHIFRAIBE R

RXERARBHABEMBEAR, BHENE 6127 "REGHRNER" THFEENEENERER, 1E
Elt, XEERPOBIFEHASRE, RS T TR,

miRE, M~ RINE=RRERTESTEER
ERIBARHRIFE (W /opt ) ERRTRUBMNAREFHMN~GR, IRERERESHTEL
WRRTEHINAEFEE, WERE, XENARFHMMN~@ETELIE, EfRRILEE®, T2
B & RIZN AR RN m.

S {4175(a] o) 3
MREANAREFERBIEHIRR ZEER T XXENRF/HAEN, ERE, ZNAREFEIREL
FEISEIXLE S, BTERREEIRE Z M STE I EEF/E B 1Y,

BIERATRHRE
RSN ARFARBNGRARZEEL THOBIESER, @WRE, ZNAREFTELEIZ
F R MR,

BETRBENBENFE
B /srv ZEMFERTRERRBEEHRMKIE. CIRAIESSENBAX, B0, L PHP BIAR
Kr] B2 S Web AR5528H9 PHP BIAHRIRIA,

R PR
MREIRFRENREF R TARF, SEAFPERBRRESHE R EFAABNEBEATHIR, 0
REAERMAF ID QIBMAF, ZAFPESHRERFIXGE, BEA find ZENTEKEIHF
HRIBR AMSZ B S 4,

6.3.2.2 A[ER5|ISXRHIZFIE

TERIRS | SR#RER, EASISKAEFNFAE "ME" LIEELA, X7 /boot EIRFFREER
ilE,
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6.4 BIEH(EY Snapper BLE

10X Btrfs FEEE N TRNEEXHATEX Snapper iTARN, JEEEXXGFAUT /
etc/snapper/configs/ K,

IRBXERARBKR (KB 16GB) , WEREFEMIBEXGRSE / BARE, HNHEALES
£ root, BRI YaST & Zypper 1R, BXEIAMEFIR, HBAE 64117 “REH
B .

e hERA Btrfs SEHNEMA KK Btrfs # XK EMMEFEEIEZECHEE. EUTRASR,
FAFIRE Snapper BB, UEWITEARMAY, M Btrfs tEZERN /srv/waww FI5TXE
Web AR53 22 8UB#HITER.

SIBECE/S, ER]AEREER snapper , tEIBAERA YaST Snapper fR1R, MXLEREBIRE X4, £
YaST 1, BMFZERENEALE, ANEFEERE/ARX -c 8% snapper KIECE (40 snapper

-c myconfig list),

E6IEFRY Snapper BLE, 15151T snapper create-config:

snapper -c ww-data@ create-config /srv/www®

0 REXMHHEM.

0 ZEMRBISEXD Btrfs FEHEHRAS,

IS EBERASIENENNE (BB /etc/snapper/config-templates/default ) SIEFFMEEEX
f /etc/snapper/configs/www-data, BXIARILENIES, BSEFE 6411 "BEUS
BE” .

O =7 BENHIME
HERCEMZAABEIE /etc/snapper/config-templates/default, EfRBECH—HE
NME, BEERNERPEZBLEXENRIFAAGRBEEZHITIAZE, EEHALLINEE, 57 create-

config SR L HIEE -t EIA:

snapper -c www-data create-config -t my_defaults /srv/www

6.41 BIEIUBEKE

snapper BENFadrATERNEMERERE, EBoJdE, ERXLRE, el AN SN THERFD
ESE
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FHECE
M snapper list-configs m<FIURRFIBHEBMEE:

root # snapper list-configs
Config | Subvolume

_______ PFomoooooo oo

usr | /usr
local | /local

{#F snapper -c CONFIG get-config Fad el AR RIEEMWEE, CONFIG RMEikmiT
snapper list-configs <4 EMEBRMNENCERM, BSNE 64117 "EEHE" UT
BAEXEERIINESER,

ZERRHINECE, BT

snapper -c root get-config

(RN
{EF snapper -c CONFIG set-config OPTION=VALUE F&n<d ] MERIEE R E THIE
I, CONFIG WME#RIT snapper list-configs G<ERMERMENRERM, OPTION
F VALUE MOTTRE(ERISIE 6.4.1.1 7 "REHE"

fHpREC E

5 snapper -c CONFIG delete-config FH< ol AMFRECE. CONFIG NEMRAMIT
snapper list-configs @M< EMEBRMNENMCEE R,

6.4.1.1 EEHIE

BNEEBE S —RIED, XEENTIEEHLSITHITENR, TEHMNIIREH® TEMERNAT, B
BRE/ME, 5817 snapper -c CONFIG set-config "KEY=VALUE",

ALLOW_GROUPS, ALLOW_USERS
RPLEBRAFERARBINR BXIFEMAER, BE8ME64127 "UZERAFSHER
Snapper” .
MIMER "V,

BACKGROUND_COMPARISON
EXERIERIEREBERENES SN ENEITIER,
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RINMER "yes",

EMPTY_*
ARIEREBERMREBNE GEEEE, BXFMAER, BENF 6637 "FELEEFHRE
iq” o

FSTYPE
DEHIXHRFHLE, REHK,
EIMER "btrfs"”,

NUMBER_*
NERRBEEBRBENERE S, BXFEER, BENE 6617 "FEAFRE" .

QGROUP / SPACE_LIMIT
BEMSZIFAMEBERE L, BXFARGER, BBNFE 6657 "HIMMEENSE

SUBVOLUME
PXHFEEMRBIIRER, RNEX,
RIANER "/".

SYNC_ACL

MR EHAFE(ER Snapper (B80E 6.4.1.2 T “LEEREFSMER Snapper” ), XERF
WIEENS AR . snapshot BRFHAEBIZEERRISM, R SYNC ACLIZRERN yes, Snapper
£1Bid ACL Bt iF ALLOW_USERS F1 ALLOW_GROUPS I EHI A AR A E)X L B R R E P

X,

BRINMEHA "no”,

TIMELINE_CREATE
RIRE R yes , EEB/IHEIE—MRE, BME: yes. no.
RRINMEHA "no”,

TIMELINE_CLEANUP / TIMELINE_LIMIT_*
ARFEILARIBE SGBIEE R, BXEMAER, BENE 6,627 EERELRE"

6.4.1.2 UAEERAFS1n{ER Snapper

AIABIR T, Snapper REEM root AFER, EBEKERAT, REAENAFEERCIZRBRELIE
[RERBRBHEN:

o MEJy /srv/www ERIREBHIMILEIR R

BHECHEBREMREBHAF,
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LERIERT, sJUEIBRIBAFPH (%) HIZFXRRY Snapper BB &, 1EEHIFE P UAEEEREFH 50148 N AY
.snapshots Bx, EXUX—x, REBMFERY SYNCACLIETNIRER yes,

W72 6.5 1LE @A A BAER SNAPPER
HER, WIREPHRESREFER root AFIET.

1. MRAEFE, WiERAFEILAER Snapper R X FEEIE Snapper BB, BXES, BS
ME 647 “BIEHIEN Snapper BBE” . RFI:

snapper --config web_data create /srv/www

2. 7 /etc/snapper/configs/CONFIG FRIBREXH, EF “CONFIG” REEL—LHER -
c/--config $EEMIME (¥ /etc/snapper/configs/web_data ), REBEEEZHITIHE; ﬁ
XIEFEMER, BENFE 641 T "EEUEEE"

3. 79 ALLOW_USERS #0 ( E%) ALLOW_GROUPS iZ&E1E, U RIAABFH () HiZFINE, S
B(ER (space] PR, HIE0, ERAF www_admin ZFNER, #lia1T:

snapper -c web_data set-config "ALLOW_USERS=www_admin" SYNC_ACL="yes"

4. IR, IBERIAFAM () AERTCAERTEER Snapper iBE, EAJUAERA list s T HZHITI
ik, fgn:

www_admin:~ > snapper -c web_data list

6.5 FHItIZEFEIERES

BIERE, Snapper FARRTFTEMEIEMEIRRE,; Kb UUERGSITIRAEL YasST RIRFEIE R
i YRIRT ) HEAMREE,

T Snapper IRFEHNMBRENT (BXIERER, BENFE 64T “GIEH(E2L Snapper 2

E" ), BEURAFEREN S KSEEMIRE, Eﬁikf%ﬂ?@ﬁi%%@ﬁ%(root ). MNRBERBCHY
ICEOIREIRRE, WEEHTHIER, £ YasT HRYFIRE THE, SESSITLEE -c (A
snapper -c HHEE &% ),

6.5.1 REBITENIE

B—KREBIYRREBASG AR —ETHIEEM, CIERER, BTEFTBRETHIE, BRREBHMEKESE
WETHIE—ELTEERERS, FH snapper list JERUBREBLRETHIE:
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snapper --config home list
FIHECE home RIHRER, EHIHEKIARE (root) RIRER, 1H{ER snapper -c root list 3%
snapper list,

snapper list -a

St BEEERIRE,

snapper list -t pre-post
FIHEA (root ) EEERIAT A RIRERFIS REBXT,

snapper list -t single

SIHEIA (root ) ECERIPTE B — REAYIRIE,

— KR BB AT CAfE R PA R STEUR :
o XA WERAR, BXIFMER, BSME 65117 “RIEBED" | REEXULEHIE,
* RS REIE—RS, TEEERULIE,
* BIfRS: BEMNAREBINRES, NERATEEE, TEEERUILRIE.
o i7BH: REBEYULER,

° APHIE: ¥RMIRE, BREMRESHRN “#=E" JIRBINEEBENXH
#&: reason=testing, project=foo, ItFERtIRIAFIFREBIFICHEE (important=yes)
PAR G H B REBRIAF (user=tux),

o B REBIBESE, BXFMESR, BENFE 66 "BIEFERE"

6.5.1.1 |REBZEAY

Snapper BEB D IE=MARIZEEAVIREE: AIRER. FREBUKE—REE, WYIE L, X=MREEEM
ARG, {8 Snapper 2 W AREEERARERILIES I

2z

]
BRI XHRAERE, 53K B REEHE— NN 5 RE, BRNZ—MERTBELIE YasT/
Zypper HREZ,

B
BRI AR AERE, §—iK 5 RBEBE — MM 51 RIE, BHIZ—HEA T BN YasT/
Zypper REE,

E_

MITRVRER, BRIZ—MRR T BMRIZEE/NRE, eI RBAAIRIALE,

73 HREBIT R SLES 12 SP2



6.5.1.2 FEHEX

Snapper A =MEFRIARBHEE, XLEEZUBRITIIFWLSFNMIT. KATBAE XEHE Snapper i
ERREMNAELIUMREBE (BXRAT, BELFE 64171 "EEIABEE" ).

HIARE —REBT I AT HIRR IR R ER,

At (8] %
BRI —ERFRAVIARE, BREETFINE/NE., X, ERHNSERE,

TEFRIFREEYY
MR EFHRIEREM,

6.5.2 IR

BITIE1T snapper create ZLEE YaST B9 Snapper HIRARCIERBIERREE, U TFREIFERE T WM
mLITEIRMRER, (M YaST RESILEEE,

@ 12K RERREE
ATETFHEHERBHAE, BNIRLIEEEEXMHE, EZrJUETRAFPHIEBEINIEEE S

N
=W

snapper create --description "2014 FE_FREE"
BIEERIA (root ) BERMITIRER (B —KE) HHR, RAREEEEFEEL, BAa81H
FRIRER,

snapper --config home create --description "~tux FR;EIE"
7987 home MBEEXEECIEMIIRE (82—XE ) HMNERA. ERSBEEBERE, KX
B MFRREE,

snapper --config home create --description "EHIEZM" --cleanup-algorithm

timeline >
AEA home MBEEXEECIEMIIRE (B—£E) HMMNiEE, —BfFSNEEPIIEELE
BEREENEYG, ESBhbRHE.

snapper create --type pre--print-number--description "Apache EREEEZAEI"--

userdata "important=yes"
B AU RBURIREBIHTENREBRS, CIZATRE “Za1" f “ZFE" KESHREBYAEHE N6
L. ZREIFCHEE,
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snapper create --type post--pre-number 30--description "Apache EEEIEZEF"--

userdata "important=yes"
Bl /5 HKERIREBEEN A 5 REBHSH 30, SIEATHRE “Za1" M “ZR" RSHIREEYY
FTBEME e, ZREBIFCHEER,

snapper create --command COMMAND--description "#&<81E"
B1T @< Aa LR REN, IEDXTETa< 1T LEM snapper YA A,

6.5.3 (SCNIRBETTEUE

Snapper RIFEERILER, FEEERREBIOAFKIE, EthciEtITAE . AT REIMRRE T M
S ITIENIREE, £/ YaST RESLREE,

BEMSITLENRE, BFBMEERS, (EA snapper list AR RABRERERS,

YaST B9 Snapper fRIREFIHFAERE, MIIRFIER—MRE, AFRTIENL,

snapper modify --cleanup-algorithm "timeline" 10
12eEKIA (root ) BEERISE 10 SKIREBATEIRE, BIEFEZFIRENR timeline,

snapper --config home modify --description "&H&" -cleanup-algorithm
"timeline"120
1Eik& 7 home WBTE XEERSE 120 KREBATEIE. [HiEMMIAAFEGEIREBESEZE,

6.5.4 fRlFRIRER

E{EF YaST #Y Snapper HIRMMFRIRER, EMIIRPIEFIRE, AfFREIMIF,
EEABSTIEMRRE, FE2MEHRRS, 15T snapper list GLHKINIRERS, ZMFRIRE,
BIG1T snapper delete /=,

& Snapper HFRIRERRY, TEFEIEITHY Btrfs IR EIWREMRAI=E, Bk, sTRAZENEIIHS
ATAMSIER, NREFEEMPRREBFIZENFIAMERBERIZE, BEFIED --sync (£ delete &

PO
~o

@ 2R MR RER
ﬂﬂ'JBﬁRﬂ'H&E@ETJ, RRIA A IR S B N 5 'H&H”(&ZJT%)

snapper delete 65
fIFREKIA (root ) ECERISE 65 IR,

75 1EIIREB TR SLES 12 SP2



snapper -c home delete 89 90
HiRE R home RIEEXECERISE 89 HHNEE 90 KHRER,

snapper delete --sync 23
IBREKIA (root ) EEEAYIRER 23, FHERMAI=IEIIZIENF]A,

@ 2R MIBRKRSEERREE
B, SR Btrfs REBTFE, EHERLEE Snapper TTEHIEM XML XX, XFE R RRIBT
Snapper AeE] L, FEFINGEMR:

btrfs subvolume delete /.snapshots/SNAPSHOTNUMBER/snapshot
rm -rf /.snapshots/SNAPSHOTNUMBER

@ 2R BB SEMEESEES
WNRIZERIFRIREBUATRFER LRI 8], B EMRIBREE, REBAR A A, E5BANE
[B]Fh AR A,

T ET B AT F L BaMFRIRE, BXIFERER, BENFE 65127 "BEEE

6.6 BIFERE

REB S AMETE, BENEIER, RESANEEZEINEEEEEES, hTHHLEE FHZE
¥R, Snapper Rt T HTBMNMRIBREBIEE, XLEHEERE EILREBIAFIRE (EEREBER
FIREW ) MBAARE, ErIUEEZHBMEIVRERIIRIZL,
PRUEZ SN, ERJCARRIEE —MEEZEER, ATEXREBR SANEAMEZEXR/N, RAELFTAE
HlPRATIR R 5 R REBE B EFRAERIIREN,

BIEERREHERIBRA Snapper BE, ALZREENBNMEERER L, NREBERLEBNMIREE
RIRER, BEMIE): .
FINRE (root) EENFERFREULZMAIRBERIREY, EERAEMR - RESAMNZEAR
B[R X e] ML =S (8]AY 50%, BY[EI4IRIBEGAGTRARS, Eit, E%EESEEHATERRK

Bio
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6.6.1 EIEHFIRE

HFReE (EEREBERRREN ) #9752 Snapper EEER U T SRUEH,

NUMBER_CLEANUP

BHESEZEATRRESEEREWAEE, NMRBAZSH, NHREBEKET NUMBER_LIMIT
#0/3% NUMBER_LIMIT_IMPORTANT #E7EAV$(F ALz NUMBER_MIN_AGE fSERIRIPREY, IFMMBRIER
By, BXME: yes (BA). no (EA).

BINMER "yes”,

RAFENSIEEENROIHS:

snapper -c CONFIG set-config "NUMBER_CLEANUP=no"

NUMBER_LIMIT / NUMBER_LIMIT_IMPORTANT

EXBERBSLONEBN/HEELTRIRESEIRREN, MREBNSZRMIIIBLRIE, MR
NUMBER_CLEANUP i&EJ "no", M&ZBESILSH,

NUMBER_LIMIT f92£iAfE% "2-10", NUMBER_LIMIT_IMPORTANT HIZKiAfEX "4-10",
RATFEXRHIREENRAGS:

snapper -c CONFIG set-config "NUMBER_LIMIT=10"

0 E2: SEEESFEEEER
MBRAEALH (FSNE665T “FINHATALE ), WEBHREIEENR)
{B-RAETE, Fl 2-10, MRBAEALH, WESREEEE, flW 10, TUEE
BREMFEDBEE,

NUMBER_MIN_AGE

TE XREBTE B SN PRET L SR BRVR/NEIFR ( ARV RERAL) . REBESEVNF LA EEERVREBASM
R, FERXHNREBESL,

AINMER "1800",

AFERHREENRAGS:

snapper -c CONFIG set-config "NUMBER_MIN_AGE=864000"

@ EE PREBIFIRTER

77

NUMBER_LIMIT. NUMBER_LIMIT_IMPORTANT %1 NUMBER_MIN_AGE 124%#i&il{h, REME
a2 &G A SR IRE,
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INRIEHLBEAEEMRMALIRE NUMBER_LIMIT* FIE XEEHIIRER, =
NUMBER_MIN_AGE i&&¥ 0,

7l 6.1 NEEMNRRERRE 10 MNEZRBIZERE

NUMBER_CLEANUP=yes
NUMBER_LIMIT_IMPORTANT=10
NUMBER_LIMIT=10
NUMBER_MIN_AGE=0

H, MRAEBREBBY —ERRAVRE, =14 NUMBER_LIMIT* igEH 0, #HA
NUMBER_MIN_AGE }57%ERYPE.

1 6.2 XVEREERE 10 RAVIRER

NUMBER_CLEANUP=yes
NUMBER_LIMIT_IMPORTANT=0
NUMBER_LIMIT=0
NUMBER_MIN_AGE=864000

6.6.2 BIERY[E)ZIRER
AR BB IR Snapper BB TS HISHI,

TIMELINE_CLEANUP
JBFAsK R R [E LR IRERRYEIE, MMRBAZSEH, NHRBLSKET TIMELINE_LIMIT_* &R
BF Az TIMELINE_MIN_AGE I5TERIRIERAY, IEMIFRIRIB, BME: yes. no.
BRINMER "yes",
RAFERSIREENRAGS:

snapper -c CONFIG set-config "TIMELINE_CLEANUP=yes"

TIMELINE_LIMIT_DAILY. TIMELINE_LIMIT_HOURLY. TIMELINE_LIMIT_MONTHLY .
TIMELINE_LIMIT_WEEKLY. TIMELINE_LIMIT_YEARLY

AL, R, B AMFRENRIBHE,

SWMEKINER "10", B TIMELINE_LIMIT_WEEKLY BRSh, ZSHEKIAIRER "0",

TIMELINE_MIN_AGE
E X R B S FRBIN IR BRI R/ EIR (AR ABRAL) .
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AIMER "1800",
15 6.3 B [B| & FC B 7R~

TIMELINE_CLEANUP="yes"
TIMELINE_CREATE="yes"
TIMELINE_LIMIT_DAILY="7"
TIMELINE_LIMIT_HOURLY="24"
TIMELINE_LIMIT_MONTHLY="12"
TIMELINE_LIMIT_WEEKLY="4"
TIMELINE_LIMIT_YEARLY="2"
TIMELINE_MIN_AGE="1800"

It 7RG BC & RETS SEER AR /BT A RIS B BB IR AYIRER, TIMELINE_MIN_AGE #1
TIMELINE_LIMIT_* $a#8—iciffh, FEATRGIFR, REMFRFIFSR/VRERRIZE S 30
S (1800 %) . EABRNESES/INEIEIRRE, FIUBERT RSREKRAMIRE, MR
TIMELINE_LIMIT_DAILY iI2ERIEF(E, NMRTESRESRAVEIKRE,

REZ(RER
o B/R: REEIER 24 MREE,
* BX: REBFJIE 7 XASXEIENEMRE,
* 8R: RB&RIA 12 MAABANRRE—XREIZMWEMRE,
* BF: RBRIO 4 ARBARRE—XREEZNEMRE
 BF: REBRO2 FABFRE—XREENEMRE

6.6.3 FIEZBERAVIREN

WEE 6.1 5 “HREBZEEY” AT, B EHRIEIT YaST MRRIMIT Zypper Y, HEEBHNETRIE—ETR
B2, EREMNEIE—NERE, MREREITIEMENR, WaRBEEFRIBIZEESR, £ Snapper BE
PIREUTSHETEMMPRIEE “=" $REBR:

EMPTY_PRE_POST_CLEANUP
IMRIRERN yes , RASMIRAIGRIBARAIIREER,
ZKNER "yes",

EMPTY_PRE_POST_MIN_AGE
E X Al REBAE R R R EEIS £ B AN BR Z s TR BRI B AE RS PR ( AR WERAL )
EAiINER 18007,
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6.6.4 BIEFHEIEAVIREE
Snapper Rt W FaIEIEMRBIRHBE EEE L, BE, Ee]UEFINEEAVREBREIR number 5%
timeline JBIEE %, W, ZREBIMABFIIEENEER “JEERAS” . FIUATEGIBIRIBAT SEIT IR
MBEREBRIEEBERA:
snapper create --description "Test" --cleanup-algorithm number

F79ERIN (root) EEE BRI RER (B —KEY ) F4EIK number BIEHEE,

snapper modify --cleanup-algorithm "timeline" 25
ERF 25 ERE, FIEIK timeline FEHEL,

6.6.5 RNINEETEIZHF

BR7T iR number F0/8% timeline ;52 &;%4h, Snapper BZIFEE, BRI AE X AIFREE 5 BRI HZIE
Bott. BN HHERLER TR Snapper BBE R E X H Btrfs &,

MRAELZREAEZAT Snapper, WEBHBEAERRE, NMRERELEBNENNEIFINEA
Snapper ), MEJLAEITIET snapper setup-quota REBEEHSRE, XEELEEENNERE (B
KEMER, BENFE 647 "CIEFELY Snapper iEE" ),

EENZ$5H Snapper BEBE A TS 8UIEH,

QGROUP
Snapper fEFAR Btrfs E&i4H, WMRXKiE, EIE1T snapper setup-quota, YIREIRE, N
REEFE man 8 btrfs-qgroup FIEA T ARIWHEIITEN, WERER snapper setup-
quota i®ERI, TMEL,

SPACE_LIMIT
SRVFREBEAMZSERS], A 1(100%) 57 HERR, BRETEDO0E1(0.1=10%, 0.2=
20%...) .

BETATFRRAEFESEN:
o REEAEREME number Fl/3% timeline ;FIEEAREIE T A RERVEE S, WMRRMEEMFEE
i%, WFTiEN A E SRR,
° BREHIXIHGE, Snapper FREFENITRLIFIE, F—10/FERNAH N REBI AL IRE
RERMN, NETMX—BFERBHERNN, EF _BETS N AT ERIN,

o BERATEEIZHS, Snapper tHIAL4REE NUMBER_LIMIT* #1 TIMELINE_LIMIT* {EIEEM

REBE, MAEEEBETED, B, #iXJ NUMBER_LIMIT* 1 TIMELINE_LIMIT* 3EEE
EME (min-max), CARBRETLAR FAES,
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BIg0, IFIGET NUMBER_LIMIT=5-20 , Snapper SHITE—%/EIE, HFEBNHTIRIENE
FE 20 4, MR 20 MREEBHEH, Snapper4—;?"%_E’B/%IEE!JHHUB‘FH-IEIH’J'H&H’D’, BIFE
EERS, RARLRELRE 5 MR, TEXLERESAT S50,

6.7 & Dlo)Eh

|e]
s,
=

¥ =i

¥ =

81

F1t 4 Snapper ARER /var/log. /tmp UKREMBERHPAIENR?

EAFATEER S B RHRRE TIRIBZSN, FANFIRFMBERRERBESNE 6.1.2 1 “RERHIRIE
T o ATHREFNREBRERR, BIMAZBEETFSE.

REBE SRS VHEZE ? IR ETE ?
Bail, Btrfs TR ‘Tiﬁi NEARBIOHEBZE KRN, AT, IREATES, ErHER
bR EREBEESERS L

._I

1. SREVESUA ID (£ FEHREIFH 1/0) :

root # snapper -c root get-config | grep QGROUP
QGROUP | 1/0

2. B RETEEN:
btrfs quota rescan -w /
3. RREHA (ETEOROATR 1/0 ) HKIE:

root # btrfs qgroup show / | grep "1/0
1/0 4.80GiB 108.82MiB

F= B RMBRFTEREBEFFRERAIZ(E) (108.82MiB),

ATHRBESREN Btrfs SXMZE, LKFEMRAFTEZMNRE, MARXH, (BRELLHIRE
SANHMEZEES, BXIFENAER, BENE 61347 "EHIREFY" ,

FRARSEN, BTSENKERE (BEH) , SEBRELSARERAFESNHMETIE, ELLXY
FABREMRE, BIFlkR, BXFMAER, ESRE 6547 "HFRRE"

HATLAE | SINFHILIF 3| SR 2
A, BRAT, BBEH63T EINREISRATRAAEDE .
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3]

3]

5.
= .

82

AN K ARERIRER ?

&, Snapper X IEFIMIFRIREBRITNEE, i, ERIUBSILEIRE ZBENMIFRIREE, BRIEE
£ --cleanup-algorithm EE T/EE&E L, BMNARKAFNEIZRIVRE (BEENE652T
“BIEREET ) IBIRBIESEE, BOtIEIRBIRLSWIEIR number X timeline &k, EM—

NS MRIBEIRIERRIK, BMITUTERE:

1. FIHFr BT ARER:

snapper list -a

2. ICEEZERLERFREVIREBEL,

3. BITU TS HERF S UFERAGICENSF:

snapper modify --cleanup-algorithm "" #1 #2 #n

AL BEFK 1S % Snapper BIFAEE ?
B 1418] Snapper B9FEDT, MHEH: http://snapper.io/ A,

L)

3|

4. BRIBIT snapper list -a M&ELER, 7£ Cleanup AR, E{ECKAIHRERFTIT R AVINELTE

SLES 12 SP2


http://snapper.io/

7 {EH VNC iZF2i45(g]

M EIIMLETE (Virtual Network Computing, VNC) ] BUEE Bz S EZFITIE T &N ( 52 =
AEAEYN ) . VNC BRI FEENHARIFEMNEMEERR I RLERTEN,

SUSE Linux Enterprise Server 2 @M AEMEN VNC &iE: BEFIRBIEE VNCERERE “&

%" M—RMRIERE “B4" HEIHARELENKARIE

@ B AiERR
—&1HENFIEARERO LEREEFMASIE, BHSIEFFTHBAGEEN —fMER R A F—fE
ggo

7.1 vncviewer EfFi%

EEIETIRS 2R IRMAY VNC BRSS, BEFERAZE R, SUSE Linux Enterprise Server YZRIAE F i
tigervnc BRI vncviewer,

7.1.1 {#EF vncviewer CLI #1T&E#

BEEM NCEBBRHREERSRBIRE, BEAUTHES

vncviewer jupiter.example.com:1

ENMERA VNC BRBRS, BHEAIUBETRIESNIROS:

vncviewer jupiter.example.com::5901

7.1.2 {EHA vncviewer GUI #1Ti&E#E

EARIEE --listen EE%L%E’\JEMH‘\J'IE}R"Fiﬁ vncviewer 2ER—1MEO, EREHNEEM
T, ¥WE 7107 “EH vncviewer CLI #H{TiERE" RFTIRE VNC [REEFERPMAEN, ARBRTE

£
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VNCR 2532 |
14 L - SE B3,

[ 7.1 VNCVIEWER

7.1.3 RN=Z|EEEA

UNC MY AER BN ERE, BAERXEEESOSBMKEIEEES., NMREMERERER
TLS, VNC EEBMNEORAF AT AES I “ GEERMNZ | ) 7 XK,

7.2 — XM VNC &iF

—RMEFEBREEEFIREN. EERS R EEMEREERFER, XHENERENRENAF, #F8
MREREIERTFG, Tr]UERREIME, LIESIEE VNC RENZEFimERN, WRIERENNME
MAREFEFLIE, —RME UNC RERERE, BAIMNE—E&EN LANEFES I RIE

WIE 7.1 BE—RM VNC &1E

1. |38 YaST > MLEARSS > iILfEEIE (VNC),
2. ERPRITZIEERE,

3. MIRFE, ErIBNERIT A MEFEIRO (FIE0, SMNEEORENEIINSBXIFEFTE ) , NRE
SAMEERD, BEEY OGS TR AR KGR O RG0S ERE O,

4. BEHFTHMBINEMRE,

5. MRAEFEFENEEIER, WEEMELZRRIVHE,
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7.2.1 PIHECE

SUSE Linux Enterprise Server FRIEAIAECENSIE(ER 1024x768 & (EHIERE 16 i1) ., RIEEIRA
5901 (WF “HiB” NC EEH, SATF VNC BRE 1) FIs0 5801 LAIA (T Web 3K .
HthEEEIEARKOLER, $8RE 7231 "BE—REVNC=IE" ,

VNC B REBHEM X B RBESEMILT —RMRIEN, VNC BRBHREFINEIRARSBIIFNE N
B (WMLEAF ), RBEVNCRERNGEE—KE, MSBHhRNETH X BRERS,

HKIMBRT, WNCEFHRSERSBHSHXBILREEMMWERER SSLIERLLEN, EeTUERZKIA
FOIESR, eI EBEHRAEECHIER. FAERSRIIPN, FSEEERERZA, T VNCEEREM
Web JIBT2EFRINEBIIER, Java BEFIHEEAS VNC HERIERET HTTPS 1RH4EHY,

722 BRoi—XMEVNC &iF

EERKANUNC 21E, DALRVNCEERR, HBEERNE 71T “vneviewer EF I , HEBEIE
2 #F Java B9 Web R 52233 ALAT URL EE VNC &iF: http://jupiter.example.com:5801

7.2.3 BE—XEVNC&iF

MRAFZEIENIIALE, METCABGTLEERS

— XM VNC 21EEIE xinetd sTHFEFBM, BEXHAIT /etc/xinetd.d/vnc, EKIAEATRME
ANAEER: =MHETFVYNCEES (vnel B vne3 ), BI=1AT Java MEF ( vnchttpdl 2|
vnchttpd3 ), BIABRAT, RE \Fﬂl Mtpm =iEn,

EWERE, BFEF YA # FHERE disable = yes 17, HETLMWRZIT. BEARE, BN
HIEREURINZIT.

Xvnc ARS3EEFIBAEIE server_args @EIRECE; BXREMIIR, EEN Xnvc --help,
HSRMNBEEXRER, FHRARENRERAEHEMEE. HEttiRSsE—EN LAIBXKA VNC 2iEER
#im O,

BHMAUTHSHEEERER:

sudo systemctl reload xinetd

85 FIARRE SLES 12 SP2



o B PFAEEF VNC ImO
REBTIE 7.1, "BERARMEVNC 21ET PIERRETIEEIEN, O 5801 # 5901 K&
BEAIERITH, WMRAT VNC RIEFIMEEOZFHAERF, WA UNC 2EEES RO,
ZEFMTAZ N NRO, BXES, BESM (Security Guide) , 2 15 % “Masquerading and

Firewalls” .

= A\ 2

7.3 FHEZVNC=IE
KA VNC 2iEERSE LEH. ZRIENE LENNWMENARFETAEEZPImERE, EEIRIER
g%.u:o
AN BN EFPIRENIEFEE RiE, ATETER, BMEE—IMRAMIEENEE, —1MEFPRERR
£URNR, MEREMEFPERETERBNENR. Z—TRARHAFTEFERIRFRAKEEI, B
B, RBHETE, EEIRAFEHZEN VNC 218,
S5RNEREEBN—RXUEREARE, KAREBNHNE—MERNEIETHRE, ZKREEE VNC 21E
HRAFEMEIT, WHEXIENUIRIRE O SR,
KAREVIR)Z R A O < EE PR

* BFEEVIENRNEBEOSN

o AIEREBOS, RFIERE (NEF) ihEINR,
— ARG —XERERMERENS M EFPImERE.

W32 7.2 Bl VNC &iF

1. 3TANE, BRIRUIAE WNC RIENRFRENER.

2. WIRATF VNC 2ERMEEOZH XEFRF, WEEFNITARMERENSERERNRO,
KRENZANR1E, Er]NERFTA—NsOEE. BXRUFIERERMENHAT, BS0H (Security
Guide) , 5 15 Z “Masquerading and Firewalls”
vncserver WER/REE 1 EMAIWO 5901, WE/RF 2 EARO 5902, RE#, MFXKX
21&, WNC ERBN X ERBNBEEBHEERS,

3. ZHEE 1024x769 BEFEEREHR 16 WRIE, BWAMUTES:
vncserver -geometry 1024x768 -depth 16

vncserver BYAREMRKRIEEMEN—NMRERMNERRFES, FITENRHENIEE, BXESE
I, i M man 1 vncserver,
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HIZEHIRBIT vneserver B, EREREBHMA—INOSL, UHKEHKIENTZT L2150 E, NREE, 17
ARt O ATFAIEMNESR A,
XEREMNOSTRER—BFRERBHSIENONS, XLEOLALAA vnecpasswd L EX,

0 BEE: REERAR
WREABKEBKOEBEOS (\MRESFH) . FEATIEOL,
BF VNCERERINGE, STHWRA T BHLEMEN A R ET SMERIERIFF AR £ 0 < 8812 0

P
~o

B&IFAE, BM UNCEBRDPXAIETTF UNC 2IEFRNEEFE, BREXFALERN X 21EFEXH
=5

MRAELEFNLEIESIE, BE VNC REBB LITAIEHRBRECEABBELIUEN VNC RIEMRAFRE
xR, BITUTHEREULERRR 1 LBITHRE: vneserver -kill :1

7.3.1 EEFE VNC &iF

EEBRKAPUNC &IE, WALEVNCEERR, RHEENE 717 “vncviewer EF U . EFBIE
245 Java B9 Web XI55 28 R4 ALAT URL & VNC £1&: http://jupiter.example.com:5801

732 EEEFEVNCHRIE

EidsmsE $HOME/ .vnc/xstartup FJLAECE#54: VNC 21iF, ZHABAT, WMV SRS EIERBHN
FR&LRIE—4 GUI/E O &E1E28, 7E SUSE Linux Enterprise Server #1, It GUI/E O &1228 5 GNOME 8%
IceWM, MNREFERBEFNEOSIERENRE, BIRELT= WINDOWMANAGER :

WINDOWMANAGER=gnome vncserver -geometry 1024x768
WINDOWMANAGER=icewm vncserver -geometry 1024x768

@ R BT AP—MEE
5 UNC RIEER M RAPEETRTEE, ME— AP ENNS N2 EHEMAERNBIXE
MO<xt,
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8 NiF[Ew

NS, REABERMERETETEN — —8&FKA, —8USEEDNLER, TRIEETERE
FEUTEN. FIRERSREEFY,. BSXERMAEILTEN LHEFEN, A, BUAEEMRET
SV ETFMEIEF, UAMEILFETTEN LEBRMREIIIE,

8.1 RIHMIZBIRERE IR

BE|EL W T ETREME KA TR T EVMS AL 0, EXFERT, (£ NFS XFHMLEX
HFRFAGTHEFERS R £, MAIUAFEREENET MLV ERMEE. BINRMESEZREN
ERRKAERE, IMAEMITNET, EREENTEVNEEPR TN, AEMREXAERRIZAE LA
TR . g, BREMERSERIXE, E—EHENLENEINXHRE, —EEEFZXMG
EFRMBEEMITEN EMEIAR, WFFTEMEIAR, BTBAA scp 8k rsync FoEH, BNRERAEXHG, X
MIRBERGES, BoJUNDEE, BREMIBXHESIZEMHER,

@ 5 WREXRMNE
WETES RABEREZE, CRENERENEFNLLNE —EBNEEXHHTE

.

H

(BRI BT S M EEHRITRIER S, MTERTE SRR BN XA 5 ERS, U
BEMENRRILEAR T RILRFNTERERTIINEE, NRITEERE], BIiEamnmiEs
SOHY,

AT MBS i ERRRTS RHITIXLE B H AR,

8.1.1 CVS

CVS TERATHREFRABHITRAERE; FHAEATUESSTTEN LREXAFNEIF, ELL, ZEFH
ERTHRERIS, CVSERSE LEP—IPHRRIEFE, EPFRTFEXEFNNSGHEN, SHRiTHE
FIRR B %A, FEEBBETEMRMNEMTEIEER, B MIIEBLIHEAF B,
EZEUTENEHRETENR, (VS EEBIEERFHAERER, ILFREFEH, BEREER—ITLE, W
SMEFR, REPRE, BIREDREG —BURS, MRRXEREEFE LHEE i LR,
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8.1.2 rsync

EXFRAEFEZTZE DT BEMEERZF T KB B REME, rsync TRPTMRHKDTEONG, XE
EXHPREN, INMUERTFXAXY, TERAFIEBIXE. ATRUXGERNESR, rsync KX
MR RhZR, FHESMRERIEH,
RNENFEEBE—ENRR, EEM rsync, ESRTHRANEBFREEU. RAM LhXH,

8.2 EEEFIIREMRER

FEREEAMNMEFRBEEELNEZRE.

8.2.1 EFIm/IRFZBEWNFHF

ERRBIEN, FRANERMEE, EF—MEER, AEEFHBELIPRRSBREALEXE, FEE
FinEB N AERS IhIe)iZARSS 28 (ELVEEMBRRAZ ) . CVS (ERRIEEL,
A—MERZILAMBBRNENFARRBER T IR, rsync SEREFEFPIRRIN T LIF, EBEMEFiRERE]
FAfERRSS 23,

8.2.2 Tw[iEM

CVS Ml rsync RIEATFEHMEBESIRIER SR, SIESH Unix F Windows &4,

823 XRE5HZ

FE s, BERLSRHAAFPFNENN, IHFTUERZFZERSNBIEHZTRRPR, T, AR
BFERER, MBESRERRK,

8.2.4 MXR: BHMEERGRE

£ VS ARV REANRK, BERZ ABNE—NMARLEFINE EMER B AR FISh, XREANEH IHE
FHREMT. RERRE, RE-IMEFHEEEM, BERESMBR CVS FRENHR,

rsync FARMPRERINE. AFBCEBRBINES X, AFNBRAMBERIENIR, ITREIE
0L, ERJBAGER RCS 2 KT R R LR,
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8.2.5 MR

f£ CVs 1, WAfEMAE<  cvs add BREARINET B R, XA ] AEBRUIEGIZER S 8934,
BR—FHE, BBRHIXHE, FHHIREEGEREXAHMZEE cvs update HHPHIRISHIFL T,

826 A%

CVS B — M INEERBEWBERIAXFIRA, X —BEE ] AEA—NEEMRIEER, MEREXH
ABMXEERMBRERMEFNTL, IR NEFEKREHE.

8.2.7 FIFBEEFEZENK

FBEMRXENMER LHERRBHITATRE S R BIENZE, CVS EERKARS2: 0 iEFEES TN
ZE, XEHRICRBEFERSSEL, IH—TENTZEER, BRI GR, IFRFE
CRBOABLEST, T RIS NERE SR EAXXHIEER SXHXNMEERIERIN =],

8.2.8 GUI

BREMAFPBENGSITBIT VS, AT, BFAFRREHERT Linux (40 cervisia ) BAR ELfthIR{ER
% (N wincvs) . FSHELRTEFNAYRIESE (0 Emacs ) EREMEIT CVS B9ZH, EXLERTH _ERRR P
REFBRANED.

8.29 HFRY¥

rsync HEBESER, BESYIFSE. (VS EMIZE LROERFE. B RZ T BETEMAEIE Z B
RE, WRENENELEERMSHEFESH. EAGH<S cvs update RIFERL LiR#R(F, AFUIE
F#< cvs commit FBURAEIMEFE, THRILTRERE, FHFHREEERA CVS,

8.2.10 FipA T

TEEZIRENTIES, RIFRHIEEIRMIZE IR, CVS F rsync aJLAFEH@iT SSH ( R4 % ) #H1T
£, NMmiRHLT et UARSEILE RS, NiBERIET rsh GEFEINT ) B1T CVS, EARBINEARTEHIMLE
FR{&ER pserver Ml&l51E] CVS,
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8.2.11 PALEEUEEL

FRAGER CVS REREFIE S BRKEE, MNZREFRARE, BTEBREARALELL

x, (Vs EERBIMELERPHEIR, MEIMIRRSIH.

*® 8.1 XMHESTAMINEE: --=RE,

.= EHREIMA, 0= FE,

+=4F, ++= BI%, X= IR

CvS rsync
B P im/fRs 8 E P in-AR55 28 EFin-ARs5 2R
aIBiEN Lin, Un*x, Win Lin, Un*x, Win
REHEN X X
BE 0 +
PN ++ 0
XAk PTIE/ X, B Bx
kS X
R o
GUI 0
SESIZE 0 +
Wi +(SSH) +(SSH)
HREEX ++ +

8.3 CVS &t

REEREBE N F RIS BA ASCI XA FRRBXX A Z EBIVET, WNIZER CVS K
HITRIZ, A CVS BEEMBINRIERIE (30 JPEG X ) BIAR]IT, ERXIFERERE, HIXXEHIAR

BLREK AT CVS RSB, IMERTHLENA CVS WASHINEE. RBEEMB LFuAERRT L
iRIE—ARSS 28R, ABEMER CVS Bt
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8.3.1 HECE CVS k553

fzss 22 RETFIBRNMG (BEMBEXHNRIRAE ) BWEN., EFEENIIFILERR] ATE SRS 8,
SNERATRE, MixXT CVS EFREERIBIRAITEAE D,

FCE CVS fRS5230T, @i SSH ZFRAFIARIARS F[HIINRE —FAHEIHE . WRRSEFGAFIRSJ
tux, HERSBHNEF K LHLRT CVS R, NoAEZFPIRIREUNTIMNEEE:

B

CVS_RSH=ssh CVSROOT=tux@server:/serverdir

A]fEA#ES cvs init NEFIRYIIEML CVS RS 88, REMITRWBKIL.

&fa, VALELEIREN, EEFPImERNEIZER, UESEEA CVS KEEHNXMG (ZBRIEAT
=), BRNBMENEERESHIET,. EARLFR, BREH synchome, ¥EELEFRHFMWAUTES
<, BRALBMIZERN synchome :

cvs import synchome tux wilber

W2 VS e SHEREER. Ak, CVS RBH— 1M RiERR (EIMETE $EDITOR HE XHI4msERE; TR
REXEMYwEERE, WERA Vi), BERAEGSITHFRNER (MTEFR) , aJERIERRERS,

cvs import -m 'this is a test' synchome tux wilber

8.3.2 {EH CVS

MTE, EFMBEEN LEBRILAMER cvs co synchome YSiZESMIEESH, ZIRFEBEZPE EEIE
B9 FBR synchome, EMRSZBIERFN, BHFFER synchome (FEFEFRZ—), RBEHA
cvs commit,

RINBRT, FIEXH (BEFER) BERRLARSHE, ENERBEIXXHHER, B cvs commit
file1l directoryl RMARNHITHEE, ERHIXEFERERLRSBHZA, YIER cvs add
filel directoryl ZEMSBSHEERMEIEFES. FEEHBEER cvs commit filel
directoryl @WLRIFRMPINXHEHFER.,

MRFEIN S —ALIEUL, WEESEHRATMHEFE (NMRER—TFE ENREBSIEPEBRIITIZIEE)
M cvs update FIASERS|{EIL. 0 cvs update filel directoryl FIREMSIXMG
HER., ZEFLHAIIXHSERSE LEFNRANES, BERGS cvs diff 3 cvs diff filel
directoryl, {#M cvs -nq update sJUAZEBMRLE {4142 2 EFHIVSZM,

U T REHHAE RO —LERESFS:
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EEMAMRE, XEFRAARSS R HRIFI At R FER D BIFRE X5,

M

BiEAhRAE, BERSZB/LREEN, FIUEERFARBEIRE,
P

EfERRRSS 28 LARRAEF A AR A,
C

R SEFEFR SRR AR,

IESTHTE CVS HARTRTE.

K M RERFMEREIRF, PICARARS BRERAHBIAE, B MRS FEEREITER. B
[E¥58ea8 AR SS B8 IR E ERCBISIMF, AIRIER T AMEB IR BRRMXNHFHMRE —1TRETE
o, MeJgeRERXR (B C RER).

EXMERT, EEXEFFRARIFE ( “>>" F “<<” ), REERAWMEE, HFXE-RSA

AROTHE, ERIBLERBFEN, MERAMSE, AEMA cvs up MARSS2RRE HRTARZA,

~ixs
8.4 rsync &sm
MRFETHEEAEBEMERMBIBEEARZERK, MEHA rsync, HHIKIR, EIEREHRIEREER

B, A—MNAPRIGIARSEE. IGETARSS 222 ETF Web AR5 3[HITE B RMAIARSS2E, XL Web
AR %5 28 EHRTRMREI DMZ 9 Web AR$383,

8.4.1 BCEFIRF

rsync BEMRFEL, TRATHEEIERNRE. BEXWERBER, RFETRALRBIZEINS, U
SSH, i, rsync We]BESTIFIEF, AMBRHER,

rsync MERBREELDAANFTEEAHKREE., rsync EERRKTEERRGIEMRED, #HKE, UT
MERERN sun WERARSRLLIR tux HEBRMEMN.

rsync -baz -e ssh /home/tux/ tux@sun:backup

MRS ATRERIZER:
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rsync -az -e ssh tux@sun:backup /home/tux/

BERTHL, ZEFNEESRSEENE TR (o scp) BIRESHEET/L,

RIZBA “rsync” FTRIRME rsync, WERSRARMENEE, ZSREEEP—NRLE LB rsyncd SFiPE
FF. X /etc/rsyncd.conf REEEZTIFIERF. g0, EEER /srv/ftp aTATF rsync, (&
RUTEE:

gid = nobody

uid = nobody

read only = true

use chroot = no

transfer logging = true

log format = %h %o %f %1 %b

log file = /var/log/rsyncd.log

[FTP]
path = /srv/ftp
comment = An Example

AIEEA systemctl start rsyncd Bzl rsyncd, 5|2 ERMEIABNEH) rsyncd, EFERLEIN
RE, FIDATE YaST k5 EEEHMIELLRS, SEFHRAUTHS:

root # systemctl enable rsyncd

3%, theIBLA xinetd B5f syncd, Ait, BINRERDER rsyncd BIARSB 28 EXRBAXMBEoNH .
TERECIET — N A B EENEEX Y. WXXHGEEE /var/log/rsyncd. log /.,
FEERIMME IR RANREE, BEAUTHSTMIZIRE:

rsync -avz sun::FTP

LS HARS 2R /srv/ftp BRPMENMEX G, WERKEICREREXMH /var/log/
rsyncd.log H, ZBELREIEE, BRHEBMER. A . KRRIMBER. FHl:

rsync -avz sun::FTP .

RINBAT, EA rsync AERASMBRMEFSF. ARREGI MR, LRMIEEMINER --
delete. RRIEAMBREMTIRFEIXG, AIAEMERIEIN - -update , BIMFENRIBIRR,
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8 5 E91I:I/L,\

Cvs
Bx VS WEEEERIMEET http://www.cvshome.org 2 FRFEE,

rsync
EXrsync WEEER, BESWFMI man rsync F man rsyncd.conf, /usr/share/doc/
packages/rsync/tech_report.ps T TRHETXTF rsync TEREMIZRARSE, 7 rsync BIN
il http://rsync.samba.org/ 24 _ERJLAIREI X FiZINBEMNRINES,

Subversion

A M SUSE Linux Enterprise SDK Hi3%EX Subversion, SDK 2i&FF SUSE Linux Enterprise BIfEiR,
BJLAIEIE SUSE Customer Center IEL@EIER1S, =&, 1H%E http://download.suse.com/ 7,
1% SUSE Linux Enterprise Software Development Kit FHMiZ& T, BXIFHE
B, BEN (PEEmM) , F13E "LRIER TRAME=FIMEMGE"
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12
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17
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A%

64 IR FIMTHRY 32 {i7F 64 (I AIERF 97
3| Linux &4 101

5152 GRUB 2 105

UEFI (—rI¥ REHREO ) 122
systemd sF#PFER 130

journalctl: &ifj systemd HiE 150
BEAREXMEIIR 158

FTENHIRME 214

X Window &4t 226

{8 FUSE i3] X &4 238

£/ udev HITHSAZIREZEIE 240
£/ kGraft ZE£1B%h Linux Wiz 251

HRIRRFINEELRH 256



9 64 URFMIFHRY 32 (iIF] 64 N AHIEF

SUSE® Linux Enterprise Server B FZ# 64 i’ &, BERXHARTAINFMBNAREFEHEEIES
64 fil*F& £, SUSE Linux Enterprise Server SX33E 64 I RAIMERERM 32 (N ARER. AEFENAE
TY0{AI7E 64 fiZ SUSE Linux Enterprise Server ¥ & FSLIX#szH, EMERE TWEMIT 32 INARER (&
TR 3% ) BAR N IZUN{AI4miF 32 I FRTE R AEEN BRI LATE 32 U RAIMEFIZIT, NFIMTE 64 iR
FIMBERIEIT. HI, BEFIAT BB XAZ APL EE2H 32 AR AT 64 AIAZ N B TRIRR
=

FiTF 64 fiIF& POWER, z Systems Fl1 AMD64/Intel 64 9 SUSE Linux Enterprise Server aJit¥ B 32 i
NARR “TEHFINGLE" BIRIE 64 (IIMERIEIT, BN 32 iiSF&%: AF POWER & ppc FIAF
AMD64/Intel 64 ) x86, , XMZIFEIRERFT UMLERERN 32 INAER, MAFFERA 64
fiIimOeT A, ZHA1R POWER R4LA 32 ARG IT RS BN AIERF, BIETLUETT 64 INARERF.

9.1 BITHISZF;

0 52 NARERRAEZEIHZE
MREANARFE 32 U 64 (IMERETH, WAMRANHITERRVOESSHRENEEA, &
EMERT, ERMREAFIE—, RELEHERX—RE,
LEAR MBS —MEISh 2 PAM ( FTHRABRIEIEREIR ) . SUSE Linux Enterprise Server £ 547 & iiE3d
ZHRER PAM ERERFPHINAEF ZBEIRESENNE. ERHINEIBIT 32 N ARFH 64 iR
ERG L, IRATERRKHENIRAR PAM FEIR,

EZEBIT, SMNUARFREE—RIE, RNIOMNE, XLEER 32 AIF] 64 IIRANZFFZHER,
WALE B —FEENENIMUX 5,

ATRES 32 (RANREY, XLEEERAPNMBEFUESE 32 IMEFRHEE., 7 32 i7f0 64 iIME
i, libc.so.6 832 fiilRA#fiIF /1ib/1libc.so.6 T,

P 64 (I EMMNRXHEMU TR A 1ibed MBRSP, BEMIARTE /1ib # /usr/lib FXEI 64
IR, PESLAE /1ib64 F1 /usr/1ib64 TikEl, XEKE /1lib # /usr/lib TH#ERE
32 fuFERI=(8], EUEFEANRARIX 42 ER ] BMRIEA L,

IR 32z /1lib BRMFERESHEEABTAMMBTFAN, WABHXLRR, EHRERNS

LSB ( Linux ¥R ) 1 FHS ( X RGZRERIRAE ) .
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9.2 MHHA%K

FTE 64 A REMESH 64 UNKRIIFA LR, 32 URIFHZFHFRABURTFARRLEN, GCC (GNU 4FiFzs
£5) M binutil (BE LY as FHEER 1d ) PN T REBE S SEMEEIR:

{5 biarch A& TEBEBAFTALERY 32 iS5, HETBAERYE 64 IR, Biarch A& T REuEAITERM 32 iz
64 AINR, E/LFFREFEL, KMANRETHRRIE 64 UNR, NREAIFHIIRE, METAER 32
NINR, $EiHIRER -m32 (WF GCC) ., AT binutils MIRERIKEIRTIRR LI, B GCCIEIEMIIIR
HEXDIpE R TIL mas, Biarch AFRZ THEESRITAT amd64 ( 2FF x86 #l amd64 FESHIFAL ) | 2
Systems #1 POWER, 32 ful$5iEFR7E POWER F& LEIZN., -m64 iREATLERM 64 INK,
ATCA— TR AR GBI N RE B L. TFRR 32 (ifl 64 A EMNNEB SKREL LR

9 API ( NFETEF4RIZIE0 ) . & SUSE Linux Enterprise Server IMEZIRIBLLEMRITH, MNREFD)
B, EBRITHEARLRIH,

9.3 Biarch & LRI mi%

HZ1E Biarch AR LM E R EMMAREM AL Z#HIRE, MANBILRERTFEZNMAEHNEDS
B, iXLEBFA rpmname-32bit 3% rpmname-x86 (WIRFEZ/MARLEM N 32 (IARLEMN ) , HE
rpmname-64bit (WMRFEBZ/MRRLENF 64 (IF RGN ) . BEFE rpmname-devel B FHIVR
SFEMURK rpmname-devel-32bit 3§ rpmname-devel-64bit FAFE - MEAREMWMFLE.
flan, BEEZ/MARLEM R 32 (AR EMMRLG (x86_64 3% z Systems ) L4wi¥fERA libaio MIFE
7, MFEZLAT RPM:

libaio-32bit

32 iE1ThE
libaio-devel-32bit

32 A KRBINRERFNE
libaio

64 iE1ThE

libaio-devel
64 (& BIARERFNE

ASHABRKEBIEFERET autoconf MEEFEE, BEFER autoconf EBEFE - MERLEMRITE
FF, BEEITHEBMINFMELZEM configure BIAEE autoconf FIEMmIFEFREIESRIRE.

U T RAIKRIZER x86 EANFE _MARLEMIN x86_64 R, B _MKRLEM ) ppc B9 POWER 51tb3E
{L\/lo
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1. {£F 32 {iI4mi%Es:

CC="gcc -m32"

2. $EREEEERANE 32 IR (JARERA goc MENEEEAIE) ;

LD="gcc -m32"

3. IRBARIBBER 32 MK:

AS="gcc -c -m32"

4. IBEBHEBENE, W32 UAENME, B

LDFLAGS="-L/usr/1ib"

5. 87 32 U RNIGENMIE:

--libdir=/usr/1lib

6. BT 32 iz X EERIfiIE :

--x-libraries=/usr/lib

HIARBIEFTREXILTE, RESMEFNXLETSHITIRE,
A 27E x86_64, POWER % z Systems E4miZA4] 32 i AHFZFHY configure {AARMAI:

CC="gcc -m32"

LDFLAGS="-L/usr/1ib;"

./configure --prefix=/usr --libdir=/usr/lib --x-libraries=/usr/lib
make

make install

9.4 RZHAE
AMD 64/Intel 64, POWER #[ z Systems #Y 64 i Axi2 it 64 fiIF0 32 A% ABI ( N FATE R Z it #E

A1) . RESWNE 32 (IR%E) ABIEE, XEWRE 32 fINARFFIANUSE 32 MRZIRNERTA R
5 64 fIAZ#EITRI.
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64 I NZ AR AR 32 (A EAZHFRAAIEFEANEL APL, XEURTFEE, HTFLER, LENEAE
FF (130 1spci ) MFFEIE POWER 4 L4Ri%H 64 IFEF A BEIE R 1T, 7 IBM z Systems £, F3E
Fr & ioctl #37E 32 {iiN#% ABI FRE] A,

64 MIAZ REERENE ) AU RIZYRIFR 64 RINZIRIR, REE(ER 32 MIAZIRIR,

@ R RIZRIRFNRIR
SEMBRFRESBNARITERR, MREE 64 AAREPEMILE 32 INAREF, &
5 MR FRRZF ROIR AT SUSE B CARBIR PR BT 36 3UABIRAY 64 ALARATIPIR API £ 32 fi4RIEHR
AT AR,
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10 3|5 Linux &%

5|2 Linux RS RAEEMEFNES, BIOS 55 UEFI £¥IALIEMHAS, FHEI3ISMEIRFRINAZ,
HIEZ G, SISHRRTLHRIRERARS, FHH systemd &IB, systemd £R#—A “Bix" , BF
SISSHEMEH. #IrxEaBAEXNIRE,

10.1 Linux 5| &3i#E

Linux 3| S#RZREESMMER, SMMEBRE—NMMEEGFRAR, THNIIREEZLSE TISEEANEAT
P REIFBEEEEH:

101

1.

BIOS/UEFI: #FTHItENI 25, BIOS 8k UEFLIS¥IIA L ERMBEHNLEANTF. EEX—M
B2, HENABRMEAATEMTFRE, fEE, A CMOS EXHEXRLFIHE, WHEMNEEEN
SMREVER. HiIRAHE—REEREFABMZE, RAZEIFM BIOS ZiEEI5|SMEARERF. W
R BIOS XHHMLE5|S, Nthe]URERMESISIMHIZEFRISI SRS, £ AMD64/Intel 64 R4 L
FEHIT PXE 5|5, EfiAREMEREER BOOTP MRS5S MEERF.

. 5| SMmERERF: S REZME 512 MFHNYIERERX R EMEFER, UTIHBEXFAF

R ERSISIHEFREERAES, SISMEREFRITHGSRE T 5| SHERIRIIES.

e, SB—REEERIRT 512 DPFTHMALESISICFE (MBR), 3| SMNEFEFHERAFIEHIINERLE SLPREVIR

BRE (EARBIPED Linux A% ) . BX Linux 5| S 072 GRUB 2 RIIFAER, BENE 115
‘SIS NEFEF GRUB 2" , WFMLESIS, BIOS £Z T5ISMEHIEF, ESMNSISRSEIKXESI

SR, REBNRLK. X2 MRIAHIER,

MRBXERATENSISIMERRA, WA EFITIREES, FREHLESIS, MRXMGR
%0 Ext3 Fl Ext4, XHRFRERFHZENEE. WRE XFS 7 Btrfs XHERRE, WASEMHAF
BIEETE, MEAAFEREXITATEEXHARMENNER, RINEEXHAKE, B
SMERIERRREARARXMGRR, MREARI, 5|ISESERHLE,

. A initramfs : ATHERZRFEES, 5ISMNHEFFRZIMET RAM WHIIEXXHRE

(initramfs) AEHRHBIANFR, NAZFTUEREER initramfs WAR, initramfs 88
— NIRRT, FRA init, STDARGIRESE root XERAHIRA. NRFEEISHERZIRNIE
FABERIAB BT, WIXLEREFUWAE initramfs B, BHX initramfs WIFREE, BS
M 1027 “initramfs” . MRRFEGEARMBER, M initramfs BIHRZEHREXGZ
4, XECAERMLEIRIZE (90iSCSI 3k SAN ) #1T, {BaTUAER NFS fEARIZE,
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@ SEE: init BHES
BRATRANREFEESER “init”
a. BAFRANENXHEZRSZERN initramfs #HiE

b. AFIRERAMRERFHIE
EAER, BMNBEN23#HHR “initramfs EAY init” 0 “systemd” ,

4. initramfs R init 1 WEREFRITRAEBRIXGRRMTOSIRSE. SHARHNXEGRFRM
R#ZINEE, HAER udev WAEMEFEHIRREIREBMNIZF, HE root XERGE, WHHIT
BIRMEHEAN, NBEAMI, RESEIE initramfs FRITRXEGRZL LR systemd P3P
2R, BX initramfs £BY init MESER, BENE 1037 “initramfs FEinit” , B
X udev MIFAER, BEME 195 “EA udev HITHENZZEEE"

5. systemd: systemd BEHBHMIRZHEANXGRARGIESLIINRASIS, £ 135
“systemd SFIPIEET RNET systemd,

10.2 initramfs

initramfs @—MNAZFIAREE] RAM HER/NEL cpio T, BRET —/&/\W Linux I8, 77
LR root X R A ZHIFITIER. XA&/\ Linux P15 BIOS =% UEFI FIFEEARTE, MABKRTE
ERBHIAFINIERHENREHER, initramfs FRLDFJUALEMR—NER init BRIRITXHE, &%
XHERITIRXERFE LR systemd SFIPIERF, (5| SHIZE AL,

TEREMRA root X RAFBINRER A ZRT, NRFEEMEMNIIRNTIZRF K] root XIGERAFTTERIR
&, XERMIZFFIESIERATIHE LEERMNSFARNIER, EEXTREFEADMEXXGRRFAEN
MLEIXENTEF, root XFRFPTFAVERETLAE initramfs £/ init REKH, REBRE, udev
¥R initramfs RIHEFAENIRS. E5ISTRENGEE, EX root XERAZEREEMEMIZE. B
systemd #5¢ udev.service 5 udevtrigger #<ESERTIUSEINLEBM,
MRFBZENCLERAPRIES (PR ) , AHZEGFEES|SHARTEFERERNIENER, W
BWIER initramfs X, @BIEA dracut -f GEB -f RBEZIWE initramfs X4 ) MITIE
BE, ERIMERTHEGNIRINIER, B4 /etc/dracut.conf.d/01-dist.conf, RIMTE—
17,

force_drivers+="driver1"
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ERRNIEFIERBMER driver1, MIREFERMSARDIEF, BRELIIHHAUEEIIR

(driver1 driver2),

o BEE: Efrinitramfs 8¢ init
5|EMEHEFKRE initramfs 5% init WAXSAZMERE, EH initramfs =% init BELE
EFi%&% GRUB 2, FJ GRUB 2 £7E5| St 1% B RHIELRIEMAII 4,

O Ex: ZHnnsE
WMRIETE sysctl REPETIRERRXHE ( /etc/sysctl.conf 5 /etc/sysctl.d/
* . conf ) ERTRLAZEENE, RA T —XRE3IEHN, XMEHNFEEKL, MEEEE
1TEHER sysctl --system REIXL(E, BB ARRFREFE initramfs X, BEZIRA
dracut -f (£ -f SESIE initramfs X ) REHZX M.

10.3 initramfs HRY init

initramfs E# init MFEREREEZES root XHERAEATS L, BIEERNARZREBHR
G, initramfs EfY init HIFELATES,

REAZIRIR
RIBEEHECENARE, rIREFE LSRN RNEFRiLETHEVEH AN (REZMWANHZE
2) ., BURREHN root XFRSE, AZFERHEMNIXAERRENIET,

RHRIF IR
RIZ BN REERRERMIREFH, udev ZAIFXLERMAHE RAM XHFR LR /dev HERLFR
THRHRRX G, REXERAXE, XERFNMEMIREFRIIE,

EIE RAID #1 LVM iZ &
NN RARE NTE RAID 5 LVM TRIEBHX RS, W initranfs Ef init HiRE LVM
¥, RAID L3235 LA FE IR R a0 A1,
AR NER YaST HER T EBEY /usr o swap HK, WEBMITBIMRIE, 1K
MTXESRE, CORAFEURSEREN, HBRUZAELENRS, BMIATSE:

W3E 10.1 FENIREIZ4EEREH INIT RAM H2E2

1. 4wi8 /etc/fstab PEVENI, FRHTAIMSXERDEEE,

2. AT Fas<:
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root # mount -a

root # swapon -a

3. {#H mkinitrd Z% dracut EFERYIIA RAM F#2 (initramfs),

4. WNIRZ z Systems, HIMNEFIBIT grub2-install,

BX RAID #1 LVM WIiF4HE R, BN (SE2EMm) , £ 11 E "SRUE1EE" .

BEMERE
MBRBRREE NERABEBTMBRANREZRSE (BT NFSEA ), M initramfs ERY init
NIRIRERE T IERRM MBI NER, FRERBEIZEDSZFHIHRIRX GRS,
MR HRAFEBE—NEEMARIEE (G0 iSCSI 3% SAN ) k£, NMSEFRS SBNERDH
initramfs R init 1&E, SUSE Linux Enterprise Server X3FEEE B An] FAIIE L T AR
£ iSCSI B#n518, BXIiSCSIS|ISEMEENES MY, B8N (EFEEER)  F 145 "2
IP MBI AT EME?F: iSCSI” , 8B 143175 “EF YaST T iSCSI R iLi2FRE" .

MBAERFIENIESISMERIAA initramfs £ init, EERMTHESES LRESRE:

ERLREIF
HERMRRHEREN, HTENERH—ILRARUR—NEE YasST ZRIEFMHFK init, YaST
TERIZFIEE RAM XHRERIZTT, EFBMETRERNUE, FENDNRRFERULTREER
ZEO

RENFEHRBIF R EE HHIARARIR
g% 10.271 “initramfs” HFTA, 5ISHEMNTATAZSHEGLEN —HRNNENEZFFF

72Y

f. init FEHMWBEAREHRE, UREESENEHEEN—BWNiEF, SLENEFAT
EMSISHREMBHBEX initramfs, MRS|ISHAFTEXLRIR, BLBERINEE, EoJBAE
F systemd R#XLER, BXRIFMER, BSNE 13647 "HHAZER"

RAEEMRRBEGEERHBNMNIBHNERF, udev BFAEIIFANIREXM, init HEM
YaST ZRIEF BNLRAR LR,

a5 YaST
Bfa, init B3 YaST, HEBERIBELTENRARE.

104 initramfs BRY init SLES 12 SP2



11 5|&I0%i 2~ GRUB 2

KENBUAIECE SUSE® Linux Enterprise Server R{ERRS| SINEHFZF GRUB 2, GRUB 2154 GRUB
SISINEHERF (BEMIE “GRUB 2 Legacy” ) MIFY4F=E. MARAS 12 748, SUSE® Linux Enterprise
Server Ff§EF GRUB 2 fEREKIARISI SINEIERF, FmPRM T —1 YaST IR REE RS EMIR

B, £10E 5|5 Linux 24" FE5ISERIEA—DBEHITTNE. BX UEFI TENNE 258X
BOAT, BBRE 12E “UEFL (4—a BEHED) 7,

11.1 GRUB Legacy 5 GRUB 2 Z[B|INEEER

o EEMREFEARRNXHES,

o LZHBESHIERLG (I Btrfs ) ,

o TAIAEHEEEY LVM 8% RAID & & Ls77HISIA,

o AFPREATENE, HAIUREEH,

o BE—MRATRIMERINE], UXFESINEE, FIUNXEGERES,
o BINERMEMAMAZSEERS (F120 Windows ) KI5 SR,

o BE&—NEMTF Bash FEEIZHIA,

11.2 BENXHLEM

GRUB 2 HECEE T AT XXfF:

/boot/grub2/grub.cfg
X4 EE GRUB 2 FEEIMMELE, BT GRUB Legacy HfJ menu.1lst, grub.cfg H
grub2-mkconfig w<BMNERM, NRITHHITHRIE,

/boot/grub2/custom.cfg
LERTiEXX A ES| ST grub.cfg BIEMMR, FIATESISRBRMBEXIN, M SUSE Linux
Enterprise Server 748, {£F grub-once BftHIF X LEINE,

/etc/default/grub
LEX 16 GRUB 2 AFIRE, BEESERMEASHEMIMRIRE,
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/etc/grub.d/ THIIZA
HEMIT grub2-mkconfig w<HAENFIZENLEE RPMIMA, ERENH /boot/grub/
grub.cfg AR TIXLEMARYIRR,

/etc/sysconfig/bootloader
TE(EF YaST &SI SMHEFNURBRAZRTAZNSAEIREN 4, ERFEE perl 5|Sh0%
R, ZIEFSENHENRS I SMEZEFEEXH (FI91, GRUB 2 WNAEEX 4 /boot/
grub 2/grub.cfg ), /etc/sysconfig/bootloader HARZISET GRUB2 MEEXH, H
{ES M T SUSE Linux Enterprise Server E&ZEREAIS| S INEHIERF.

/boot/grub2/x86_64-efi, /boot/grub2/power-ieee1275, /boot/grub2/s390x
XL E XM BB E TR R MRIETT,

AJBAEE Z M7 VIES] GRUB 2, FIAEEIL RS (BiFER ) PERNBEENSISM, BENXHEF /
boot/grub2/grub.cfg X, MzXHRETHMEBEXHHIEN (ST ). FiE GRUB2 EE
XEGMBEARNRAEXY, FEXEREXHZTERE root X

@ IR AEREREX
FrYmig GRUB 2 LB XHE, EEBIT grub2-mkconfig BAUEIEE N, BfFEMA YaST B E
REAFEZUL, ER YaST KBEIT grub2-mkconfig ,

11.2.1 X /boot/grub2/grub.cfg

TH5 SRENENEHNFERASTH GRUB 2 EEEX M /boot/grub2/grub.cfg #Z#l, ZXHEEE
RE[LABEE KB 5| SHMBE N XBIRERANES.

RBEEIR5ISH, GRUB2 SEERMNXHRARHIXEXH, HIt, EEREEXHETIFTEENLR
GRUB 2, ZXHERAZE, RASBMNEME grub.cfg.,

grub.cfg B grub2-mkconfig EF /etc/default/grub XHMUK /etc/grub.d/ BRAEIH
AgwiE, B, tN2FHREZXMG, MAZRERREXHE, SEREE 1137 (£ YasTEEES|
SENEHFEF" PAHR, £ YaST 5| SINHEFIERRIENEE.

11.2.2 X% /etc/default/grub

X EE GRUB 2 MEMENET, flal, EREBMAYE, NEBS|ISHIIARFRE, BILAME
AJRED, BEBU TS :
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grep "export GRUB_DEFAULT" -A50 /usr/sbin/grub2-mkconfig | grep GRUB_

PRTEEXHEZESN, AFPERIUSIANBCHEE, UEHE /etc/grub.d BERPIIMARNEA.
Yw4E /etc/default/grub f5, BIBIT grub2-mkconfig MUEHHFEEXH,

@ = SEE
WX HARR BMATEE MR S Y MATES| SN EIER, =IiET GRUB_* XEN_* BERINILE
Xen IS Xen BREBIEFIHTRN, BXAT, BEATX,

GRUB_DEFAULT
REKIARSIEMEISHEN, EMVEFTURKFE. XBMMTERZME “saved” ,
GRUB_DEFAULT=2 5|S5H =4 (\FEFRITE) 5ISHE,

GRUB_DEFAULT="2>0" 5|SH=/NTNHFRIAIE—FREBL,

GRUB_DEFAULT="Example boot menu entry" 3|S#r&A “Example boot menu entry”
HEI,

GRUB_DEFAULT=saved 5|5 grub2-reboot =k grub2-set-default @<IEEM

I, grub2-reboot RiZFE T —RE5ISMEIASISI, M grub2-set-default IRBEREEN
ZREIEKIAS IS0,

GRUB_HIDDEN_TIMEOUT
EHEAPRENMRNEED Y, EIiE, RIEAFRTENE, BUREREE, RAFERE
HIRTE) AR IRAEAIHE, 1=HIPUIS4E34S GRUB_TIMEOUT, GRUB_HIDDEN_TIMEOUT=0 B%4&1
BERABEKT [shift], NRZ, NER5ISXKE, BMRIUIM5|ISEIAMFED, MR GRUB2 R
RAT —ANEIS | HRIER S, MEINTRFZALE,

GRUB_HIDDEN_TIMEOUT_QUIET
WRIETE false, MEMET GRUB_HIDDEN_TIMEOUT IhiERt, @E—IMEHER L EREIIT

B 28,

GRUB_TIMEOUT
EBE|ISHINEIBIIZE], BRISFEEMEARE (A AEAL) , RZTEANE, WSEUEE
B, GRUB 2 & FEFoMHIER, MNRIEE GRUB_TIMEOUT=-1, MELFNEFSIEMZ

A, 2—HERKE,

GRUB_CMDLINE_LINUX
LEATRM I RN EEFREEXIS I SIMPKRE. ERERMESISTIRINAZSH.

GRUB_CMDLINE_LINUX_DEFAULT
5 GRUB_CMDLINE_LINUX —#f, {EREEEIEEEL FENNIR,
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GRUB_CMDLINE_LINUX_RECOVERY
5 GRUB_CMDLINE_LINUX —#¥, {EREETEVR S /& T B0,

GRUB_CMDLINE_LINUX_XEN_REPLACE
WIE =2 XA Xen 5| 2179 GRUB_CMDLINE_LINUX &%,

GRUB_CMDLINE_LINUX_XEN_REPLACE_DEFAULT
5 GRUB_CMDLINE_LINUX_XEN_REPLACE —#, (ER&ER
GRUB_CMDLINE_LINUX_DEFAULT HIZ#4,

GRUB_CMDLINE_XEN
LEINR J9 Xen guest WiZIEENZESE — T1EFEIES GRUB_CMDLINE_LINUX #8[E.

GRUB_CMDLINE_XEN_DEFAULT
5 GRUB_CMDLINE_XEN —#¥f — T{F[F125 GRUB_CMDLINE_LINUX_DEFAULT #8[,

GRUB_TERMINAL
BRMEEHmN/HHRIHRIZE, FJUR console (PCBIOS F1EFI#z#l& ) . serial (&B{T4
im ). ofconsole (HAMIXEHIZHIE ) HEIAE gfxterm (BFREREL ) . FASISEEMRE
I AT A /B A2 ™M&E, 90 GRUB_TERMINAL="console serial",

GRUB_GFXMODE
gfxterm EIRLIRERNAIHE, HI8, BREEHENER K (VBE) ZHMER, BHiAE
J9 “auto” , ENEHERE RO IR, £ GRUB 2 &L 1THEA vbeinfo FJLAER GRUB 2 7]
E’JF% YHIE, GRUB2SIEXBERRBETRE, BA [ BIE[ARG LT,
AR NIEERERE, AEeRHEEERMISMRIGENER, Fluw
GRUB_GFXMODE=1280x1024x24

GRUB_BACKGROUND
®E gfxterm ERLIRNERER, ZERYIZ GRUB 2 75| SR FNZMX MG, FHEMTU
.png. .tga. .jpg =X .jpeg la 31—1:): WER, RASENZEGRUNEERR.

GRUB_DISABLE_OS_PROBER
NRBULETNRE R true , BEABMERE MR 1’E'%23§E’JIJJab° RBER 21N /boot/ HEIA
ZERMER, UK /etc/grub.d/ HEECSHMARNLE

SUSE_BTRFS_SNAPSHOT_BOOTING
MEFULEINIRE 9 true, GRUB 2 FJE#ES|SE Snapper HRE8, BXIFMER, BENFE 631
BT MRERS| SRMITRARMER" .

@ I5: SHAE

FTE *_DEFAULT SHErIEITFNANHNEERA YaST RECE.
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BXREMMTTEYIR, BS M GNU GRUB Fff (http://www.gnu.org/software/grub/manual/
grub.html#Simple-configuration) 7, BXEIASHMTETYIR, ESN http://en.opensuse.org/

Linuxrc <,

11.2.3 /etc/grub.d FHIRIZ

ERIT grub2-mkconfig @< HAE], FiZEULE RPIMA, HEXLHANIZBEESE /boot/
grub2/grub.cfg A, grub.cfg ARBEMMINRFBLERPXEEITINFERRAE. EERIEHRS
FIXEFRNIT, NR/IRIRSHIE. 00_header 7 10_linux ZANETT, MEENXE 40_custom Z
AT, MEFERAFEBREMIING, ILEXHERERARSHRHIXGFEMNIT. ERIT grub2-
mkconfig HAE), RBERIMITXEAHETE grub.cfg RERMEH, BAIAMERT, /etc/grub.d BEF
RIFTEXHER BRI IT 4, REEMMIAEE:

00_header
BREWMETE, INAAXHFNE. BRRE. THMUFHREFND, BEFTUEAN /etc/
default/grub FEEFMEIED, BE, AEENEXXEFHITEN.

10_linux
HAIR1%E LB Linux Rz, HEIEREXMERD, XBEXBKINREZEEDN (MREEA). £
KBETPRRBREMAZ, HtAZESEFEER,

30_os-prober
LEBIAS(ER 0S-prober RIEZ Linux FIEMIRER S, FIFHERMA GRUB 2 8, HAPRREL
e LLRBIEMISERIER S, 40 Windows 3% macOS,

40_custom
EALEXHRILASEMTE grub.cfg PEEBEENSIRM, NZE AL exec tail -n +3
$0 B9,

90_persistent
XR—MEAEE, ERTUESR grub. cfg XHMNENES, ARRFBLERS, XHF, &E
AIAERIER grub.cfg BIMENERSY, FEPTMBIERAEMIT grub2-mkconfig JERILALRER
%0

HEIRFRIBERISHSHE, RSRIONBERLEMNIT. MRSIMEENSRHESHEE, NWRERBSBM
BFBIRFRRERITINF,
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11.2.4 BIOS IXEI28 5 Linux i%& 2 |8] B9 RS

7£ GRUB Legacy 1, device.map EEENXHATFET BIOS Wafgd SiKE Linux 1R& &M, ~—ELSEELE
W¥EME BIOS JEaNRR 5 Linux 1R & Z [BIAYBRGY, 40, 4N5R IDE 1 SCSI JXzN2EH5| S F7E BIOS icE
FR#33#k, M GRUB Legacy #ia &R 4R,

GRUB 2 7E4 R} grub.cfg EHERIZE ID F/FEH (UUID) SAXEA SN, FtE &R T Ik, GRUB 2
IHAEFSERGEZE - MR SR, IBERUNRERE, ERUEZREPILHULE,

B2, MREFEEES GRUB 2 FIBNZEMEING, BEIEBEE BRI H /boot/grub2/
device.map, UAFRENEEIRBRES, i DISK 3 R A5ISHIAE, B8, GRUB2 HXHSLL 1 F
f8, MARME GRUB Legacy RARFELL 0 FFA,

(hd1) /dev/disk-by-id/DISK3 ID
(hd2) /dev/disk-by-id/DISK1 ID
(hd3) /dev/disk-by-id/DISK2 ID

11.2.5 7##5|SUEFRERLIN

HRAGHTEERRMABEBS| S, MREBERRERBIN, MBRERE. EARBREERTA
MERENRREENE L TNRHIRE,

1. HEEIRSISRER, FERKERERZREBENIN,

2. 1% [E] fITAETXANRIESS.

3. (ERKHRBIIEERENT,
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GHU GRUB

& 11.1 GRUB 2 5| & 4R4828

MAE, MERTCASRENCA T %

a. BRATEARWSHERMEILA linux 3 linuxefi ALBIITHRE, UAREANZE
#, http://en.opensuse.org/Linuxrc 2 ERET REMNSHIIR.

b. BEREBEEMLED, UEAAZRESE, % o) BERABAIERNIERI

4. 3% [Flo] EREREMIVENRS ISR, &R (Esc] MFEMmE, FiROE GRUB2 E&,

BT EMAVEITHERINENAZISRIEISEE, MARKART.

FHHRERE
US REBFBRIISHE—TANRERE. HSNE 82 “=XRaEHE" .

@ IR BREARFNSISMEHRERF

E(EREL BIOS WAL L, TREMLHIISISNEIZFTIZ GRUB Legacy, ERMEIFIED, 15
EE—A, AEFREAN. ELESISTHRNIFNETIT K ARFELRNRET.
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@ B2 7£ z Systems t4w4E GRUB 2 S EHIN

IBM z Systems ERJXARBINIRIENRBRSBAE, BXMET, BSMNE 1147 "z Systems
FERIRERARANER"

11.2.6

BMETEIRIER %515 2Fi1, GRUB 2 hZ3FW 4R GRIAID], %8 root IXPRAYE PRI LAIAIE) Linux R4E
R, MESISRAE, MITEENIGRXEX G, EEIEEGRISHGIERAFSISRLEZEN, 1§
®’E5IE0%,

SFE
RIRETEISEOL, WEBXSISHBRFEMAZOS, IERERAEFLERBHNEIS.

BRINTLRIRESISOS, HEEM YaST (EAOSRIPSISNEER ),

1. {8 grub2-mkpasswd-pbkdf2 RiIZO<%:

tux > sudo grub2-mkpasswd-pbkdf2

Password: ****

Reenter password: ****

PBKDF2 hash of your password is grub.pbkdf2.sha512.10000.9CA4611006FE96BC77A. ..

2. BEMMFRFEER set superusers mE—EMMIEEIXH /etc/grub.d/40_custom A,

set superusers="root"
password_pbkdf2 root grub.pbkdf2.sha512.10000.9CA4611006FE96BC77A. ..

3. 1817 grub2-mkconfig EEREANBEREXXHH,

EE3IER, SES2R5ISEREIRETN, RAFRTERMABFABNOSL. @A root MREERTT
grub2-mkpasswd-pbkdf2 f<$HIEIRAMNOS, MNMREBHFIEER, RARSISEENSIZ,

BEXIFMER, B2 Mhttps://www.gnu.org/software/grub/manual/grub.html#Security 2,
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11.3 {£H YaST Be&5| S I&EIERF

£ SUSE Linux Enterprise Server REH, EEES|ISMATEF—MRIEMRE LIS IVIMIEER YaST 1Rk,

fE YaST =Rl EERAL > S5ISNEHIEF, REREBERERANIFSISMHARFEE, FRiFidE
1TER,

EAS|I SUEETEN TR EEME SRR, EMSRNHEFRENBAXRIRE, K] NEREERE
HRIVIE R EFI ARV TR GRUB 2,

SISmsHEFRE

51 ARG (D) WS H K 31 G IR A IR T (L)
SIS MHEERFE)
GRUB2 -
SIemRRFuE
v I EE S (D
ME3FIER3IFM)

BEXGISAEY)

v R ERPREENFE LU SAKM)
v BiBMA3ISHES A MBR(G)
R AT EE] S 3 ()

SRR 5] ST (E)

FEA(H) méo | [ BEo

11.2 5| SEEEIRN

0 FE: EFl RAERK{EFR GRUB2-EFI
MRE(ERIE EFI 248, N R AEELEE GRUB2-EFI, BNIEBHRLAEEES| S,

0 E5E: ENMEREsISNEER
EEHTESISNHETEF, BESWEYaSTHERIRE, AGBBENEIR, FliN, BEEHEE
GRUB2-EFI, &5cit$F GRUB2, SAEIEMEEL#RE] GRUB2-EFI,

BN, TRRASEMTERSISMHEEFH—EB7,

@ IR BEXSISMEER
SR TIHNZ| SN, &
RS0 3| SIFLIRRF SR,

WERE LA SRR, EERREMZA, BF
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11.3.1

B2 SMARFIMUE, FEEU TSR

WiE 11.1 BXE | SMEAREFAIE

1. EFESSICRLETNEIN R, AR5 SINEEF 1 EEE AT EMER:

MESIZIER5IE
FRERES —MLER MBR AL RS SMEHIERF (1RIE BIOS RIMRAISIZIRF ) .

MRDXEIS
XEE / 7K (ZRERADKX ) W5 SEBEXPRRSISMEAREF.

BEXS|E7KX
FERLETRIEES | SMERFHMVE,

2. BEHE N AEEIEDN,

11.3.2 HBMEINF

MRENTTENESNER, BB EMENSI ST, BXIFAEE, ES0E 11.24 7 “BIOS Ik
25 Linux i%%& ZIﬂE’JW&ET"

Ui 1.2 REMEINF

1. $TH5I SCRIETHERR,
2. BESISMHAEFERFRER
3. MRIIH T2 HE, BFEE—, ARBEHR LNE RN EROEEEHHT,

4. BEREMRUMRFEN,

11.3.3 BESHIE

BRE | FIED ] B 5| S 0 #1727 I IHEIN £ R E,
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11.3.3.1 5| SNEFEFETLE <

SISmiEERFRE

| 3l FRET @) | WS () | slsmmEEEE 0L
T (i) /| B R A ()
0 = O iemmamac

RIS SHH0)

|SLED 12-5P2 -
— ARSI mEEEE)
(AL ST 47 (V)
ub2 S root MRS ® BEREAOSM
\ | |
BCCH _mHo | [ #Eo

11.3 5| SNFZFIEI

S| SINEAE 7 BT
BT RAFEE AR R SRR TS R RREER (D EA) IE.

BRMINRIBIER SR
MREFIZIE, 5|SMARFHIEREMARLE (FHI50 Windows ) EiEfM Linux &3,

5| SEFREER B
PRiEl5| SR EFH 5| SR,

TEEINSI BN
M “BRIASISERS” FIRPEFEABNDN, BIE, 5ISMEHPN “>" FSHTIREISHIR
=275,

EAOSFIPSISMEAIEF
ERA—/ N OSRIPSISMBEFNRR. BXEFRER, BEAFE 11267 "RESSO

A
~ o
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11.3.3.2 HZSHEDE

slSmEiEFRE
3 SR (D) WEBH A IERBUFIET (L)

AR SITEHP)

quiet splash=silent resume=/dev/sdal splash=silent quiet showopts

v EREEENE G)
RHIEAHEEC) EHE O
£ grub2 BEh ~ | |/boot/grub2/themes/SLE/theme.txt I (W)....
SERB{TREMES)
B A S(C)
B mEo | [ #mEo |

& 11.4 NiZS

VGA &3,
“VGA " EINIEES | ST EREINFED X,

NIZERLITEH
AIENZSHRINEIRIASHIIKRE. BXRABEIASHINYIR, iE8 MW http://en.opensuse.org/
Linuxrca,

EREREHE

MRBEFIZIEN, 5|SRPFEREELENERT, MARUXKENER, L, ETETE
HlENHEINRIRES|ISFEREND MR, FEREHE TH X IEEETEE BT ERE XX,

(EABRITIEHS
MREMHTEN BT HITIERISEHIR, WeAIRELGEFEEZERM COM ixORHEET
HEE, B8N info grub 3k http://www.gnu.org/software/grub/manual/grub.html#Serial-

terminal @
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11.3.3.3 5|SAHEEILERF

SISmEEFRE

| 3 A D) \ HESH® | IR L)
3ISMHEFE)
| GRUB2 ~ |
EIL T
7 MRS S (0

ME3ISIEREISM
- BEXSISHEY)

v e ERPREE RS U SHEM)
v HEBRSISHES A MBR(G)
I RAEIEE] 33 W

| GRS S (B) |

| #mH |

11.5 KRGEIR

ERXRPIREENINS, U3IEDKX
HEEZ 5| SMARFHIDX

@5 SRBEA MBR H
(ERIEA. M TRMFRAZNNEERSE MBR,

ERRE5 S

_mHO | #EO |

o —EIANIRERS (90 Windows ) REEMNEMNAXF5IE,

Bai#HeETEINEE (AIEFE KR (TPM)) B TrustedGRUB2, BXIFMER, HE Mhttps:/

github.com/Sirrix-AG/TrustedGRUB2 &,

11.4 z Systems L£&i

ERAINER

£ 3215 #1 3270 &im £, KRB NUAKRAE GRUB 2 ik HwiER SR A RNFE —LER RS,

11.4.1 PR

RERESN

REMFAEFENRG, RAEENERSEMMIRIR,

(=
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@ SEE: 3270 5 3215 N EE

5 3215 LimfAtE, 3270 KRS RMBHERAEEFRES,

FARHIRBEN
TEHIT “RARRY" KARBINIRIE, (Alt], [(Meta]  [ctrl] FIXATRAEFER, ERIAT, BE
F%E 11427 “EE%E" PIHMESE,

M=
HBAR (1)) BfFERIFN. BRANAE ] REBRA—INFE, BRA 1. MFE,

WA
BAERMER, A 1.

11.4.2 AEH

EHENENRE ik ( “Enter” )
ik, RERT— “RE"
Tab f24h 2 (EREREN ST
BRTF)
KERA T ARYHE: BIE—IM
(HE] BIRE—IN
EHE] #3 E—1m
HN] BET—I
BT
TB—I
SISEEMNMIHENTFERE (5
&)
E] SRIBIETE AT
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i# A GRUB-Shell
RiEMETV NPT AR AHP] e—17

(AHN] TH—1T

BEB—NFHF

BaEB—INFHF

®BEITE

(AHE] BETE

(AHH] 1B

(AHo] 1SS

IBR SRS S R01T

=k

Ho] BAZT

RIFRFR

5|1 §mM

# A GRUB-Shell
S ITARIU N e] FARYHE: AHP] 1 &%

(A HN] REFHT -1

BETE

(HE] BEIITE

BEB—INFH

BaEB—INFHF

ERE
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2Ho] illES

MpRICAREE HRITT
MERTT
241

11.5 B GRUB2 &<

grub2-mkconfig
ETF /etc/default/grub AR /etc/grub.d/ FHIMIALRLFAY /boot/grub2/
grub.cfg,

f5 11.1 GRUB2-MKCONFIG Ai%

grub2-mkconfig -o /boot/grub2/grub.cfg

O =7 BERS
BITANEEFAISHE grub2-mkconfig SIFEEITENR STOOUT RAFESR, ASA /
boot/grub2/grub.cfg FEfEM grub2-script-check TJLABEHIEE,

o EE: grub2-mkconfig LiHEE UEFI £25|8%K
MREZ(EA UEFI £ 25| S HRATEBIEWERE GRUB 2, ErIEEFE R INEHFH LK Shim
FEER UEFI 515K, EMITICERME, BEA:

root # shim-install --config-file=/boot/grub2/grub.cfg

grub2-mkrescue
7T ZEK GRUB 2 ECE R — eI 5| SRR,

{5 11.2 GRUB2-MKRESCUE Fi%

grub2-mkrescue -o save_path/name.iso iso
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grub2-script-check
REL/EXHFELIEEHER,

{5 11.3 GRUB2-SCRIPT-CHECK F3i%

grub2-check-config /boot/grub2/grub.cfg

grub2-once
RE TR SHEIASIS I, ZRENETASISMTIR, EEM --list &I,

5 11.4 GRUB2-ONCE FBi%

grub2-once number_of_the_boot_entry

@ }B/R: grub2-once EH)
R PR (T T A A2 e FT WA SRR A BT PR e = B 31U %,

=Z (=
11.6 §91|:|/%\
http://www.gnu.org/software/grub/ # LRt THX GRUB2 MARERFER. X£ESN grub FE0MHE. &

R UERAEEIEE (http://www.suse.com/support 7) RIEREXEF “GRUB 2" , LAFRENE X4H5k(a]

AMELR.

121 BZER SLES 12 SP2


http://www.gnu.org/software/grub/
http://www.suse.com/support

12 UEFI (%—rl¥ REGF#EO )

UEFI (—rl REIHED ) RATAREGEHFNEMS. RAMBIEGEGUALIRER S ZEHE
DO

UEFI £ PC R4 ERMNFSCEIMRE, FELIEEZFHEEHRR PC-BIOS, 40, UEFI REM31RIFiSZT;
64 R4, RFETLMEIS ( "®R23I8" , BXEMKR 23.1cHUERE) . T25ISRERAEEN
FZz—. &R, fGB) UEF], fREBPFEEERATATE x86 F A&,

BRUbZ 4, UEFIZEBUTMA:
* I8 GUID X3 (GPT) B KHE (#8T 2TiB) 5|5
o JHITF CPU HYZRMFNIRTNIZSF,
o THHEMBINEERN RIEMFURERAIME,
* BT PC-BIOS RIAEXZIFEISENRIFR AR CSM (FREZFHER) ,

BXIFMER, EE M http://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface #, CATER5
NI ER 52 THBETE SUSE Linux Enterprise FRRYSEHEF TN T2 —LE42/R, HARTR UEFI BOB(AHLA,

12.1 Z£5|5

£ UEFI Ui, B2RRESISEFNTR, SEBU MR, “F&7 REEHNEIER; EFER
SUSE Linux Enterprise #f&R T, FIEERFRBE GRS “FE" . w52, SREGHARE. AEH
HuEREAHGISEEEETE 0S HNES,

RABE AHBAMBERTEE. BOHAFKEAIEN “FA%H (PK)” MABMGHR, KRAIER, B2
FRAMRNFSHEMAGERRE “FTARE" EBE—E, MLERMIZENEEXR,

RfE, RIFXL “FER" BEAZ— (B OS SISMEFER. T —LE PCl Express wHYA7F LakiEE £HY
—LERINERF, HEEHNEGFES ) EETNL, BUBKREGFAFNITZRE, ATEIZLRE
BEA L, 2ER "®25|187 , EEZAEMHEENZHENEN OS MHREFHITESR, HEFE 05 M
EFBIEENANAZEES RS

B] AR R AR IR B TR (KEK) RONE UEFT ZIEIBER, X%, EftEBREEET PKIFARERS, BI=]
HEER,

12.1.1 £ SUSE Linux Enterprise 3K}

ROAMBL P ZRMIKBIZ AR EZ A (KEK),
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@ EE: BE GUID 9K (GPT)
UEFI/x86_64 ZXHEHINS BT 25| BIN6E, Bu]7ES| SNEHRZF 1% EWIEER S| S(TILIEINE
THHRAEHEEZ25| SFEDN, ZENSHFERGFNEZL5|SEERENES, RN HE
tté%l%ﬁf?ﬁﬁﬁﬁlgo

SIS INEREFRE
3 PAERL AT () MK 3| S IMERAASET (L)

312 mMEERFB)
GRUB2 for EFI~

v BRREIISERE)

fRaHE MBR 535 (P)
bl M

HEH) mEo | | #Eo
121 £25|58X%#H

“Z25|8” EHMHER GUID 9 XK (GPT) EHESI S8R (MBR) BERIBM S X, WMNRZLIH
YaST #&;MZ| EFI {8, MEigiE612E GPT 29X, UEFI FBASTE FAT {808 EFI R4 X(ESP) £E&
3| EFI 1257,

%15 UEFl Z25| S ER L ERABEMHATTERTEBHNHAFERNEISMEER. BHFELEXRAE
FFREE ( THEFIFoNF) , A8eft SUSE Linux Enterprise & F{EH,

BREMINETUSH, —MHESBEHNESE(E, ILEZE SUSE %18, A SUSE 2fER1Z SUSE ZiA%
E3|SMHERF; H—MRELMIRE Windows BIRNETTXIES | SINEFZFIKBINE, FHERMIKIART
SUSE 82348 (thgiRiLNEFIZFERM(IN KEK 8] ) . ZElt, SUSE F5|SMFHEFIKE T UEFI
BIRS (ELER T A Microsoft ) BIZ R,
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&

12.2 UEFI: &£5|5iiiz2

SUSE FESKIEEERIMIMER LR shim MERERF, X2 —Me] Ol RERUNMEERRIR, BB
RIEEHOMEMZE R LT, shim MHFEFOES RS GRUB 2 F5ISMEARFANERITRE, Z
&, LESISMERREFIFREMNE—1 SUSE ZHERIIAZ, SUSE NEFZ A SLET1 SP3 FHIAR AL
g8, FEXKEHA UEFIZ25|5,

JERPARUTHESE:
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s BARHETINARF., TAEH PK) LT BERE. ZPZIHRER (KEK) BIIFaSEES PK —
g&! 1EZ;HEEEQ PKo

HX 2 e AR A R AIN SRR ERAF, BEBYIRLRINRIIAFRIAES| SHE8H Y UEFT #
1TECE.

UEFI R T IIME T EURBXLERAFHIFERK:

. %-"‘TEEUFEHE’J ‘EEMRBIENTE" . ZEENEELENENEERNSTEIHENES
BB, ARIELSISEFAR (BIATEN “5ISIRSIME" ) URIETHY OS NLAEH, M
g, &Rﬁd‘cﬂﬁ*"*aﬁﬂ FHFEERNFIISESHRIE.

o FURTEEFIBM “INHSISRZERNTE” . 5|SHEPEITHERBE ] AFKELX LT
=, EERs|SHIEFEZBE 0S FIRT8)[EFRA, %I‘Ebﬂﬁﬁfiu‘é\iﬁiﬁﬁﬁ ExitBootServices
BEALY, WSS TiEFREUXLET &, 0S WA ISR EIX LT

XK UEFI BIRIIREBTE £, AAZABERT AFBVENI, TARAFERNESR. WNiEF. BEE
232W§z4qE§IJ)\E%$ %‘;EEEH ‘S ISERSERANTE” , RS XENAAKE. FEL
5 GPLV3 RBMIBERAT, ZETEEMTLHELLSS
SUSE &% /a5 shim, ﬁ%—/\d\ﬁ’ﬁ%ﬁﬂ’q EFI 3| ShN55F2F, S¥IH Fedora A%, EBEAMIERE
&, —MRH SUSE KEK £BMIEH, Z—HEAMRKELWIER, BRIUATRAH UEF] ZHHKIEE
B ERLE KEK aTF,

AE—3R, shim BDETAOEFHMIT,

shim BERMEBIEHBENHNSISNEARFEDAE, RIAMBRT, shim RERAEFETRERARN
JRSTHY SUSE IEH. IE4h, shim B “Hic” HiEtA, AFEERIIAR SUSE B, T 3OFiX LA
iR “VSRBEEZN" HESH MOK,

B3R, SISNHEFSRIENZ, REMUSIS, ZARIGEER ERITRMRE,

12.1.2 MOK (¥IZREE=IR)

MRAF ( “NBFER" ) BEEHRS|SHIEMNEMAEG, WEAZ “VISBEERHE (MOK)” , ]
BJBAfEEN mokutils TEAMNHAEERLEIE MOK,

HEE shim B, ECHRESARESISHENFHERSISHE (FIMNRTENMR) . shim fEEH
BRN, RITAPERSISN X ENXXAIIZREIRIIAR SUSE 2218, IRAFEEIEME, W
shim BFiHHERXANES, FHTESEREAN “NHSISRS” NEEPR, X##, shim SJBUIENEIS

HBRS I SRS 2 SMHIREVEME LR, st RE YA P 1ZER MOK JI,
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LERETEAESISHEE, WR{XMITEEREMNE, Eit, RBEEGE LARI—AF e UER
SHBREEN—HZH, ERFTERIEEVIR OS NEREFRERE, FARENEEREFREERY,
BRHFERFEE “RHESISRSER" NEEFHIIEH,

SISMEAREFLE shin KRHEAREE, NMRFERBEAZURKEABEES, WKEOHE shim, 7

Itt, Shim REAE—# MOK JIRFF B | SINHIEFED M AZ,

X, BHMAIURRBCHWARZESISNHEFR, ERFEBLZR—AMNEH, AEBEXESISHENY
EAAEW, AMFEN. BT MOKRE—1MERIIRMIERM—N MOK, ELLERTBILE shim F{E
RESMINEREHE, AMRITFASISMEREFAEITRERSESIS,

12.1.3 5|EBEXRW#%

L TFABET http://en.opensuse.org/openSUSE:UEFI#Booting_a_custom_kernel A,
Z25|ERREILBERBITRIFNAZ, BUHIERBCMIEBEZAZLEER, FHiILEHSK MOK B

RANZIEB,
1. BIE— BT XA X.509 BIAULATFERIES:

openssl req -new -x509 -newkey rsa:2048 -keyout key.asc \
-out cert.pem -nodes -days 666 -subj "/CN=$USER/"

BXREIBIEBHIFMEER, BES MW http://en.opensuse.org/
openSUSE:UEFI_Image_File_Sign_Tools#Create_Your_Own_Certificate @,

2. FEAMIEBITEIA PKCS#12 4549

openssl pkcs12 -export -inkey key.asc -in cert.pem \

-name kernel_cert -out cert.p12
3. £mBAT pesign K NSS $IEE:
certutil -d . -N
4. 4% PKCS#12 REIZHIZIAMIE B S A NSS iR
pk12util -d . -i cert.pi2
5. f$F pesign BMER “BF" Ax:

pesign -n . -c kernel_cert -i arch/x86/boot/bzImage \
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-0 vmlinuz.signed -s
6. FHAZRE EHER:
pesign -n . -S -i vmlinuz.signed

LERS, ERTCABRETE /boot HLRA%, BTARME-—ITEEXNER, AULFEZRATER
FIEB S A UEFI EfF3% MOK /1,

7. FFUEHEE ) DER 180, CAES AEFEL MOK:

openssl x509 -in cert.pem -outform der -out cert.der
8. WIEREHIR ESP LABLIAIE):

sudo cp cert.der /boot/efi/

9. R mokutil BzhE5) MOK 73K,

. a. BEBEZAZRI MOK H:
mokutil --root-pw --import cert.der

--root-pw EIIFTiE root AFEREEM.,
b. MWEEZEMAVERTIR:

mokutil --list-new

c. E5ISRE; shim MizRED) MokManager, BFEEH/A root OLUBINFIERS
AZI MOK 3R,

d. #EBMESANZRAURIRE ET
mokutil --list-enrolled

. a. ks, BEFNEEN MOK, te]IRAX—TFE:
835|%

b. £ GRUB2 X8, #% c #,

c. ZEHL.

chainloader $efibootdir/MokManager.efi
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boot

d. EBNEEEICEH,
e. BfZE cert.der X% [Enter],

f. RBIESTICHEN. EBBEATRIZ “07 , ABER “y" FUBIA
PRIz, EHREHETERRH T SMHE “SREUEE" PIRINHBEHMG .

12.1.4 (ERIFAEWRNIERF

ZEBASHERRTES I EMNEAT, EXRIERRMERNEZRNIER (B0, A2 SLE B HIIRENFE
[F). AT SolidDriver/PLDP B IARZ (ST,

BB M ARNAR, EREEZ2s | EMBA T TERBEILRE=ZAFRNIEF. EXFHMHIER
T, #E:

o ERKAEI, BEEHKAZEET ARAMEZARMIZIEGEEES, WERBURTFEYFIERNE
AR, BE RSB AEAR THRIFRER.

* {EF https://drivers.suse.com/7 EEUREHMNERIAVEI 5| SIRENIZRF I1SO, EEXRSISEIFHRE
ZEAEICE MOK FIRA,

BERT 5| SRNIEF 15O FIRENFEFHHZICE MOK JIRR, BERITUTTIR:

1. 1§ E3XFmA 1SO BRIRZF FIZ CD/DVD IRIAH,

2. fEF3FTHY CD/DVD A Ia%R %R, FAESFARER SUSE Linux Enterprise SRR Ek M4 % < AR 55 28 HY

URL,
MREBEHITNELR R, BESISHSITLER install= EHEAMZLEKIFR URL,

MRERMAFIRBRE, RREFRENRNEFESIS, ABFEKIEA SUSE Linux Enterprise
PRS-,

3. RERMRKREAESETERIENIEFH initrd,

BXRIFMEE, BESMhttps://drivers.suse.com/doc/Usage/Secure_Boot_Certificate.html 2,

12.1.5 THEEFOPEHI

ML 25| SENGISH, ATERNTFIEE:
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o LREF| UEFI BNARISI SINHIZFAE, X2 TIREBIXIRE EFI 5| S0 R ARSI,
* i®iT UEFI 3|5,
o MREEEHMATERZIMIEMR BIOS, Xen BLEIRIZFFERM UEFI 5| S,
e 7¥% UEF1 IPv6 PXE 5|,
o UEFI SRR SZHs, AIZFTBAM UEFI A RTVIIER, AERBERNSHE KMS E,
e UEFI Z#5M USB i&&35|5,
NR25| SRNG5S, FEUTHRE]:
o HMRMMATERBHILLEE, FATERL5|ISTEITRNESZRAIS AR,
o 5|SMHERF. ARURRIZERUAZTEE,
e Kexec 1 Kdump &FEAIRZS,
o {KBE (HEEIMA ) ATFEARS,
o FTikifia) /dev/kmem F1 /dev/mem, & root AP tHAE S,

e Ei&iAIE 1I/0 IR0, & root AP ARG, FTE X11 BIRZIRchIZ R U AER NIZIEENIERF.
o Fi&IBT sysfs 1418] PCI BAR,

e J;%{EM ACPI 9 custom_method,

o Fik{ER asus-wmi R debugfs,

* acpi_rsdp SEBIRZZEEFFM,

12.2 EZER

e http://www.uefi.org# — UEFI 51, HMAFIH T &Y UEFI FI3E,

* M Olaf Kirch 5 Vojtéch Pavlik BEMEX ( LRAETTABTEZMM FXLRE) !
e http://www.suse.com/blogs/uefi-secure-boot-plan/ @
e http://www.suse.com/blogs/uefi-secure-boot-overview/ 2
e http://www.suse.com/blogs/uefi-secure-boot-details/ &

e http://en.opensuse.org/openSUSE:UEFI # — UEFI 5 openSUSE,
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13 systemd sTPTEF

systemd ZFR2#HZ ID } 1 Ni#E, EARUMENARVIRILRRA, systemd HAZERERD, &
59 (ZESEESLLIHERE ) WEREFR, MBEAEMIZFER systemd B8, SKHENEF—
FiHRB,

M SUSE Linux Enterprise Server 12 2, systemd BUfX T EF# System V init sFF#EF, systemd 5
System V init TS (BIEZF init IR ) , systemd WEA—NMEEMR SR IBETH#H AT
BENZ MRS RKIEMNRE | SRE, HIb, systemd AEMLEZTENASBIRS. TIEFHARE
ARSI SNERGMED, MEESE REENBE., systemd EZFHFRZIZHILA (cgroups), UIAERR
FRESRELUKRIRE RANRSES, BXEFAER, BENhttp//www.freedesktop.org/wiki/Software/
systemd/ @,

13.1 systemd %=

ATFIELENBE X systemd BIHEE,

13.1.1  systemd 2+ 4
systemd RiEFATF Linux WRAMKIFEEE, ES System V % LSB init IARE, T2INEEEE:
o RMBEHANAITHINGE
* ERAEEFR D-Bus BiERBHMARS
o RMRFRNTIFIEFINEE
e {# Linux cgroups IRERHTZ
o ZHHABRARKRSREBRIRE RAERE
o BPRRRHMBNRER

o SKMEARLRRY. ETESEMIRSIEFIEE

13.1.2 B

BREEXNASMBEXUTIENERHEITHRE: kS, BEEF. 88, TR<. BIIRRRA. KBRXHG
FHX. BEHBEF. BIENXERARRZ. F systemd IFHIFISBENITAIEE. IR ALIRSRE, BEE
B — AN EIRAHTE, "R R systemd ATFHEIA TS MAEAARIE:
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° RS HEBEMEXER (PIILEITTIFRER ) ¢ XA service £E
o Bir: BTRBERSENRERMNEBEIAERT R; XU target 552

e EIEF: IPCHMNEEERFDUNHEHZRL FIFO BXRER, ERTETEEFIEE (W inetd ) ;
LA socket LEE

o B&12: MTHMAHEMEBIT (HII, EXHEXEITRS ) ; XM path &E
o TAYER: FIEHITRBRMAXER, ERTET IR BEMEE; XU timer 458
° RAR: EEMH fstab £MERENERM; XHEA .mount 5

e BRERR: XHRFENRERSMEXRESR: XA automount £5E

o R ABENTIMNRRIREUXXEFBRXRER; XHU swap &RE

° 8&: sysfs/udev(7) iIREWPRNHAINZEERER; XL .device &ERE

o BE/ERS: BRPEBEBHEMFIRIIMS; XL scope/slice E

Bx systemd.unit WESEER, 58 Mhttp://www.freedesktop.org/software/systemd/man/

systemd.unit.html 2

13.2 BEAXREE

System V init RREAE T REIERS: init BiA, insserv., telinit REfth, systemd {ERS
BETEEE, BLTABIRSLIERS, REZRE—FH<L: systemctl, EfA “GLOMFim

&" RRiE, 5 git 5 zypper HHL:

systemctl [general OPTIONS] subcommand [subcommand OPTIONS]

BXREENFM, iE3M man 1 systemctl,

@ R~ KiniidFl Bash #h=2
MR HEEREN LR (MARENEEHXMG ) , systemd GLEIASFKIEH L XR 2T
82, {FH --no-pager EINA]x#H TIER,
systemd i£32#F bash ¥ &, AFEMAFHISHLLANFE, AEEK o BaidheFHS, I
BERBETE bash 4MHfER, FEFERR bash-completion £,
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13.2.1 EEIEESITHRZTRRIRS

RATEERSMNFHSSER System Vinit EIRRSZMFHSMER ( start,

R —RRIBEN FFR:

systemd

stop %), RBEEHS

systemctl reload|restart|start|status|stop]|...

<my_service(s)>

System V init

rc<my_service(s)> reload|restart|start|status|stop]|...

systemd RFE—REEZS MRS, NAK System Vinit ZENMIT

init A, MEMITUTFGHS:

systemctl start <my_1st_service> <my_2nd_service>

MRIEEINHR A LB RIIRS:

systemctl list-unit-files --type=service

TRIE T systemd F0 System V init REEMIRSS

rR13.1REBEESTS

BiEme:

RIRS ERE1T, ERRBH.

5 systemd &% System V init &<
EEJJ start start

el stop stop

ERm: XMARS, AEBERMXLRS. MR || estart restart

BREERN: MRRSHAIEEET, WE
Baell. MARESITHRS NITIERERE,

try-restart

try-restart

EEH: ILRSEAPERRENBERTERER
HENMWEEXH. EAZM: ik Apache EffiR
FHIEDRITH httpd.conf BBENH., &EE, #
EFMBERZSEISERR

reload

reload
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x5 systemd &% System V init &%

RS, SNERHNRS. MREMARS ERIE

EFSHNERY: NRIBEFZHNEFE | cload-or-restart o

17, eR=E,

WEFHRHRS, BN, WRARSSRIEAEIT,

BRFLERSHABLN: NRIFEFER | cloagor-try-restart ||| n/a

WERRS. WREBITHIRS NHRITEMER
1’EO

FGEMORSES: FIHRERENEEE | orus ctatus

B, systemd S<{EEREA. FTHITXMH.
R, cgroup RARSZ A EMEMNEFMET (B
S0 13687 “FiXRS" ). A SystemV
init 2 RIVFARERRS MR,

FEEBNRSES: BRBSEELFENM | i acrive ctatus
P
Lo

13.2.2 XKARH/ZRHRS

F—THh RIS EEGSILIGRESFRENRS. systemd‘\fﬁ IR K A BES2ERS, itE

MNERPEXEBINBHEKIERNRT A, ErTLER YaST sSfEar < 1T LiziTan < RKIMUEB Y,

13.2.2.1 ESITLERBR/ZRRS

TRIIE T systemd # System V init BT BRMNZAKRSNGS:

0 EE: Bk

ESLITLERARSE, REAEEM, ESTHIET —XRALBRNH TR/ BEIrEEER
NE., BEERBBRSZSZEILNBMNE, BERNIEIT systemctl start <FHEIES> 3K rc <

BMARS> start,
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X132 BT RANZEARSGS

= systemd &% System V init &%

BR: systemctl enable <FHIARZS> insserv <HMIBRS>

2A: systemctl disable <F{RJAES insserv -r <#HHIARS
>.service o

BE: ERREIRSEER systemctl is-enabled <#HHIfES | &

F. >

EWRER: S5ERMKRSH systemctl reenable <FHIE%E> | X
X, mSkBARS, ARB
BRZRS. STRARERRIAME

EREARS.
B ‘2R EIRSz systemctl mask <FLHIARS> v

&, NARIAFEE. Ef)
RERRS, BFEFKRE, N
EIRERIZINEE,

IUER#R:  FRRMRSZ systemctl unmask <FH RS> p
fm, REEREIERRZES
RERRERTE.

13.3 RGBS BRSIE

EAFIXARRRIENIIZA systemd HIFTHEF, NX—RRE, AIREARMAA—MaaiHE, HES
REFPMBEEMIHTE, ULRIEEMIZFIVERKIFE CPU B EIFIFEHU510],

133.1 BIRSETRIILR

£/ System Vinit B, RAESISEAIBN “TITRA" . BITRINEXRFNEBNAREFETHR
FZREMLERSATA, BITRIIRERSH; RMBRAMWBITRIIRZ 0 (RARSE) .. 3 (BMHNSAFE
) 5 (BRNAHEREREERNZ AR ).
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systemd fERFTIBR “BirET” SIAFNEE, NI, EMASETRIBETLES. BENMETHE
MMARRSFKINR, HEBIFENIEM, I3, B local-fs.target # swap.target AFHRA
KR AFIRIRES (],

B#x graphical.target REBKNHAFERETREERNSAFRAY, FRASIETAR 584, S281R
(30 graphical.target ) BidiE—HoHBEMESERTS “7t” BIR. systemd BiTEEMEHE
REML TEIZEE X BRI TIE, MMRME TR RIEM,

THNNRERTREEMN systemd BRI, BXTEIIR, 550 man 7 systemd.special,

EERI SYSTEMD B85t

default.target
A EMBR. XHARZE “SKFR” Bif, MEEES— B (W graphic.target ) MRS
¥, "IE YaST KAEN (BFENE 1347 "EH YaSTEE S ). BRAEIMREERE,
BESISRRMERARZGLITIED systemd.unit=<FiEIr>. target,

emergency.target
FEiEflE ERMERINR, BIESISRRAZUTEIER

[

E: systemd.unit=emergency.target,

graphical.target
BiBMMNEEZ AR HNETREERNRER.

halt.target
KA R,

mail-transfer-agent.target

Bah & AR UHR AR BRI FR B AR SS.

multi-user.target

BRI Z AP R 5,

reboot.target
SIS RE.

rescue.target

BRI ANBEXMBY R R R4

RATE System V init BITRFIALFRIFRES, systemd - THEHA runlevelX. target BINFIKBR,
5%SH X BBENEITHRAIE R,
MREBEESRIRIBE IR, BEMAGS: systemctl get-default
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& 13.3 SYSTEM V iB31TH5IF systemd BIRET

System V131745l | systemd BEiR =]:g)

0 runlevelO.target. halt.target, ZpHWEIDTf.target

1. S runlevell.target. rescue.targetEFFPIER

2 runlevel2.target., multi- FTIEFEEXMRY At 2 A PR

user.target

3 runlevel3.target, multi- TEEMNERNSAFER
user.target

4 runleveld.target REA/AFRENX

5 runlevel5.target. graphical.tafgMHEREREEZNTESHFIR
pa

6 runlevel6.target. reboot.targetRAESIS

o EE: systemd 272Bg /etc/inittab
System V init REFBIBITRFIE /etc/inittab FEZE, systemd NMERLLERE., BXU{AIE]
BEECHNTISISBRINES, B8E5% 13537 "GIEEEXER

13.3.1.1 HBETENEmRNGS
B{ERA TGRS RIRMEBFETT:

15 systemd &% System V init &%
BFRHEIE/AGIT | systemctl isolate <FHIEIR> .target telinit X
G

B AEIABMNiE | systemctl default x

177

KIS YRIEM/AEIT | systemctl list-units --type=target who -r

G e
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£5 systemd &% System V init &%

A systemd BY, —MREBSNENBIFR, &GS | BITRH
a9t Y AT F AR SRR B B AT,

KABRRIANGIT | ERARSEEREITUTHS: ERRSEERRERUTIT
K7l 1In -sf /usr/lib/systemd/system/ <FfJ | id: X:initdefault:

E 11> .target /etc/systemd/system/default.target | ( setc/inittab )

BRERIISERRE | ESISRTAEMA TR Ea | SRTAMAFRRINEIT
FIRKIABITR ! systemd.unit= <FHIE 5> .target RARS

EREWRBITRR | systemctl show -p "Requires" <FHHIE#IR T
HIARER M > .target
systemctl show -p "Wants" <#HH9E#R
> target
“Requires” &3 HAEMMAEM (WA
M), ™ “Wants” KRTIHRMERKEMYE (BRRTF
AR RO HREE ) &

13.3.2 FIAREREDN

systemd Rt T AR RBINLIRE, ERIUHEMEBMERS RERSHIIR (MABDH /
varlog/ ). systemd ERFERERSNTIE, UTHRENARSENAT ZKAEL,

13.3.2.1 EBERSHIENE

EEBZRRCISEFERMRESMNTRIIR, BRAGS systemctl, ZHLSRINHFAEENRS, T
iR (BRE). EFEHEERSHNESEE, 5FH systemctl status <FHAIES>,

51 13.1 5 HiENARSS

root # systemctl

UNIT LOAD ACTIVE SUB JOB DESCRIPTION

[...]

iscsi.service loaded active exited Login and scanning of iSC+
kmod-static-nodes.service loaded active exited Create list of required s+
libvirtd.service loaded active running Virtualization daemon
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nscd.service loaded active running Name Service Cache Daemon

ntpd.service loaded active running NTP Server Daemon
polkit.service loaded active running  Authorization Manager
postfix.service loaded active running Postfix Mail Transport Ag+
rc-local.service loaded active exited /etc/init.d/boot.local Co+
rsyslog.service loaded active running System Logging Service
[...]

LOAD = Reflects whether the unit definition was properly loaded.

ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB

The low-level unit activation state, values depend on unit type.

161 loaded units listed. Pass --all to see loaded but inactive units, too.

To show all installed unit files use 'systemctl list-unit-files'.

EMRRFNBTERNMIRS, BEM --failed &L
1 13.2 FIH R MBIARSS

root # systemctl --failed

UNIT LOAD  ACTIVE SUB JOB DESCRIPTION
apache2.service loaded failed failed apache
NetworkManager.service loaded failed failed Network Manager
plymouth-start.service loaded failed failed Show Plymouth Boot Screen
[...]

13.3.2.2 /S 5IET(E]

ATIRRRLBENATE, systemd 1Bt T systemd-analyze %%, ZH<4aERABHNERRB
BHEHEFRIARS TR, ERTCALRL SVG B, ERSIRFEN FHEMARS /BN EL

IR =p 01

root # systemd-analyze
Startup finished in 2666ms (kernel) + 21961ms (userspace) = 24628ms

51t AR 55 IR BN (8]

root # systemd-analyze blame
6472ms systemd-modules-load.service
5833ms remount-rootfs.service

4597ms network.service
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4254ms
4096ms
2998ms
2483ms
2470ms
2189ms
2120ms
1210ms
1080ms

.1

75ms
72ms
47ms
38ms
35ms

systemd-vconsole-setup.service

postfix.service
xdm.service
localnet.service
SuSEfirewall2_init.service
avahi-daemon.service
systemd-logind.service
xinetd.service

ntp.service

fbset.service
purge-kernels.service
dev-vdal.swap
bluez-coldplug.service

splash_early.service

R 53 FE et [a)
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root # systemd-analyze plot > jupiter.example.com-startup.svg
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13.3.23 EBXENBEMNIRE

LERINGLILEEEREBMMNRS UL ENSRSAFENRE, MREFBMEESHT, TUE
SISRRABMATISE, ik systemd FMIEREANBENTE:

syste

nmE,

md.log_level=debug systemd.log_target=kmsg

systemd 2 HAENEEAAZREHX, FH dnesg EFIZEFX:

dmesg -T | less

13.3

systemd 5 System VI&RE, EUt, ZNHETLAERAHABR System Vinit HA, EZ,

3 SystemV EHFM

EVH - EAEE

REH System V init IAFNAREES systemd EES R : 7 init IARET su 2 sudo NEMAFS

I=E

RESSSHMARY, £ “SHEEL" HiR,

{£A su =X sudo EXAFR, REHPAM i, TR init IABRLIELERE, B, init ARS8

ARSs

140

=KL, BRERLLEE, BRITUTZR:

1. QIS init IXER, FRERBHR .service MRS XHHERIERF:

[Unit]
Description=DESCRIPTION
After=network.target

[Service]

User=USER

Type=forking @

PIDFile=PATH TO PID FILE@

ExecStart=PATH TO INIT SCRIPT start
ExecStop=PATH TO INIT SCRIPT stop
ExecStopPost=/usr/bin/rm -f PATH TO PID FILE@

[Install]
WantedBy=multi-user.target®

¥ UPPERCASE LETTERS B AMEFIEEEREHME,

O FIE — XS init HABETIPRRFN 7 £/,

System V F&& 4
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® multi-user.target E5IS# A graphical.target BtE&EH) init fiid, R RANE

5ISHABREERN AT ER, BHELAER graphical . target,

2. M systemctl start NATEF BISTIFER.

13.4 (£ YaST BIE Ak

BEARSEEHBAICAIEN YasT RS EEIERIIM, ZRRTIFHFEH. FIE. BERNEARS.

LB RIRS RS AR EREAB IR, ER5I YaST HRIR, Jik#F vasT» 24 > RS EIEER,

REEmEE
RNRZ H 47 (D
TS |~
R4 v BRA x3) ik .
amavis (&% i) E|=a7] Amavisd-new Virus Scanner interface
apparmor Sk 331 & LSB: AppArmor initialization
atd [S% 34 deiEED
auditd [Sk-311] El=nm7] Security Auditing Service
autofs [S% 34 El =)
autovt@ 2532 deiEED
autoyast-initscripts [SX: 5] Bl 70]
avahi-daemon (SN =] £7 Avahi mDNS/DNS-5D Stack
avahi-dnsconfd (&% i) E|= 7]
blk-availability (&% i) El=e)
bluetooth (SN0 X@ Bluetooth service
britty [S%:3:3 FEiiah
clamav-milter [S% 34 El i)
clamd &k E| 5] Clamav antivirus Deamon
console-getty O JFiER
cron [=9=0) o] Command Scheduler
cups [25 35 k&S
cups-browsed G234 qEESD
dbus-org.bluez [S9 =) E3h
RBai/EIE®) | | BA/RRE o4 (D)
HEAN FUA(©) #E(0)

13.1 IR EEER

BN R KB

BENRARASISENER, BANARZEIR FAERPERENBR. RERNBRRERTH (B

ERERER) M2 A7 (UGaSTRABNERR) .
EaNEfE LRSS

MRPERE—INRS. S0P EREHRR (JE51) & (&) EEET, BEERED/(E 108

tNIREIRTS,

AERIEASITHRERNSELLRSSERERT, EENRSERBNESSTRETIRE, BF

ZEANERARS.

141 £/ YaST B2 R

SLES 12 SP2



ERSEZRARS
MRPERE RS, EERNEREIMCEATREEM, BUEEER/ AR IERS,
BT ERSNRARS, FIRERSESISHERERMN (EEANEEA) . IRERNKFMHFIN
RiE, BEERRSEISMRETRE, EEEREBMEFL,

EERSHR
ZEEENMRBHRSHER, BMNIIRPERZRES, ARERTE AT, SBINEHS
systemctl -1 status <FAIARSS> @SEMBMEHTEEE.

0 E25: A TAINREF SN ENRRESMRE
BB TRIGETRERSRARTIEER, ERAGHERZY, ERREFEXLIET
BEFm ISR,

13.5 systemd HE X
LFLHAET systemd B7EXHI— LR,
O =& BRaENHES

—fR7E /etc/systemd/ Hi#iT systemd BENXIZE, Y)Z&E /usr/lib/systemd/ H#1T,
BN, EBHENIETE systemd FREHFAITRES,

13.5.1 BHEMXBRSXH

systemd BREZ XA TF /usr/lib/systemd/system #, NREBEENRSXE, BERITFISE:

1. BEERBIXHM /usr/lib/systemd/system EF1Z] /etc/systemd/system, EXHBF

BARE,

2. \RIBEEE(EIN /etc/systemd/system FHEIAK,

3. MERBBRMMEIR, BER systemd-delta %%, EALLBRFAIRINES THMREXHFNRE
X, BXRMET, i58E systemd-delta FMA,

/etc/systemd FERUTRIXHELSETF /usr/lib/systemd/system FRIFREXEF, FIIRRENIMNNX
=2 1aE,
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13.5.2 gl "“\HBAR" X

NRIERBER B XHFFRRINLITSIEERI—NERSY, FTLAMERATBN “BAR" X, EREAR
X, BEFREVBSETXEGERS, BT RETXGNEE,

BN, EBEMNMITF /usr/lib/systemd/system/ foobar.service H foobar BREMI—/ME, &
BAT RIS IR:

1. ﬁJE%% /etc/systemd/system/<¥ 5>, service.d/ BIBR.
.d BER., ZBFRuNGEASERBARHHEF RS BRI BT,

2. EiZEZERT, BIE whatevermodification.conf 34,
BRX AR BB B ERRENR—1T,

3. BERRFR XHHR, ERIFRRBXXENT R,

13.53 EIEBEXBR

System V init SUSE R4 EREMAEITRAI 4, UWMEATEERCIEE CHEITRAIEE, systemd RiFE
SIEEBHEMNBEXBIR. BIWEMRA graphical.target FMBBIRHLA,

1. BEEXH /usr/lib/systemd/system/graphical.target €#l%2 /etc/systemd/
system/<F I EIF>. target , HIRBEZEIFRZXGE,

2. E—SHERINEENMEREERHINE ( “BEHE" ) fKiftt, MREZREFEN (K
M” ) fkEtE, BEIEBER /etc/systemd/system/<HHIT>. target.wants,

3. WEMNEEMRS, BIEM /usr/lib/systemd/system §4% /etc/systemd/system/<Ff
Elfr>.target.wants MFSHEE,

4. gEBFBIRE, EMRE systemd BB LALFTBIRFTA,

systemctl daemon-reload

13.6 SAE

AR PNBTEERAEERNSRET, BXRXESHRD systemd X414, EEE Lennart Pottering #5
S S EIE SR systemd #HX R, MULHA http://Opointer.de/blog/projects 4,
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13.6.1

systemd ZHEHFIEIGN BR, K2BNIBHMEN —RAREPHEE, tmpfiles.d (fa%
BIEIGASIE ) B /etc/tmpfiles.d/*.conf, /run/tmpfiles.d/*.conf 1 /usr/lib/
tmpfiles.d/*.conf XHHiZENEEE, /etc/tmpfiles.d/*.conf PHREREEHMBEIMER
R XEEE ( /usr/lib/tmpfiles.d/*.conf BRERATHEEFEREXHNME) .

EERAANBNBE—1T, RITEARMFSHE. (FIE) BN, AEN HRMNBETEFER, BREUR
T, UWTRAMGEGHEEHE X11 8IS fF:

Type Path Mode UID GID Age Argument
r /tmp/.X[0-9]*-1ock

ZEFREY tmpfile AT 2 AR :

systemctl status systemd-tmpfiles-clean.timer
systemd-tmpfiles-clean.timer - Daily Cleanup of Temporary Directories
Loaded: loaded (/usr/lib/systemd/system/systemd-tmpfiles-clean.timer; static)
Active: active (waiting) since Tue 2014-09-09 15:30:36 CEST; 1 weeks 6 days ago
Docs: man:tmpfiles.d(5)
man:systemd-tmpfiles(8)

Sep 09 15:30:36 jupiter systemd[1]: Starting Daily Cleanup of Temporary Directories.
Sep 09 15:30:36 jupiter systemd[1]: Started Daily Cleanup of Temporary Directories.

BXRABIE XHFMES, 580 man 5 tmpfiles.d,

13.6.2 RFZHE

213687 “AEES" NBIFEBLAERSHWESTIE. BrIERMNESHEHREFRSH
&, BEETLABRIFIE systemd BANTERAE, BIFTEN “Aic” . f$A systemd-journalctl
BERERTENASTIE, NERHTIFE., BXIENNATIERNEMHEXETR, BEEE man
1 systemd-journalctl,

13.6.3 |RER

ZE]BAER isolate Far<¥F systemd MHRPRSHRFREERREHR, A EHBEEREEZAZS, L)
BEENIRIRSZNEEXBFINIEEER, BAETLERNEIREXFRE, RENAESSKIERTA,
S5 S EMMER, REBIMLFLL . snapshot FE
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IR

systemctl snapshot <my_snapshot>.snapshot

illER S

systemctl delete <my_snapshot>.snapshot

EBRE

systemctl show <my_snapshot>.snapshot

A ERER

systemctl isolate <my_snapshot>.snapshot

13.6.4 ZREFAZIRR

BILER systemd LA /etc/modules-load.d HFMERESH, TTUAES| SE BMRHNIZIER, %
XHERMZEER R module .conf FEEUTRE:

# load module module at boot time

module

IRENMRRTATRARLBERNEEXM, ZXHRHEEE /usr/lib/modules-load.d, R
FERIMRBWEEXH, BMEER /etc/modules-load.d RHIFMERENH,

BEXIFEMER, 52 M modules-load.d(5) FH.

13.6.5 RELARSS ZRIMITIRME

&R System Vinit Y, FEERIFRS ZAIMITIVIRESRAE /etc/init.d/before.local Hi§
TE. systemd REZIFIITRE, MREZBEBNRS ZRIPITRE, BRITUTER:

RENZIER
£ /etc/modules-load.d BFEAEIE—/ drop-in X4 (BX1Bi%, {520 man modules-
load.d )

Bl HER. BEER. ERAMEN
£ /etc/tmpfiles.d FBIE— drop-in X (BXiEi%, BSM man tmpfiles.d )
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HEES
EFTENERCIE—NRFRS X, FIa0 /etc/systemd/system/before.service:

[Unit]

Before=NAME OF THE SERVICE YOU WANT THIS SERVICE TO BE STARTED BEFORE
[Service]

Type=oneshot

RemainAfterExit=true

ExecStart=YOUR_COMMAND

# beware, executable is run directly, not through a shell, check the man pages
# systemd.service and systemd.unit for full syntax

[Install]

# target in which to start the service

WantedBy=multi-user.target

#WantedBy=graphical.target

BIEBIRS MG, MIZ{TBATF&< (M root B4) :

systemctl daemon-reload

systemctl enable before
BIXIERARS X MR, ERBEIGIT:

systemctl daemon-reload

13.6.6 AZIEHILH (cgroups)

TEfE4E System Vinit R4 L, #Zimzsﬁﬁ’]aﬂﬁﬁﬁim%%/l\lﬂﬂaJﬁ AEMERRRS. —LiRS (il
Apache ) 4R AREE=#E (I CGI 3 Java #i2 ) , XLHEAZ X SEMESHIE, XFESH
WIERTFIEBERE, EELTEME, S, HE%ﬂﬁc*%IET%‘Z%JJ: SEE D FIRS RS ITIRE,
systemd BIRFEMNRSZBMAEBCH cgroup F, BERTIXMEIE, cgroups B—TNAZINEE, RAIFRER
MHAREREMB THEBA D BELRMER, systemd IBIFBF A cgroup HIRRSBMHH RS cgroup, B
FAEFRGERRAR T “BA” ER cgroup, XRMH T —MITZEMMAN, BT RSBIRIFCIZRS
EMRIET BRI,

ZIHBTFEMNRSHABE#HRE, BEA®S systemd-cgls, ERGU TR (BHEE) :

#113.3 3| HBFE MRS HIFRBEZ

root # systemd-cgls --no-pager
-1 /usr/lib/systemd/systemd --switched-root --system --deserialize 20
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Fuser.slice
| Luser-1000.slice

| |—session—102.scope

| | 12426 gdm-session-worker [pam/gdm-password]
| | 15831 gdm-session-worker [pam/gdm-password]
| | 15839 gdm-session-worker [pam/gdm-password]
| | 15858 /usr/lib/gnome-terminal-server

Lsystem.slice
F-systemd-hostnamed.service
| 17616 /usr/lib/systemd/systemd-hostnamed
F-cron.service
| 1689 /usr/sbin/cron -n
F-ntpd.service
| L1328 /usr/sbin/ntpd -p /var/run/ntp/ntpd.pid -g -u ntp:ntp -c /etc/ntp.conf
Fpostfix.service
| - 1676 /usr/lib/postfix/master -w
| 1679 qmgr -1 -t fifo -u
| 115590 pickup -1 -t fifo -u
F-sshd.service
| Y1436 /usr/sbin/sshd -D

B* cgroups IEZEE, B8 M (System Analysis and Tuning Guide) , 5 9 & “Kernel Control

”
Groups™ .

13.6.7 LIEARS (RIEES)

WNEE 13.6.6 77 “WIZIEHILE (cgroups) ” HIETAR, 7E System Vinit R, HARZREEBIEEMHIEEIR
LHRRS. IERLILERSKEMEFHESHREE, BARLZLLENFERE—ERFHEERE.
systemd B MRSREEFEA cgroup PRSI ABREIR A — MRS E FidtiE, MmEXLE
HEPHNE—NRIZES, BOIEA systemctl kill ARSAEES, BXITAESMNIIR, 5
man 7 signals,

FARs% %1% SIGTERM
SIGTERM B&ZMENAES,
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systemctl kill <my_service>

FARSS &ix SIGNAL
B -s EIEENIZKRENES,

systemctl kill -s SIGNAL <my_service>

IR
RMIMERT, kill s<REIETE cgroup B FRE #HIERIXES, BTN RETERSE N
control & main ##2, E—MEBFIATFETRiX SIGHUP EHIRSZEMRAEELENITRL:

systemctl kill -s SIGHUP --kill-who=main <my_service>

13.6.8 AR

EIAEAT, systemd BV ASKIFHN, NRBS BTN, WASFEEE ML, MRKRSBNL
W, NaBREEMNERAS, RT, systemctl status Rt TIFIXRSHBEHFNIRIENIERZ,
systemd fii T E2MBEZIERNE ( “BE” ) RIERZHNE, XFiHE—HERBRSAESRKSR
B, status MLMIEARSE tail AW, AIURATRENBAERASTAR, B— 1 INEEEXMA
5=

ERREBMNEBAZ
LIRS Bk MEY, EH systemctl status <FHAVMRS> IRBIFMMVEIRTE:

root # systemctl start apache2
Job failed. See system journal and 'systemctl status' for details.

root # systemctl status apache2
Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled)
Active: failed (Result: exit-code) since Mon, 04 Jun 2012 16:52:26 +0200;
29s ago
Process: 3088 ExecStart=/usr/sbin/start_apache2 -D SYSTEMD -k start
(code=exited, status=1/FAILURE)

CGroup: name=systemd:/system/apache2.service

Jun 04 16:52:26 g144 start_apache2[3088]: httpd2-prefork: Syntax error on line
205 of /etc/apache2/httpd.conf: Syntax error on li...alHost>
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ERERE n SRSNE
StatUS ?ﬁ%ﬂ"]%\kiA?i?‘szEETHER&HjE’JH_F 10 _J_ﬂ:l:/u\o yu/uiﬁiﬁagzt_u_/ E’J.L:HNL‘\IIQE y .\LE{E

H --lines=n S:

systemctl status ntp
systemctl --lines=20 status ntp

IABHINAR T B RARS A
ERTRSNEH “KAR" , EEA --follow &EI, MR5 tail -f AN

systemctl --follow status ntp

GibStefut i Fa
--output=iZzl SHENLIGEXRZNA2WEERR, RESNTHARKRNEE:

short
KA., EREATRE, UKAFEEENNE,

verbose

FTBEFERAYSTEEHIt,

cat

fEEmL, NEfE,

Bx systemd WEZER, BEEETIBRNEIR

il
http://www.freedesktop.org/wiki/Software/systemd <

systemd for Administrators ( H@EIE 5 systemd )
fE&: Lennart Pottering, —fiI systemd {EZ, ST —RINIEE (EXEMNK 2013 F ), &1l

B]1E http://0Opointer.de/blog/projects 2 % Zl,
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14 journalctl: &if systemd Hig

systemd 7EEXfX SUSE Linux Enterprise 12 FREY(ESE init BIAR (S0 13 & “systemd 772

F" ), SINTESHNHAHICWBFTERER. ATRERASHEIEEARBIEH, A, AFPRE
FEEITET syslog HIBRSS

HiEAB R systemd BEMNRSFKRS, €87 systemd-journald.service, EELRIBEBMRZ. B
Fi#iE, MERMANRFRSHERRIINATCREREFEMENRSIRIC, BELARKREMET
HEIEREIE, systemd-journald BREBEINETEBERS.

# systemctl status systemd-journald
systemd-journald.service - Journal Service
Loaded: loaded (/usr/lib/systemd/system/systemd-journald.service; static)
Active: active (running) since Mon 2014-05-26 08:36:59 EDT; 3 days ago
Docs: man:systemd-journald.service(8)
man: journald.conf(5)
Main PID: 413 (systemd-journal)
Status: "Processing requests..."
CGroup: /system.slice/systemd-journald.service
L-413 /usr/lib/systemd/systemd-journald

14.1 B HIBIZRFKA

FIAERAT, BigE /run/log/journal/ HEFHEEIE. BT /run/ BEREBSEAME, AL,
EES | SENESELAETHE, BEXAREEELRIE, /var/log/journal/ BRWMWAEFEBEEBERN
FrEtXFNBRE, FLt, systemd-journald BRBEFIEEFPEFHEIE, systemd BhECIRIZBER, W
RIEMITUTRIE, ERBSIREIKABEFICE:

1. Bk root BFTH /etc/systemd/journald.conf #{T4R4E.

# vi /etc/systemd/journald.conf
2. 888 Storage= MITEUEER, HIBEENN

[...]

[Journal]

Storage=persistent
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#Compress=yes

[...]

3. RFZXH, AREBDN systemd-journald:

systemctl restart systemd-journald

14.2 journalctl MBEBRHF*x

AN

MAT — LR FRIEE journalctl EKINMTAMERBAED, journalctl FHHT man 1

journalctl FNRNBTHREFX,

@ TR BRETRITXHERINE

151

EERERETHIITIXERXNAERICIE, BEERITHRITXEHRTERE:

journalctl /usr/lib/systemd/systemd

NERFEMNBICNR, B, EEHNESTIVRINEBicH 272X LN,

JIENBFHMLZBAICKE, UWEETNTSEMPEREHIIL,

REFFIEHICHE, LERHMNSIERRIE,

NETRAZALE, XEXNTFERILE  TRANSPORT=kernel (&M% 14337 “iRIE=ZRELT
-4 I

NERIEE systemd BtHIR, XERTFFELILA _SYSTEMD_UNIT=UNIT (&R
$£14337 “BIBFERLE” ).

# journalctl -u apache2
[...]
Jun 03 10:07:11 pinkiepie systemd[1]: Starting The Apache Webserver...
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Jun 03 10:07:12 pinkiepie systemd[1]: Started The Apache Webserver.

14.3 FiJEHicHEE

MERESEMAXIAA journalctl, ERERHIENEINAS, KRIBNMIERIIE, EIEFEN
FRFFERTL IR,

14.3.1 =511 E

journalctl FIBMRIERERNARASISTIRNE, EIHFABEATASIE, BiE1T

# journalctl --list-boots

-1 097ed2cd99124a2391d2cffab1b566f0 Mon 2014-05-26 08:36:56 EDT—Fri 2014-05-30
05:33:44 EDT
0 156019a44a774a0bb0148a92df4af81b Fri 2014-05-30 05:34:09 EDT-Fri 2014-05-30
06:15:01 EDT

—HFL5|SmE: 0 RRIHFIZIS, -1 RREI—15I8, -2 RREMNFE-AEIS, UL, 5
—HBZ5|% 1D, HiGRNESISHIRGIET R,
BRHRIZISHRMBERE:

# journalctl -b
MRFEEERERI—5ISMAICIE, B— MBS, TEHNRAFEHAT—3ISHRR:
# journalctl -b -1

—M7EERRESIS ID JH5ISRE. ESRUMILER, §fEA _BOOTID FER:

# journalctl _BOOT_ID=156019a44a774a0bb0148a92df4af81b

14.3.2 1E1ERT 8] (8] PRI

RelEIE e E FHIA B EAR/sREER HEASKIEIE journalctl AY%itH, HEAFSERISRAZEM
F “2014-06-30 9:17:16" H9F8=, INRZBIEASEIERSY, MAKBIZHFR, WRERD, WER
& “00" . WIREEEERS, WARIRAEH, SHAIURRARFRTE, MEEEXRE
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F “yesterday” . “today” 3 “tomorrow” , NHIRTFEHHAI—K. HAHEBHHE—RHNFR, MNER
BE “now” , MIRRHFIAGE, METCAIEERL - 3k + AETRAEXETIE], 5 BIFRR S FIAY 8] Z ATsE
ZIER S TE R E],

NETMAIMAEFIREMIINE, FRHEEREH:

# journalctl --since "now" -f

ETRMEXRFEE 3:20AM HIFFBEHE:

# journalctl --since "today" --until "3:20"

14.3.3 RIBFERIIE

BRI ENFERITIRH I H, ZLARRFERIEE) FIELD_NAME=MATCHED_VALUE , #5140
_SYSTEMD_UNIT=httpd.service, ZaJUEENEBPEESNMLEFMYE, UH—TTREHRAS,
BEXRINFERMTIER, BS0 man 7 systemd.journal-fields,

ERFEHIE ID £RMAVTE:

# journalctl _PID=1039

ERETHEAF IDWHE:

# journalctl _UID=1000

ERRENBFEIRIAE (5 dnesg HEMLERIER) :
# journalctl _TRANSPORT=kernel

BRRERSIER HE R HATE

# journalctl _TRANSPORT=stdout
NEBRIEERSEMITE:

# journalctl _SYSTEMD_UNIT=avahi-daemon.service

MREBETRNMAENFER, WRERENSHENRAXLEIN:

# journalctl _SYSTEMD_UNIT=avahi-daemon.service _PID=1488
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MRANLERGSI B THRNFE, WERSHENMRAXPEE—LERMREI:
# journalctl _SYSTEMD_UNIT=avahi-daemon.service _SYSTEMD_UNIT=dbus.service

BEIAER “+" DR ANARARNAESH—MERE “OR” . UTRANFERKE#HE ID J9 1480 Y
Avahi IRS3#FERIFTBEMZR, BAKRE D-Bus IREZHIFABIRE:

# journalctl _SYSTEMD_UNIT=avahi-daemon.service _PID=1480 +
_SYSTEMD_UNIT=dbus.service

A ,— )
14.4 A& systemd Hix
KRN B—NERMRG, BRANEIXEHESHE apache2 BfHAiE] systemd RERIHIR,

1. 2iX/35h apache2 BRS:

# systemctl start apache2

Job for apache2.service failed. See 'systemctl status apache2' and 'journalctl

-xn' for details.

2. BANREBBZRSHIRSIA:

# systemctl status apache2
apache2.service - The Apache Webserver
Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled)
Active: failed (Result: exit-code) since Tue 2014-06-03 11:08:13 CEST; 7min
ago
Process: 11026 ExecStop=/usr/sbin/start_apache2 -D SYSTEMD -DFOREGROUND \
-k graceful-stop (code=exited, status=1/FAILURE)

SEHIRAERR ID J9 11026,

3. B RE#HFZID 11026 HHXMiEHINE :

# journalctl -o verbose _PID=11026

foool

MESSAGE=AH00526: Syntax error on line 6 of /etc/apache2/default-server.conf:
Looal

MESSAGE=Invalid command 'DocumenttRoot', perhaps misspelled or defined by a
module
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4. {88 /etc/apache2/default-server.conf REHEEIR, Bl apache2 fRS, ARIIEHR
RA:

# systemctl start apache2 && systemctl status apache2
apache2.service - The Apache Webserver
Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled)
Active: active (running) since Tue 2014-06-03 11:26:24 CEST; 4ms ago
Process: 11026 ExecStop=/usr/sbin/start_apache2 -D SYSTEMD -DFOREGROUND
-k graceful-stop (code=exited, status=1/FAILURE)
Main PID: 11263 (httpd2-prefork)
Status: "Processing requests..."
CGroup: /system.slice/apache2.service

11263 /usr/sbin/httpd2-prefork -f /etc/apache2/httpd.conf -D
11280 /usr/sbin/httpd2-prefork -f /etc/apache2/httpd.conf -D
11281 /usr/sbin/httpd2-prefork -f /etc/apache2/httpd.conf -D
11282 /usr/sbin/httpd2-prefork -f /etc/apache2/httpd.conf -D
11283 /usr/sbin/httpd2-prefork -f /etc/apache2/httpd.conf -D
L-11285 /usr/sbin/httpd2-prefork -f /etc/apache2/httpd.conf -D

L T e T e T e T e T |
—_

14.5 Journald B2 &

BITf8 /etc/systemd/journald.conf ®[iH% systemd-journald BREZH1TH, ZTHRINEBTEAR
ROEINIRE., BXRTEMXMGEA, BS0 man 5 journald.conf, I8, EFEENREN, FE
AU THSERNBIL

# systemctl restart systemd-journald

14.5.1 EBERHIEK/NBRSI

MBI RICASTHIBREFZXKAME (BRE 1417 “BHICIEAXKA ), IERIBRESSS
F /var/log/journal FAEXERFKZEM 10%, FIg0, AR /var/log/journal fiiF—

4~ 30GB /var XA, MACRS 245 3 GB METE, EERULRE, EEH (FEUHEE
#£) SystemMaxUse JEIN:

SystemMaxUse=50M
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14.5.2 ¥ Hic%%E /dev/ttyX

TETBF AR R B LIRIRE, UEAEEENLIRES (F11 /dev/tty12 ) ETRBEXNAAZNE, &
AT journald 3EINE L H

ForwardToConsole=yes
TTYPath=/dev/tty12

14.5.3 ¥4 H12¥ %% Syslog TH

Journald 5{&4i#9 syslog SEhE (590 rsyslog ) AERE., BRERFBRUATEE:

* B%¥K rsyslog,

# rpm -q rsyslog
rsyslog-7.4.8-2.16.x86_64

* BJ2H rsyslog BRS.

# systemctl is-enabled rsyslog

enabled

° B /etc/systemd/journald.conf B %Z syslog 8 &,

ForwardToSyslog=yes

14.6 {£M YaST iZjE systemd Hic

13 systemd HiZA0RIETTE (EBALIE journalctl 5% ) RER YaST HiZAER, A sudo zypper

AN

in yast2-journal LTXRIZIERfG, ETE YaST FiEFEZ 4 > Systemd HiCEINZIRIR, HA]UAEGRLIT
A sudo yast2 journal RENZIER,
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Hicm

EREELTF AN cron
- M TH24H 12:54:11 B TH25H 12:54:11
- BA B a% A

i 18] I HE
7H25H 12:38:50 systemd[1] Starting Update cron periods from /etc/sysconfig/btrfsmaintenance...

7H25H 12:38:50 systemd[1] Started Update cron periods from /etc/sysconfig/btrfsmaintenance.
7H25H 12:39:11 cron[2235] (CRON) INFO (RANDOM_DELAY will be scaled with factor 39% if used.)
7H25H 12:39:11 cron[2235] (CRON) INFO (running with inotify support)

7H25H 12:45:01 cron[3469] pam_unix(crond:session): session opened for user root by (uid=0)
7H25H 12:45:39 cron[3469] pam_unix(crond:session): session closed for user root

14.1 YAST SYSTEMD Hig

BRRGAERPERAS, EAMMMEREIUNERBABHEFFIM, XEMUTER grep. Ei%A
HAROAYE), I, XHEHAFBLTRIN, BREENLIERSE, AERERNAIED,
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15 EZRBEXPMEIR

Linux Rt &Rk i & X ME LM P AR RVBAN TREFINEE, sTLAE YaST B EEAMLE R H#ITRIMLES
i), tWE]UAFNFHITRE., EAESR, (REAEMYHIFIAE R MWKZECE X4,

Linux FIEAfth Unix IRIERZIIER TCP/IP thil, ZMDINAREANMENIY, MEBRESMHIRZH—RIIN
&Y, TCP/IP RGN FEYE T MY RSN E B TER S TTEN 2 EET TCP/IP RRIgEIE. H
TCP/IP EHEMA R EAIRL T RIKMLE, BHFE “EIFM”

RFC #8/E#%15K (Request for Comments), RFC HH—YE3ZA54HRY, FASRIEIR SHEFM D INFIIRIER G R
HYAEFSEMIETE, RFC HEARERMENZERIMMIN,. BX RFCHESER, SN http/

www.ietf.org/rfc.html 2,
TCP/IP RGN AP AYE F Y

TCP
RIFERIDIN: AEERNTEDY. Z2EEANREETHENAREFFAIRERRE, AEHE
TER AL MENIIIEN. BIRRIABIREN LRIEN R AR i RARY) &KX BRI BRI
N, TCP MEEGHMIREPRERTEMBEERNLEERI. RBLRABIEFIIMIIHE TCP,

UDP
APEERDN: TEE. TE2HMY. EEENBEUNAREFEMNBIESNEIRE, TE
RIEEIE A ERRRIIRFRAR LTS, thaJgeRARIE. UDP ERTHEICRNNARERF. ENEFE
RfiE]EE TCP FH%E,

ICMP
AFMIEEIER Y : XSLR EAR—MHBRELAFPIRY, M — MIFHRIZEIni, BXE
HEERRE, TeIUEHSSE TCP/IP FUBEEMNTTENMIT R, LI, BFRH— ISR E NS
X, ATBLEE ping BFEFZH .

IGMP
EASMEEEN : HEMNIESISCHE [P 2 B8 B a0 BT A,

gnE 15,1 “TCP/IP WUEILERIREL" AR, BIERRERBNERRHT, SERHNMEERED IP (F
MDY ) BARERIEZE, IPHLER TCP (FXEHIDHN) , EEBRR-ERENREEERSE
M, IP EHEEEEHEXIN (FINKR ) R4,
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TCP/IP =8 OS| =&Y

& 15.1 TCP/IP Myt ERIEE

ZEAE-EESMEHR T BRI, BRAERBHZEEHF. RKREESEOES. REEN/LFHME
BHNTEMRL. S—EHEECHERINE, 8- ENRANESRESERERBRP, BIREEENY
BERTANYIENS (FBAKRK ) .
IVFRTEREAIMEEEERIREENEM LR EFR, EEENBRIEWRERCHR (—REFEREMER
&) . TCP/IP Bl KLYy 64 KB, BLBEE/IGS, ENRTAEREIMEEAHIIMRG], UAN LHHEER
K€ 55 1500 NFT, B UAKMEEEIER, TCP/IP BRIRNREEBTXRE. MREXESHIE,
BERARFERZESHRIEER.

HEEFMEEEINEE, YIAEREETREFEEEAXMMMNES. ILEERFRFEREEIRLH,
B—EEHAES MBI KM — IMRFR AR KHBUE, E 152 “TCP/IP LLAME" HERT —MNME
T AKM BB 4G (EX/) TCP/IP BUIRELRAI, REMAUTENREMARIL, ZHFEETMEESLIE,
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IP Rk TCP 33k ; - .
(20 F%5) (20 =%5) ERHHE (&K 1460 F15)

15.2 TCP/IP AKX &

SN RAREFETMELEHIEN, RIESFHENER, BFRFEEEEE Linux RZPSHE ( REYIERE

BRON) . B EBRRESTFRE, UWEGEDERT B, REERENRAZHE, BUREHERNZE @

ITEMIRE, ERIFARIE, 28— EPHENEHBIBEFRER D IR:. &RE, ERERRERE

At B LM RAREFER, BdxfAs, 8—ER5ELE—BERT—E&Ef. W FRARERKE, £

CHIE BT 100 Mbit/s ( JEAL/FD ) B9 FDDI MLE (&% E R i®BIT 56 Kbit/s ( FA1/F ) FIiAGIRR AR L&
%, SEAEX, @, RERECMENER, EEXMHRIENBIBEAELTXEE,

15.1 1P #butFNEE S

BTRICIRNPRTF IPv4 L8, BX IPv6 tHiX (IPv4 FIEEINY) BIER, EERE 1527 “IPv6 — T
—REEREN"

15.1.1 1P tibit

EHW RS ETENEE —ME—f 32 fitthhl, X324 (K4 FT) HHLERRA 151 RS 1P
Hutt” BB ZITAREIR B,

5 15.1 475 IP bk

IP Address (binary): 11000000 10101000 00000000 00010100
IP Address (decimal): 192. 168. 0. 20

FET#EAIEAF, OFT[UT#HHIRES, HEGRSR, P iHREREEVHMEEZOD, SHEEIK
REeER—K, XFEMUWBELHS, EXLEFINESTFIXILX,

IP Wt RIS RN KRR G, EE 20 42 00 X, P HUHIABERINE, BR, BRAZIELAE
MR, BLRELE, MEBXAFERLESIE - (CIDR, FTHEAUHEEEHE ) .
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15.1.2 ML E

WEEIRATEX FRNMISEE, NRBATNETFE—FRS, SOTERAEHE, NREMTF
FRFRS, WESATHBLFROFAEEANMEI LA EETHE, BREHA P R EGTH
—AFRFR, ABHIEFH M SMGHERHT “AND” 1B, MBLRIER, WA P HiER—A
AMLED, MRERRE, WREBTMEERHIIRE P TR0,
ETRRGRBIATIE, TEEG 152 5 [P ik iHEEMEan’ , MEHnE 32 i1, THE P
WAESVBFME, WFAEH 1 06, HENHE P i PeRR AR BT RS, MFREHEN
0 B, FZHBFEMA, XEREEN 1 WS, FRRL), BHMEERLREESNESN
1 fu4ARL, FTCABETE MBI RIE, 720 152 "I IP HhALSEEEI WA B, B
—A 24 AIMME ] S/E 192.168.0.0/24,

{5 15.2 45 IP it $5 12 P L& 1805

IP address (192.168.0.20): 11000000 10101000 00000000 00010100
Netmask (255.255.255.0): 11111111 11111111 11111111 00000000

Result of the link: 11000000 10101000 00000000 00000000
In the decimal system: 192. 168. 0. 0

IP address (213.95.15.200): 11010101 10111111 00001111 11001000
Netmask (255.255.255.0): 11111111 11111111 11111111 00000000

Result of the link: 11010101 10111111 00001111 00000000
In the decimal system: 213. 95. 15. 0

BEMIF: BEE—AKMEGRENMBTEVEEEHUTRER —FMNE, sTEZbR, BMERRN
TR R T M, XEENIIAR] AE e,

EM X 20 BIrMEECHIRT, 7 EeinalAthF Mo EREY IP thit, BEREAT, RBE—TMXLEEREIH)
ERRE. A, WAIEEATRNFMEES MK,

IRECETMX, FRAERINER IP B RXZIENMIMNRK, WRXMEEREHMMERNARERZE (AE
MEIEN ) BERZABREN BT ZE TTL (T7/ERE) ,

FIE ik

At gttt
IXEMEHBIBFIZMERAER A, 07 15.2 "5 P bt aEFE R M 4EHERS " HRY Result (45
) Fim. MR ARG IEFIEN,
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&ttt
XETARERE R VAR FRRIRTEEN,. " . BEMLtHLE, FEIFMKIEIDREE D 3
U, FERZ4E OR HHEEIEAMEMIE, FIE, A ERAIZER 192.168.0.255, iUt TTiAIEIR
BIEMEMN,

AithEN
ot 127.0.0.1 IBIRALEBE IV “EEIRE" . “JCAMFERILLE A &RiBT IPv4 E X TR
127.0.0.0/8 EIEMLEHET B HIEE ST ENIRE —MERE., T IPve, RTEFEE—1E
Stk (::1),

BT IP it A 2 IKCCREINME —, SR EEMyLIEFEut, HBE= Mg A TEIET IP NERAMN
&, XA S RSN ERE Mt bR ALEE, ERAENIAEELEEMEE, XLitigE
RFC 1597 38T, #HEIITER: 15.1 “HF IP Hits” o,

R 15.1 TH IP tthiitig

88/ P £% 1885 2]

10.0.0.0/255.0.0.0 10.X.X.X
172.16.0.0/255.240.0.0 172.16.x.x = 172.31.X.X
192.168.0.0/255.255.0.0 192.168.x.x

15.2 IPv6 — N —{CHIEI4FM

0 EZE: IBM z Systems: IPv6 2%
IBM z Systems BE{4#9 CTC #0 IUCV M4REZE AR HF IPV6,

BT WWW (F4N ) fER, SETAFPERESHTENFRED TCP/IP Bifl, XEREMNE T
KZHLRE, BM 1990 &7E CERN (http://public.web.cern.ch #) {EEREY Tim Berners-Lee €17
WWW, ERFNENBEENMNLTERIEE L{ZE,

W EFmA, IPv4 it RE 32 i, MBEBEARL IP it EL, ENEMBEREMNREMEEFER. F
WA E] ARVt S B R ERIFE TR 2, #FIKIE, ENFMNETUE 2 4, 6 A5k 14 ANe]Atth, MRE
1% 128 EENERBIEEN, BRFMERM 256 4 IP thit, Eqﬂ,\ﬁ 254 ARI A, ERERAIP it
EEMIZTMASHEMER: [ EIIEMMEHL,
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FES IR IPVv4 1T, DHCP B NAT ( M4gitiitieii ) RANRE & LI USRIV EBBYG], XLEFTE

5RRSIRE AU =R A= ERMERSS, SERBEBERINN; Ef8RIEETMIE
BB, MBWMET4FRRE, Z4E IPv4 MEPIREX, BFESTHUIN, WENESHIP it
ut, FRHEE, MXtbit, TEERRREBMARS R[N, RAEXLENE2LFEN, MATENEMER
S ELXLEIN,

MAIPv6, URIERINEAMWEETFTM HiTE, UTETHE—LSHEIRT IPv6 HRIVHMMS, MUK
SNMAT AN B ISGEL R BT IX

15.2.1 &

DR AHEZRN thigh BZ R OAE T X AT AUt =B A9IRAHT &, [Pve Hilikh 128 i{EMARE
410 32 {ELARL, EIRMHAY IP B 21X 10 B9 15 XANETE.

AiF, IPve SURIMABNMURFRKE, EAREMBLAETEN, IMEMTIUNEEESHERRLAN
REFMBEMBMERER. BXRIEFMAER, BEM 5 15227 "k ZEARLEH"
TEIE T HIMXEEMLR:

Bk E
IPv6 (EMLERI U35 “BIERENA" , XEKRELSEMAFIRENTENLRNEZAERE (K
) MEH, FENTUEREBMNRENS, KB ANELD (ND) BN M ST EE B 23R 1t
MESFRFRIIBCHML, XMAEREREERSS, HELREIFATHEMIMPRAESEE,
X2 IPv4 iRt (IPv4 REZE(ER DHCP fREEREh D ECHdL ) .
i, NREEAB[BEIEHRDIEN, NEEHBNLEFINEHNERBSE, SHMEPIENMELRNN
f%ZE, BXESEE, BS N RFC 2462 # radvd.conf(5) FMBILAK RFC 3315,

2
MAIPv6, A—IMEEORNEIRS MUt AHrTEE. X(EFA S EiLE 2 MMLE, B
AREFH A RUNERERRS : BEFTFILIEN, #AMEKEEFNSENEREINR
5, EtTieEEEMAL, EMASIURAE—SHREAZE, MESHEAIUGERR—#LITE
iﬁn

T\
EIPvA R, MBLEE—TMININEE, IPve NIAF IPsec fFREZDINEEZ —, RITRABIL SR
BEEW, BRRERN CINRE G,
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aERAMH
PR b, BEBBAMNEEM—TFM IPv4 ik IPve 2AFTRER, ELL, XM BEEER
BN ERT, TREBHEFT —IMNRLER, X—[REZEXEE, EXYUX—8, —HEAFMMLNERES
(IPv4 e ARR FARRHR 0 IPV6 Mt ) , B—FAEEEFERAZ/MEE, BSNE 15237 “IPv4
51pv6 77" , LbIh, RARTLMKRERNE [P RABNZHEMHIIY, XBERERATEAMTLSD
FRROPLE AL, AT G 3X M AR A5 RO MY AR B 220,

BT SR8 BB E XARSS
fEIPv4 1, BLEARS (40 SMB) FEEEARMMERRIMBEEN BHIIEE, IPve NRA—MER
BIRNA, B ZE EXHRS[/NENIU, AXMEAEF—HINETENIL (XFETF
B EMMAAEENIU, BARTELEE ENEaENENTL) . BWLEENIFI—HERT
WeTREEEUR T EARNN AR, PIfERA—LEHE XMERTUE, FIINBERMARSSRZIU (FiE
BIRS RS EE) , I BRERIU (TEEHEESE EH),

15.2.2 iyt SR RIFNLERN

W LEFTR, BRI IPIMYERNEEAERMRE: IPitASEER, EEME. HIPEEIEERNES
LIFHRBEZXFIRME, [Pve EidFiHibtz=8)3 B2 128 (IfRR T H—Nodl, @EI5|IASRKithteEr,
FEH M S ECRATZ EEIN6E (FS MUIEIRER —MRE, KM S NMERTL
i8] ), BZAEIE BRI,

{EF IPv6 Y, THE=FhERRIBIE+ B

SRR
XL R 5 — MWL RO XER, RAXEMUNEREEE—NEIR, Eit, ARSI Eitits]
DAY LG IX R A1 4% SR E 45 0 _ERY R AN ERL

BB
XU E —AMEEOMEX, RAXEMUNBREEZIET ZAMMBERR. S Al FE
HEEMERSER, BTUEFNAASRENENEER.

=V
&5 —AROMR, RAXEMUMSFREEMBHEDNOERN, FHLRATERENTR
REFERMRR, EFE BEIHETENERENEXIEAREREEERSHRSE, B—XEMAA
BRSREEBRENER Eitit, EEKRERSH, EVSWRRBMURENRIBICHRS S
poE, MRETFEMRELRSBLEZEE, DINGENERESHZ—LERSE, KILLEHE,
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IPve6 Hutit 53 0/\4H, BANMHT, KR+, RATAEBIRRE ENZEAES () 5K, =B
BFRRATRRIEFTFT, ERERREPHRARNT, Z—PHUER: EENFTFHEBILND, WaT
MEEIVESHEN. AT, SMRARFE—DXHEN @, FERTEIMEERTE, HHAN=1T
LERRE—Hokk, 1153 “RAIPv6 HhE”

5 15.3 ;=451 IPV6 it

fe80 : 0000 : 0000 : 0000 : 0000 : 10 : 1000 : 1a4
fe80 : 0 : 0 : 0 : 0 : 10 : 1000 : 124
fe80 : : 10 : 1000 : 1a4

IPv6 st R BN ER G FRRARIINEE, RIEMF AR EIS, ATIEEMUEE, REERs 2 UtRIMLE
5y, BEIUARA, thitMERMMENIED. 72 IPve i, MLEHEEEE T RENRATS 5]

BIIKERTENM, 01154 “IETEIEKER IPv6 thil” avbita S BREE, Bl: B 64 fiRgis
HRIMLEERSY, @ 64 (MR URIENERS. MEZ, 64 RTMEHMIBHIZERN 64 N 1 ifEMMR, 5
IPv4 —¥¥, 1P i3t fEFE AND EEMEHEIEE, UMREENMTFE—FMPEREMMNER,

5 15.4 5 E RIS ERY IPV6 Hthdk

fe80::10:1000:1a4/64

1Pv6 B] BAIRBITLAFTIE X BIRIERSE R, =it IPv6 RIZIARFIL T H AR —&R57,
¥ IPV6 FHiILR

00

IPv4 HihEF] IPve £/ IPv4 sRENE, XEA TS IPv4 REG5HRE. BEAXEML, HAFTEKE
BRI ER1F IPve 135N IPv4 B, BE TRt (WA T OIS ) hRALEEIS,

2 B 3 fFAS—IEF
ARELFRE St £ IPv4 BIER, RILAMEEEMEOEMBEFNN—25, Brl, B
CATRHhfEZSE): 2001:: /16 (AF=FEEHNEZE) ) F0 2002::/16 (6to4 Hutz=E] ) ,

fe80::/10
BERR At ANERBTE XM, MR EEMNE—FMAAE),

fec0::/10
b At t, BJUARREH X FhitiE, (ERERECNIFEMNERMMNE N, Kk, XLEIEEHT
LRI T AMEHEZSE (90 10.x.x.x ) B IPv6 Hudk,

XUEER S e B,
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BRI At = NEARER S ER :

NHEIBIGH
F—85 (WS LRRIEZ— ) BTEIARERMIERRIEE. EFESRHENMNUIEKAS
SRR ER.

IRt AN
F_HNESERESERINFMIEAGER.

#EOIDD
BZIMHARRBEAGEBINED, HPAFER MAC, BT MAC B4 BHIEIIREDIHSIK
E—MEEMRRT, BELREE TR, XL, 564 MhltfIHFEMAL EUI-64 £k,
[ 48 il A MAC F1ZEY, ERH 24 BB XLHELRINSHKES, XHIEFTLE EUI-64 <h8
1BIRGEE MAC V3O, WMET PPP #9EO,

EXNEMEMZ £, IPve RX D AMAERIRER Eitht:

L (RIER)
FEERALEON (ESETE T AR ) , X5 eTAEEN AR,

201 (EE])
@] BR iR Z ROttt

IPv4 A HE
IPV6 Hitik IPv4 HiBEF] 96 NTAIARMEISIGR, XLARB LU ATREER LR (B2
ME 15235 “IPva 51pv6 372" ), DME IPvA 7 IPv6 EHLSTEL IPvA FRIBFRIBMERIEL M EH
Eifl,
BRETEI IPv6 B IPV4 ittt
XA IPV6 RINIETEE LE IPv4 ik,

Attt
B AT A ER :

HERE A
XSt REEE A F I PER. NEERRLLERI UK B iRttt it 39 8% i B F 4 M E it 7
W, XL ZAFFREVAISE (fe80: :/10) MM KAYEEO ID, REEHD ATFT, XEHHE
EEMEEIETER, BT5E—FRPEMENET,

IR A
AR A R R BRI Hith 7, (ERNEERMEIE FEAREYMN — NEEsAR
BEMMLE, XEMUBFAIMN, HETF IPv4 EXNEAMIETE, ERES5FRNFI48
(fec0::/10). ¥ ID, LIBEFM ID B9 16 (iFER, ERIALIEATFT,
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fEJ IPv6 SIHBIEHINGE, BMNMBEOERAILARISS A IP ik, XATIEEMIMSBTET: ATRlET
E—EOBRZSANNE, ER—NMNER]UA MACHIEAIZAITEEMEER, IHFLEA IPve (EA
AL ) /5, BNRISEAMMERRBEEN., ATEBERT MAC, FTAREM IP HilERR£IK
ME—8), it RBERE W ISR A IO EMMER D 4 2RI B E S, XEVATENS/NSITAE
B SEPR LR,
BEFHNEARMLEINR, ENELFER ML, Hfz— - Aibinit, MIESEO ID MAES
ZENEERERAMEORRNT (ARBNIRIR) . St 255, FI—RAE, AEE
RFFNBNENBI LRI MEERZEN, TECRERMMETRAMIEFAIMEPIRE, X—RiGHE
IPv6 SIERIEFINGE, WMANREENLEEMLELI, FRAHNZ 5, BINEVILRE - S P EI
pttitt, XL E TR ENERFRIRIIMEILE, XEOFR o ie i tt, AL E —MINEE, FICATE
EHEREIME LR B RIZABZENMAEE, £ IPv6 INER, XMESMAMCIERTER, ZKE]
MEWERIXZ AR REE, FETREHRTER, H—HH, RKEFERMUIRLE T EiEE
REBEINEN, MARHEITEMSFRIVZEIAE,

15.2.3 IPv4 5 IPv6 #7F

¥ 5 RSMARERFTE N IPv4 T3 IPve B— MR SRR, XEMIMUGSERK—ER BAH
7. BT ARRIHEXEAIHY, FIAER—Z4% LR FHXEMIYL, BiXNASERRASLTS
IPv6 BYZEHINMATS IPv4 ENER, AR BT HEIME (E2ETF IPv4) 4 IPve BRIEIA, SIF
RURE R R B R MR ELIRINRERIFRE U (BN 5 15.2.2 7 “HHEAFNEMS" ),

IPve EHB LA F (23K ) IPv4 W4, EFNEERERT: IPve B33 5 IPv4 B, DAfETE IPv4 L&
Bo, XMEFA IPv4 ENEEFLEREH AN E, EXUSXMINEE, SWMNE S IPve Bintit (SKAEN
RIRISR ) , UARBEERZWIRIZIEENM IPv4 ik, RIBENEERENIY, TUFINEEERNRKE,
XHFFERR SN IE,

B2, BHSRENEEMNEFFETTOB, FEENAEBAEE. ALt, IPv6 BT =MREMNS
BEFE:

6overd
IPv6 B BTN R A IPvA B, FHBIE IS I’ B IPvA B KIX, XMTGERES IPv6 15BN
& (AN WA—PEXRIBEM (LAN), XH#EI]BoIME [Pv4 RBRERIE IR, AT, X#7A
ENEY RS, MEARSHET, AR IP SR BEREN LERE R, B, ERHER
ARNERATZFHZ B BN R B MEZSNAMMLE, RFC 2529 XXM IEFH THE,

6to4
FFIXFTFiE, BICAM IPv6 it oA Ry IPv4 Htudik, MTMSZFFANIZEY IPv6 ENLELT IPv4 L& #H 1T
Bifl, A, RXMAGETEAIIE IPv6 N FNEEFM Z (838 B 7 — o), RFC 3056 H¥fiX
FiEIT T R,
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IPv6 ¥ BN FIZRF
XM AR E SRR SS 28 M [Pve IR T FAR%E, RFC 3053 ARXTILE#H1T T iR,

15.2.4 ECE IPv6

ERE IPv6, BELREES N LEMB EITEMEN. KABERATEAIPVG6, BEHEELZRAAK LERAEE
FA IPv6, &M YaST WLEiZEMER, EEEERMTL, RIBEERDHEGEEFE A IPv6 EIR, U0
REBATXRESISHERBAE, BB root SM¥IA modprobe -i ipv6, 3k IPv6 IRIRIFTIEE
HENH,

BT IPv6 FRBEMRE, FAM KBRS A MERMIE, —RAETFis EEIBRAEERR, T
RGBT BAEA B R 2E ) STMIVERMNEIEHEE, THRRNKEAFISKMMNXK, £ radvd F2FREIBAIRE IPV6
RS, UEFER @A TYEUSYY IPv6 it E AWM RISRFNME N8BS, &, PILAER zebra/quagga B
SHEC B /b HEFN R Ak R,

BXRUIER /etc/sysconfig/network XHZEEFIFEESR, BEN ifcfg-tunnel B
Bl (man ifcfg-tunnel),

15.25 EZER
EXHOREARFRSEESA Pv6 X —EM, BXEIMIFDISRATE, ESRU THYEFAE:

http://www.ipv6.org/ 7
%3] IPv6 FiRAVEE =,

http://www.ipvéday.org <
BEIEE T IPve B ENFEREE.

http://www.ipv6-to-standard.org/ @
B2 IPv6 = m3IR,

http://www.bieringer.de/linux/IPv6/ &
FELEET#LE) Linux IPv6-HOWTO AR IF 2 51288 X AVHHE,

RFC 2640
£ IPv6 H9ER RFC,

IPv6 Essentials
Silvia Hagen FT&H#Y IPv6 Essentials(ISBN 0-596-00125-8) iR T iz M EEE A HE.

168 BCE IPv6 SLES 12 SP2


http://www.ipv6.org/
http://www.ipv6day.org
http://www.ipv6-to-standard.org/
http://www.bieringer.de/linux/IPv6/

15.3 BIRERHMT

DNS BB F45F IP st iEIR‘E — NS AN B, FIFBFIEIRS IP thit, 7F Linux 1, XMEHREER—

MIFIRBIFE A bind BYIRMR TR, ENXMERITTENM AR SEE. XEBFMNR TEBRREN
MR%E, SNOBREMRSD ZEAGSRDMR. A, INEHERS LR IP i RIRE X,

Z[ELA hostname.domain {8XNPERIFTTEREFR, W jupiter.example.com, TEEM, BlxT=lE
E 154 (FQDN), HMENBFIHE (example.com) AR, FEEEENSILE TLD (com),

TLD MR FAERREEELE B/ TRl FANEIKAEZREEMAN=F3153E, mitRHE ttrs
REMRERNFR ISO BR/AMX KD, Lttsh, 2000 &FiE5|# T TLD, RRIFEEENAMLE (4
W .info. .name F1 .museum ),

EREEMERIPEMER ( 1990 F£2Z281) , X /etc/hosts #HARMERIFMN ERRMAEITENN
B, EREXNIEABEREARBZENNTENS BEE, IMFERRIMITAET. AAIART—1
SEINEIEE, Ut 78I ARNEFEENR. IMRIBEXUBHRSE, EFNEFSRESEN EAAT
BENEXNEEE, ErIUEE MRS ELIZEK,

I FERTNKRIZ root EFFARSSEE, XL root BIFARSZBEIEMAIE, HEMBEZE RO (NIC) BT,
B/ root BFARSZ[E TRARSEMRIHMBIMARSE. BXRINKE NICHER, BEN http://
www.internic.net <,

DNS RN ETLARBAT EN B, LEETS HE/MKIRFIH 1SR UK FIREFAVENL, BIERAF22iREE (MX),

JOREAT IP sk, AT ENLIM TREL — N BMARZEERE IP Hiht, EF YaST sl42 A8 E LK B
BR5338, B XUAETE SUSE® Linux Enterprise Server REE & # 3 BFFARSS 23091410, BSIE 154141
“IEEENIEFDNS” . BRUNMHSEZRECHEMRSEE, BERE 235 "HERR",

whois #i%5 DNS ZtNMEX, {ERLLTERF AT ABRE M 01 SR AERIARSS 28,

@ ;& : MDNS #0 .local &
.local TRZISmARATIZFM A link-local 18, DNS i&K{EJZ 8/ #& DNS &K (M AZREM
DNS &K ) &%, MREEBMRSBEEPRER . local i, WAME /etc/host.conf X
FLLE, BEXESER, B2N host.conf FHA,

NREALXEAE XA MDNS, EER nomdns=1 {F 5|55,
BXZI 1B DNS iFHER, BE N http://www.multicastdns.org 4,
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15.4 {EF YaST BB B W& iEiE

Linux EBESAMIFHERMER, ERSHERATENRER, BEXHITEXGHRA LS MIE, X
FFIMEBEEHEAFMAER, FSNE 1557 "FHLEMRERE"

EERVHEENEMEZED (BEENEEL ) KEMHITIRE, FIENEETRAZPRELTINIE
., WTFETIENE SUSE Linux Enterprise Server T35 A M &iE S LRI MKERLE,

@ 127R: IBM z Systems: EJ#HEE M+
IBM z Systems L& ZHFel#dEIE M+, BARZHEHXLENKi8id DHCP Bali#iTMEER (5 PCE
SR . RNENEEEEFIERERO.

15.4.1 {EF YaST EEEM <

B7E YaST FEEEUAM R Wi-Fi/EEF £, BERR S > WERE, BoRIRG, YaST KERMLILE
EE, HPeENMNMEDR: £E%ED, #hA, E1E/DNS FIEEHERE,

B2 FETHENRr[iREEMBAMIET, FINMERIZEFE. [Pve FIEH DHCP &I, BXIFHER,

BEESNE 154117 “BELBEMIER” .

AT EAXTEREMEROMEENES. 2IIHEEMQNZINAENTRERH, HeEL

SHEEFRFMEEH £, BRIEREEE. anﬁximmﬁaﬁamh;ﬂunum £, BBNE 154137
REXRGNZINE" . MREERCEETWES, ME154.1.27 “BRNTHEE" .
BT EH1E/DNS EIMF S BT ENMNENBNEFERNRSEEH. BXFAER, BS

M2 154147 “EEENZF DNS” ,

BEHEFENTATEERRER, BXESER, HENFE 154157 "EEBRAEE"
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FEIRE
‘ 2R it =44 /DNS Pt
HAMEEE
HEEL S
Wicked AR & v

IPv6 HH SRR
¥ |4 IPv6

DHCP & F L
DHCP Z FHLFIRE()

EEEMENEH)
AUTO

¥ @it DHCP FErHhikRs i

e e | | Bro |

15.3 EEMKIRE

15.4.1.1 EEEZRFEKMIEIN

BT YaST W45k ERRM S FIETNEN |, [IRBEEENEFERMIED, WEEA NetworkManager, IPv6
#0 DHCP EFimiElll, XLREEATHRBEMNSEO,

@ 7EE: NetworkManager B Workstation Extension 12t

I7E, NetworkManager B Workstation Extension 12, E%& % NetworkManager, &iEiE
Workstation Extension fif7E, #A/5i%# NetworkManager €,

EMRZIZEER, EREEMNESERNTE. MRAE NetworkManager RE/NEFEEREROMNE
1%, BIEE NetworkManager fi55, NetworkManager IEEERFES N ELMILLEMLE 2 Bk, R
BBITHARREIME, HELITENZ Xen IRSB2E. BURABSEMERRM DHCP 5 DNS FX
&RRSS, EERA Wicked IRE A, WNREH NetworkManager, MIR{ER nm-applet BoEMLEEDI,
FE ML ERIRAELA, EH12Z/DNSFIEE R iR T 2% A, BX NetworkManager BJiFAER,
B2 D1 SUSE Linux Enterprise Desktop 314,

£ IPv6 MR ER, EERIEMEM IPv6 Y, B14F IPv6 5 IPv4 —i2fEMA, KIABERT, SBH IPv6,
BRENER IPv6 HXFIMLEHR, NREF IPv6 tHiY, MR EIRER, 2A IPv6, BEREA
IPv6, ISR IPv6e BEIFFA, RZRKABBEMKE IPv6 HIR, ERNEENALIRE,
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£ DHCP ZEFimiElid, & DHCP EFIRAVIEN, EREANML L, 84 DHCP EF IR DHCP = Fimin
IAFFIIARE, MNRFREBRZ, SEAANZZONESFU, B2, NRERETETERBERMERE
O (ENMEEREM AL ) BUREHANL, MITELEAETEE E— R B R UARIR S,

ZEEWENZIETEY DHCP BFIHIGEERIZT| DHCP RSB 2R, FHZEMFREBMFHR, &
LE DHCP BRSZR[RAIRBULEN R (17 DNS) REFHBMARZBEXE ( E@FIREIER) . M, B

Lt DHCP BRBBERZ L XN TN ZEMF R B AREE IR DHCP BEEFIISEFFH. WRRE
AUTO, HFREZFTRIENE (B0 /etc/HOSTNAME FEXKIENE ) . HERNFRRB=FNREKE
ERCEE=

MRIERFEIRIE DHCP FHEEENEIARRH, BEAET DHCP BEEIARH,

15.4.1.2 BERMN<HIECE

SEYURFHORE, BIE YaST FIAIEE > B PERNBNRFFIRPEE— M, REEEHE. B
R FIEENIEE, AERTEAE, AL RN TR,

15.4.1.2.1 ECE IP Hulf

RATTE N 1% B WHEERH HHET £ g B M -EY IP sttty IP it E /5%, BRT23% IPv4 F1 IPv6
fhht, WM-RRN&E AL IP ik (WFHERZEER ) . 53578 KT IP sk (IPv4 3% IPV6 ) ZhiEIT
DHCPF/8% Zeroconf 38IRRIENZSHHE

WNRERADNASMNE, MIEFERFER(N DHCP fR4 4 ( BF DHCPv4) . DHCP fr4 6 ( BF DHCPv6 ) 2
DHCP kR 4 0 6,

RATHE, TRMEE N EIEOTAMTFRIET DHCP EHIEE HIEMRE [P i,

@ 72 IBM z Systems #1 DHCP

£ IBM z Systems LA £, RBEAE MAC ltFM <A ZHET DHCP fittitieE, BFX#1E
JLBI R OSA 0 OSA Express W&,

WNERERAYRE DSL 4%, (B ISP ([A4FMARSIRIEE ) RBIEIRERS IP, LEAHANEA DHCP, MR RE

£ DHCP, &FTFF YaST MFEEEIRAMNLZ1Z EEIE, EEFIETHEIN £/ DHCP & F iRkl icE
WY, NREERAENENIRE, EPAEMEVEBEIE—ZEOERE, WEER DHCP ZE P iniriRfF kK

Izﬁj\o

DHCP Lt REEEFIRECE, EFNKESRFREE, ZIREFS IP Hilt, BT HEIRME:

1. £ YaST W ECERRIVELAE £ R, FEMMNBBMN-LIIRPIER—INF, RAEREHRE,

172 {85 YaST BBEW £ SLES 12 SP2



2. fEHLUEEINRAR, EEREFSIRIREY IP Huk,

3. SN TP Htk, TPvA R TPv6 HUBEKSRT(ERR, 767 MIET A TN, WSGER IPv6 titk, TR
FHRIGKEER /64 RN TRIED,
S, SRR A — NS REN NS, ZENBESAT /etc/hosts BEXH.

4. BEHET—%,
5. BRERE, BREWE,

WMRERFRAML, NAESBENREIMIRZRBMEIANK, ELEIMRSEE, BFRBE 1541471
“EEEENIZF DNS” FREFAR#HIT, BEREMX, BIRBE 154157 “IBERHER" BHR#HT,

15.4.1.2.2 EEZS N iuit

—MHBIRERIABE S A IP thil,

@ IR PREREIEE
EEFFBNAIE SR E R A BIBT 1Pva, 1T TPu6 MRTA L, A iproute2 MAAHECIATYL
B S M,

E{EA YaST inEM T a9 Efthitst, FHITUTSIR:

1. £ YaST W5 iR EEEM AR R, FELMNEIFNRIRPEE—IMT, AEEELSHE,
2. fEHbLE s BN ALEIR R A, BER,

3. WA IPvA HBEAREE, TP HULEFNN L%, AEERIBPESEOBM,

4. BEHEZECE, BWIARE.

15.4.1.2.3 BEXIZZRAFF0 Udev 10

AR FEERREIRE R, Ea]HE udev BB M FHVEH (MAC) A ZiET 2.4% ID RIRIAM
*. BEREEAREMRSE, ARETHEENET, ZEMA YasT IREXLET, BEMITUTSR:

1. £ YaST W45 iR EMEEM AR R, FELMNEIFNRIRPEE—IMT, AEELHE,
2. FREHERR, HRNREBMERE Udev HUNIAR, BHE,

3. J&#F udev MIBIEMKAY MAC i HHAR 24 1D KIRFIM K, M-REIZFET MAC thiitFNE 4 ID BR
ERHERE,
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4. BERERM, BEPENLEBINERNAREBRIT,

5. BpEZEE, BRINRE,

15.4.1.2.4 FERMTAZIENIER

BEME R REB S MNARIIER R fER, NRMEERE, YasT RAIFMN AN S ERNIZFIIRS
TR —NEERANRZIRNIEF. L] HRZIBRCNIEFIEEEIN, E(FEM YasT iREIXEEIN, BHITUT
TR

1. £ YaST MR ERRMELAE £ R, FEMMNIMMN-LIIRPIER—INF, AEREHRE,
2. BREHETIR,

3. EIRREMREREERNARIRNERF, EEDHRN = =5 BN 0 mERiEF R NEFLEDL,
MREASED, MAZERESRIXLEETL,

4. BHEZECE, BWIARE.

15.4.1.2.5 #EMEZIRE

RERLES wicked BI75i%, ERIBFIREEE HESISHE. ERBLARSEMNEIM-TIEE. F
NAERNBHSKNBHNRE, BERERREE, B FHEIRE:

1. fEYaST WAL > MBI ER, FERMEIMNFIRPER—IMF, ARBLHRE,

2. mEHNEIEF, MESHEERMEENI,
ERES | SR ERAS I SN EMIEE, FEREESEENENERMEYIEEREENEO, F
R7EAdERE, JEBORTANNERTIRE, X575 SHIERERM, E—XHIZ2WMR5|Sh
BONEFE, BASLKERER, ERFIEE ifup FonEslEn. @A TEREMRE, &
it NFSroot 575 SR8, XBIZER systemctl stop wicked.service SEAREXMHIE
H; MR wicked &&FiEMIRZ, M network ARZIELSAIE wicked BRS, WMRMEER NFS 5
iISCSI R ZR %, MERFLLIEIDN,

3. EHEZEKE, BHIARE.

@ 12K NFS B{ERNXHR S
EEIEMLELA NFS EEFREZNRS XL (TR ) RGP, EBERHiAE] NFS HZERIMLEZIRE
ITERIFEE,
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KANES IS RGN, MIARIEIAFZXAMLEERE, ARHFHRIX, WF NFSREIEX, X
MIFS=4Ein)@, RAAERBREES NFS HEMMEERMERLT, ROXTETEHH, A
IFRFEABAXAMEIRE, BIRE 1541257 "HENELRE" PAIRITAMEIRSEELEN
+®, AREREHEESPIEREL NFSroot,

15.4.1.2.6 REFEXEBBAKRN

BRI REOEBRAMERENA (MTU), MTU 2IBARTFNSEREAN (MEHHEA) ., BSM MTU a5
RESWHENE, EERANEENTTEAEERENED, NMENEEamIER,

1. T YaSTHIZ S > MRS ER, FEKNBIMM-EIRTEZE—INME, RAEBEHE,

2. EEIETER, MIZE MTU FIRPIERFTER,

3. EHAZEE, BWARE.

15.4.1.2.7 PCle ZIN8Ei5%

AEREWMUTRARMERIFNZINEEIRE: LAN, iSCSIF1 FCoE, YaST FCoE Z /i (yast2 fcoe-
client) REFMIZIPERFABRE, URFAFEEAT FCOE A9IRE., YaST MLEHEIR (yast2

lan) 2HNWMEEEHRR “IXEFRE" .

XF FCoE Mi¥AER, BSN (EFERER) , F 158 “UAMKLTEEEF: FCoE” ,5E 1531
“{#F YaST &12 FCoE BRS”

15.4.1.2.8 IP-over-InfiniBand (IPoIB) B9 Infiniband B2 &

1. f£ YaST BUAR 4 > M5 1R EFIER InfiniBand 18, ARBEYRE,

2. EEIBEIRESR, EF—F [P-over-InfiniBand (IPoIB) #83%: = 1%1 ( EKiA) SEETR,

3. BHAEZEE, BWIARE.

Bx InfiniBand WEZ{EE, B8N /usr/src/linux/Documentation/infiniband/

ipoib.txt,
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15.4.1.2.9 FEEPFHNIE

TAEGNELBAIBAIEIRE (90 (Security Guide) , 5 15 & “Masquerading and Firewalls” |, 5 15.4.1
5 “Configuring the Firewall with YaST” ARETR ) , EFEEEIRZIREITEPHTEIRZERR XIEIR
B, RIFATREGEL:

1. FT7F YaST BIZ 4 > W25 12 EREIR, ERLAEINRH, AERNEIFIM-RIIRPEE—INF, A5
BEYE,

2. BEANMLE12 EFHEERE HHEDR,
3. MEEREOBIRBIMP MEXE, TIHEDIA:

B XIEEZER
IEENRBAEZRB SN MERERTRA A, XS ENETZINEBIAIERFEIA
B 48R (E A LEE TN,

Bk X
IEEMRABAEERMAERA TR, BAEEAZTEEZEOBMEREHNEXE, BEXE
F any BIXIHENIMERX G A TULEEO.

REBXIE (RERIF)
BMIBIEAGTT, EARRBEIITERMANRAIFLED, SHEVUETZIMBE XIERIPHY
REWE A EALGED, SHHEVNEESMNEEOR, HEDHER R FEERRERMER
BO.

PR X is
REXEEMTREIBMEN (CEF) EEMZBIfMNELL%, =T AERMLEF0E S Mi5EIHE TR
BILEXIEYEN, (BFEIRE L XISEYEN T VI 0] R BRI L8,

HhaRX i
FAIEELCE D Bi21T, AEEEFFERPDEMEBERSNNERE, X2EIAEDL,

4. BHEZECE, BWIAMRE.

15.4.1.3 EERCNEIFIMN K

MRREMEMEIRAMT, ZTEAZESEERNBINN-LIIRF, IRBERAE SN THIRNE
F, Me]UAFIEHATEE, LI UEEERFAMBZIRE LR, FIgNMHF. 40E. TUN 5 TAP, ERRER
MEEIN - (AFTRIRE ) , B TIRIE:
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. FEYaSTWIZR % > WZ21R E > BEANHEES, BEHI,
. FEREAIERER, METAEIARER O &S EST, WNRM-KJ PCMCIA B USB i%

&, WHEENNESIEE, FFERT - S RELMWIEE, BN, BeARBEZFEEXEATNEHR

RZARIR B R ELIE I,

7 Ethtool iEINA, ZRIMAREOIRE ifup £ ethtool W, FIAEIESM ethtool

FMOL, MREMFFFHU - 8 (FIE0 -K EOEM rx on ), FRABEPHNE_THEERRIY
FiiEOR, BNAIE (FHIE0 autoneg off speed 10 ) & ifup B/ -s EOSE,

- BEFS,
L FERHL UFRE R RS, RERBAEED, WO/ IP ik, REESEMIEXE,

BXEEENMEZER, BENE 154127 "EXMFHEE" .

CIRER LA AEOMREERE, NWET—MHEEPEEETLER.
. ERERMNEEE, BRINRE,

15.4.1.4 FEEFH|BF DNS

REAELRIPEIAREIMNEEE, FEABEUANMTETA, WRARSBMNAENTHENEMRENBH
i@ DHCP, ZEMHEATENERZINEMEMENBHRSER, MRMEHMUHZEFERT DHCP, M
AR ARS ERIIREMEABNIE, MRFEEAHFSIRE, WFNREXLE,

BERTENBMAREAMARS[IERIIR, WITHEERE:

177

2 YaST M A ZRRAMINLE1Z E > EH1E/DNS I+,

2. WAENE, MRFE, wEAEZ, ARIETHTENIMERSEE, WiXEENERE, §E8, £

MER2EMH, KNARIMEERENMEEO,

YNR{EF DHCP SREXIP Huhit, MIHEMNBIENRIFH DHCP BENiRE., MRERDITREMLE, BN
BRALLITH, EAHEMNEIESIBRAEBNENR, MESTHERENBITERISEEEER

KH, E2IHEF DHCP 3REXIP Hilt, EFFET DHCP EiiEHlE,

EIRENZLEEE P RBEBENRBS /etc/hosts HRY 127.0.0.2 ([EE ) IP HusikxBX, Ul
RERILENBEMEEREEHNMIMEIF T thaTRERTREAT, W RIERIZEDR,

. TEIZC2 DNS EEE MR, BIEFIEcY DNS BB E ( BFfAR3 8. 1 ZRIIRLAK /etc/resolv.conf X

AR ) BT

WMRIEF T EASIAERRIED, MEEH netconfig MAKIE, ZMASH TESE XHIEIE
(B YaST SNEECEX A ) SENSIRENVEE (5RE DHCP ZFFimsk NetworkManager ) , ItEER
INRIE R B EE B,
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WRER TNFNED, MARIF netconfig {€cQ /etc/resolv.conf X, B2, 3R]
Fhimig,

MREEFE T ERIED, NWNEERTEXEHRBIEE LEEANFHHR, ZFHRES
TEOBMIESNRIIR, sIEBRIFAHRENENE, MBEOR), HERERBRRHEK
MES/MEO, 30, eth* ppp? BEHELARTE eth BB#R, ARBR ppp0 2l pppd WFFEEO. B
A MEHRRIRERTNMANE /etc/sysconfig/network/config XHHE XAIEERSIRE

STATIC

ASREFESITREGHE &,

STATIC_FALLBACK
XENSEERF] AR, FERFSRE,

BXEZER, EEM netconfig(8) IFMB (man 8 netconfig),

4. WMABMARSEFAETEERIR, BMRSI[OIA IP HUHEE (30 192.168.1.116) , MIEMA
EVRIEE, HIEZEMTPEENBMEATRMENE (REEE) WiEa, NRERAS MY
ER, WERESHEBIMRE.

5. BEZEE, BRINRE,

R BAGER YaST Man LTI EN R, YaST FTMERE I ENER (Fo4s4E /etc/HOSTNAME ST
ARXE) , BEERENR, BEAUTHS:

yast dns edit hostname=hostname
BEENRMRSE, BEAUTHS:

yast dns edit nameserver1=192.168.1.116
yast dns edit nameserver2=192.168.1.117
yast dns edit nameserver3=192.168.1.118

15.4.1.5 MERAIEE

EETENEB SRt ENMEMNSETER, DIRMHEHERESE U ENSREERIERE
12, SNSR{EA DHCP, MFENRMILER, WRERAFTIRE, WHAFINRMILEEIE.

1. £ YaST 1, HRIMLZIZE > IRHIERE,

2. BMAZAME (MNBEEZELZ IPvA FNIPv6 ) B9 IP ik, ZRIANES ST BRI, B2MNEE
GESHEMUMEMNERBRI, NSERLED, mARELEANEREKIAER,
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3. AIERHIEERPEAS NN, BAEITMLE IP bk, W< IP HlbFIMLEiEm, ERERERAE
EXMMEEZTMEE (RSAREMRE) . EBRILERNEMNE, BERARS -. BR
RAPMAIRIANX, BEEITFERPER A

@ IR BHEMER
IREAESHEABA, WAIMEERTHERERESMAERNBHENEEE, BIEE
EEEM, MNELETHREMA -netricnumber , BRAEATEREERSEENRE, R
Mgz B EMTER, WHREBBAERT -1 BA, B, SnAREFSERIERSD
NMERES, NEHEETIFER (W multipathd ) AERSEAPERES.

4. MRAZRIRHE, BRIBEFEAMNSIZEREA IPv4 L LH IPV6 5%,

5. EHEZRRE, BWIARE,

15.4.2 IBM z Systems: ECBMLRIZE

SUSE Linux Enterprise Server for IBM z Systems 23S #ZEBIRIMLE O, BI{EMA YaST KNI B IX Lz
AT E,

15.4.2.1 qeth-hsi i&&

EJ geth-hsi (Hipersockets) #O/ARNALRNVALR, BB YaST FRIAR S > WLE1ZEER, ®EF
FRIB A Hipersocket BIi%#& 2 —UAF{E READ i&&tilt, ARREHRE. WARERSHEIR. SHIEHIE
B (FIINigEmSIE: 0.0.0800 ), RFREE “T—%" . EWEHUEEWNEER, hFEOEBE
IP MR LE G, AR T —SHMHEREMNBEE.,

15.4.2.2 qeth-ethernet 1&%#&

B4 geth-ethernet (IBM OSA Express BAKM ) EORMARRMARSLF, BB YasT &
FIZ 4 > L5115 SRR, EEARE 1BM OSA BRIELUAM FAME—IREURAE 8" &&titH P ER
B, MARERSMHIE SHNEHEEE (FIMgEHSE: 0.0.0700 ), MAFEZROBMK, I
A8 (MREA ) FI—LEFFH0EIRN (BES MW http://www.ibm.com/developerworks/linux/linux390/
documentation_suse.html@# E#J {Linux for IBM z Systems: Device Drivers, Features, and Commands})
(Linux for IBM z Systems: i&ZIRNFEFF. THEEFERS ) FM) . &Y IP il BN A LRIEE, B8
H TS HMBEEREMELE,
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15.4.2.3 ctcif&

B4 ctc (IBM F#17 CTCEECER ) BORMEZRNARREF, 15/E00 YaST REIAL > W42 EFRR,
BEREIRICH [BM F1T C(TC SEEMREZ—, BFIZEEE, ARRELE, ERESHREN kE1E
E (@ERFEMEAI) .. BEEH IP AT SEKAF IP thit, WIRFE, "IERSS > 1F4H%
EFE MTU IR/, BE T PHRERHMEEE,

O z=: mEx#scC
AREINERLLEO, RFHRAHY SUSE Linux Enterprise Server ARz,

15.4.2.4 lcs i%&

24 1cs (IBM OSA-2 iERC3R ) EORINEIRRMARLET, BE5 YaST FEIAL > LRI ERIR,
IR [BM OSA-2 EILEMIREZ—, ARRTEE, BAMEFEROS, —LHIDER (FSN
http://www.ibm.com/developerworks/linux/linux390/documentation_suse.html & E&J {Linux for IBM z
Systems: Device Drivers, Features, and Commands) ( Linux for IBM z Systems: i& & IREhFEF. THAEAN
B ) FM) . BHIP it RAENAIMEHEE, B SHBERENEREE,

15.4.2.5 IUCVig&&

B iucv (IUCV) BORMBIRRNZRAR, BE50 YaST RIYAL > ML ERR, ERARCH IUCY /Y
REFREE, YaST RRREHA IUCV S1EIKHEF (E5) BB, BMAZBN (LRXIAXNE) ,
RBERT — 2, BELWSHEKAR IP HUFDLTIE IP i, MRFE, AFIENFLIEZE MTU X
N, BEF—SHAEREMEEE,

@ g REZEIUCY

REBIERILIED, RFRARAHK SUSE Linux Enterprise Server ARz #51tb#E 0,

15.5 FoECEMBER

MNAZIGF A E MR D RERIERE, BIVER YasT, B2, MK EESSSEMN TRIENERER
YaST BFT&EEf,
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15.5.1 wicked MEBECE

#7 wicked MTEMERMY T — A TFEEEMLZHIFIESR,

FHAMEZROEEMEIZ —ETF, TRANNEBEEEMNBEREEMNEAIERSHNRENMAF,
MXEFEZENREARAAANEEER, IMEMMENERNAERN, HER—LELIBRILIRMRG,
SEMUNLEMFEARR, HNZSHAENERMBES MEIRANBEBA T HF 1B, FrRAUECE X
i@ dheped FFHFIEFEMAY, MXLEFIPEFSEMEMPEMABGNRERAER, S THEER
AEO, sIATHEANEOGRIEN, MXFEEER udev <3,

wicked FIE SR BT ZMANEINEE, ERERATALHNZA, MES W AENE P SEHR
R, UEBI—PMEFHNBARRGE,

LU B E 2 —2ERE PR/ RS 3288, wicked AIfEILL AR E SE S E XA RIFHEE R R
BAMEZRPMINELC TR, flu0, EdTiuitEicER, B 5 FIAERKEL DHCP 3% IPv4 zeroconf L& 1%
O, iR ERSHTFELTIERZMNERSSERXINER, ARIGHEBERS wicked fRZ2EHIZ, BHEE
RRIBERAHUFIEE A,

BAFEIEN B — MG ERBBISKHES EG, W HEMEEFIMEED, BTUEX— dbus RS, BT
EMEEOMIZRERE — VLAN, g, HESBREIMMLIZE, hitiRESFE RGBT A XLEIRE
ERRRSBINER D ERIBAS RS KL, MEAEFHEETEM,

wicked #EZR{ER & dbus BRSKLIXFAN S EMIINEE, XLERSWLRBELBERIINEEO, &
XIRMHT wicked FEYHEIIRERAIEEZ A,

BMLLIEO /org/opensuse/Network/Interfaces HFWERRR, ZFWRUBFMEBE ifindex
IBE, FlE0, ifindex BFEH 1 EISEOR /org/opensuse/Network/Interfaces/1, ;EMEIE—
MNAKMIEOR /org/opensuse/Network/Interfaces/2,

SAMEROBE—NXBE “£" , ZEATERFZBEOZRHDN dbus O, BABERT, SIMWERED
BIZEH netif , wickedd FEMERSILERBNMERO, EIHASKED, XLERENEOBE:

org.opensuse.Network.Interface
—HRMLLIZOThEE, g, FTASKAERE, Bk MTU &

org.opensuse.Network.Addrconf.ipv4.dhcp,
org.opensuse.Network.Addrconf.ipv6.dhcp,
org.opensuse.Network.Addrconf.ipv4.auto

i&FATF DHCP, IPv4 zeroconf Ehyith it Be BARS

PRIEZ9h, MR OTRREFENE RMIFRIEENSG, FIa0, WFEMNUAAMNIZE, BN IZEBRE
hlHEEEE, RIGMEHAF, HTERMEBR, UANIREHE—18EH netif-ethernet KHIECS
BZE, ZEBT netif B)FE, EIL, FIRGCAKMIZEOR dbus #OEHE EESHAIFRBERS KL
org.opensuse.Network.Ethernet, EERERTET netif-ethernet XMNR,
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E#E, ¥FE. VLAN, 48%EsX infiniband FiE XA thFEERAE,
FBENMFISENTEEECIENZEOREMR ? f10, VLAN, EXFR ERATFUKMINEN ELMERED,
W XN, wicked RENXH 8O, FI90 org.opensuse.Network.VLAN.Factory, iXfh
MEORRHERE I8, MEILEREERMERERMEN, XLH EORKEREER /org/opensuse/

Network/Interfaces FFEI &,

15.5.1.1 wicked KRR ZEMFITNEE

gE 154 “wicked ARLEH” FENA, wicked ARSBHEJLANERD EM.

HERE —> wicked 2 P «
wFRs
#HEEL

dhcp4
* dhcp6
. ) cp

HERR wickedd I

—
Kb ———> nanny (GEEEfIE) < CESIPRRE)
i A A T
wH o
i@EiRA
M

15.4 wicked A& LEH
wicked BHaIZ#FUTINEE:

o {FRENXHEIRRKDHT SUSE A /etc/sysconfig/network X,

o FERANMBREERRKU XML EXRTIMEZEORE.

o FTHFIXA “EM” MEREO, FIWMUAMEL InfiniBand, VLAN, M, 487E. tun. tap. Ei%ig
&. macvlan, macvtap, hsi, geth, iucv f1£ 4k ( SFIFEHIA—1 wpa-psk/eap M4 ) 12 &,

* NE DHCPv4 EFimFIAE DHCPV6 & Fif,

° 5155137 “Nanny” 7P (RRAMBEATERR) BEITFHERETRENBELENED
(EOKRER ) , FERNEITEE (F0R) RIRE IPEE,

e wicked iFERUS systemd SERLR DBus BRZBAMS UKL, Et, —H%AY systemctl &<
BRERATF wicked,
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15.5.1.2 {#H wicked

SUSE Linux Enterprise L2XIARIZIT wicked, YIREEHRELFIERA T NAGFURZEHREIEREES

17, FEMA:
systemctl status network
MREFA wicked, BIFBEIEMTFT TEMIT:

wicked.service - wicked managed network interfaces
Loaded: loaded (/usr/lib/systemd/system/wicked.service; enabled)

NRIzTHIRE B (140 NetworkManager ) F BIZ8tN#RE] wicked , BEFIEIEEEITHAN,

SAfERA wicked:

systemctl is-active network && \
systemctl stop network

systemctl enable --force wicked

WItE B A wicked RS, BIZM network.service & wicked.service HIRIB5E&, HET/XSI

SHEHMLE,
EohhkSS5 28R

systemctl start wickedd
X RBE wickedd (EARSZEE ) FIXRBARIIEKRTT:

/usr/lib/wicked/bin/wickedd-auto4 --systemd --foreground
/usr/lib/wicked/bin/wickedd-dhcp4 --systemd --foreground
/usr/lib/wicked/bin/wickedd-dhcp6 --systemd --foreground
/usr/sbin/wickedd --systemd --foreground
/usr/sbin/wickedd-nanny --systemd --foreground

SRR EMLE
systemctl start wicked

HEFEA network.service Bg:

systemctl start network
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XEERSER /etc/wicked/client.xml FENXMEKINEERXARLER.
ER2AR, 1B7E /etc/sysconfig/network/config Hi%E WICKED_DEBUG, f#0:

WICKED_DEBUG="all"

NE, BER-LER:

WICKED_DEBUG="all, -dbus, -objectmodel, -xpath, -xml"
FEREFHIAREFERAEEOMNZEOGSR, HEERMU ifnane BEMEONZEOGSR:

wicked show all

wicked show ifname
XML #8CAV%aH :

wicked show-xml all

wicked show-xml ifname
FTA—1MEO:

wicked ifup ethO
wicked ifup wlan0O

HFRIEEMER, wicked BFIHISHE /etc/wicked/client.xml AHEENHWEKIAREE:

1. firmware: iSCSI 3| S E 4R (iBFT)

2. compat: ifcfg X — AFEFMEMEHE

KFEMA wicked MEEROMXLFRHKNAVEFRE, MHBANEZMIRFS firmvare, compat -
FERUCIF TR R R ET .,

BXEZER, B2 wicked FHTL,

15.5.1.3 Nanny

Nanny B— NS4 S5RIBIENMTIFER, MRMEHRIZESFROIMWNMEL R, Bk, Nanny sTPERF
BN R A ERMEIRAIR B KIGEELRIEE, Nanny FEMISMEERTN, HEMZHARIRE
EXMFIZE. BMfE ifup ELEEERBINLIRMEL, Nanny hRA%EIZE,
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FIAMERT, Nanny SFHPEFERS EATIENIRS, EEI7E /etc/wicked/common.xml BEENXHH
BHE:

<config>

<use-nanny>true</use-nanny>

</config>

INRFEALIRE, ifup 0 ifreload R ELSENEERRIENAZ Nanny sTIPEF; #A/G, Nanny iSECE
wickedd, \M@iRzFiER. ERERESHHEEHNENR (HIM, FTARMIREREE)

15.5.1.4 FTHAZMNEO

WFHEMME, ERMERE— DX (ifcfg-bondX) E XEMEREIRIN, HRXEHEERE. A
&, SIEIEE (MIFS4IER ) TNREOBRMES, wicked RJRABNEEMECE

wicked ifup brO

AR @ 2IRIE SRR B 50 B M R BRI, MEAFD 5 HEBIN (KOF) .
BE— I aSHEES MED:

wicked ifup bondO brO br1 br2
BHERERO:

wicked ifup all

15.5.1.5 @17 Wicked {ERk%E

INRBFEIEIT Wicked FEHR%E, v]CAEREIIEITILAER TUNNEL_DEVICE, ERILEIBE—1A]
AR E R, EREHNERZ1RE., BEXEE ReEETIbR&RE,

BXIFMESR, EEN man 5 ifcfg-tunnel,
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15.5.1.6 AEEET{

£/ wicked Bf, BEEREEMEN, AAFEREEREXA (BRIEAZERKA) . Flgl, BHFS—

IP st s} B R INZIERASEC ERIMEIE O, BI1F1% [P HAERMEIEOE X, REEXMIT “ifup” BIE,

RSBLREMIIRABTFPBLEERMIRE., XEATHIBLOED, FIANiRE MTU 5 MAC Hilk; thi&H
FHBERIZE, Flaiitit, RE, EEMUEERN (FI90, MNFEFSECER ) DHCP AT ),

éﬂ* S(‘H:A#Tg/l\a-ﬁh’x‘ (BIINFESAIEIRE ) NENMED, FREEERERTF. WTHER
, HiIRBEITHN, BLEEARLESY, SWESHLE.

BR, ENAIRNSERHFEIRSHITENFRE, REERAEIREMNEEO,

15.5.1.7 Wicked ' F&: thitficE

wicked igit ERINZIIAT R, XLEY RAITE config.xml XHFHEN,
BRI S ML R

o HRREE: ILEWANRREZFIFRREHMVEERRERSENERE, URARFHEEBXHFE,

o HUHECE : XEMARFRERIRSMUILE, BE, uEEF DHCP B wicked HEEIE, B
=, B BRI,

o BrKIEH R XL T BN AR A IS A

BE, YRPES -1 EIGSH—MELHS, —MEER “pid XHE" , UREBLEMAN—AIMEE
%

RATEREYT BOITERIE, SEF etc/server.xml FENXHIBHNIET E:

<dbus-service interface="org.opensuse.Network.Firewall">
<action name="firewallUp" command="/etc/wicked/extensions/firewall up"/>

<action name="firewallDown" command="/etc/wicked/extensions/firewall down"/>

<!-- default environment for all calls to this extension script -->
<putenv name="WICKED_OBJECT_PATH" value="$object-path"/>

<putenv name="WICKED_INTERFACE_NAME" value="$property:name"/>
<putenv name="WICKED_INTERFACE_INDEX" value="$property:index"/>

</dbus-service>

ZY M INE] <dbus-service> #riE, FHENXEHMWIEOMRIEMNITGS, LI, FBEERIUE X
VBRI ERAIRENIMET E,
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15.5.1.8 Wicked ¥ &: ECENF

Bt e AERMARY REEE SRR, #Ii0, extensions/resolver BIZAIRIE server.xml #
B HI1T KRR A IRFEF AT DNS =¥

<system-updater name="resolver">
<action name="backup" command="/etc/wicked/extensions/resolver backup"/>
<action name="restore" command="/etc/wicked/extensions/resolver restore"/>
<action name="install" command="/etc/wicked/extensions/resolver install"/>
<action name="remove" command="/etc/wicked/extensions/resolver remove"/>

</system-updater>

4 wickedd RUREIEREN, RAEFHEFGREHHER, HERABTEFHNAPHNESGS
( backup. install$ )., WEERIUER /sbin/netconfig sEBETFHEAN /etc/
resolv.conf ({EAREIR ) KREZE DNS 1RE.

15.5.2 EEEXH

RN MLZECE 1T T R F AR T ENRE R RS,

15.5.2.1 /etc/wicked/common.xml

/etc/wicked/common.xml X4 BESMENRAREFMEANBAENX. ZXHRE/BEELLBRPH
HhEXH, flu, RELETUMERLLXHRITFERRE wicked AFEIFHITIER, BEIVEERXH
/etc/wicked/local.xml RSLIULERI, MAKIFERE, BAMENFIEERESR, AR /etc/
wicked/common.xml FIEER#ER. /etc/wicked/common.xml XHEBEIALEFH) /etc/
wicked/local.xml, AILBBEBEARFTEEIR /etc/wicked/common.xml,

MREB@EITE <use-nanny> IREH false KEH nanny, BEESN wickedd.service, ARIBIT
AT &5 < AN AP B BC B FNRES :

wicked ifup all

@ R EBENXH
MR wickedd, wicked 3 nanny EFBESMNEEXHAEFE, MEESKIZ /etc/

wicked/common.xml,
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15.5.2.2 /etc/wicked/server.xml

wickedd AR EEHIZBLEBMINIRENN G /etc/wicked/server.xml, ZXHFI RAEFE /etc/
wicked/common.xml H, BRIEZSN, LEXERIEREETIZFRIAIER R, RN addrconf EK7
(5140 DHCP ) #EWIEEHIF .

BIEEREN AT B E &SR INEI R MAYXH /etc/wicked/server-local.xml ( /
etc/wicked/server.xml ), fEFRMAIGETEE RIELLFEHMAEEESLIEL,

15.5.2.3 /etc/wicked/client.xml

/etc/wicked/client.xml fif wicked @<EM, ZXMHIEELI ibft EIEATIK S FTEA M AR
B, FrREMEREOEENUE.

BUEEFEW LA TR B E &R INEI LAY /etc/wicked/client-local.xml ( /
etc/wicked/server.xml REFEAXHHINE ) . ERAPIMANHE B RELIFEHRAEDESENE
S

15.5.2.4 /etc/wicked/nanny.xml

/etc/wicked/nanny.xml FEE#EFEMEDL, BRIV ERERINZ RMIINMG /etc/wicked/
nanny-local.xml B, MAGREHIFEFBIEFELEN,

15.5.2.5 /etc/sysconfig/network/ifcfg-*

LY HEEMEROMNEREESE, € SUSE Linux Enterprise 11 F1, XZFR iBFT B4 AIME—Z 150958

XL
o

ER: wicked #l ifcfg-* &

WMRISIETE compat: B, wicked JFiZBULXLES ., 1RIE /etc/wicked/client.xml H
SUSE Linux Enterprise Server 12 BF)FIARE, wicked HaZiXLiRENRLEN M, REBIXE /
etc/wicked/ifconfig AR XML BBE N,

B, RBf#t --ifconfig AXMATMIRA, MREEEAX, WARNMA /etc/wicked/
ifconfig FEXMIIAEEIR,

©
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ifcfg-* XHBZEMRAM IP HUFFEE., FTENSHE ifup BWFEMITHREMNA. L, MR-
NEMIREREEAT—MEO, WXHE dhcp #1 wireless MRS HTERHT ifcfg-* X, B
&, /etc/sysconfig/network/config FHASHTERLELTE, NHETE ifcfg-files PHEE.
90, NETCONFIG_* LER2FTE,

ZEfigE macvlan # macvtab 0, B&0 ifcfg-macvlan # ifcfg-macvtap FMi, F0, 3T
F macvlan #0, BFRHEFEALTIRERN ifcfg-macvlan0:

STARTMODE="auto'
MACVLAN_DEVICE="eth0'
#MACVLAN_MODE="vepa'
#LLADDR=02:03:04:05:06:aa

BX ifcfg.template ISR, SN 15526 7 “/etc/sysconfig/network/config, /

etc/sysconfig/network/dhcp #1 /etc/sysconfig/network/wireless” ,

IBM z System A"3z35 USB, EOXGHBMHAMEZANBEESIFET z Systems BT, Ul
geth, {J

15.5.2.6 /etc/sysconfig/network/config, /etc/sysconfig/
network/dhcp #1 /etc/sysconfig/network/wireless

X config @& ifup, ifdown #1 ifstatus {THEVEMIRE. dhcp BEATFEL LAN
0 DHCP 1 wireless 188, FTE=/MEEXHFFTNETENETHE, /etc/sysconfig/
network/config MMW—LTEhe]ATF ifcfg-* X, AXEXHFRENREESIER. /
etc/sysconfig/network/ifcfg.template XHFIHe]AZRIZOIRENEE, ER, /etc/
sysconfig/network/config XS HTERLBETE, FEEE ifcfg-files PIRES. I

g1, NETWORKMANAGER 3% NETCONFIG_* LTERLBTE,

Q) iE&: M DHCPV6
ENMERTERIEMACE IPv6 BRHIZE 8 (RA) BIMLEH, SUSE Linux Enterprise 11 £#Y9 DHCPv6 —[d]
tEEIEE TYF. M SUSE Linux Enterprise 12 /%8, DHCPv6 1$i& ZHihERMEHR =L H —MEH
g2 4 RA A TFIE/RUIEMLEH DHCPVE BIE,
WFLEEEFEREERMBNMLE, AFRUBEE ifcfg XMHHIEE
DHCLIENT6_MODE='managed' , f£f ifcfg EIRBERLLITH. BHAIMNELRRRAAPER
5| SEHRBAXMBRE:
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ifcfg=ethO=dhcp6,DHCLIENT6_MODE=managed

15.5.2.7 /etc/sysconfig/network/routes # /etc/sysconfig/
network/ifroute-*

TCP/IP BIRVERASEEHRE /etc/sysconfig/network/routes #l /etc/sysconfig/network/
ifroute-* XHATEM, BIMATE /etc/sysconfig/network/routes FIEEZ MR FESFAENA
BEASRA: ENMEH. EVEEMXEBHURMENIRE, W TFEEMBHRNEG M ED, EXS
—AMEEEXH: /etc/sysconfig/network/ifroute-*, JBERH (*) Bk DEOBM, RAEEFR
BRI N AR

# Destination Gateway Netmask Interface Options

BEBRMITEY, LWIETESMEENN IP thht, SEEE 0 BMRSEN, 88%e
FRERIMLEEN B, [MiZLA CIDR RiRiE (ibiN £ XEXRIBRHRISRKE ) MANEZZH, Fi0
10.10.0.0/16 ( ¥F IPv4 B&H ) 8% fc00::/7 (34F IPv6 B&8H ) . XBF default RRIZEHRSMKIL
THEEMU RS PEIAM X, N TFE&EMXMigE, BEMAEDR 0.0.0.0/0 5% ::/0 BHR,
FEIBSEIAM X EET H e 50 EH ML X,

F=FEFHA; EATESEMN IPv4 MZHEED, T IPve IR, EIAIRH, SEBWREE—JIRER
THRIRKE (CIDR RiRi%E) , BHELABARITS (-).

B EERORMT,. MREREKAS (-) BERBEH, FIESSH /etc/sysconfig/network/
routes HIMEINIITAH, BXEZER, 530 routes F,

FARY (8ik) ATATFIEESFED, BXIEAEE, ESNW routes FRTI,

51 15.5 BAMLL I O M2 FSEH

# --- IPv4 routes in CIDR prefix notation:

# Destination [Gateway] - Interface
127.0.0.0/8 - - lo
204.127.235.0/24 - - eth0
default 204.127.235.41 - etho
207.68.156.51/32 207.68.145.45 - eth1
192.168.0.0/16 207.68.156.51 - eth1

# --- IPv4 routes in deprecated netmask notation"

# Destination [Dummy/Gateway] Netmask Interface
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#

127.0.0.0 0.0.0.0 255.255.255.0 lo
204.127.235.0 0.0.0.0 255.255.255.0 eth0
default 204.127.235.41 0.0.0.0 eth0
207.68.156.51 207.68.145.45 255.255.255.255 eth1
192.168.0.0 207.68.156.51 255.255.0.0 eth1

# --- IPv6 routes are always using CIDR notation:

# Destination [Gateway] - Interface
2001:DB8:100::/64 - - etho
2001:DB8:100::/32 fe80::216:3eff:fe6d:c042 - eth0

15.5.2.8 /etc/resolv.conf

ENPTEIMHIE /etc/resolv.conf BIETE (X#BF search ), £ search EIM&ZRS ] AIEEN
M, B 256 MER, YBAARXTLMRENBHE, B2NEIMMNSIRY search TER—IMTL
FREMIEZH, M nameserver MRS OILIEE 3 NEMARSEE, SITHEE—, ITRBRUHSES
(# 8 ; ) k. BXRA, HE0RH1156 “/etc/resolv.conf”

{BR, /etc/resolv.conf RN Fh4RiE. MEH netconfig AL, BE XEEAS DNS BEMA
{FF YaST, {EFah4miE /etc/sysconfig/network/config XHHMENTE

NETCONFIG_DNS_STATIC_SEARCHLIST
RTENBEXK) DNS FHBI*&

NETCONFIG_DNS_STATIC_SERVERS
AT ENBELRIBIRARSS2S IP k7=

NETCONFIG_DNS_FORWARDER
T EMCER DNS 3% %838 %5, 140 bind 3% resolver

NETCONFIG_DNS_RESOLVER_OPTIONS
EEANZ /etc/resolv.conf B{EEEIN, fFlw0:

debug attempts:1 timeout:10

BXxEZER, 80 resolv.conf FHm,

NETCONFIG_DNS_RESOLVER_SORTLIST
RZEE 10 MA5IR, Fa:
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130.155.160.0/255.255.240.0 130.155.0.0

EXEZER, B2 resolv.conf Fim,

ZE(F M netconfig 22 DNS i &, i5i%E NETCONFIG_DNS_POLICY='', FX netconfig MEZ(E
2, 580 netconfig(8) FMBI (man 8 netconfig),

5] 15.6 /etc/resolv.conf

# Our domain

search example.com

#

# We use dns.example.com (192.168.1.116) as nameserver
nameserver 192.168.1.116

15.5.2.9 /sbin/netconfig

netconfig B—MATEEMINNBZEERENERC TR, ESH THSEXREMBENEENS
IRIEFNE X RIE LA DHCP 5% PPP FEUIRIARIIRE, BT HA 1 SHE R B XHFE /B R S SR IIRERN
netconfig MIRGFIEE AN AT R4

netconfig RRI=FEEIEIE, netconfig modify #1 netconfig remove &< HEYN DHCP
PPP KYSFPF2FF Fi T 1E netconfig RIZMLIR BT MIFRIZE, X netconfig update < ETATH
P

modify
netconfig modify @LMERUFE T HRIREOMBRSHNZIREHEHMMBEE, Netconfig MAR
BERASER --lease-file filename EDUEEMNXMEHIRENRE, FHIEEMBEERE, EF
RAESS (HEBWITT—MEXNEMRRE) . EFEENHERZEOMKRSESZERRES, ZiE
MM -i interface_name SRIEE. ZARFZH -s service_name SHIEE.

remove
netconfig remove #s< AIEEEOFMRSES MBRHEUIRIEREMNSIREFEHMNELR
B, ZzEOAB -1 interface_name S8IEE, ZRSBH -s service_name SHIETE.

update
netconfig update ML EALRIIREEMMNERE., HRBUBSEEERN, XFEEEH.
MBEREHFIEERS (dns. nis 8 ntp ), BHEA -m module_type 8%,

netconfig SRESFIFF S B IR BT FNE XK AR YaST £ /etc/sysconfig/network/config
XHHREX, BafEcET R (140 DHCP B¢ PPP) RUMIHNESEEIRERIXLET BET netconfig
modify # netconfig remove IR{EEEEX. BH NetworkManager Bt, netconfig ( 7TESREEIRT
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auto A1) {X{EMA NetworkManager iR &, BISEREL ifup HFRENEMEMZEOMNIRE, MR
NetworkManager RIZ2EETIRE, HERABSREFNERZIRE. TXHESEA NetworkManager #
wicked 7%,

BX netconfig MESEE, 2 M man 8 netconfig,

15.5.2.10 /etc/hosts

LR, 9 15.7 “/etc/hosts” WA, FRHENBIEIK IP thit, MRARLMEBMARSE, W
BEHEEN IP EENMBEENOAIELL. FLEXAERABIENBA—ITRIE, 88 1Pt ==
REMENBMENR, IPUATESITIAL, STRASHENEIRARET, FRIEMU # 5k

{5 15.7 /etc/hosts

127.0.0.1 localhost
192.168.2.100 jupiter.example.com jupiter

192.168.2.101 venus.example.com venus

15.5.2.11 /etc/networks

EXE, MREMMIEIRMEHLE, BAEMUTF hosts XHEMKRE, REMEZMEUMFIE, &
&5 15.8 “/etc/networks” ,

f5] 15.8 /etc/networks

loopback 127.0.0.0
localnet 192.168.0.0

15.5.2.12 /etc/host.conf

U= BT, BB AR T2 5 R BN BB B, X R A TF55EE libcd 5§ libc5 BIFE
F. T HAEIM glibc 12/F, {580 /etc/nsswitch.conf FMRE, NS HELTIALERIRI—
TR, ERBUU # Sk, T 152 “Jetc/host.conf MIZH” BRTEIANSH, #1159 “/etc/
host.conf” HE/RT /etc/host.conf BYRAM,

2 15.2 /ETC/HOST.CONF 9834

order hosts, bind TBEVIRIARS NEITRI BRI, IRE8E
(ERZHBESRE) :
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hosts: 2 /etc/hosts X

bind: iAE)R#ARSS 23

nis: {#A NIS

multi on/off EX /etc/hosts FIANENREBIUEESS
AN 1P bk,

nospoof on spoofalert on/off XLESHZMEFARS S spoofing, (BEXNNEIEE
LB AR,

trim domainname EXNBRENE, BEMERESENEDF (71

REINNBEEEHE) . IETURSARMIHZE /
etc/hosts XA BH, BRESMERY
1R F*ITIRA,

51 15.9 /etc/host.conf

# We have named running
order hosts bind
# Allow multiple address

multi on

15.5.2.13 /etc/nsswitch.conf

GNU C Library 2.0 B95| A5 2#ifE55 %1 (NNS) BIS| ARRIR #1TH. BXIFMAER, BENL
nsswitch.conf(5) FMIIF (GNU C E=SEFH) .

BERMIRFREXH /etc/nsswitch.conf REMXE), ] 15.10 “/etc/nsswitch.conf” HERT
nsswitch.conf BJRA, ERIU # FSHkL, EERHIF, hosts BUEETHIZRERT DNS (5
SN E23E "HERAEL" ) BEREKEE /etc/hosts (files),

5] 15.10 /etc/nsswitch.conf

passwd: compat
group: compat
hosts: files dns
networks: files dns
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services: db files

protocols: db files

rpc: files
ethers: files
netmasks: files
netgroup: files nis

publickey: files

bootparams: files
automount: files nis
aliases: files nis

shadow: compat

7 15.3 “i#id /etc/nsswitch.conf B HAVEUIEE" AT NSS ERTHE “8IBE" .
72 15.4 “NSS "#UEE" HUECEIEI AGIH T NSS HUE RIS &L,

7= 15.3 181 /ETC/NSSWITCH.CONF =] ARV £ 3E e

aliases sendmail SEHERYER{FAIR; ES MW man 5
aliases,

ethers BARMIH L,

netmasks MEREFMBERTIR, REEERFMXISE

group getgrent ERAMAFYE, SBESN group BF
1 A

hosts gethostbyname FNZE(URLERMENBH IP
2115118

netgroup W& P AT =B RN BN ENNAFYIR,
BB netgroup(5) FMA,

networks getnetent {ERABIMLEZRAFRFIMIL,

publickey NFS 0 NIS+ {#F3#Y Secure_RPC B9 A ¥AFNZE A,

password getpwent FAMNAFOS; BENL
passwd(5) FI,
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protocols P&, B getprotoent fER; BEMN
protocols(5) FMI,

rpc getrpcbyname FNZE(UR L EREIEILIZRA
BFRFNL,

services getservent {FRAMIMLERS.

shadow BFBE%N0O%, B getspnam FH; BEENL

shadow(5) FHm,

= 15.4 NSS “BUBE" MEEIEIN

files BEREEXH, fiM /etc/aliases
db. BT R ]
nis. nisplus NIS, &SN (Security Guide) ,E 3 &

“Using NIS”
dns. {XETA{E hosts # networks I RS
‘compat {XBIF{E passwd, shadow #1 group HI¥ RS

15.5.2.14 /etc/nscd.conf

XA FECE nscd ( BMIRSEFTIFIERF ) . B2 nscd(8) # nscd.conf(5) FMT1, EAE
S, passwd, groups # hosts BIRGINH nscd H#HITLETF, X3 NIS #1 LDAP B RARSHItEEE
SEEEZE, AN, BXRHRIEMN, ANENEBESMEIEE,

MRHE passwd BERE, MEEFE 15 WAEIRANFRNOAAF,, FAUTHLSERD nscd, 4
GIX EG 1A iE) .

systemctl restart nscd
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15.5.2.15 /etc/HOSTNAME

/etc/HOSTNAME E1E5E£fRENENR (FQHN), TERENENBEMEIBMENR. LR EE
BE—1T (ERTPFIREENR) . TENSISHRFZEULX A,

15.5.3 MiNECE

AEEXHEREZR], sIWEHETMNN, EREMALE, BEA ip . BENERE, BEA
ping &<,

B ip FEREANSEE, MASKERFIAEREXHR. MRREERNEEXGHAANLE, B
5| SR EREERNIMBEE.

@ 7EE: ifconfig # route BiXAY
ifconfig #1 route THEBIMN, S EA ip. I, ifconfig RFEORBMSEIN 9D

==V 0

17,

15.53.1 {EF ip BEMLED

ip RARETRMECEMELIRS. BEER. RIBBAEEUREBENTE,
ip REBERMIE, EWEAIEZERN ip optionsobjectcommand, AJfERMTITER:

link
LR RRMEIRE,

address
LIt R R/ RIRZHY IP bk,

neighbor
LT &R TR ARP 3% NDISC #BiEE 71N,

route

EEXT R RN ER FRIE R RN,

rule

IEE SRR B FR 14 1 SRR £ 4R B AR A AL,

maddress

LI RR|ARS BRI Attt
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mroute

LY R TR S BT B BT UL,

tunnel
LEITHR TR IP EHIRRIE,

MRARREMES, WIFERIRINGS (BER list ).

EA®< ip link set device name EeRIRERS, B, BEMIRE eth0, BHMA ip link
set eth0 down, EEH/EE, 7IfEMA ip link set eth0 up,

MERER, FIWIRSHITEREE, BigE IP ik, °1FMA ip addr add ip_address + dev
device_name, fI30, E4F#EO eth0 KU EAFIRET & (IEIN brd ) #9192.168.12.154/30, M
WA ip addr add 192.168.12.154/30 brd + dev eth0,

ERAEENERE, TUIEERANX, ZRERZHMX, BEWA ip route

add gateway_ip_address, E¥—IP tilit¥Ek S —4 IP H#idk, EEMA nat: ip route add
nat ip_address via other_ip_address,

ERRMABIRS, °IEA ip link 1s, ERERIEAEBITHEO, sIEA ip link 1s up, 4T
ENMREMBOSITER, 7HMA ip -s link 1s device_name, EEFIREHMH, EHA ip
addr, 7 ip addr BYIHA, EAIHEBEXIRE MAC RS E. EERMABEIRE, AJER ip
route show,

BXER ip MEZER, BMA ip help 580 ip(8) FMI. help EIUL=JATFHE ip F
w2, g, MRFEEX ip addr KIFEN, E#MA ip addr help, B[ /usr/share/doc/
packages/iproute2/ip-cref.pdf H#Z ip Fif.

15.5.3.2 {#MA ping MikiE#z

ping as L BATNIL TCP/IP EEEREENHINELR, EfEA ICMP HCRIF N IEEH
ECHO_REQUEST BB &XRIBAREN, FHEKRENZE, MRMII, ping FERRRX—ERIVE
. XRTMLKZHEIRIEEIGIF,

ping MXEEMIXAATTEN ZEHERINGE: EXEREXTERREN—EERER, EFH 1511
‘@ ping i HR, B]EE ping WA, BAREZTESEXEERNEHR. EXNEM
ping HIRBIEITRIEMIES,

Att, EeTAEAENRER IP thht (40 ping example.com B ping 192.168.3.100 ), EF%
—EBERi*E, HEIERK (crib(c],

MRIAFENEERINGE, WAIER -c ETRRHIEL. Flgl, Z4F ping REIA=18, BHEA
ping -c 3 example.com,
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15 15.11 &% PING RY4GiH

ping -c 3 example.com

PING example.com (192.168.3.100) 56(84) bytes of data.

64 bytes from example.com (192.168.3.100): icmp_seq=1 ttl=49 time=188 ms
64 bytes from example.com (192.168.3.100): icmp_seq=2 ttl=49 time=184 ms
64 bytes from example.com (192.168.3.100): icmp_seq=3 ttl=49 time=183 ms
--- example.com ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2007ms

rtt min/avg/max/mdev = 183.417/185.447/188.259/2.052 ms

AN EZBIRERIAR EEfE A —F, ping B TIEN -i KEXER. 510, F4%F ping EIFEEMNEI+
¥, B®A ping -i 10 example.com,

EHFEZ M NBRENART, BRESHEROMIELX ping HRIEEER, ERITILRME, "HF -1
EMESRE RSB —EMER, B9 ping -I wlan1 example.com,

BXERA ping WEZIEMFESR, BHA ping -h EE ping (8) FM.

@ E=: PingIPve it
YT IPve Hilik, M pingb w<. HEE, B ping Atbuigitit, HAMA -1 BEZO. W
FiEd eth1 sJ3REUHHE, MU THSER:

ping6 -I eth1 fe80::117:21ff:feda:a425

15.5.4 BiXEFFEMA

BRT LENABWERENXMG 2, ERE-EAERESISTENRRHEMERSZH systemd BT HF

EMHA, RGNIRE multi-user.target BiRE, BISBINXLEGMMA, MEREFL—LLE

T AFIBENHARN BT ERER S BT XA, §X systemd WESER, BENE 3=
“systemd sF#PIEF" 5 BX systemd BIFHEZESR, BESMN systemd.special KIFMDI (man

systemd.special),

P LEFE 7 B — L B T SRR BN A

network.target
network.target EMLEHY systemd Bix, EEEAINEURTFRAAEERZHAVIZE,
BXRIFMER, BESMhttp://www.freedesktop.org/wiki/Software/systemd/NetworkTarget/ 4,
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multi-user.target
multi-user.target REZFMBUEMBIRFZHIZ AP RHEHRY systemd BHR,

xinetd

B xinetd, xinetd s AT {ERZBIRSZSER G LRTH, 90, EeJLAEVIEL FTP EZIY Bl
vsftpd,

rpcbind
BATIE RPC 2R SR B AR rpcbind SEATERF., E=& RPC BRSZATWHERI, U1 NFS BRSS

5o

ypserv

J25h NIS AR%5 28,

ypbind
Bz NIS B i,

/etc/init.d/nfsserver
25 NFS fR5388.

/etc/init.d/postfix
1=l postfix #HF2,

15.6 HHZZENIRE

R —MEMiIZE, FATIRERERTZIMMEHIE (MEE ) . BHEEBTREAHMEEZDIZE
MLE (FEM ) siEES N AHMER, i8id SUSE Linux Enterprise Server, #&a]AME—NEE NAT (M
iU EEIR ) SIS RPN IEEINRERIER B,

BITHITUTILANERSIE, =] SUSE Linux Enterprise Server % & H S,

1. 40, 7E /etc/sysctl.d/50-router.conf FERE.

1
1

net.ipv4.conf.all.forwarding

net.ipv6.conf.all.forwarding

ARERMEOMNESIPVAFIIPV6IP IRE, BRERASEASMIE, FIg0, IPve REB#EZ IPV6
RA (BREHZE &) , XtERFHIECIREIARRME,

2. EFSIEAT, g, HEFICAEE S MEOERE— (RER) ML, EBEERNE
VPN (BIF “BMSB/EENL" ) K, HERA IPv4 REBZTIER (IPve HRIRESILIN

ge) :

200 BHBRERNRE SLES 12 SP2



net.ipv4.conf.all.rp_filter = 0

BRI A EE B AAE IR BT TITIR.

3. EMINER, 173K ISP O ERIBE B IES IPv6 RA HEMEIEEIA (REBERFEM ) 89 IPv6 B8
M, FRE:

net.ipv6.conf.${ifname}.accept_ra = 2
net.ipv6.conf.${ifname}.autoconf =

GER: EURSDIRE sysfs B2, “eth0.42” FEM eth0/42, )

EXESHRHAEBITAMBLRKRBENES, BS W https://www.kernel.org/doc/Documentation/
networking/ip-sysctl.txta,

EENEZS (DMZ) 2O L2 IPve HIGIEBE @S IPve IR, B AEFlE “BiRREME” , BX
% radvd #FfE /etc/radvd.conf HHITEEE, Fl40:

interface eth0

{
IgnoreIfMissing on; # do not fail if interface missed
AdvSendAdvert on; # enable sending RAs
AdvManagedFlag on; # IPv6 addresses managed via DHCPv6
AdvOtherConfigFlag on; # DNS, NTP... only via DHCPv6
AdvDefaultLifetime 3600; # client default route lifetime of 1 hour
prefix 2001:db8:0:1::/64 # (/64 is default and required for autoconf)
{
AdvAutonomous off; # Disable address autoconf (DHCPv6 only)
AdvValidLifetime 3600; # prefix (autoconf addr) is valid 1 h
AdvPreferredLifetime 1800; # prefix (autoconf addr) is prefered 1/2 h
¥
}

RIGEERHAIE, 7E SuSEfirewall2 A, REEIRE FW_ROUTE="yes" (BMERBREIRER L
sysctl) , HIRIEEZFENX FW_DEV_INT. FW_DEV_EXT (#1 FW_DEV_DMZ ) XigZTEFHiEO, St
BIEEIREEE X FW_MASQUERADE="yes" #1 FW_MASQ_DEV,
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15.7 1REHTEIRT

XTH:E‘@%*, EXEETFHENAMIEENITERBT S TAEERPIMEEE, EXEER
, AT ZENUAMIEERESENENMIEIRS.

MERSZVEE BT HEERIETRTH, EITHETESHEREEANZW, RKABATR

mode=active-backup , BIUIRENMNBIRELLENIE, NEMMNBIREIBEMENNEIRS,

@ IR HIEF Xen
HBEIRFZTEIANTFESINEENRTITAMNTENER., IBEREERSHEED, K{NLNTE Domo H
FRYERE, Sz, REIBESINEIEIREGE— VM Guest R4, 7 VM Guest HigE

HEABEN.
zEE%ﬁBZE EE, 1ﬁf§ﬁﬁU\—Fﬂfi

1. iB1T YaST » &4 > WEIRE,

2. ERRINFIF RS LIBR NI E, BET — TUHE,

MEiEE
T
HHG) Hihk (A) HEEH) #5532 M B (B)
i & (D) mE SR (C

bond0

fﬁ?&fu Pi%E (ZEME)
© 544 | DHCP v| |DHCPHi® 4 f16 v

P itk (1) FFEE(S) EHE(H)

255% D LR

B0 4 b
IPva fitEFTE v IP 44 el

R1N(D)

) AUK(C) EEE | T

3. R RS EIREEIK IP ik, B=M7 ARk sE:

e FIP Hudik
o EhZsitiit ({EEF DHCP B% Zeroconf)

o FRSIEIREY IP thht
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A

BEARESEMRNTGE,
4. FEHENEEDFR, BEEBEEXEEEERNMIDA RS EFRICAKMIZE,
5. fREBHIEIRENIEFED, U TFRATATEE:
* balance-rr

e active-backup

balance-xor

broadcast

802.3ad
802.3ad 2FRE{LEY LACP “IEEE 802.3ad B HIRERE” 1=,

balance-tlb
e balance-alb

6. MRIGSE miimon=100 RINEIGIERNIZFED, MRLBLLEH, WAKEHRERETE
tE,

7. BE %, ARBEHTIRM YaST LARIRIRE.

BEXAERAULESIEMAIFMIRE, AJELHE kernel-source BFBFBEMN /usr/src linux/
Documentation/networking/bonding.txt HREY Linux LAARMEEE RohizfFiE{FHER.

15.7.1 487 BRI IER

EREMSIME (WEAN) T, BILMEARTEERAENERED. RERTREETMEIREFHEN
b, RERFRZIREFENBIIRIER.

BEMBEEYE (%58 man 5 ifcfg-bonding ), #0:

ifcfg-bond0
STARTMODE="'auto' # or 'onboot'
BOOTPROTO="static"'
IPADDR='192.168.0.1/24"
BONDING_MASTER="yes'
BONDING_SLAVE_0="'eth0'
BONDING_SLAVE_1='eth1'
BONDING_MODULE_OPTS='mode=active-backup miimon=100"
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/8 STARTMODE=hotplug #1 BOOTPROTO=none IEEMNE:

ifcfg-ethoO
STARTMODE="hotplug'
BOOTPROTO="none"

ifcfg-eth
STARTMODE="hotplug'
BOOTPROTO="none"

BOOTPROTO=none {£Ff ethtool &I (WMREM ), EARRE ifup eth0 LiREHEK, HAMEE
A B4 EERZOES,

STARTMODE=hotplug &fENEEOER A BMIIALE.

FEEN /etc/udev/rules.d/70-persistent-net.rules Ay udev M, {FEFZiZBEL

ID (udev KERNELS XBFETEMA hwinfo --netcard FERKI “SysFS BusID” ) fiARE MAC ith
W5RENE, IHTERETERE RBESG (EEEREETNNTEERERN MAC) , HeER
FEYIE BN EPTE BRI MAC i iER 7= 585,

fian

SUBSYSTEM=="net", ACTION=="add", DRIVERS=="?*",
KERNELS=="0000:00:19.0", ATTR{dev_id}=="0x0", ATTR{type}=="1",
KERNEL=="eth*", NAME="eth0"

£35S0, systemd network.service REFFRGERINE, ESFEHHTEENE, MXFE
DE—ANAEBETH, SNRGRER—AMAEBREOR (M NIC BEiEFIRFAERLE. HMIT NIC IRENFEFE
rmmod &< 3K PCIHIBEIREIR S true) , ARSBIMNBEFREER, SERFRINFN L (Zik
IEHERRIEES ) , udev KERETRLNNFRE|MANFHEGB ANBREONEN, FHRHIEA
ifup &<, ifup HSEBHMEAEHMRINAGE,

sk ‘Az N 4T
15.8 RE/NHIRE AHITINESIME
MRS BTEAAKNE, A8 (RS ) MRERURHTZEER. B, BLE2EE @8R
7. "WARHE" . “ImCRT FAIE, SLERFHEER—MEE.
EMESBERMA “HE” , RYREMD Linux RIZPR (BERE 157 7 "REHUTERE" THRR
VIMEMABR ) . WEIHMEF—IAREAIMESHFEIM G,
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HEMMEIMEZ BNERERET, IMFRH—ANERZRR, HEMNAFRRERT teamd LFIRYE
H. HEft—tMEAFZERLE, X—mSRVNAEIMARARE, FERIECHBINEEE]
BEEARZT,

HEFMMZIMEXFIPSEIM S NI AFHTER, TENEMEFERIREHERMAINEE, EFRRENK
HI%E.,

WEMERIRTFABERE L. HERENMTRETEMEEENERBR, ellPk:
* TREIMLEIR & Z B8 T &L T,
* N—IMBIRER H— M MBIRBHEERE (SEP—MRBHIMHER ) .

Bl BRTXZIFCIBMEIREN YasST iR, BEEFHNEEMEIME. U TRERTHREMEIMELRE
F—Rd iz

ITFE 15.1 —fRIFE

1. BRELZEFEVENE, XA libteam-tools . libteamdctl0 . libteamdctl0 F0
python-libteam ,

2. £ /etc/sysconfig/network/ FEIBE—MNEEXH, BEH ifcfg-team0, NREFTEZ
AMEMEIRE, BREINEEREIEHRS,
ZEEXHEEETEE, FMIIPWXLLEM T (ESNH man ifcfg  man ifcfg-
team ),

3. FEMRFATIMEREMNRONEENM (@FH ifcfg-eth0o 1 ifcfg-ethl ),
BiIEEEMZANNMG, REBIFEER. Wicked BRERIMENVESHEN IR E XK.

4. (HiE) & Wicked NEEEXHHREEESMERE:

wicked show-config
5. BIIMEIMEIRSE team0 :
wicked all ifup teamO

MREFEZEMIFAES, BE all FHLSREEMER --debug all &I,
6. IMEMBIMEIRERVIRT. BIRITUA T LA ATTMIZIRE:

* M Wicked 3%BX teamd SEfIRTIRZ:

wicked ifstatus --verbose team0

o FRENEANFLHIRVIRE:
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teamdctl team0 state
* 3XBY teamd LAY systemd AR :
systemctl status teamd@teamO
M EEHSHRIEENFTED I ERTEERRENRE.,
7. MRIBZFFREXN ifcfg-team0 XHFMABTHITEN, BEAUNTHLERRAHEE:

wicked ifreload teamO

B7MER systemctl RBHEELLEIHMEIRE | MEBEAWN LR wicked &%,

15.8.1 (ERRM: EAMSHESIN 1 E T

MHTERTRESTE, EFATENEEXAHFIRIZERNHTEINENMNEMFIRSE, LT 151,
—fidiE” AREIRE, f£A teamdctl #EHIL,

51 15.12 B MEMFEITRE T EEE

STARTMODE=auto @

BOOTPROTO=static @
IPADDRESS="192.168.1.1/24" @
IPADDR6="fd00:deca:fbad:50::1/64" @

TEAM_RUNNER="1loadbalance" ©
TEAM_LB_TX_HASH="ipv4,ipv6,eth,vlan"
TEAM_LB_TX_BALANCER_NAME="basic"
TEAM_LB_TX_BALANCER_INTERVAL="100"

TEAM_PORT_DEVICE_0="eth0" @
TEAM_PORT_DEVICE_1="eth1" @

TEAM_LW_NAME="ethtool" ©
TEAM_LW_ETHTOOL_DELAY_UP="10" ©®
TEAM_LW_ETHTOOL_DELAY_DOWN="10" ©®

0 EHMMFRENEH. auto IMERTREOFEMZRSITARE, AEHREBXESISHEMN
LR
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®© 6 0

MREFEEECKIEHIRSE (FELEEBER) ) , B4 STARTMODE i#&H manual,
REERS IP thit (LRI TF IPVA $ETE 192.168.1.1, 3HF IPv6 3EE

fd00:deca:fbad:50::1 ),

WS WL IMEIR & NAZ(EAENZS IP Hiht, {Bi&E BOOTPROTO="dhcp" FH &M (SiERE ) HHL
TAZEMIT: IPADDRESS F#1 IPADDR6,

¥ TEAM_RUNNER i&&H loadbalance, LABIEREH TEER,
EENRSUBIBMEMEIREN— B MEE,

ENHREEMEE, UMANBIRENRS, REHIRECBHeAER, FKIME ethtool A&
THRE, BAit, KEEEBSEBHR, BR, ERSKNEREXMR LERBIULEXKEWE,

MR EERRERNEIEESS, BEH arp_ping &I, XA ping ZiEA—MEEEH
(7£ TEAM_LW_ARP_PING_TARGET_HOST TE2AF#H{TEE ) . (NHWEIZSH, MEMEILRS
WA RERBN,

EXHEEN (XA ) SEITEFREIBMZ BIER (EMDRHEM) .,

15.8.2 (ERRM: EAMBIPESINAFELEE

HIEEEATHERXBNEMEIRSHNSTRY, HERMAFHTHSEMBZIRE, SHAMEIRSEZER
Eia1T, HEFIRSHIMMENEE EIRE,

FERAUTEEX G IR EBMEEBINEEIMEIMEIRS, BETE 151, “—dfiE” UREIRE, &F
A teamdctl #EHH,

{5 15.13 DHCP M4EIMEIREZECE

STARTMODE=auto @

BOOTPROTO=static @
IPADDR="192.168.1.2/24" @
IPADDR6="d00:deca:fbad:50::2/64" @

TEAM_RUNNER=activebackup ©
TEAM_PORT_DEVICE_0="eth0" @
TEAM_PORT_DEVICE_1="eth1" @

TEAM_LW_NAME=ethtool ©
TEAM_LW_ETHTOOL_DELAY_UP="10" ©®
TEAM_LW_ETHTOOL_DELAY_DOWN="10" @
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MREFEEECKIEHIRSE (FELEEBER) ) , B4 STARTMODE i#&H manual,
@ iREEFRS IP Hihk (LRI T IPv4A FEE 192.168.1.2, WTF IPv6 IBE
fd00:deca:fbad::50::2 ),
WS WL IMEIR & NAZ(EAENZS IP Hiht, {Bi&E BOOTPROTO="dhcp" FH &M (SiERE ) HHL
TAZEMIT: IPADDRESS F#1 IPADDR6,
4% TEAM_RUNNER €& activebackup AEEHFEIEBIE,
EENRSUBIBMEMEIREN— B MEE,
ENHREEMEE, UMANBIRENRS, REHIRECBHeAER, FKIME ethtool A&
THRE, BAit, KEEERSEBR, B, EFASKRERELMLRETITULEHZEIE.,
MR EERRERNEIEESS, BEH arp_ping &I, XA ping ZiEA—MEEEH
(7£ TEAM_LW_ARP_PING_TARGET_HOST TE2AF#HITERE ) . (NHWEIZESH, MEMEIRES
WA RERBN,
0 TEXHEEM (HXH) 5inTEFKEEMZEER (UEMRENA) ,

®

® 6

15.9 X H Open vSwitch B4 TE X £

WX ML (SDN) IEMRBIRGIREREZRENRS (E6H ) SBREXLIEEBMNKERR
(HiEHE, BFRELE) PBAK, XBEXRESLIHE - BEEARARIEZMNMITHIINGE, WET
RN (FUEE ) SEEGIRE (EHE) 2E9E. AERT, EHETUREEERRSHRE
M, FEHBEBIRIEEN B THIME R,

Open vSwitch @ —FXFISLHES OpenFlow MY EBRHI N AN EILZ EREIAIR . OpenFlow izl
22 FTEFIE AT IRVIECE, OpenFlow MET TCP Mz £, F A ZSEMT S MEEMREH, 0
Itt, BAMEHIZEER RN 2 MR EREI L,

15.9.1 Open vSwitch BIE =

SRA Open vSwitch HIREE X MBES S LS, RS IS EAR:
o STEANRSIHRIAE,
o MERETEHRETTM— N ENBEIS — A EHL,
o MUSENASETIRE, FEET AR E L,

o BRILATEMLZ B RN AREFHRFIX LIRS, BARAIME BIERITTENFH AP HMEMIAE, i
MW ETABC EFIERS,
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* Open vSwitch K92 GRE X CEAEEIIZR) . FIE0, XeENEEEER VM MEEEEEIT
xR,

* Open vSwitch FTEIRfER, BiRTTERN T SEAME SR B RERB 63,

15.9.2 % 3% Open vSwitch

1. %% Open vSwitch F1#h 728 :
root # zypper install openvswitch openvswitch-switch

MRETTXIF Open vSwitch 5§ KVM BREEBIEFESER, BRIIEER tunctl , MRETXIF
Open vSwitch 5 Xen BREERFERESER, BHIMEK openvswitch-kmp-xen ,

2. J2H Open vSwitch AR%3:
root # systemctl enable openvswitch

3. ERHTENEER systemctl 3ZEIEE) Open vSwitch ARSS :
root # systemctl start openvswitch

4. E#8E Open vSwitch 2B 2 IEMENE, BEM:

root # systemctl status openvswitch

15.9.3 Open vSwitch SFPFEFFFNSE IS A

Open vSwitch 822 MAH, ERERZERMSHAFZEAYE, RZERATFINERIERRZ, BERE
&Y Open vSwitch RHANFBIZIEIR,

15.9.3.1 sFiFiERF

Open vSwitch L ETITX R ERMR AN TIFIER, SERB50 openvswitch RSBZHY, EXIEZED
el

Open vSwitch BIZESFHT2F (ovs-vswitchd ) RHIRHAISEHE, Open vSwitch BB ETIFIZRF
(ovsdb-server ) Jofi&7F Open vSwitch BR BEFIR SR ERHRS
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15.9.3.2 LH#ER

Open vSwitch R B& 2 MBS ERZRSHIEARERF, THEMNIRATEE, RENY

PO
~o

0y
]
I
il
i
or
2

ovsdb-tool
B, AR, E4F1E1E Open vSwitch RIEIEEE, ALIE Open vSwitch BUIBEMHEXMIES,

ovs-appctl
BREIG{THRY ovs-vswitchd 5% ovsdb-server SFiFIERR.

ovs-dpctl, ovs-dpctl-top
B, &2k, IR RBIFREURLZ. ERLT AR TFHEASIRNITRIERZEEN ovs-
vswitchd, Elt, EBEERIEIZEIZHA,
ovs-dpctl-top BJEIREMITF top RUERIEERIZAIAL(L.

ovs-ofctl
EIR{E{T81E OpenFlow XY #&H, ovs-ofctl HIFXFIATF S Open vSwitch R F,

ovs-vsctl
RHEEHEENSRNED, ErTBETEBMENZEEE, KFrt, EXER ovs-vswitchd
BPRSFH eI W E#H TR E,

15.9.4 {#H Open vSwitch BIZEM 5

TEMACE RAIfERA SUSE Linux Enterprise Server - BHAfEAINI Wicked F4EHRS. BT Wicked KIS
ZES, BENE155F ‘FHREBENEER .

MBRBLEFEE) Open vSwitch, BHITINTIRIE:

1. EREMHENMVERNMNE, BLIZESU TR :

STARTMODE="auto' @
BOOTPROTO="dhcp' @
OVS_BRIDGE='yes' ®
OVS_BRIDGE_PORT_DEVICE_1='eth0' @

0 WERSBEBMNEEMIFT,
® HBTES IP ihatagthiy,
© BEEMRISH Open vSwitch P,
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O ZEEMMARFH—IHZSNRE. BRNESIRE, BEXGFHRIN AT MISENEEEY

17:
OVS_BRIDGE_PORT_DEVICE_SUFFIX='DEVICE'

SUFFIX AIMREMFBBFFNH, AT, ATHREESTANEX, BFHRETMIEN
SUFFIX #32ME—m,
YL HRTEE /etc/sysconfig/network BRHFHGREA ifcfg-bro, EHATLARER
bro, MEEREMEERNRMN, B2, XHRBYIH ifcfg- k.
ETHEZREN, BEN ifcfg BFMII (man 5 ifcfg) ARk ifcfg-ovs-bridge MFMT
(man 5 ifcfg-ovs-bridge),

2. ME, BEoMi:

root # wicked ifup broO

Wicked 5eplfa, MiZSHEHMIFNER, SURETRIRE up,

15.9.5 4§ Open vSwitch E1E5 KVM EE&{EH
WMFIXEE 15.9.4 75 “{EF Open vSwitch BIEMIF" HETRBIEMFE, Z{EFIEEA Open vSwitch EIEB
i KVM/QEMU BIZRY A B L& 175 18] 4%,

1. AT BRI HAIA Wicked BITHEE, B ZATREMIMFEITH—FIENR. THEAICIRN /
etc/sysconfig/network/ifcfg-br0, REMIKOIREZEM—1T:

OVS_BRIDGE_PORT_DEVICE_2="tap0'

ItE4h, 5% BOOTPROTO iIRE ) none, XHIRAENINFAI/R:

STARTMODE="auto'
BOOTPROTO="none"
OVS_BRIDGE="yes'
OVS_BRIDGE_PORT_DEVICE_1='ethO'
OVS_BRIDGE_PORT_DEVICE_2="'tap0'

MRIROIRE tapl BET—SHEE.

2. ME, A tap0 RENMEENH:
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STARTMODE="auto'
BOOTPROTO="none"'
TUNNEL="tap"'

B HRTFE] /etc/sysconfig/network BRAHGERN ifcfg-tap0.,

IBR: RFEMEB PSR Tap 188
EEHEBIIE root BMBIAFBIMRIEIUNIERLE Tap %%, HEN:

TUNNEL_SET_OWNER=USER_NAME

ZREMARTF IO, HEM:

TUNNEL_SET_GROUP=GROUP_NAME

3. &fE, FTAEN AE— " OVS_BRIDGE_PORT_DEVICE MigEMEE, MRHEBMRESGT, M
NJy eth0, EIt, $TF /etc/sysconfig/network/ifcfg-eth0 FHHRBEIRELTEIR:

STARTMODE="auto'
BOOTPROTO="none"

MEXHEAEE, BEIBIZXG.
4. {EF Wicked EEIMIFEO:

root # wicked ifreload broO

X th itk EFREAE XHMFR RS,
5. N, ERmNEML, EBER:

root # qemu-kvm \
-drive file=/PATH/TO/DISK-IMAGE@ \
-m 512 -net nic,vlan=0,macaddr=00:11:22:EE:EE:EE \

-net tap,ifname=tap0,script=no,downscript=no@®

O EBEH QEMU wiEZIKIRTZ,
© fERAZBILIERN Tap 8% (tap0),
BX KVM/QEMU FiEHESER, 1BE N (Virtualization Guide)
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15.9.6 4% Open vSwitch 5 libvirt ¥ (EH

WNFISEE 15.9.4 75 “{EF Open vSwitch BIEEMIT" FETRCIEMGE, Eo] G ZMERINZ @i
libvirt BEMIMBEENUN. BT libvirt X Open vSwitch MiFRE—EZEZH, HULETU
% 15.9.4 75 “{#F Open vSwitch SIEMIF" FEIBHINET, MATH —TERNEEE.

1. FFTFEEELNITAE XML 325

root # virsh edit VM_NAME

UAFF BRIV BFE R VN_NANE ,, XHEBRITHRKINNX A RIESS.
2. BHKLA <interface type="..."> FLHLL </interface> FEMERS, HEISIHRIMLEE

AN
7Jo

PASA R FREIMEEER S E R B B 5 -

<interface type='bridge'>
<source bridge='br0'/>
<virtualport type='openvswitch'/>

</interface>

o E;- virsh iface-* FIEMHEEEES Open vSwitch FIFERE

i, EEA virsh iface-* TEMENWNERRNIERLT, OpenvSwitch 5
libvirt EARE, IREAULE-TE, BHEETESHIT,

3. BIAEERRE BERMEML,

Bx libvirt FEMNEZER, BEMW (Virtualization Guide) ,

15 9 7 E91I:Ill_.\

http://openvswitch.org/support/ <
Open vSwitch I5H M 5#Y ST HEER 53

https://www.opennetworking.org/images/stories/downloads/sdn-resources/white-papers/wp-sdn-

newnorm.pdf 2

FRMEEERRBIIR TR E XML OpenFlow MMYXKIER H
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16 FTENNLIRIE

SUSE® Linux Enterprise Server 2#5E A ZFERIRITENNHITITED, HPBFEITZMEITEIN., =ILAF
ek fEF YaST BEITENN., BXEEMIR, BSN (HEHER) , £ 105 “EH YaST g S@rAEn”
£103 7 MEEIEN . BIBEERITEMESNEEF U ERBERXRER, trllMERATLITXRE
FF. SNRITENVIRBERMMAIERE TIE, B8NE 1681 "&8®7 .,

CUPS (3&H Unix $TENZR 4 ) & SUSE Linux Enterprise Server REFR/EFTENR 4,

A]AMRIERE O (FU30 USB SXMI4E ) CARFTENYLIES ITENNLITX 57, WSCITENHLEY, WERITENVIECH
SeFIE9EEO (USB. BAKMIEL Wi-Fi ) FIEERFTENNIES., FICARERCAT = KITENVLES WTEMNEITS

%

PostScript $TEI#L
Linux 1 Unix FFRIRERITEN R GE(ER PostScript IXFITENHIES R FHLIBREBDITEMES, MR
FTENH BT LAE 3432 PostScript XHHMAZEETENR A IBITHIINE BEHIXLESTAY, N =] ABEE
BEEHILRY IR BB,
PDF IEZEZ4RENX PostScript, A JtRAEFTENEN A&, STEHHTEN PDF ( MAMXIXZ PostScript )
#9 PostScript+PDF $TENHLE LM tt, {E4iH PostScript ITENHIEEEITEN TERIZH IS PDF &%
PostScript,

FREFTENHL ( PCL 1 ESC/P EiBE
SHFEAMITENNIES, FTENRLZEILAEEN Ghostscript 4§ PostScript #E)NV&E3% BRI HIFTENHIE
. LAIBEMERTR DR, RBBMIESE PCL (XER HP ITEMN R H T E=RER ) # ESC/
P (Epson $TENNUER ) , XLEATENNIES EEZ Linux 235, TTUEMS AFHERITEINE, Linux
Bl EETiA(E A R LS TRITENNLINEE, BRT HP 0 Epson Z4h, HElEREEHMITEINFIERH L
Linux Eaptgrr, HBEIHARBRABITEERXLRNIZF R AL Linux ZHHE,

THITENNL (tBAR{F GDI $TENHL )
XEEATENN A FHERE ILAVTENNIES ., XEITENVERBE CHLTXEICRITEWNIES, RiESH
RIHRAR PR E T, BERE Windows a2 X EATENNIER, BXESER,
M2 16.8.1 % “FTEMNURBINEITENIES 23"

E
BE

EEMIIITEMWL 2R, BFEEUTHRN T REEMSTAFTEINIFHER

http://www.linuxfoundation.org/OpenPrinting/ &
BEFTENNVIEEER) OpenPrinting 0T, iEEERERMHY Linux TFHRES, BR, Linux 7%
Qe Er-NTANRMER. Eit, Hainh “T2XE" FTENNERIHI SUSE Linux
Enterprise Server A% %fhfE, AF—EXLEBILRE. X, BUBEA—EIIEHIERIRS, R
REHARMGTME.
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http://pages.cs.wisc.edu/~ghost/ 2
Ghostscript P TT

/usr/share/doc/packages/ghostscript/catalog.devices
N E Ghostscript RENFEFIIR,

16.1 CUPS T{E%IE

APEIE—MTEMES. ZITEMFL B SEITENNRIEARBRIEFNER, FIFTENVAIRFERITED
BATIBYRHE, DEATREEETIRERER, FIANSE THTENVIATIETL,
BRITENELE—NTRITENRAY, BREVIZFEFEIIRIITENES, EEIFMFEITEINEMFER
BEAES, TEWUEEMER, REVEFETITIEREMERIG SR &ZZIFTENL.,

IR BT IR IEAEFTENRI N TR £ U BV ERHE (I8 J9 PostScript X PDF, thR]EE) ASCIL, JPEG F) 45§
ETFHTENHAIEHE (PostScript, PCL, ESC/P %), PPD XA TTENHIAIINEE, PPD XA BIZFTEN
VA ERDETCA AT TENY E B AR EE A RS, TRBAARTHERAFERETREA.
SNSR(ERBYR PostScript FTENML, MTIREE R FAFLIRIS IR DITENVIIFERY PostScript, XA MAFELT
ENHIKZNTESF, SNSR(EAMAYRIE PostScript FTENHL, NILiEEE R AT EIBIREIRAITEIN T ROVRIE, X4

WMBE—TESERFTENE FTEMVIRENTER. Bim AR R TENVUS ERERIE, ARFEEBRITT
Eﬂ*ﬂlo

16.2 EFFTENVIRYF AR

BILOEIT 2 ESITENNIEEE| R4, CUPS BIECE RNEEX 53 A3 TENHADE IS ML iE1EE| R ARIFTEN
W, BXRITEWLEENESER, &8i% http://en.opensuse.org/SDB:CUPS_in_a_Nutshell 7 EHXE
CUPS in a Nutshell ( CUPS #i& ) .

CUPS A"3z#% z/VM REMIET 5 IBM z Systems REUH I TAHIEZOFTENNIFIR IR S, 7EIX
T s b, QEEETMEHITITEL, DIRBITENNFESEMEIALTRZMEITEIVAEBLS,

@ BL. EMATFIETIRSRGHIIELYEE
HIFITEMNVEZE R ENRN, —EAERICIERERE RAEIGASIE T USB 185, APFFLEIRIT R GEk
FTENNL, BEESMERIIE USB FIEFILE XA REA,
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16.3 ZTRIGF

PPD ( PostScript ¥TEN#L#EIR ) BEREM: (B0, 573¥F%E ) FEm (FIg0, NEFTENLMAIETAM ) B
TEVIES, XLREAN FER CUPS RIS MTEINLEINZ W ERN, WMREHE PPD X, FTENFIEIG#
M “ERIR” RSERLZITEW, BEXAREEHME R,

EECE PostScript $TEINL, REMNFIERKE—1SER PPD X4, manufacturer-PPDs #
OpenPrintingPPDs-postscript BRI TIFS PPD X4, EENE 16.7.3 7 “Z#E ) PPD
X" FE 1682 T “SEEAIER PPD SXHETFTF PostScript $TEIHL”

i PPD X R AfETEZEB & /usr/share/cups/model/ H1, BN (FEHERE) , £ 105 “FH
YaSTiREREMAEM" | 5 1030175 “ER YaST RINENEF" BEHAER YaST RINEITENRA T, bE
&, STUATEFTENMIRE T FEHiEE PPD X1,

MRITEMNNFEF EEEBLRRENMRGE, BSW/ID,. B%, ELRITESSHESL SUSE Linux
Enterprise Server {2 #f92#F; HIR, fTENGLeIELAREINARIZIT, BERATEER LA IE Eith
EERSE. HTREE, NEBINZERGISEERYE.

16.4 MZEFTENN

MLZFTENH R A I 2 MDY, BEEEHFHLITEIAREDIN, REKXEBH ZHIIXE IR EL,
BELRSETRIER TiRE, tIMURHER T BIRIFRENENIER, AIRDEM Linux IRENiE
FF. SRIMEAREBENITIRENTERES MMYXESRIUE Linux PIEE TIE, Eit, SelgeFEidlR
NEIRDBEIN AL HE(F R E,

CUPS %2#% socket, LPD. IPP #0 smb #hHi¥.

EEF
EETREBUAXAITINRBER KX TCP EEFNER, ~LEANERFTHROSE
& 9100 =X 35, i%& URL (A—ZFIRINRAN ) BIiEE ) socket:// FTEDHL TP :Um 1, 3N
socket://192.168.2.202:9100/,

LPD ({TXVITENHLTIPIER )
LPD #i%30 RFC 1179 FRFTR, {ERALLHMY, FTENBAZY ID SELAE X BRI S FLFRITENEIR &
&, Eit, BE LPD thXBT AR ESTENRASI, SFTEMHGIERAISKIEIETERIE, =TAEZ PITE
BAZUIFEEEfI B, WRFE, FTEINFMNILIEHBEROBR, EFEM LPT. LPT1, LPT 3L
AH9EF5, LPD FRSBMIKOSR 515, %% URIRfI: 1pd://192.168.2.202/LPT1,
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IPP ( E%FMIFTENTHY )
IPP 2 —/NETF HTTP MYXRIMEXERFRIIHIY (1999), A IPP, FR{EEMSESEXIEUELLE
MXEZ —LE, CUPS £/ IPP 1T EIEEIX, E1IEWACE IPP, wIRMITENPASIAYRF, IPP
MimOS2E 631, 1®& URIRHI: ipp://192.168.2.202/ps # ipp://192.168.2.202/

printers/ps,

SMB ( Windows £% )
CUPS &z #37E1% 12 Windows HZAVFTENN E##1T3TEN, AT UL BAIAIIMYZE SMB, SMB
FERRAOS 137, 138 1 139, i%& URIRHI: smb://user:password@workgroup/

smb.example.com/printer. smb://user:password@smb.example.com/printer #I

smb://smb.example.com/printer,

WWIERE Z BIFEFTENN T80, NRFIEHARBEMENES, WeJLAEHRGS nmap (bE
nmap BBt ) RBEMI, nmap REFNiEORTITH. Fl:

nmap -p 35,137-139,515,631,9100-10000 printerIP

16.5 {EHGSITLAREE CUPS

CUPS B[f#F 1lpinfo. lpadmin # lpoptions Z#M&GLITLERE., BEE— 1M EE—/NEiH
(fFIgn USB ) MIZNSHAVIZE URL, BEMERZ LMBXILE URL, BFEA®S lpinfo -v | grep
mn : /ll :

# lpinfo -v | grep ":/"
direct usb://ACME/FunPrinter%20XL
network socket://192.168.2.253

/A lpadmin, CUPS BRZESE=IEREILAAIN, MIBRSNEZIRITENRAG, ERINFTENRAZ, BEERUTIE
g

lpadmin -p queue -v device-URI -P PPD-file -E

{EMEER PPD X (-p), WiRE (-v)FAERS (-P). IEREWNREFHNECEITEIN, W7
fi# PPD M {F01&& URIL,

AEFER -E FAE—ME, WFHRB CUPS &<, ¥ -E BFE— 1 SRREFEANZERE, EEA
FTEDNL, WAUER -E, TFEEIRBIFTR:

lpadmin -p ps -v usb://ACME/FunPrinter%20XL -P \
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/usr/share/cups/model/Postscript.ppd.gz -E

AT REIECE T MLEFTENHL :

lpadmin -p ps -v socket://192.168.2.202:9100/ -P \
/usr/share/cups/model/Postscript-levell.ppd.gz -E

Bx lpadmin FIEZIEN, 5% lpadmin(8) MFMR

ERGRRIE, REETRIRENRME, RIS TEMES B EET (RIEF{EMITENT
B) ., trIBAER YaST RECUXLEINNE, EAGLITLRIREIRINED, WMTFAR:

1. B, JILFRAEIED:
lpoptions -p queue -1
ENTH
Resolution/Output Resolution: 150dpi *300dpi 600dpi
AEMRINETIES INESHIE (*) #ITIRR.
2. {£M lpadmin EGEIN:
lpadmin -p queue -o Resolution=600dpi
3. REMRE:
lpoptions -p queue -1

Resolution/Output Resolution: 150dpi 300dpi *600dpi

EiBAFIE{T lpoptions B, IREWFEER ~/.cups/lpoptions, R, RIZREEFER /etc/

cups/lpoptions,

16.6 MERSITIIED

BENaGLITITED, BWA 1p -d PAIIEM X5, ERBNIBRFER AJI2HE M S2HE,

ﬁ‘”‘r"%&fhﬁk%ﬁ? 1p @LRFTITEL, EXMBRT, BENAREFIITERHEEFRALERNGS
(BEEFRE X3 ), #la 1p -d EAZIERR,
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16.7 SUSE Linux Enterprise Server 94554k IN#EE

H Uk CUPS THAEE £ 37 SUSE Linux Enterprise Server f{{Hif%, XBENEB—LREENENX,

16.7.1 CUPS FPA NI

P4TEKIA SUSE Linux Enterprise Server &35, SuSEFirewall2 b FiE&aikzs, BEMEEORE hIL

F NSRS R, IXSPFEIEENER, (Security Guide) , 5 15 & “Masquerading and Firewalls” ,

28 15.4 75 “SuSEFirewall2” HF0 http://en.opensuse.org/SDB:CUPS_and_SANE_Firewall_settings # Lig
f#t TH % SuSEFirewall2 BEMESEL.

16.7.1.1 CUPS Zf i

BH CUPS EFinfEfERR AXEIRIEMSIMERMNE N LIFLL LiziT, AXMERT, BIEMLEED
ECE A7 REBXIE A, XHFRT AL A ER s o) TR,

16.7.1.2 CUPS fR%28

gASR CUPS BRS3B[EZ M MIBRIFRIRIEMBIMER, WM LR DR E AR XIER RERXE 1, &2
WARBAENEEMEIMERET R CUPS IR, FRIEERLIZARSS SR EIFTRBIAIHEMMAN CUPS BECE Ay
TRIREMRIP,

16.7.2  N5aPLEFTENNL

CUPS FRZBRTEHAEME LN SHETEINMEI AR RASES. EFRHEINIBRILLER, CMEEITENN
EERERETAITEINGIR, MR “HE”

CUPS AR5 28iE5 £ 4819 CUPS 5Tt EX Bonjour/DND-SD TEM4E E NS EAIRIFTENRAGY, T 8ERS
BT PILBITENRAS, 1813 CUPS BRSBBITENNAMBE Fin LEREEIBIT cups-browsed AR%B. FKIAE
MF, cups-browsed A2ED, ERNENRIERNE, BfERA sudo systemctl start cups-
browsed, ZWREERASISHEENEY, BEMBEFIRLER sudo systemctl enable
cups-browsed BHE.

WMRERDN cups-browsed ZEREAEIER, NZREA CUPS ARS3 83 7T #ER1@E1T Bonjour/DND-SD A&
MLZITENRAZIRY, LR T, BFEERIILR avahi 8, AEMBEZEFiH LERA sudo systemctl
start avahi-daemon BiIXBAFIARS.
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16.7.3 ZMEHHJ PPD X5

YaST $TENHECE(FER /usr/share/cups/model H&ZH) PPD X4 ) CUPS 1REPAY, REHERT
FTEDMIELSH) PPD X4, YaST 53 ERAEM1G NS I2 PIAE RN BB S LEIRFTE PPD XM NE
FELS, Ak, YaSTITENHECERIEM PPD XA HENAI R FIEL SERER — MUEE.

X{ERA PPD X MAMEAHMERFENRENRSETEIUMEEE /usr/share/cups/model/
FEY PPD X4, g0, NSRIEH PostScript $TENHL, BIE$E1E PPD XHEHIZI /usr/share/cups/
model (WIRXLEXHEARFET manufacturer-PPDs 3 OpenPrintingPPDs-postscript &
), USKHTEINRERE.

Hith PPD X T oI BR M :

e gutenprint: Gutenprint a2 F R E LAY PPD

splix: SpliX J¥ahfzE R EILEZHY PPD

OpenPrintingPPDs-ghostscript: Ghostscript A& XENF2RE9 PPD

OpenPrintingPPDs-hpijs: &R F3E HP FTENHAEY HPYS IRThFEFRY PPD

TE/LTNA—LRFIBERFTENYLRE A FNER (0] 3 A K AR s S iX L o] Y 757%, 1TIEREME GDI
FTEDHL. PPD MR ARE, HIMNEITEE IMLEITENNLEE, FTENM o)A KR RATI AL IR,

16.8.1 FTENVL R BIREF EIVIES 25

RXEFTEMWASFHEAE LRTEINIES, REERTINEREFRIIREITI N, EILXLEITEINR
REF THRIER R TIRINIEFIIRIERZAIRA, GDI & Microsoft* AEMIRE A LN mEREO, BEHIE
i RIEHt Windows FIIEENTERR, MEJ Windows JRzT2FER GDI RiE, PrBAXLEFTENHLBHGIE GDI T
Elfl, SKERiBJAARNRHARIZRO L, MEREJXLEFTENY R @ TENITEMN A SHERITEINIES
HITAIE,

FLE GDI FTENHLRTENIRAL A GDI F3 VBN — MR & TENVLIE S H1TIRIE, BSNITEINIFMUA T X2 E ]
7. RERSHEER LN Windows 3RAFRFHITIIR (iF: Windows FTENHLIRENTEFEE Windows #
{THTENRY R SR SR TENHLE#R([E GDI 4830 ) . ST Hfh GDIFTENHL, B HIHRETEINIES T RAR
R,
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KRGS DMAITEMWNRHE T BWNRERF. THRITEINIRENEF IR RET N ERIEXLEIXENFEF AT
ATERRIITENRLE, WARRIEENESSEMENRTE, Bk, SFFNETEINIESEITEITLA MK
THIREFTEN R RRR A BT TREVEE T &,

SEEMEZINEETHE Linux WENTEFIETT, WSESZHRETEIWIES (&2 PostScript ) RIFTENHL =T 88
BEFEM, XeTU—XMRERAENREFEE, EABFERRALERABNEFRG, BRIRE
BT ITENR AR R M INEEM W ML R AVIXENTE F B #o

16.8.2 ZBHIER) PPD X vJFF PostScript ¥TEN#H

MR manufacturer-PPDs 8§ 0penPrintingPPDs-postscript SR8 &iERAT PostScript FTEIHL
9 PPD X4, MIBTCAGEFFTENNHIEMRILRIIETNTZR CD LAY PPD X4, SRAFTENNHIEEMITI T HE
i&HY PPD 3214,

GASRUA zip 745 (.zip) SREREESA zip 7745 (. exe ) BIFZIUER M PPD XX, WA unzip &< FERBEE,
B, &E PPD XHRIIFENIEIMNGEFR. ASER cupstestppd LAREFERMIA PPD XHRESE “
Adobe PostScript $TENHLIERN A ASE V4.3" RS, MRLAIEFIRE “FAIL, " MR PPD X
HFHRRERETE, sJESREKRIM, MiZ#ER cupstestppd REMEMS, MRFE, @EITEIN
HlER DR SIERN PPD X4,

16.8.3 MLBITEIN E =

T TE ) 4% o] 3
BITEMN ERE R EN. DTMKBE, FZfTEMNEE hARITEIN., WRITENHATBATLE,
W ie] B EMLEE XK.

S & TCP/IP 48
TCP/IP MLEFN A FFERAT =] LAIE S T1E,
WEIXFE lpd

FERAUTHSMARERIMUS host £/ 1pd (iwMA 515 ) #37 TCP & #E:

netcat -z host 515 &% echo ok || echo failed

MPTEERIS 1pd MR, W 1pd FTEERRTFIEANRASNT S EE AR,
B4 root EFBHEMAUTHSEMER host b queue MIRARE (FIEfEEK) , SRR
Ri#) 1pd RFENRAFEAENEZSH:

echo -e "\004queue" \
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| netcat -w 2 -p 722 host 515

GNF 1pd AW, MEFTERGTENRSHTAAAEREAMSEE, MR 1pd WK, TRRZ
SR ot ATE L M AS) ERAEHITITEN, MBERIEIRLG] 161 K& lpd MEREE" o
BONIRL, MIEEERERTTE 1pd 314269,

7 16.1 3RE 1pd MEEIRER

lpd: your host does not have line printer access
lpd: queue does not exist
printer: spooling disabled

printer: printing disabled

1 &EIEFE cupsd
CUPS M£8ARS5 233 R] BATE UDP im0 631 L/ #EEPATI, FAE 30 W HE—R, EIt, UT&H<Se
RFMRAMEREEFE & CUPS MLEARSEE. MITILGR L A, SWMSLEARM CUPS sPiFiERF.
netcat -u -1 -p 631 & PID=$! ; sleep 40 ; kill $PID
WNERTHE CUPS MLERRSS27F7E, MEMEINGI 16.2 “5kE CUPS MLEARSZ 1 1E" Fim.

1 16.2 5k B CUPS MBS 389 18

ipp://192.168.2.202:631/printers/queue

&EE, IBM z Systems AR ZEIABE A TAEW &,
MATFas <L AT MIREA RIS host ERY cupsd (#w0 631 ) B3I TCP E#:

netcat -z host 631 & echo ok || echo failed

RN S cupsd B9iEHE, M cupsd FIEEARATIEMNIRSH T SEFERE A ML), MR
cupsd RFENRSHEENEZ S, lpstat -h host -I-t RIRE] host EFTEBAIIAI
SIRE (FTEEIEEK),

T—A@SHTMR host £EM queue REBFHRBENEIEFFAEMIITENMES., RRFTEMER
NE. FlREaRH—TTZ=AH,

echo -en "\r" \

| 1p -d queue -h host
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SRR ITENH BRI TENAR S B8 it BN 1T E 54

B, HEITENRRS SB[ ENAETHERYIEFEENEAEITEMELRS=EEH, HFX2T
ENARSS 231t BN ABBAIZF S8H, BriETERLRIENSE, EATERE, SJUEEST
TCP ERFWEZRITENAR S B8 1T SN TENNLE 1T T USSR LT FTENAR 3 28 1T EAL P AV BRI ALIZ .
BEME 1641 “MLEITENHL"

X#E, 1TENRRSE BTSN AESRUREE (TCP/IP MAEFNAMITEINEE ) SMARKR Z B
med, EEALAE, CEEMEITENRSB/ITEN LM TCP RO, MRITENVIEZEITENARS 23
WEN EHBITATERIRE, WEETTUEITATENRS BT ENMBEIREERA nmap B4 nmap
SLAREFREL TCP O, FIa0, nmap IP il STAESERITENRS RITENMM Tt :

Port State Service
23/tcp open telnet
80/tcp open http
515/tcp open printer
631/tcp open cups
9100/tcp  open jetdirect

It tH¥s H AT AR O 9100 Bl TCP ERFINEEEIITENARS B2 ENAITENN AT T4, 3K
IAMERT, nmap RUAEEFE /usr/share/nmap/nmap-services HFFHIHAI—LERIFO, E
SEFTERIRERIR O, EEMAT<S nmap -p from_port-to_port IP-address, XEJEEETE
—LEatE, BXRFMER, BHSN nmap WFMIL

WA TGRS

echo -en "\rHello\r\f" | netcat -w 1 IP-address port
cat file | netcat -w 1 IP-address port

FF R E B AERE MY O UL 2 & P ATE %m0 L3 TENNL#IT I 4t

16.8.4 FIENFBRIAERBEIRER

SFTENRSE, FTEMESTMBIIRER CUPS [Fimsm BT (FTEMN ) MEIEEE. MRERKEHN
HE—TRIBRM (FIAN, WMRITEMNTEFTENSE THTEINIBVEURE ) , WITENREARSI LI TER, W
SRITEMVLTTAFTENRSE FHTENHIROERE, BEE— N EESZITENYIEY PPD X154,
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16.8.5 ZEAHIBAGI

MR EIEW S EEBIBES R2XEELM, N CUPS fim (30 USB =X socket ) [EFTENRL ([E
cupsd ) E—MEIR, RisATRECEBIBEEREARAITANRAITHRABRZ IR, BTH
SR ETREtWRESS, cupsd FEAMBENFATIRITEL, EERTEDENERE, RAEERIVIER
cupsenable S EBRAITEL,

16.8.6 CUPS Xlui: MIBRITENMESS

gHSR CUPS MEARS /BT MR AZEFimEN BEIIFEZFPIREN LSENSH cupsd &TFiEDN
KZ, WEFIR cupsd BERENAREFIITEMESHISENR LIRSS LM cupsd, SRS R[ER
cupsd EFR{TEMESE, SHRESEIR—IMHNESS. Blt, EFEENLNESS5RSE LT
ZESARE, ERITEMELBERIENELEE, FIUAERZFHEEN LMELSIIERR, RERZS
FTEMFABA R ZIARSS 2] cupsd &, EFiR cupsd SFFFTEMFAAL HE ST,
EMpRARSS 28 EAVITENENL, E{FRAY 1pstat -h cups.example.com -o MIFGSHERS S LHYE
W, FiiRRUEARS B ERFTRIZITENMEL (EERT2BELZZFTEIN) . EALESS, =TUARIBR
AR 5388 LROFTENMESS :

cancel -h cups.example.com queue-jobnumber

16.8.7 HRIFRFTEMESFEIREIZER

NRAFTENLIZR R AFTEMN ST EN, MITEMESIFREAETIR, BRITATEN (SFTEMN) /5,
FTENG4rL:, wAER cancel MBAZIFRMIERE I-AIFTENMES,

NRITEMEN BRI, SENSHTEMN 2 ERERHINEEIR, TEMNSHTENEBR S KBEBIE, X2E
RNETEERLIELE, ZRBLERL, BRITUTLR:

1. BRLLITED, B ALK ESTENYL AR BN ST AR TENHLE AR
AT EUE S RIFTENAFAYIREE,

B

SRENITEVAES—

2. FTEMESETRENEBAIIR, EARBERESTE2LZIITEINEA B ENMR, €A lpstat
-0 B lpstat -h cups.example.com -o 1&ZEMBBAZIHRIEMAESTEN, M cancel [A
9-fFl4RS 8% cancel -h cups.example.com PAZI- {455 MIBRFTEN(EAL,

3. BMECAFTEMES MBATU PR, REBUIRNSWEEZITEIN., #E CUPS Rim#tERENER
MERBIBAIEITHIFHLLL,
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| 4. @BIXAFTENYL—ERET B 2 EIREFTEM., ABIBALRKFATTHITEI,

16.8.8 izl CUPS

ER T ERATIEME CUPS FRRY(a)

1. & /etc/cups/cupsd.conf HigE LoglLevel debug.,

N

. {21t cupsd,

3. MR /var/log/cups/error_log* MNMABERIEEKMEEXHE,

4. JB8f) cupsd,

(92

. EESNRDAMEF,

6. ¥& /var/log/cups/error_log* HAEEUMRE 0AMIRE,

16.8.9 EZERE

B X7E SUSE Linux EITENAVIFAIERE, 155 openSUSE ZH5E0EE, MikX http://en.opensuse.org/
Portal:Printing #, SUSE £IiREE (http://www.suse.com/support/ #) AR T WF S 45 e AR TS

o
Ko

225

BE CUPS MIXAREXEIEINE,
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17 XWindow &%

X Window &4 (X11) & Unix REIRZ A P REASEPRTE, X 2ETFMERY, FICAEE—NEN LB

NAREREREETEFREIMMLE (LAN 3% Internet ) EEMN S — M EN L, AERH XEENERE
2, MR SUSE® Linux Enterprise Server F{ERFANERER.

XWindow RE—MRABEZHITIEFIRE. X BaIHAESSENES, Elt, xorg.conf BE#FA, W
REMAFTEREEBEETREN X WITAAN, E2FTIEE(ER /etc/X11/xorg.conf.d/ TH
Ao E X4 REI,

@ 12/~: IBM z Systems: RBEERFAFRE
IBM z Systems &5 X.Org XIS HIRE., BEt, ANRFMANRERESIEE T~ ER,
BX IBM z Systems MEZER, BEN (BE4EE) , E4E "7£ IBM z Systems EZE"

17.1 LZHREHMEBEFR

Linux REYFIRRT 3 AF AL :

EHHREFK
BEFAFHAMBXEERSHNEFER, B, 8NFHERURRAEER/NMERRE,
R AEALLETFR (FH ) 251, BERRFERER M (W) . LI REMR AT AL
o FUHGIE (BRAEFESD) sJEHAMRSERNUERR, SLMMEARIEEL FreeType &
K3,

Linux FEIE B PostScript Type 1 # Type 2. TrueType K OpenType,

WISDS R EZ0
BE-—IMABEFSIRITHGERE?. UBFERERRERR, MEEEER, A, SREF
AMELE, MEFRLTEENRRENEAL THEITER. B, SEFEEEURBHIRNER, W
£, Linux ZHlEPLAERUEFER, BRLEHHRERXEFE,
£ Linux T, BRI (PCF) SRFMAIE 23820 (BDF) R&E RIS

RXEFRWIMMERZZZ M EIRM:
o ERFENFHRRI,
o RARMEZERFR, REEWNERBRETRIVER.

RE—RIASREFFEX. EARALAFAR/BFEREIABALNE, ENE-LERKANMEFTELIE,

226 TR EFH SLES 12 SP2



Linux FIRERRAHEBREAXRRZNILNELEM, BARFHREBERER FreeType (http://
www.freetype.org/) 7, ESRZIFMBANFARFRERAMANUEFE, ERTEHEEZRAESH
(FTREREF| (o)A ) F=Hl,

{F 8 FreeType BB MEFEERNZESE Fontconfig (http://www.fontconfig.org/) 2 FE, LttEERMEF
RAGHEWEFAREE. BFPEKRE Fontconfig iRER, LWEKIFSHEE Fontconfig BEEIHIN A,
Arabic, Han 2% Phags-Pa SHIZAFFEE S 2489 OpenType AL LA K E {th 5B 5 5% 510 ST AR IR AR ER T
Harfbuzz (http://www.harfbuzz.org/)# B Pango (http://www.pango.org/) A ((XRR—ZB5RE) .

17.1.1 BRETEFMR

RERFLLETMLEFRRIEIN, HE1T rpm &% fc-list &<, XA G AEREREN
&, BEFIESAZRFNAFEERNEMERLOANERFIR,

I KB

=
©
=}

BA rpm JEBRA L LR THEBDESFHRIVRGEL:
rpm -ga '*fonts*'

BNFHREHENZRRLRIAN, A, LR EIRR, M fonts-config (ERIRRF
K, EREBZFHE),

fc-list
BA fc-list FIIREBMLFARRAIRILAAR., R4 LSFEHRPRBELRIXLEF(ARIVEM :

fc-1list ':' family

Q ixE: @9 fe-list
< fc-list = Fontconfig EERVIIZRIERF, M Fontconfig ( EftIIttik, MERBIRLE
) FINERITZEENER. BXESHAT, BSM man 1 fc-list,

17.1.2 BEEFIK

MRETHEELRFERRAINIINL, FEAGS ftview ( ft2demos ) KiAE) http://
fontinfo.opensuse.org/ #, f5lg0, ELA 14 SFE/R FreeMono FK, ERUTARER ftview:

ftview 14 /usr/share/fonts/truetype/FreeMono.ttf
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MBEEFSEE, 400 http://fontinfo.opensuse.org/ 7 TAZIFMLE (Ao, IR, fMAZE ) M

17.1.3 TEZFIK
EEEIEE TEMEXNRHMERMMHER, &FER fc-match &%,
N, MBELMEXBESELEZRE, fc-match £RENXGER. EARARIFIIER :

tux > fc-match 'Liberation Serif'
LiberationSerif-Regular.ttf: "Liberation Serif" "Regular"

MRFIBFHRELHNRAELRFE, Fontconfig WREMMNEEEN, ASIRZRIIEEANFIAFR, X
ERERA —MFERRERTEERNFIE,

tux > fc-match 'Foo Family'

DejaVuSans.ttf: "DejaVu Sans" "Book"

Fontconfig #5515 : BB — M RIIBHMBRENEM. BEBMME —NHENGIF, Flg0 “sans-
serif” . “serif” #1 “monospace” ., XLEFIFFTHLMGHRTIEH, EERRIIBHIEXEREIRE
K

tux > for font in serif sans mono; do fc-match "$font" ; done
DejaVuSerif.ttf: "DejaVu Serif" "Book"
DejaVuSans.ttf: "DejaVu Sans" "Book"

DejaVuSansMono.ttf: "DejaVu Sans Mono" "Book"

SERERREMR, EANIRZRNFERME,

@ 7EE: 1R Fontconfig MERIME L F1
Fontconfig & ERBEMKBERREIRBMMVILRRY (MRELPLRT —NRY) . “HBUE" &8
& Fontconfig FINEBEE U KA P EIE SR Fontconfig IR EME,

17.1.4 ZTEZFIK
TR FARNAEEEGU T

1.8 *.ttf 5% *.otf FEFUNXHFFHLRENEN—NFHRER, MIRFHRERTENZRS, BE
F#REBR /usr/share/fonts, MNREBLZRAEEBRTP, BEM ~/.config/fonts,
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MRAEERRERR, Fontconfig AFRIEFERMBR, £A <dir> 5T&EEZN Fontconfig ATA
BR, BXEY, B8NE 171527 “FANTH# Fontconfig XML”

2. £ zypper &xRFK, REFAREBIERM, KEMIFE SUSE DR BHEEZE M17N:fonts
(http://download.opensuse.org/repositories/M17N:/fonts/) 7 f§TZER, BERUTHSBEERE
RN ERIFIRA, 190, 9 SLE 12 RNNfETEREE:

sudo zypper ar
http://download.opensuse.org/repositories/M17N:/fonts/SLE_12/

M17N:fonts.repo

SRR FONT _FAMILY NAME , iEEBUTHS:

sudo zypper se 'FONT_FAMILY_NAME*fonts'

17.1.5 MEEFARRIIMNR

RIFERMEFHNFSHARE, ERAEANSAHR. HId, REMNERBOMWE—MRP 100dpi, XS
BEAKX, FEEGHEEEE,

BILMEERTARLERS R, FINERES (KETE) . il CEEGME) AFERFER (£—1
HEKSHERIEE=(F) , IEFEXRLTERFAREAMR.

o EE: FREERMTR 0>
SUSE & B TMERTRIER. B FreeType2 SHFILES, BE/LIET 2019 FEFIEN
ERBRETIES, B, RIERKTEG FreeType2 EH BiRETEHEFHEER, BNE
Fontconfig iR B F IS RETVE B ERMR,

Bid Fontconfig, PIRIMABMFREREREL, WAl h—HFREREREE,

17.1.5.1 & sysconfig BB&EFIK

SUSE Linux Enterprise Server 7 Fontconfig Fig{ft—4 sysconfig F, ZXIRH#ITFREE, Z2—1
AENEFS, EFREINRE, BHRIEBEEXH /etc/sysconfig/fonts-config, (EfEMA YaST
sysconfig 1R ) , wiBZXMZ/E, 1§I1B1T fonts-config,

sudo /usr/sbin/fonts-config

229 REFHREIIMI SLES 12 SP2


http://download.opensuse.org/repositories/M17N:/fonts/
http://download.opensuse.org/repositories/M17N:/fonts/

ERNZNARERFURREY, BFFICUTER:
o —ENARFAFEERH, FI9, Firefox ZANBTEFTIZEN Fontconfig BB, elEsLE MR
SRR EREHNFHREE.,

s BRREBTRRAERREEZE, RASBMIAA fonts-config WA (WMKIFA, MRERFIE
REHBBHIR) .

° f£M fonts-config ALITIRINFILAEMNEEE A sysconfig TE, XTI, BEEN fonts-

config --help,

BJLA sysconfig TERJLAE R, ES M man 1 fonts-config 3 YaST sysconfig #RRIEEENTT, AT

R—LTBRA:

BREENER
Z[E{EA FORCE_HINTSTYLE, FORCE_AUTOHINT, FORCE_BW, FORCE_BW_MONOSPACE .
USE_EMBEDDED_BITMAPS #1 EMBEDDED_BITMAP_LANGAGES

BABHNEEIIZR
{£F PREFER_SANS_FAMILIES. PREFER_SERIF_FAMILIES. PREFER_MONO_FAMILIES

SEARCH_METRIC_COMPATIBLE

TENFIREMHR T —LEERG, N "SBEW FH (WHERS) 3 "SR (REB) NIFE
/-_|__\o

{IEFIR
18i¥ PREFER_*_FAMILIES TEr[iEEEEEMUEIFA, BRBENINRIERAXILESTS, 15

IR, IEFRERAEAR, FHITEBLE, ARUEBFRIAB/IMFS, BEEM

SEARCH_METRIC_COMPATIBLE="no"

RERETEEFRBTUENRINBHEN,

BRAERBBIRTHERFE
BRI ARERBESNIERF RS MEF RN EREEBM, FiXEIRSFRIERYE, SERZ
UREARMIBRFIR, W Liberation &7, REHNZ, RAPRTHRAMBNFARATTR, RETH

HLERIEFIRALETTA:
FORCE_BW="yes"

BRAERABHNSESEFR
RANBREGNAVERSETER, BN, BEARIMRE:
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FORCE_BW_MONOSPACE="yes"

ZINRE
BRATEFRREERELS, 2IEAMIBNFREELF PR (BC) BE, HRAFREER
BohfifsE (hintstyle=hintslight ) /B%, iLFTEHEXMY sysconfig EERFIIAIRE,

CFF 4K
BA CFF 38 NERFR, FreeType2 AE T HeIIHE, ZF AN IZBSELEIAR TrueType FAE
7T, 1558 PREFER_*_FAMILIES BYRFIEIE—T, BJLAERAU T ETEFIRAESEREME:

SEARCH_METRIC_COMPATIBLE="no"

EREZIARIET hintstyle=hintslight RE#RM, LI AEEER:

SEARCH_METRIC_COMPATIBLE="no"

T HENMIAE
BES FAE MBI 4R, thelCAER FreeType2 B EIMiIARE, XA SRFRTSEHE, &
MESTHEERM,. WHEEER, RETENTE0THELEINEE

FORCE_AUTOHINTER="yes"

{#F FORCE_HINTSTYLE =]#Z=HIRiA%&% !,

17.1.5.2 RNT#& Fontconfig XML

Fontconfig EEERRZ I EIFICIES XML), FTEHMLNROIAZEZESE, AZEEMA, BTN RE
ftt27RFI7E man 5 fonts-conf 3k /etc/fonts/conf.d/ HIKE|,

Ay Fontconfig BEX 2 /etc/fonts/fonts.conf, EREMIEREIEES /etc/fonts/
conf.d/ BR., EBEEX Fontconfig, RIZEEMMIBBALIEN:

FONTCONFIG e & {4

1. REEEINEN: wmENXH /etc/fonts/local.conf (HKINMBERT, EBETH

fontconfig 7TX),

2. APESTENEN: %wEXH ~/.config/fontconfig/fonts.conf, % Fontconfig id & X4
WIE ~/.config/fontconfig/conf.d/ BX,

APRENENSBESEMRAETENIRE.
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@ IR FRNAFRENY
Xt ~/.fonts.conf tRCHEBHFA, TN IZBERM, BXAER ~/.config/fontconfig/
fonts.conf,

BAMREXHEFEE— fontconfig &k, Flt, RAEERIXGNIITAR:

<?xml version="1.0"7?>
<IDOCTYPE fontconfig SYSTEM "fonts.dtd">
<fontconfig>
<!-- Insert your changes here -->
</fontconfig>

MREIAERABA, BaA dir TRRENIEXR:
<dir>/usr/share/fonts2</dir>

Fontconfig &A% 975 S RFIR,
{£F T EH#Y Fontconfig FERFTLUEEFHREREZ (BESWAI 171 "HBEEREE" ) :

B 17.1 I8EBELRE X

<match target="font">

<test name="family">
<string>FAMILY_NAME</string>

</test>

<edit name="antialias" mode="assign">
<bool>true</bool>

</edit>

<edit name="hinting" mode="assign">
<bool>true</bool>

</edit>

<edit name="autohint" mode="assign">
<bool>false</bool>

</edit>

<edit name="hintstyle" mode="assign">
<const>hintfull</const>

</edit>

</match>

FARRSHEIEE TN, 190, <test> TRETMAFERRT (IEPIFFR) . FiKER. [EEE.
FIRBAURE M, MREEAER <test>, A <edit> TRHINATENFR (£2BEN) .
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#117.2 BRI BHER

AL

<alias>

<family>Alegreya SC</family>
<default>
<family>serif</family>
</default>

</alias>

A 2

<alias>

<family>serif</family>
<prefer>

<family>Droid Serif</family>
</prefer>

</alias>

A 3

<alias>
<family>serif</family>
<accept>
<family>STIXGeneral</family>
</accept>

</alias>

117.2 “RIBHRINBHEN" ROMMSEIE—MHE TIRERIATITIE (PFL), RIBTHEHARE,
MITHRIFthARE

Fim 1 Py <default>
LM ETE PFL ARERIN— serif RIIAH,

H 2 ey <prefer>
QF PFL H7F7E Alegreya SC, WEHIMFASTE PFLHEE—4 serif ZE17RIN “Droid Serif”

FI 3 FRfY <accept>
LEFRMSTE PFL AE—A serif RIIBHZERIM “STIXGeneral” #RFEH,

YNERIGIXLE T ERFRAN 1 - #1002 - #0013 MR E#ER, HAFER “Alegreya SC” B, RGAESUN
BIEYNEE 17.1 “ET Fontconfig M4 RE PFL” FRETARAY PFL,
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7= 17.1 EF FONTCONFIG ¥ 4 R% PFL

1753 S R0#HY PFL

BEK Alegreya SC

Ao 1 Alegreya SC, serif

Ao 2 Alegreya SC, Droid Serif, serif

A 3 Alegreya SC, Droid Serif, serif, STIXGeneral

£ Fontconfig EER, RIIBMEABRSMER, STHRN. XKNEEHMIEX, Fontconfig KIERR
FHEIERTWMANRY, MNREERT “Alegreya SC” , Fontconfig BRIREIE, MNRKXER, NEEHK
“Droid Serif” , #REIHE,

Bl 1R Fontconfig K ERMIIFE £ £, Fontconfig FTEERIRBIAREBMLR, WF 17.2 “"EFFX
TIRE# Fontconfig #UM4ERE PFL BU4ER” HATA,

£ 172 EFFXTIER FONTCONFIG #M4ERE PFL 8945

Il P ZiRIAY PFL icE

BXR Alegreya SC MITHERRIEK,

2 Alegreya SC serif R7E FPLH, RERE
ffIRE

Ao 3 Alegreya SC serif R7E FPLH, RERE
fAIRE

Ao 1 Alegreya SC, serif Alegreya SC f#7£F FPL A,
ITER

@ R REENX.
5 <default> ZNBAMALERIDEFIAIM (NRALR) . NizflFR, <default> Niz—
BMAETZEN <prefer> F1 <accept> HIR,

<default> HEARNRTFERAAR serif, sans-serif 1 monospace, BEXEHRM, FEW /

usr/share/fontconfig/conf.avail/30-metric-aliases.conf,

B117.3 “FIZHARTIZFENR" PRILTF Fontconfig FEERBIE—4 serif A, MRFI—MFEHRE
®R, WEPHNEIRIATERLEMART,
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1 17.3 BRI EBHER

<alias>
<family>Alegreya SC</family>
<default>
<family>serif</family>
</default>

</alias>

<alias>
<family>Droid Serif</family>
<default>
<family>serif</family>
</default>

</alias>

<alias>
<family>STIXGeneral</family>
<default>
<family>serif</family>
</default>

</alias>

<alias>
<family>serif</family>
<accept>
<family>Droid Serif</family>
<family>STIXGeneral</family>
<family>Alegreya SC</family>
</accept>

</alias>

MR HE <accept> RIBFMIMFIEE., A, sTLAERAERER <prefer> 78,
B 17.4 “SIBFRINZHMEBR” FRTH 17.2 “FIBMNARTBHER" .

1 17.4 HBMRINZHER

A 4

<alias>
<family>serif</family>
<accept>
<family>Liberation Serif</family>

</accept>
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</alias>

AL 5

<alias>

<family>serif</family>
<prefer>

<family>DejaVu Serif</family>
</prefer>

</alias>

F117.4 "FIBMRIZHER PHT REEHFSRT PFLT{L:

= 17.3 EF FONTCONFIG #M 4 Rf PFL BV

[lIlE2 SRRy PFL

BEK Alegreya SC

Ao 1 Alegreya SC, serif

i 2 Alegreya SC, Droid Serif, serif

Fm 3 Alegreya SC, Droid Serif, serif, STIXGeneral

K 4 Alegreya SC, Droid Serif, serif, Liberation
Serif, STIXGeneral

5 Alegreya SC, Droid Serif, DejaVu
Serif, serif, Liberation Serif, STIXGeneral
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-z
=

I=: 8X.

o INRE—MERBMEES /N <accept> FEHE, MEENHHIER “ME” . WNBE-TEE,
BIBRFZCEMEER, RNEERF (/etc/fonts/conf.d/*-user.conf) Z/G{ER

I3

S

<accept>,

°c MRE—MNERABHBEESA <prefer> FBBH, NREDITHIFER “MH” . BT, &
RAGSEEMEER, TEEAFZAIER <prefer>,

= z<t8

o EA—MBEBMIEN <prefer> BEREISES <accept> FEHE, NREBERFERFH
P{ER <accept> MAMXNER <prefer> WERHE, BLEERMAMZIERSTTERN
REREA <prefer>, NB—AHENXKE, AFPKREFEANZE <prefer>, ALLXH#ME
ANEE, HEBINERACENREFHRMEER <prefer> BIEMR,

17.2 EBEE

&A1 RR xorg-docs BIUERAMTHE X11, man 5 xorg.conf R THEXFNEE (NREE
FRAFEERS. X X1 AEMNESER, BELZMBMEDR: http:/www.x.org 4,
RENFEFNMIT xT86-video-* B, g0 xf86-video-nv, HXFMITIFIFMILAT XL EHIHAIE
SRR, FlE, MREA nv BEPIERF, 7 man 4 nv FHEIAHKEIBREEHEFNESER.,

BXRE=ARNIEFHERNMT /usr/share/doc/packages/<package_name> /1, flg0, x11-
video-nvidiaG03 MIXIEERRBZENMT /usr/share/doc/packages/x11-video-
nvidiaG03 H,
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18 {#EFE FUSE if1o) SRS

FUSE R F P ZE 8| RS2 2 4 (file system in user space) RS, XRREATLNIE G R SIERHIESINA
FEENREAN. BF, RE root AFPAREMITLIES, FUSE BEEBR—1MHIXIER, ESEHAES, o
TR FE FUSE LLIARIJLERBEXH RS, dEfE SSH iR, IS0 MURSE,

18.1 BCE FUSE

Bk fuse BIABE(ER FUSE, IRIBEERAIXHRSE, BFEEFHMIIBRE HIMINGELS,
—HRmE, MELHEE FUSE, BREBNCIZ—NMEHMBELRRANBER. A, "JBAEIEER ~/
mounts FEZLEBARNBXAFRLNFER.

18.2 &®A NTFS 7 [X

NTFS (i AR EZ % )  Windows FIEHANEZR %, 45 Windows D XIERZERAFEAN, BUITE
fE:

1. ¥k root AFHZRE ntfs-3g,

2. SIB— N ERYHLTRSMBER, W ~/mounts/windows,

3. WEFTER Windows X, £/ YaST BN XIZFRIREBWLS XETF Windows, {ERE(E
BUEFIAT, SEERA root AFPHMIT /sbin/fdisk -1, BERHPEXZEEK HPFS/NTFS
X,

4. BURBEARASX, ERHEME Windows 53X E#rEAI#F DEVICE :
ntfs-3g /dev/DEVICE MOUNT POINT

ErxRiEE TER Windows X, EE -0 ro:

ntfs-3g /dev/DEVICE MOUNT POINT -o ro

ntfs-3g s fEMSRIAF (UID) I (GID) RALEIRE, MRENEMAFIREENR, BE
Fa< id USER 3REX UID # GID {Efvt. RETH:

id tux
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uid=1000(tux) gid=100(users) groups=100(users),16(dialout),33(video)
ntfs-3g /dev/DEVICE MOUNT POINT -o uid=1000,gid=100

EF MR EXEMIEI,

EE#EFE, BHi5{T fusermount -u TS,

183 EZER

EXE3ZER, B8 M FUSE M http://fuse.sourceforge.net 4,
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19 {EA udev H1THISRNIZIZTZEE

LR RIS TR AR S, BERENEN (TRBATEBIRIES ) BEEIES
MRS, BANERGEEESHTRER. FMNAEERARSNEAENSEEENA LGS
. udev FTRMFEIERMEMRNSER /dev BRPINGSTH AXHAHFSHIE, udev MMERH
TSI RIBANKESSHARISR, REEEBEEY udev RELIE, FINIETRINSENZ
SRAEARIZIRE B —BHMIT, HEERHESATIMIEAE IR S R IBHIE T4,

19.1 /dev H3x

/dev BRAMIRET [REHNBENAIAZIZEILREL, €A udev BY, /dev BRKRBRAZEIZHFTIR
Do BIAZREEHEHENMRENYE, NMRIZENRFEAF, WHFREEIZET R,

/dev BRMIABREFEREXGHRAT, MEXGHEREESTRABNNRERN. FHLIBTUEREIX
HHEESISHEEENMREN, TiLaIER systemd-tmpfiles BIERAIAEN RZIRE RS, BRASSTEM
BREALRITF /dev BRH, BEXHAT /usr/lib/tmpfiles.d/ #1 /etc/tmpfiles.d/
R, BXIFAER, BESN systemd-tmpfiles(8) FMIA,

19.2 AN#% uevents # udev

WEMREEEH sysfs XERASH, WTFRAZENIHEMRLNIRE, HLIE-—MHEZIRESR
MIER, EEETERE TIREBRHENBMEX M.

FXRMHMPRIZEE, AZEBEKIE uevent KM@ udev BTN, —EEsN, udev FHEFES
iZENAI 54 /etc/udev/rules.d/*.rules XHRIRHEIFABIN, HFREIMRBEREFR. NMRE
o, ARINSHER T ARSI, MSFIPFRFRICMER®<S udevadm control reload_rules EFzE AT
BEMMNAEATFRHIRIHEN, BX udev MIMRHEBEBENESAT, BHENE 19.6 T “EH udev AN
FMAIZEEHRIE .

BRI EEERERTRHEAMN EHITRE, XLEMMETLAEINENEEIMRER. hECIEMNIR
BNRBEBRIFEBM, RINFEEZT SRESHEESRERNREN S LIZFBITHER. KA netlink E
BEFEWIRNZFZD uevent,
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19.3 WaizF. WIZARRHIRE

RENAZSLRNEFFRN, WTFESMENERE, AZEBSERNIEZFZOR vevent KiXE| udev
STIPREFREIRARMIRESH, S&IREELRIAEINN ID RIMRAEC, XATIRAIREEE, B%,
XL ID RN~ D MEREMBET FRAANELM. SM24BBEECHTXE D AR, M
MODALIAS , WIZIRENIZRIEE, HULARM—1 MODALIAS ID F&FH, HEZFHEEEH—ELRIX,
5+ USB B4R, WFAIR:

MODALIAS=usb:v046DpC03Ed2000dc00dsc00dp00ic03isc01ip02

BMEBRNEFEHFEEITUGIEMIEEMNEMBIRIIR, XNFIRESERIZIER G,

2 depmod iZEY ID FIRHEARZE /1ib/modules BRAJFTE Lain] BAER OIS G
modules.alias, {ERXFERMLEN, BRRMERHEMUM WENTE MODALIAS BEIISEHIERA
modprobe —H#{E &, WRiAA modprobe $MODALIAS , EIFEMIZIRZMIRE 5B SERIZAMFI
BRLE, MRKFICEMIN, NWRHZIER, AEXLEREYH udev BEIMA.

19.4 S5|&EMEMKBIRE

7 udev SFIPIEFIE(TZAINE SR A ENAME RS EHSEEL, FHhBXEEANEENR
7275 root XUFRGR, HEMRREIA, 3 THAMEMRE, AKERT A vevent X#, EXHMT
sysfs XU RABMRSMREERT, BIIE add SABZNHE, WZEERLL3|SHELNERSE
fr, /sys MABTATE uevent XEMMBEINGERMAFMEEERAURIEST S NMTIRERE.
BN, 7E3|SERIEIHILEY USB BURBTAE RSt RHI3| SiBIEYIMAL, EARMEFERNRTE, Hids
BB E L B R IXIGRERARIER, FEFNEREAERIIES, udev RTERXHERS
STAE MM RFTEIZ RS, ME USB BIRGSMEMIUERET, MIEESESAL root XHRG
EHRBIARIER, EILEAYIAM USB BT,

ERPEED, B8 EARFIRLE TR EEATNIEE 2 A ERENKE, EXHMERLT, EHE
BNk EEH B TRRNEERER,

19.5 B IEEIEITHY udev SFIPTEF

12 udevadm monitor IR TFEFRINEFIZLEAFT udev BHFLERTES AL,

UEVENT[1185238505.276660] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1 (usb)
UDEV [1185238505.279198] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1 (usb)
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UEVENT[1185238505.279527] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0
(usb)

UDEV [1185238505.285573] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0
(usb)

UEVENT[1185238505.298878] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0/

input/input10 (input)

UDEV [1185238505.305026] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0/

input/input10 (input)

UEVENT[1185238505.305442] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0/

input/input10/mouse2 (input)

UEVENT[1185238505.306440] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0/

input/input10/event4 (input)

UDEV [1185238505.325384] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0/

input/input10/event4 (input)

UDEV [1185238505.342257] add /devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0/

input/input10/mouse2 (input)

UEVENT {TERAZELZET netlink KiXfEH, UDEV {TRRELZFTMEY udev EHRIEREF, it
B AT B I R R, UEVENT #0 UDEV Zialfjkd(e] 2 udev BT AIRILEHEE udev STHFIZFEIR M
ITANMREZ LEH5BRULEEBITHEAHEE, F, EFESXNEGHERSHEHMRIRESMNT
pL, BER5KEMRTEENRETEMESHMNEGERNRIE,

udevadm monitor --env BRFTEEMEHIFE:

ACTION=add
DEVPATH=/devices/pci0000:00/0000:00:1d.2/usb3/3-1/3-1:1.0/input/input10
SUBSYSTEM=1input

SEQNUM=1181

NAME="Logitech USB-PS/2 Optical Mouse"
PHYS="usb-0000:00:1d.2-1/input0"

UNIQ=""

EV=7

KEY=70000 0 0 0 O

REL=103
MODALIAS=input:b0003v046DpC0O3Ee0110-e0,1,2,k110,111,112,r0,1,8,amlsfw

udev BB RIEL syslog, RATEHNEMLHERZIALASHIARAEREMERE udev
&4 /etc/udev/udev.conf H#EE, ®JLAER udevadm control log_priority= level/
number ERIEEBITHFHFREFRIBAEMEN.

242 B IETEBITH udev SFHFIER SLES 12 SP2



19.6 fEHA udev MM MMAZIZESZHLIE

udev MNETUSRIZAMEIEHEFHEMHNERNZSHE sysfs FEMMEEMLE, HUERTEAURS
HEFEKREMER. RERHEMNANDCES EG, FAEMMNEMGTF /etc/udev/rules.d BRT,
MRS —TELEE - MREN, AFHMELNE, DRERBMERE. IRAELERSENN
{BEILAES, MR AL IE R RS ERE, LEMMETUAIEEIRET SRBFF, RINEEZT R
S ENE I TEASHIE—BOMSERF. NMREKADNTEIMN, MERKINEETREX
BIBIRE TR, udev FMIIFHERTHEXMMEZMNRHUARSBIELLENS ABUIRNRIFARESE,
UTRREIFMUIEMR T udev MNEZENERNA, XLRFIMUEIENE /etc/udev/rules.d/50-
udev-default.rules THJ udev ZKIAFINIEE,

5 19.1 _5) udev LM

# console
KERNEL=="console", MODE="0600", OPTIONS="last_rule"

# serial devices
KERNEL=="ttyUSB*", ATTRS{product}=="[PpJalm*Handheld*", SYMLINK+="pilot"

# printer
SUBSYSTEM=="usb", KERNEL=="1p*", NAME="usb/%k", SYMLINK+="usb%k", GROUP="1p"

# kernel firmware loader
SUBSYSTEM=="firmware", ACTION=="add", RUN+="firmware.sh"

console MMA=/EMAL: —MNILEHE (KERNEL ) FIAME{EE ( MODE, OPTIONS ), KERNEL [T
MMIERIEZIIRUELZEE R console MBI, AERLNEABEY, FHEMARITIMN, &
XMERT, MODE HAIRET RigREIHINPR, R ALIREMIHEEEIKIZSINPR, OPTIONS ##45i%
MMFRC AL BB S RER AN, [LARLILASTHKIZ S AEBAERE SN E R = £ AR,
50-udev-default.rules BAEIRM serial devices MM, EZMUINRAEBER, ZAMH
FANCEZHE ( KERNEL #0 ATTRS ) #1—MiE{EH (SYMLINK) #Jp%, KERNEL BEf$ZZEHI% ttyUSB B
FrEiRE, ZRER * BEENFLEXEREPH/LA, FMLEHE ATTRS EEM ttyUSB iR&R
sysfs HfJ product BEXHEREESHEFHH, MER (SYMLINK) BHFSHERNIEZIREN /
dev/pilot F, ULRPEMIGSEM (+=) 540 udev H—SMITILIRME, BNERESEEMMMRINE
fhffSHE, BHTLHANESAELER, ELRXEANFEEREN, FNA,
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printer #IMIALIE USB $TENW, HAESHEHAILAH ( SUBSYSTEM #1 KERNEL ) , FETERNA
XA, FERNMAEMIN, = MRERGIEZIRELEMGSE (NAME), FSiREH5EE (SYMLINK) #9
BIE, WARILIRELAAYLERL R FEHE (GROUP), 7E KERNEL RAEABRES * SEHIEET 1p FIE0
HliR&E. NAME F0 SYMLINK HEAREMERTERN, UERANSPIREBMT BXLEFHH, FiW, EEs
—A 1p USBITENHIEIRFSHEEH /dev/usblpO,

kernel firmware loader #MFFE udev FEiEITHTHREET SN ERENFRI AR E EH At E

f, SUBSYSTEM LECHIEZ firmware FHRZE, ACTION BEERBARMTET firmware FHRE
MEFIIRE, RUN+= BBRLERIIT firmware.sh BIA, DAEHEIRZRHAIE G,

FTEMN BB — L ERIISE:

o MBS A IE S5 R R EN AL,

o BCEBEEGRE, udev MAZHB A RRMGEA,

« SMAEEVARISIIER,

o MUXHENT—FRE—ANN, WREANBL—T, BER \ SHART, RGENSES
R,

o udev MIMHS *. ? F [1 BALEBOSSIER,

* udev MINZHIEIR,

19.6.1 7£ udev MM PERIZER
SIERFTLAM S MNEEMEE0R, BAIATERORNLAY, TREEEATEHLENARTLE
BRENE TREESUTEEFZ—:

tEREFT, MRBESEREDN, NWLEZRANAEERIBEN.

LERAS T, MRBESERRN, WLEZEINAEERIYIEN.

ME(E =T LAE R T EAEfIE &R :
MBIEIKME, MRBURMBE—IEMR, BHEEE, FEIER—ME

HEE—HIERRIN—ME,
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19.6.2 1 udev NP {ERZIHRIN

HBIR&EE, TARFEEMNMNEITEFRRLEEN,

udev MMWZFHER SMMFMERIN, FREEEMEMMEAPIBELNER, £ udev MNF]ER

PATF BRI

%r .

%P «

%K .

%n .

%N |

%M |

%m .

%s{attribute}/$attr{attribute}

$root
REBE /dev (EN) .

$devpath
DEVPATH BY1{E,

$kernel
KERNEL BYEZXAERIZZ B,

$number

BwES,

$tempnode

IR & XY IEET B,

$major

REBNERS,

$minor

REFRRS,

%E{variable}.

sysfs BHMIE (B attribute E).

$attr{variable}

%C .

%%

245

INBTEME (B variable 3E),

$result

PROGRAM BY%itH,.
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19.6.3 f{#F udev [LACHE

LECHHEARNA udev MM ZBIMTHBRIFME, CAFLECHEATA:

ACTION
SFIRERIEM, 2 add 3 remove (RINLMIFRIZERT) .

DEVPATH
EHIREMIRE &2, 90 DEVPATH=/bus/pci/drivers/ipw3945, BT RS ipw3945 JXz)
BFREXIMESEH.

KERNEL
SHRENNE (RZ) B,

SUBSYSTEM
SHRENF R, W SUBSYSTEM=usb (FAF5 USBiR&BXHIFIEEH).

ATTR{filename}

EHIREN sysfs B, #la0, EMLE vendor BEUEXHRHESHWERNS, JLAFER
ATTR{vendor}=="0On[sS]tream",

KERNELS
ik udev [ L ZRIGERRIZUABKTEIIRE BT,

SUBSYSTEMS
if udev A EERIREZEIZUEKILECHNRETFRART,

DRIVERS
it udev @ L ZRIGZRIZUAEK AR S RNIEF B,

ATTRS{filename}
ikt udev [ EERIFEFRIZUBIKEBIERN sysfs BHENES.

ENV{key}
MBS ER{E, %0 ENV{ID_BUS}="ieee1394, T2 E 5% FireWire 2% ID XM BEH,

PROGRAM

ik udev HITHMNERIEF. IR IURMEIRHEE, A8EMIN. RESULT @e]fERFERFAYHEL (FTED
2l stdout ) ,

RESULT
[LEZ )R PROGRAM BRI FRFE, £5 PROGRAM RIAEMMMTEEZE, EREH—
A,
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19.6.4 {#EF udev }5/kiE

5 EAMECHEMLL, MERRMROIUAEIFRMG, EMHE. BFMRFREIKEGE udev 4FRNIRET
=

o

NAME
FEIREETRINBM. E—MHURETRBMZE, BIHZTRBEE NAME @A E AT
BH,

SYMLINK

S5Z2ENTRAEXNTSHERN, SMLENANTRNEERRET REIEBNNSIEHE, b
BT EREBF DR SHERMN, E— MR- TREBES M SHHE,

OWNER, GROUP, MODE
MRETREINER, LEAEENEESERHIFMNEME.

ATTR{key}
BEBEAFHRER sysfs BHME. MREA == 28N, WFERZRLE sysfs BHH
=8

ENV{key}

550 udev FEESHEIME, MREA == 8N, WEERAZRLEMEEER.

RUN
EH udev EREFIIRFMBAIZIRENITHERF, Bk, HUEFRGFRENES, Uk
Bt BNEEEMN.

LABEL
A0 GOTO "It ERIARE,

GOTO

5 udev BRI —LERIN, rEEmITREBER GOTO #5|AAIFRERIAMN,

IMPORT{type}
BETERHNIIDREFAE Z2EXNEEIMED, udev AIEASTHERNTE, NRKIBEEME
A, udev BEIRRIESEHF I RAVRTMITAIRBITHRE K EL,

e program &%0 udev BITINERIZRH S AHKLH,

o file 540 udev EAXAEX &,

* parent &0 udev M\Rix&ES A EFHVHE,
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WAIT_FOR_SYSFS
550 udev EFEANEMEEZCIEBIIEE sysfs X&.
%0, WAIT_FOR_SYSFS="ioerr_cnt" i@%0 udev &{F ioerr_cnt XHEEIETH.

OPTIONS
OPTION H#eJLAEZ/ME:

e last_rule &% udev ZRESEBIEFEEMN,

e ignore_device #40 udev E2ZREILEH,

e ignore_remove 40 udev ZREEERENFAERRE G,

* all_partitions &#01 udev ARIZFE LMIMBITANXEIEIZET =,

— s

19.7 KRAZBWA
IR EBRHM udev MUERBHAIU AR BEHEIREREEE RN, MABERENMIRAINFHIRE
ERMER, AZEIENSMENARIREHTARBEEXREELL, KiNtRLEHE G R AR
IEITHRE., BRTHNSAZERNZET KRR, udev TEFEMBERIZIRENKANSHEE:
/dev/disk

|-- by-id

| |-- scsi-SATA_HTS726060M9ATO0_MRH453M4HWHG7B -> ../../sda
| | -- scsi-SATA_HTS726060M9AT00_MRH453M4HWHG7B-part1 -> ../../sdal
| | -- scsi-SATA_HTS726060M9ATO0_MRH453M4HWHG7B-part6 -> ../../sda6
| |-- scsi-SATA_HTS726060M9ATO0_MRH453M4HWHG7B-part7 -> ../../sda7
| | -- usb-Generic_STORAGE_DEVICE_02773 -> ../../sdd
| *-- usb-Generic_STORAGE_DEVICE_02773-part1 -> ../../sdd1
|-- by-label
| |-- Photos -> ../../sdd1
| |-- SUSE10 -> ../../sda7
| ‘-- devel -> ../../sdab
I
I
I
I
I
I
I
I

|-- pci-0000:00:1f.2-scsi-0:0:0:0 -> ../../sda

|-- pci-0000:00:1f.2-scsi-0:0:0:0-part1 -> ../../sda1l
|-- pci-0000:00:1f.2-scsi-0:0:0:0-part6 -> ../../sda6
|-- pci-0000:00:1f.2-scsi-0:0:0:0-part7 -> ../../sda7
|-- pci-0000:00:1f.2-scsi-1:0:0:0 -> ../../sr0

|-- usb-02773:0:0:2 -> ../../sdd

| -- usb-02773:0:0:2-part1 -> ../../sdd1
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“-- by-uuid

|-- 159a47a4-e6e6-40be-a757-a629991479ae -> ../../sda7
|-- 3e999973-00c9-4917-9442-b7633bd95b% -> ../../sdab

‘-- 4210-8F8C -> ../../sdd1

19.8 udev {ERARINGE

/sys/*
Linux RIZIRHMAENXEH RS, BTSHAESAEMNIRE. WESH udev AFE /dev Hgl
BiRETR

/dev/*

NSEIEIIRE T R/FER systemd-tmpfiles SIEIERESHE., BXIFHES, BEN systemd-

tmpfiles(8) FM,

UFXEMEREE udev BRI XEITE:

/etc/udev/udev.conf

F udev EBEXH,

/etc/udev/rules.d/*
udev EFILEEIM,

/usr/lib/tmpfiles.d/ #1 /etc/tmpfiles.d/
AR /dev AR,

/usr/lib/udev/*
M udev FNBREBEBNIER.

19.9 EZER

BX udev BERGEHNESER, BSNATFMIT:

udev

BX udev, #, HMUFMEMEZREERDENEE.

udevadm

udevadm sJATFEHI udev BIIBITETITH. BERAIZEG.

M,
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udevd

BX udev EHEETIFEFNER.
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20 {EF kGraft ZEZ&E%h Linux R#Z

AHENB KGraft EEIGIMIAREARIRIE, FHiRH SLE Live Patching AR S3HIfEF AN,

kGraft @ —INTELLIBHNRA, ERAERITEGITR G4 Linux W%, MEABEIEAZ, W] URXIEE]
WRARIZITAE, NMRSRATAN, INTFESXBEARAMSETEE., ZRALELFNSEH
Nz, ZFHAPTEXBNZT2MEN, TURE(THRERZHRYELA A,

kGraft IBMEF R — N AZIER, ATERAZPHLIBEL, kGraft TBREAZPEMEM, FIEIE
1TEHFIB I SER AN EEMN.

SLE Live Patching 27EE#1 SUSE Linux Enterprise Server 3P ERt >z FIRHtAVARSS, @il SLE Live
Patching 53 &Y kGraft @3 HE M SLES BN BZMW . FIUAEREAMERHERFLTTERERE SLE
Live Patching,

20.1 kGraft B9{f &

HEENZSBR (BEHNRETNZRNEENWTERRE, NECHNEERFLIMEMRARE LR
&) IR HINES, (ER kGraft EITELRZEIMTAERA, ZRATNEGATIEREXBRNEZH
EZR

kGraft WE R A EESEEE RAM B3| SREIZEKIA 15 PHRNERWATFRIEEZENRL. FE
SEBEANBBAERNNAMERE, NERARSHEERERHURSHEMEMMERR,

kGraft WEBMBREXANERELLAZ, WIHREERFL,

kGraft #8%M2F 2 KMP RPM BLHREY—4> . ko AIRIR, PICATEZRIXNEH RPM B, £ insmod &
SHREBARZ, KGraft FERAZPIEERERL, EXLRMEERIT. MRFE, JAERAEH
kGraft IRIREIRIMBIBIMEF,

kGraft thiR¥57E - EAF AT EARE Linux KR, ERESVEMNE,

20.2 kGraft WIEZE KL

kGraft {£F3 ftrace BERIEMMITIB, TFEIMEATE AMD64/Intel 64 (AR5 ERISKHEITTE,
ATBHEANRLELR, kGraft BRIZERWEIT LB —ENZE, UERAERHERLFIMEKS, L6
REABRESITWERLT, EARRIFHEH GCC HkEH. BAMS, BEARRRIIFALEA—1S5
FHIHRES. SISEZIRNAZES, SHEREE RN 5 F5H NOP (L#&F) 82,

e ZzE, F—NMFTHERAINT3 (Bi=R) 5<%, XK 5 FHESERNETE, Etl4t
FHRBRPIBBRIMY. &5, F—PFHREERRIMP (KB ) BIFRE,
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EEANLER, BEALERERA]FRRPRT (IPINMI) RRIFFR LR E M CPU RUEIRMRIDRATI, X,
EFFLEAZ (BER2IEBESENELL) , MENREFIIEE, IPINMI LRI BERW 8600
g, ARTHA RS T, RALREWMEALT, XLERREREAZSITRZEN.,
KIEARIBHMART, WIBA7IE NOP FEMRNIBEF AL JMP, IMP FESRXKARE, IMIEAR
] AR IR REIE T (BEEMPRIE ) , HFEAFEREFEMAIBRIEMEDUEEL,

BR, IELEABHAANRHETE: ARREFUIFERFHANER, ARENTHDPIESRHTEED
LIIREMUEBENREANIBERL, RZ7TFA, WRABIZOMEXEBIEFPRERN, FREMELL.
Et, EERABERN A, kGraft ERETHER. X£TF RCU (IREX-EH-EH ) AR, KRBFES
MRPZESE. AREENRZTRTEEEREPEHBEE B, S NAZAONMEDRE-—NET
HKIRHURS, 2, —PNHRBMRLZIRAS—NMBERY, M—MRBBLSERS T HER. A
Bi#fZIRE “new universe” RS/, IBHENETTAL, LERY, FIUARMREEREL, RIBRIMSREET,
BRSNEEmERm, AT, SMINHREFEZZMIEB KT EEIBLE,

20.3 &K kGraft 1B1MEF

AN BINMEGE SUSE Linux Enterprise Live Patching 3R A KR WA & 2% kGraft B3N EF,

20.3.1 & SLE Live Patching

EEEMAR S LBUE SLE Live Patching, FHEEU T RK:

1. WMNREH SLES RG i REM, MAEEEM, STUAELTRRGHABITTEM, &SR YasT =
G HRIR (yast2 registration) iTiEM. EME, BEEEBTRBIEHRMNIIR,
YNSRRHY SLES RAEIEM, 1B SLE Live Patching [ERI#IE, EFTH YaST 7= @i &R (yast2
registration), AFBEEHEETE,

2. ETRY RYIRAIER SUSE Linux Enterprise Live Patching 12, SRR8BEH T —%,
3. WIANFRIRFMHABRT T —,
4. ¥ SLE Live Patching ;EMHMEBHELE T —25,

5. MELZRBHEMEEMEN, MIZERRK Live Patching 11,

6. BEEZRMER. EHEMESELSNRA LRRK kGraft BRAHURVIIRELIEHIZRF,

203.2 EHFR%%
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1. SLE Live Patching 3@l so1FE AR A& SLE EHIEHRNABHMEFIFZ NS &, FICAMEA
zypper patch. YaST Bx#EHENERMIFTiEREHYIIBELIBIMERF,

2. AZRBAERREIIEFENER, B, ERERREIZEREEF R, IBRZRBKAIBARM
ARFTLHEMR, XU EXEMRE, REWMLL, EAIBRNZRBFREEHZHAHEM hL 20
A, NI, EEHFIR kGraft fRAF, REEMGHIEBERRZAFZ AR ER— 1B MEFEE
WHIREZfE, ARIANA S —1 kGraft IB3M 2T,

EEELBEIMAT, BME /sys/kernel/kgraft/in_progress FHINRE, 18 1 RnFE
IHFEREERARRZETE (HBIMDAERTT) . 1B 0 REMEHEMRER TEINRN, FEEWESR
T, B, PILAMER kgr status SLREMERMER,

R UEFENHEKENE, FNENHIEZEMEE /proc/i#i24m=/kgr_in_progress H
WEF, B, E 1 RRDFREMKRIEHATE, E, FIAER kgr blocking ar<i i RERE
2RIFIER,

20.4 KR kGraft 183MEF

B AR kGraft IBHMEF, BRITUTERE:

1. B%, EA Zypper ERIEBHIZEFAS :

zypper rm kgraft-patch-3_12_32-25-default

2. RESISHEN.

20.5 FHERIRWZAITEIE

FEEFTFRREIZT RERLIE kGraft, B=ARUA—TEREBTLRS kGraft, FEHRKIERGES
TERENAZMITEIE, XLELERTIRIAPELLIE NTTE, FRNSIE, KGraft RIFRITTCAIGHMNT
12, MASEMERITEIEBEREERER, XPIBE#E /sys/kernel/kgraft/in_progress H
BA 0 RZH, ERITIEIRZAT, E%E1E SUSE ZIFAR,

20.6 kgr TE

£ kgr THEAIAE{L—LE kGraft BIRES, FTAGSH:

253 =B kGraft 18%MEF SLES 12 SP2



kgr status
B kGraft 1BHMIERIRZ ( ready Bk in_progress ),

kgr patches
BRERH kGraft iBMEFHITIR,

kgr blocking
SIHPALE kGraft Sk EF YR, BIAERT, RKFIE PID, BE -v RIIEHLIT (MR
B). BEE— -v E2EREKIRER,

BEXFEMER, BSN man kgr,

20.7 kGraft HARBINASEE

kGraft ) TYE[RIZCAB R B EAL, BURLEMAIa) REEET kGraft (BT, FEt, EXR&BIES
MEFEERFIID, MREKBEAK, FJEEFEESS. L4, kGraft AlEETEBER—MRiFER
wiFIENZ, ERAR—MRIFFREIFEIZFIE R

BT kGraft WITAFA I, WITEREAZREENFE =HFRRZFHHER,

20.8 SLE Live Patching B9 Rz A3l

SLE Live Patching BN FSEEIBLE CVSS ( BRIREITN R4 ) K5l 6 U LREIMEE, UMRERFREMN
SBUIERIFAXRE Bug (8, RIRETEIIWHARE DA EAEMNMFAEES LB EMALIENNER, IRE
FHRAREMILEERAZELIBHZF, SUSE BRRLMIEE. BX CVSS HIFMER, BB http:/

nvd.nist.gov/cvss.cfm/ A,

209 EHAXFHRESRIIRE

£ 5 SUSE R ARHBMRFATESR, o] WS — M ATBIREFIRRHES (PTF), HARTRERERY
EME (BIEMA SLE Live Patching ERtifVE ) &% PTF,

AT MR — L RS L — T HRATRSMRY kGraft PTF, SUSE BHMRTHESISERENRSR, HE
R RAELEHEIUNERE N A,

HWEMAZE M PTF SRETELIBMNIIE, BE, KR PTFAREREFTEESS, BhESITREI
EEBREANNZ, BHRX, BEBXRESS, UER PTF BiANEL S TELIGINEFNEIAMEMNLEILE
#.
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B]4% SLE Live Patching R Efth &8 PTF L AZ B IEEBRAVE PTF,
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21 $FRIRRFINEELE A

AEEARHEXSMRMGE. EMERSHREFTENES. WEEW bash, cron # logrotate
FREEY, BAERENRITERFENXLAH#HT 7 Blaiilbg, BEXLAHRNIERIALT
AEE, AFNIZERENNRIAITH, BAXLEAFETESRARER, FENEEREXIESHM
EZR/MXIFEIRE (118N F L10N ) AR,

21.1 ¥R EGENEXER

f2F bash, cron. logrotate. locate. ulimit 1 free WFRAKERRIFSHAFPRIEEE
Z1, FHIIMERNRHTHXERNANEAXRE, ERENHARKRLTAMN., GNU Emacs —#
AITHHBIFETSEEN X A RIELS,

21.1.1 bash 8%l /etc/profile

Bash 2RINMARLIN =, ERIFERIINTHR, SFHZEULMIBIEX A, Bash BEBIXLEXHETIRPH
BRI 2R EA:

1. /etc/profile

2. ~/.profile

3. /etc/bash.bashrc

4. ~/.bashrc

f£ ~/.profile 8% ~/.bashrc RFEITEHENIRE, EMREMAEILENS, FEHEFREN /
etc/skel/.profile 3% /etc/skel/.bashrc SFIZIBFHEERF. BINEEHEBMN /etc/
skel SHIIXLIFE, MITUTIINTHSEIBLENAARIIIRK:

mv ~/.bashrc ~/.bashrc.old

cp /etc/skel/.bashrc ~/.bashrc
mv ~/.profile ~/.profile.old

cp /etc/skel/.profile ~/.profile

RN *.old XHFHEANNBBERITRK,
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21.1.2 cron &

MREEME XN EERESEHAMETHS, BEM cron TH, cron 2HSHEIIHAT E1RIEEN

B, —ERERZMTEN, APHITUREREEREEHCHR.

cron RAIF /var/spool/cron/tabs H, /etc/crontab B{ERZTER cron R, MWAERERZ
FERENS S ZANSITIH WA A, 211 “/etc/crontab FREIN" A, WAKRZ root, IF /
etc/cron.d FHERENREBHEENEN, B2 cron FH5T (man cron),

{5 21.1 /ETC/CRONTAB A H4I5

1-59/5 * * * * root test -x /usr/sbin/atrun && /usr/sbin/atrun

REEEITIHESS crontab -e R4g4E /etc/crontab, WAMEIEGISXEHREHDIRESED, Rt

H TIERFHRT.

TS BB EHALZREIER /etc/cron.hourly, /etc/cron.daily., /etc/cron.weekly #

/etc/cron.monthly , EfIMMITRHE /usr/lib/cron/run-crons &89, /usr/lib/cron/

run-crons Bf& 15 THAEER (/etc/crontab) FiziT—R, XHFA]CABBIRTEE SRR E)E 1T R BEHR
BEEHVFHIE,

2517 hourly. daily SREBEXAYEGITEMMEIHAMLEFHA, BEMFREEER /etc/crontab

MBS (B0 21.2 “/etc/crontab: HIFREIESIE" , ERRT BNELRZER hourly fE
RER 2148 daily &),

{5l 21.2 /ETC/CRONTAB: fRIfRAT B>z 4

59 © @ @& root rm -f /var/spool/cron/lastrun/cron.hourly
14 2 * * * root rm -f /var/spool/cron/lastrun/cron.daily

29 2 * * ¢ root rm -f /var/spool/cron/lastrun/cron.weekly
44 2 1 * * root rm -f /var/spool/cron/lastrun/cron.monthly

5#&, £ /etc/sysconfig/cron H¥§ DAILY_TIMEiREAMEHA cron.daily KAt
8, MAX_NOT_RUN BYi%Em{RENER PR —ERETBIERREISER DAILY_TIME FTHi+&EN, HEME
Z st &1E1T, MAX_NOT_RUN MR XER 14 K.

ATEBENL, BEERAREPESHHES MHED, XLEWEABSEE aaa_base B, flgd, /

etc/cron.daily &4 suse.de-backup-rpmdb, suse.de-clean-tmp % suse.de-cron-

local,
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21 .1 .3 1'_'_|J: CI’Oﬂ qﬁ/u\lﬂ/%\

Fl R cron RSN ESHAVERHZE, BIFMEER~mI /etc/sysconfig/cron A
SEND_MATIL_ON_NO_ERROR KIZKIAMEIRH “no” . BIEFLLIREIRH “no” , cron BIEWHMASE
iXE| MAILTO sk, 40 cron FATTIRFATIA,

EEHN, BIEREEEIREXLE,

21.1.4 HEXHE: & logrotate

BARGERS (FHEF) URARKSESERR AR RSHEESHCRBIBEX MR, X, EER
UEHRER AR —NZRE, RABERNEFEINEE, HEWIsHel]. ILASXHEREEEE
FHS 8%/ /var/log i, XHXNEXREZIEK, logrotate BIRJCAFBIIZHIIXLESAHRIIEK,
RAX4%

/etc/logrotate.conf EE& logrotate, #3lit, include FBEEERE THMEIZMBIXYE, £ /
etc/logrotate.d AFEEEX M. KRS NMEEXHIERF. I, XLEXHHITE apache2 (/
etc/logrotate.d/apache2)# syslog-service (/etc/logrotate.d/syslog) .,

{5 21.3 /ETC/LOGROTATE.CONF B4 15l

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs

rotate 4

# create new (empty) log files after rotating old ones

Create

# uncomment this if you want your log files compressed

#compress

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d

# no packages own lastlog or wtmp - we'll rotate them here

#/var/log/wtmp {
# monthly
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# create 0664 root utmp
# rotate 1
#}

# system-specific logs may be also be configured here.

iBiT cron =l logrotate, FiBiT /etc/cron.daily/logrotate BXWHH#ITIAR,

0 S ¥R
fH create EINAJLAIZENVER R /etc/permissions* HFTHAMEIRE, BREGBEAN
UNCEGIEIE N

21.1.5 locate ap%

locate B— MATERNHNGS, EAEEEELTERRGHMNINETERN., IRFE, BRE
mlocate €, ER findutils-locate BIRIE4#E, updatedb HIZFEBXRIMG LIS RAL 155
WEEhED,

21.1.6 ulimit &%

A ulimit (AFPES) SLEUARARFENERIREMRGIFERBRER, ulimit FPREINA
EFNTTARTELEREA. REVJAAFRGE, PIMBLENARFSAEZARARR, MSBRIRFERS
TEERHEE,

BJBAYY ulimit fEAZMED, ERGIERAART, BEAE 211 “ulinit: HAFREZRER" PIIHE
BEIN,

T2l 1ulimit: HAFPIRERR

-m BARBEA)
v I EAREMNENRAR
-s HERBORA K/
- BIRBIRL S PERIBAK N
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-a FrESRMRFEIIERE

AGEEIEIADIE /etc/profile RIRE., BINAZERREIXH, BRRFEHREAEISEEM
HEVER, EEEXRASTCEMEEXHIRE, BEA /etc/profile.local, EAFIRERNIZTE
~USER/ .bashrc #HfEE,

{5 21.4 ULIMIT: ~/.BASHRC Hfyig& &

# Limits maximum resident set size (physical memory):
ulimit -m 98304

# Limits of virtual memory:
ulimit -v 98304

NIILA KB ABRAIIEE AFEREL. BXIFEMES, B2MW man bash,

0 FZ: ylimit 3%
HIEFMBEIZELZFF ulimit 385, PAM (g0 pam_limits ) Bt mEAVIARINGE, #h
ulimit MEBKAZ

21.1.7 free 55

free fLERRATNEANEFLE. EAMIEAFNRKIREE, MkAZESBNEHXINEEE

7. °1H RAM ML SIEMEIZ—NEFEEZAL, ATRAAFARIFMAE XM EIERERT Linux,
b, Linux —EEFEEEFHE FIIX, ARFSER EFEFASRERNAE,
NEZIHMERINAZFEAFRIEESSEEEN TR, MERE—NIEFHEENAEFMAFRRE, R
REARAR, ENREERDSWEARBRDXEXMGTF, BT mmap &<, AJMRRENILERRDKEN
HFHRIZELXLEERSY (IES 0 man mmap ) .

tboy, WZPEEEHEMER, slab &7, HPEEFERTMEIARINER, XITREBERE /proc/
meminfo HitHEEZEMNER, BT /proc/slabinfo FIIAIEARZE (BEFELER ) LiRETE,
(ERUMREMEMRIX T HeiFTAN RAM £, N /proc/meminfo AEHKILER.
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21.1.8 FMIFlER

WF R GNU RIAIRF (Wl tar) , ERBREEMA, WFiXlesns, FERA --help HMREEER
B, HREHESRANEA, info 2 GNUMBXARS, ETHA info info AINEEILRGAN
g, EIHA emacs -f Info BI{EM Emacs BEREN, HeIUESHATER info HBEEEE
B0, FAIER thinfo, xinfo EBAAREBESN,

21.1.9 {EFH man % ERFMR
ERFFMA, HWA nan FH7, URFASHEFEREFRA, FEFHABLFRLNSHEST
. BEEERO—AFRA, NRERDRKBABHHS, BERE—AFRA,

MRBFUFLNIIANRRITH, BEINSIRMXG (W ~/.bashrc ) FiIRE
MAN_POSIXLY_CORRECT=1,

21.1.10 GNU Emacs ViR &

GNU Emacs @ —MNEZRMTIEME, TE/LTNAZEDN GNU Emacs MBI E N H, BXIFMAE
2, B2 http://www.gnu.org/software/emacs/ 4,

Baiit, Emacs 2iZEBEAF. FABERMNEHEMIRENS M XEGUHITEE XKL E, 1)
YRIEXfE ~/ .emacs WEKRE| /etc/skel AENMHAFMERRF., .emacs XRIZEXH /etc/
skel/.gnu-emacs, EBEENXTERF, & (BT cp /etc/skel/.gnu-emacs ~/.gnu-emacs ) f&
.gnu-emacs EHIZAFREERAEBEHAITATNIRE,

.gnu-emacs X ~/.gnu-emacs-custom EX A custom-file, WNRAFET Emacs FHY

customize EIHITIRE, NXLIREFHRFER ~/.gnu-emacs-custom A,

i8id SUSE Linux Enterprise Server, emacs E4§X site-start.el REERBR /usr/share/
emacs/site-lisp H, X site-start.el ZEVHBILXHE ~/.emacs ZaN#ITRE, BREMIER
Z4, site-start.el WREMEHBETL Emacs F REDKIVFHRECEX Y (B350 psgml ), IE3EEY
B EXXHHAIF /usr/share/emacs/site-lisp 1, BRELL suse-start- Fk, ARHKHIE
REJLATE default.el HIEEENRABEMNIRE,

YA TR EMACS BEXHHRE TERIEXHMESES: info:/emacs/InitFile, Itbfi
ETRHTHERWNMEZILREILEHE (NREFEE) EE.
Emacs BIEEH DS MNE :

o EMEl emacs,

e emacs-x11 (BEBERE) : 25 X1 WiER,
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® emacs-nox: AZHF X11 B9FER.

e emacs-info : info }&ZEYEAN STHY.

e emacs-el : Emacs Lisp FRFIFNEXYS, BITRNAEZIXLLEH,

XML) . gnuserv (EFimTIRS[EE) F

21.2 REIEGS

MREE, AJLTENSIMERMIEE: emacs-auctex (LaTeX). psgml ( SGML F0

Linux B— 1M ZRAPHNIZESHRE. BMEREMIITTENAR L] MERRXEINGENITFE., EXET
T, BT 6 MERUEHIA, IAER (ALt} F1] F [Alt}[Fe] AEXLEIEFIGEIIR, 5 7 MEHERRN

X fRERRY, TEE 10 MEHIEERHZER,

BN x tiREEHREMAGEXA, BEM (Ceri}(alt}[F1] B [ctri}[Alt}[Fe], FEiRMEE X, H

A} (F],

21.3 RG]
P TR REMET, HUA T ST T B

/etc/inputrc

/etc/X11/Xmodmap

/etc/skel/.emacs

/etc/skel/.gnu-emacs

/etc/skel/.vimrc

/etc/csh.cshrc

/etc/termcap

/usr/share/terminfo/x/xterm
/usr/share/X11/app-defaults/XTerm
/usr/share/emacs/VERSION/site-lisp/term/*.el

LB RFEMER terminfo MPWNAREFRELREXMHREREEN (vi. less F) HNAERF.

ARER G H N AREFMIZRE XL ERITIHE,

EXT, "TA% /etc/X11/Xmodmap HFTiIZERAY/E A Compose i (28 ) .
ATBUEE ‘X BET R” (XKB) #iT# —$HIRE, SEIFE GNOME (gswitchit) thEF LY R,
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Rr: BEZER
B % XKB HI{EEFILATE /usr/share/doc/packages/xkeyboard-config ( xkeyboard-
config BIK—&85 ) FRFIRISIIEHERE],

214 BSHEZR/IBXESENISE

ZAZERKZE LM TEMRMY, "HEXUHEAMEZE, EFRML (118N) RIFHFENARHE

(LT0N), I18N #1 L10N EANMEEIAEARRIENE —IMRE—1NFE8, FENBFRTEBNFE

.

RERBIXH /etc/sysconfig/language FENXM LC_ TEHITH, IAMUEAIMIESZH,

TEEE (B5) . FHE, HFliF, BEFMBEH, HFMEMFLN, XLEEFPE—METLAGE
REBCMETEERTE XHFEAXH language FRETEEIEENX (IFEUFMIT man locale ),

RC_LC_MESSAGES. RC_LC_CTYPE. RC_LC_COLLATE. RC_LC_TIME. RC_LC_NUMERIC., RC_LC_MONETARY
RETEURE RC_ AIEMAEIEBRING, ENARMIILNES, TEHIH THEXITEEX
4, BILAMER®GS locale BRYAIEE.

RC_LC_ALL
BEE (WRIRE) HEE LATENE,

RC_LANG
MRKIRE LRMEFLE, WXRFEEEE, MABALT, Ri®E RCLANG , XETFHAFHA

18 S HE,

ROOT_USES_LANG
yes = no TR, WRBHIGEH no, M root FAPILE POSIX FREHTIE,

LT E]IE YaST sysconfig fmiE R iTIRE, WARTDEMNEEFESNN. BR/MXNE, HEFHIE
ifitf, &85 ZEBTFIRFIER:

LANG=<language>[[_<COUNTRY>].<Encoding>[@<Modifier>]]

21.4.1 —LeRE

ESMEZRMXABRLNZ—EIRE, 1BSIREETE ISO 639 #7/E (FIM http://www.evertype.com/
standards/is0639/is0639-en.html @ F0 http://www.loc.gov/standards/iso639-2/a# E£3REX ) , EZR/MX
fSHBFE ISO 3166 ( I http://en.wikipedia.org/wiki/ISO_3166 2 ) HFlH,
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RBIZEELAE /usr/lib/locale FIKEIETAEANHIEABTEX, SJLAER®S localedef
EF /usr/share/i18n FHIXHFEIZE S AN, HiAXHR glibc-i18ndata BIFI—EB5. ®I
MUEATHSEIE en_US.UTF-8 ( BTREXREBEMEERKIE ) MRS H:

localedef -i en_US -f UTF-8 en_US.UTF-8

LANG=en_US.UTF-8
MRAZRXIEZTERENZEERIE, NXERRMINRE, NREFTHMWIES, WHEZHZIES, B
I{EF UTF-8 fF A= 5 4mAD,

LANG=en_US.IS0-8859-1
XEBIESIRENRIE, BERMXIGBEREER, BFHEIREN 1S0-8859-1, WFHERZH
BATTHS, BEERTTRETEAFITERULIE UTF-8 W2, RS, Emacs SRRFHENENFERS
SEMFRSR (EAMIFRA 1S0-8859-1 ) #H{TRIE,

LANG=en_IE@euro
FHBRTHAESEREREIESTIRER, HIREMEER, EAH UTF-8 e RERTHS, NEHM
Ff2FF 245 1S0-8859-15 MANZ UTF-8 BY, EA B,

¥ /etc/sysconfig/language PRV CSUIG BT LA T iLF2HERANE:

e YF Bash: /etc/profile iEBY /etc/profile.d/lang.sh, FE&EMSH /etc/
sysconfig/language,

* F tcsh: /etc/csh.login FEERATIEE /etc/profile.d/lang.csh, BEMDH /etc/
sysconfig/language,

XHR TN /etc/sysconfig/language FRfiBVERIE A MREREMENINERIRIRE, MAEFoh
BHERE,

FA P o] U@ AR Mt 4w iR A 189 ~/ .bashrc BERAKINME, FlE0, MRANEBENRGTEN
en_US ATEFNE, BB LC_MESSAGES=es_ES , X#lEHBUBIFIEER.

21.4.2 ~/.i18n HFNESIMEIRE

MRIEN RAKIANNXIFIZERNHR, 5RIE Bash FIARSEEEN ~/.118n FRYIEE, ~/.118n
FREIMEERE /etc/sysconfig/language RIIRARINME. ERERNEZERM, BARER RC
BM=EE4. FIu, A LANG MiE RC_LANG :

LANG=cs_CZ.UTF-8
LC_COLLATE=C
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2143 1BEXHFHIRE

HEEJNPHWXFBEEIMBEFENMIESER (AW en ) PUREBRESE. IR LANG i8EH
en_US #H /usr/share/locale/en_US/LC_MESSAGES R HENHAREZEE, NMEIFER /usr/
share/locale/en/LC_MESSAGES,

TaIUEXEEIBS, B, BHRINEREBIEANEFENEEIES, BNANATEFAEEFENESEIE

—_

So

LANGUAGE="br_FR:fr_FR"

LANGUAGE="gl_ES:es_ES:pt_PT"
NRFE, vIAMEIEZIA Nynorsk # Bokmal (HFEAMEEIBESIRER no ) :
LANG="nn_NO"

LANGUAGE="nn_NO:nb_NO:no"
1
LANG="nb_NO"

LANGUAGE="nb_NO:nn_NO:no"

BEE, EMEIED, LC_TIME MBS thBERARE,

ATRERHI—MaRR, HMRIEEMRBATHRMERMUNSIEE, MR LANG REAHNHNFEH
BSRE (90 de ) , EERIIENXH glibc iIF /usr/share/lib/de_DE/LC_NUMERIC, M43
tefeld, Eitwa i LC_NUMERIC i%EJy de_DE PAERZAEASIRRIH 2 PRATE o

2144 B2ER

° (GNU C ESEZFM) P “RIFREMEMRL" —&, EEBE%E glibc-info H, ZBFTMK
SUSE Linux Enterprise SDK H3%BY, SDK 2i&F-F SUSE Linux Enterprise RI#&R, 5] LAiEIE SUSE
Customer Center FIELIBIE RS, 3FE, B¥E http://download.suse.com/ 7, 8% SUSE
Linux Enterprise Software Development Kit HMiz&TH, BEXFMER, BSN (I
EiEmE) , £ 13 E "RRER, FRUNE=7S5MEME"

e Markus Kuhn 859 Unix/Linux f9 UTF-8 #1 Unicode & DlIo] #0225, HFIAITF http:/

www.cl.cam.ac.uk/~mgk25/unicode.html 2,

® Bruno Haible #5# Unicode-Howto, M3ty http://tldp.org/HOWTO/Unicode-
HOWTO-1.html &,
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22 {EF NTP [E B8]

NTP ( BT EIY ) HEIRAFET ME LM ALK BN E5%, TEVMAERTIENERMNRS
ERIR1GATIEl, AL EVREMEHEMITEVRRER, XEEMENERN, BEeI4EHP4EIatE,
XEMRFFMER AT EV RS ERE D,

HIFMINARNEEFSEATHEEEE, AERHNMEETERRRIREENGFEIFNNAERF
WEXR, FHNEERENEESZSRITSTEEE, FINEGERARRENIGEXRYABERFLMSE,. £
Mg, BEFERTLMETEN LNRENE, ERFHNIABMIER—MARITFIITE, NTPRE TH
ARIXLERIFRINLEL, NTP ARSSEiL ML AR B o] 0T (B8] AR 55 3315 LB R 4R (8], EXR I A SER i
(AT IEHIRIA ) HITEIE,

22.1 {EH YaST EC& NTP EFin

B#F ntp BIFREY NTP SFHPIEF (ntpd ) IR E WEAKMITEN N HMERIESE, BR, BRERE
EEMAET BLRAVER T A ERREME T, YaST &t 7 NTP ZFIRHECE,

2211 EXEE

YaST NTP B HERE (MRS > NTP IEE ) BAEI-EAR. E5118E%M+ FRE ntpd &
A ABERIRS .

XFL
MRIEEFENER ntpd SFIPIER, BERERNFD,

AASTIFEFEY
EEAASTIFREFE S A ERER SN E, MARKKIE!T ntpd, ERIBMREFFEE (LA
-‘L+)O

S ENFNG | Sh
RIS | SHAIES ISR AR BB ntpd, BIWEALIRE.

221.2 BERESNEE

HEPFIRERIRS B[BINEMEEZRINES 12 EERM TR TFEBS, ERARN, HEMMIRAIZEFE
BRUEFIR, TR HSEREBERR P inl &,
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BEANELRINFFNEERIR. EREMIHEESD, ERESHEETREIESMRER, TIEDA]

H:
NTP R %32
R E
Hitk(A)
[#R©).. ¥
iz il NTP FR 528
23t NTP BRE48

puil(o)

iburst

1 (A 422 A 1 1

ki FER | EEE) | #EO)

22.1 YAST: NTP fR%28

ARs3 28

268

i ThIGIR (BSWE 221 “YaST: NTP fR558E" ) P, MEREARMBMLE (A NTP Az5
25) PHNERSZRREMEIRELS, TRERASBEAMENK (2 NTP 75 EE ) HETEREM
BE RS RISENEREY, BEAKRMMERSEE, BRGEEHEH SLP &iF, EHMEFRIETA
BTEfRSS 8. MIBRERIIRPERFSEMNN BARSEE, ARREHTREZVIEE, ZEAL
HEHEARS2E, BEREAENERTGEX (X ) , FMRAHE NTP RS ETNRPRFESSHRS
2, ARBREHERHZIEE, EEMEES, BIRMNLATERSERETA, EHEZRRT
1ETE ntpd AYERIEIN,

ERAEEGNED, e]PRENEIZE T ENET ST &N DT TRISFIPIZF FTBE R TRYIRIE, INIE
ERZSIRERE (FSNE 222 “SENTPRE: £28E" ) MRS NTP RSET
BEENRSERE, AeeBRLEFER, EIMMNMNTF /etc/ntp.conf FAY restrict Fa, 4l
i, nomodify notrap noquery ZIFRRSBEIECKITENAY NTP IREHZILER NTP sTIPIEF
fIbapt TR ( —MIZfESEMFICRINEE ) . BIUIGIX LRSI A F BB SIEHEENRS S (PINERYS
ML),

BXEMER, B2 /usr/share/doc/packages/ntp-doc ( ntp-doc BIH9—EF% ),
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AR
FRE-LBESHETNMXRNHEN: THENBEN RS ENSSH, BER—RETRE
BRBEANRSE, ERARANE, WHEENEMES 575 S MHSERR.

TR AT
BERFPEATLERRESEIE, BELINEEPRARTEE, RTSHE, RSB MEME
I, B&HWEEFRERHZREIEFEITMIE, BXRAMTLERHINMRENIFRER, BEL
/usr/share/doc/packages/ntp-doc/refclock.html,

R &
HETLUEE EME A B A NREEN BEEFER, FHIEED, WAL BERRIE
Feotttt, PRIEGER T HRILLEIZFIRIRS XA R R ER, SUARERE 1,

(EVAVIE
MRFEEFFImEL BEEER, BELFRTPEANEZEZREB BN RER.

=4k NTP BRE

EilgE TeMiEE

¥ £ Chroot Jail 81T NTP SHPEFV)

R NTP RENEFERSHREE(F

SuSEfirewallZ HIBH K45 HE
FTH IR AERETE(F) B ETS (D)

FikiEmOE XA

) mEC | | mEo
225K NTPRE: TL2IRE
AELZLRERERNFT (B8IE 222 "SENPEE: €288 ) H, BE ntpd EMNIE chroot jail

R, BRARREGETE Chroot Jail FIE1T NTP S7P12/%, 2 ntpd REILERY, chroot jail IEIETEALR
Sxet, AMZETF U LENEEEEENRA,
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PRI NTP fRss A TECEIT AR S ss@ B ILR R BV EBME ST ENE NTP IREU KR ILERART
ZERESMCRIMBHIE, NMEETRAENREN. BAE, XERFIGSHNATARZRETEN, MFRIE
BEAEFINLERDF R EIRFIRFAT AR ENENLEERIED, NFREEMZETEN, Xl
iR A AT E],

gASR SuSEfirewall2 & FiFHRE (RN ) , BERIAHMETNIRL, MREAFROBXARE, WA
AJBERE I 5 B HHARSS BRI R,

22.2 FoECEMLEHEY NTP

EEAMERMEERS2E, REEMNAAMIIRERSZ RS, W, NRETAMMLEEE T
ntp.example.com HIRF[EIARSS 28, BELRMU T ITIREBMARMBIX G /etc/ntp.conf H:

server ntp.example.com

EFNESHEARSE, BEAXRT server BAESIT, FEAHS systemctl start ntp ¥
it ntpd 5, RARNKETE—N/NERIZE R 8] LA KR B2 A FE EAM T EV R RE XS, FAR
B, HiHEVEME, TS HEGNHNARIRE, STUBEEREIEINE, FREZHERFR
SR E M,

BEMAETE NTP HIBEEFIR: F—MAEEREFPHIUEHNENRSBERNE, EFETFS
BEFRRIEALT, IMGERAERS[BHERRENNGT, FZMHEREF IR0 UFEMEHR B E
AR5 884X NTP 18, EXMAEMNRRETRSBIIEEERMN, MENMRRSRLHBREERS
o),

WRBEI 1EIRENAT[E]), MAZERSZ B[R, WRNRAFTEREXH /etc/ntp.conf HiEA
broadcastclient —17, EUREANER— PSS AN EHBSEIARSSEE, BEL servers FLBIT
FEAENINER,

22.3 BiTRIENASHEEE S

MREEMBERNER TSRS, W ntpd BEH, BRETABIELE X4 TIREONERS %
9 DNS &#5, 7EINZERY Wi-Fi {EA NetworkManager i, BIRES & 4 XMIE S,

MRAE ntpd EIE{TRHEENT DNS B85, MWIIRE dynamic &I, Afs, H3|SEEINE

B, ntpd HERE A ETINU N EARS 25 ASKERAYal,

Fi4msE /etc/ntp.conf 4§ dynamic RMNBI—NKS A server I:

server ntp.example.com dynamic
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Rt BT CAGERS YaST H RN T S IRIEME:

1. 1€ YaST B EHMLEESS > NTP IR E,

2. EBRERENRSRE, AR EHE,

3. BUEEIFERFRM dynamic, NREWAEMIED, FATIED IR,
4. BEHREXRFARENIEE, EEZANSRUREEZERMERS:E.
5. REREHERTIZRE.

22.4 REARMSSETH

R ntpd BERTERAMSERPHIRNFEF, ntp-doc BEISHF /usr/share/doc/
packages/ntp-doc/refclock.html T ZZFHWHIIIR, BIRNEFEE —PREBF.
7ENTP R, SKEREEE@EITfh IP bt SKE, BYEpRIA /etc/ntp.conf X, FEELREMEREFE—
¥, RTINS ENHEIRT 127.127.t.u #BNEEIA P thit, Hi ¢ ARNHOEABEEER
mIRmiERF, u ARREHBEEEMED.

BE, SMNENEFSBERFRNSHECRRAEREIFMER. X /usr/share/doc/packages/ntp-
doc/drivers/driverNN.html (Ef NN BRENEFHRS ) BETEXRNERENHER, F
g, “8EY” Mt (EEBITEONTLENT ) FEMIMIHZNEBHBIEER . B Conrad DCF77 1
WHER R G, ZAEIRTEEF mode 5, EEMULRMEAELESE, NIEEXRTF prefer, HILMA
#9 Conrad DCF77 #2UIEIRAYTEEE server {TUIF:

server 127.127.8.0 mode 5 prefer

H e ¢h th RAERIIER, L& ntp-doc BlZf5, FIMMFERR /usr/share/doc/packages/ntp-
doc FI#KE| NTP RUX#S, Xff /usr/share/doc/packages/ntp-doc/refclock.html {@fti5EH
R IRENTE S ER IR N R DIRVEEHE,

22.5 549MERRY[8]Z3E (ETR) RUBYH[E 2

XI55 2R [E1S%E (ETR) FEID, INERETEISERE 2%%20 (2 19 20 KB ) M EAH —RKIRFHEESH
BSES, WHERNATERS M TOD R RISELS,

A ETR HEN I LEREI—&THEN., NMRNMEEEIRSHERE, A CPUBSRE—XRITE
MEE, RNZNHEET, MBRLEZMIER, EZNHERELSH, FESH XRC KIIR&EFHITY
DASD /0 #4812 1L,
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@A sysfs BHRUE ETR 2H; 8P root BMEITAT&H<:

echo 1 > /sys/devices/system/etr/etr0/online

echo 1 > /sys/devices/system/etr/etri1/online
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23 IHBARSR

ES(EM DNS (B R4 ) FASHEN SRR IP bk, X0, EETUNE P HAHERAENE, I
o0, ¥§ 192.168.2.100 JEIREA jupiter, EBEACHEMBREN, BFIRE 1537 "SR
i FRAER DNS B—RRMEE, FHIEERAISER T ERAM DNS BR2SEE - BIND,

23.1 DNS Ki&

X3
B E R — X1 (zone) AR, B0, GNREHE example.com, EFiIHE com HFHY
example E§ (X)),

DNS BR5588
DNS fRZ B2 4PIHMZ TN IP (SEMAREZEE, = DNS RESBTATEEXE. XERZETATF
MEKXIY, REEEMXIFMMNERSSETATER,

F X1 DNS fR 38
FXiGEESMETRRIFTEENL, DNS RSB XiGEFIEHFFAEEVNNEFIER.

MEX 1% DNS AR5 28
MBXEREXFHMEIAR, MBRXIE DNS RS 232G ERXISEEIREAEERS B[R
EE. REMEXSE DNS lRSF[EBEN CREE ) MXEEE, ER3 X F LR
Bz, SNRMEARSS 2R EESRENX I ENIRRIFRIA, TN EM R X8,

EREE
% 23R DNS FRSBZBENIFTIEN EHIE1E A XFIRI DNS AR5 28, A netconfig, MAEE—
MEEFZAARERER (H1EEN man 8 netconfig ),

D&
ICRMEBERBIHM IP tUAER, BRIIFHIICRMEIEERHEARRIE BIND XAEH3REY, AR
B ETRIER:

NS ig&
NS iEREHIRGFRRS BWMLE T EN A RLATEEXE,

MX iB3%
MX (BB HR ) 10 FRHEATE E W E [ R A R EX R BT 8L,
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SOA g%k
SOA (IR ) IERBREXHPRHE —FICR. HEMA DNS ESEHENZERT K
#ERY, fERA SOACK,

232 &R

EL %< DNS fR5528, B0 YaST FkRI It > (e, @EERUE > 1250, &R DHCP 7l DNS s
2. MUNRREXMWERTM LRI,

23.3 {EM YaST #H1TE &

{£F3 YaST DNS RiR A NLZECE DNS ARS328, F—RXBILERE, SEMAS, RREME—LE
KRS R[REERIVRE, THRULYIRIRER, BEEERRSREE. FATXEATLEESRNVEERE
%, BIENigE ACL, BEICR. TSIG ZiAFNE ik,

23.3.1 MOSEE

ASHA=NMTREHEELR. ERIAMIHEERNE S U EEANTRECERL,

FIRBHIERE, RIFERIE 231 "DNS REHETE: HARRE" REREEFEEWIEE
FFFTHF. 75t DNS BEATERES SRIFIR B L TN :

s CEASHIEL

BN

B&aH

EERASHIEARE

HEXNEE —NREBEBREENEE, WeJMIBEEE XER; KIANMBAT, EEERE
MEAFERT, BEEXERFRE N B, B2, BrIUELEEROBM, HEM
STATIC 5 STATIC_FALLBACK XAMNETAREE BRI IER,

fEAH DNS fRtTiE &R 2H, BEZERANRS: ERAKBMRSE. LRSS (bind)siA!t
dnsmasq Ak 23,
BEXBEXMEXLRENEZES, BEM man 8 netconfig,

H
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DNS R #E8: RERTE
4 DNS @irFug(P) 5T L
Ha&3 v | |auto

#Hl DNS {22 (F)
WEHRREEE (5E) v

1P ik

IPv4 Z IPv6 Hitk(D)
192.168.27.1 [ AR

HERETEL

Ll

A HUA(C) FiEE® || F=HM)

[ 23.1 DNS fRB2BERK: ¥BARBRIRE

R BEEEWEH DNS FREZ BB CLENZIEIRL DNS fRSBE8. BIATIBYIP ik, AFE
A,

2. DNS XIGMHEERS MDA, RRBEXIEE (W5 23.6 7 “KiEgE” Rk ) . WF
WX, BESHPAEE®R—AEH, ERNREXE, SHUHLL .in-addr.arpa EE. &
EERZER (£, NBSitEL )., SME 232 “DNS R4, DNS Xig” , BEHFEEFEEM
BXIEMEMIEE, EMREK, BREHIR,

DNS % &% %: DNS K5

IR R
a5 *#
example.com * v A

EFE# DNS Ei

=2 v %W M
0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa =

Eicl]

w0 EER) | ERE) | TN

[l 23.2 DNS fR&228%& 3 DNS Xig
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3. EEREMHEET, ,l,FIL(LL%%EHJ?BE)\FEPE’H%DHFFEMIEFE’J DNSif”f‘ﬁIII RIS RERETE
5| SET/2H) DNS FRSE (FTRmi ) . MHERTLUE0E LDAP 255, B8 ME 233 “DNS RS
wE: ZHES .

DNs RE#%ZH#: TRmF
By i B
O TR A TR (F)

B ket 11 LSRR

LDAP F{HabFiFEshiRE L)
BEiTh

FTFFN): Sz RRAS EIFITES | FeT
@ XH(F): [AFEEsh

¥ EEE: 192.168.27.1
® 5 ., localhost, 0.0.127.in-addr.arpa, 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa

DNS R 5 8% FILE(E)...

3 #t® || mre [ =me

[ 23.3 DNS (RSB BR%E: RHAS

FII}

2332 ETXREE

EEERE, YaST i TA—1ELD, ERERTSNMCEER, TRIEOSEMERTERIIEER DNS
AR5 22ECE

23.3.2.1 e

FEEIT, EXRERSISHAN G DNS iR5328, ER2FsNE50 DNS Bks533. EIIE1E5) DNS BRS
28, BREAED) DNS fR5583, EfF1E DNS BRS5238, BB &IZENFIE DNS iS55, BRFHANIRE,

BIERRFIREFITENENRE DNS [R5 85, ERJBAAFTIT B AE R EYm D F TR A& A9 DNS im0,

FRAMEA TR XIFIRE.

BT LDAP S5 TIERAT, 1k LDAP BUREEREXINIH, = DNS RS BERMBMRETRER

HEEER, ESMiEHE AR LDAP iR EMER X IHBIEE X,
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23322 ¥%&FH

MRIRFIAH DNS RSB BLENEZEKR, NRBHBERELRAELE (NRETTEIHNEE ), ¥
RBEEIFMRMENE L 22717, NRERSERPELBAZFSH, M netconfig KIERE, BX
netconfig IES{ER, iEE MW man 8 netconfig,

23.3.2.3 EAXEM

EX—#7, REEANRSI[E, WETRBAIEFAFEND, ARTEENSEFEEE, EFF
INEEFHIIRE,

23.3.24 HEIEx

iR E DNS IRSBMZICRMABTICEGE, BERHTICHE, EHEEIT, 8% DNS RS 23EHFH
SRIEEANMUE, ERFAZHEMEBRFCENES, ERZHFUBERS—IXHEF, WTEE, &
BIMEE B, AR/ (MIRFT RN ) URBEFIHEXFREE.
FEMINEHSIE R T AMERREM— RN, BEAICEAEN DNS SFIERE/1&E, AXMELT, H
SXHARESERIEEAR, HTFEINRE, WRAZRRITHIR, WRHFAZBALED, BicRXEEHR
HA&) DHCP A DNS AR5 28 2 BIRVE AR, BWRAICHEXINEH, EiCRFEIMNERSFEZZINER
SREMVBIERE, BRAICRXEEE, ESNE 234 "DNS k5 BEER" .

=] DNS fR%88: H&ioH
HER B HEER FHh B B
Bl @ ZFEHEES) B AEiEFErE DNS Zif)(Q)
) EREAEHQ)
ACL ) .
= EREHEE
TSIG E45 TEAE(F) S
DNS E#
Al (MB)
Bk AL (V)
) mt© | | #E©

23.4 DNS fR$328: BEIER
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23.3.25 ACL

ERLEIIEERE X ACL (5EIERIZIR ) KEBFIMITIARIRE. 27 MRHARNBEME, EETEE
BETIEAMN IP it (FHEIANTEMEHEG) :

{ 192.168.1/24; %}

EEXIEEZE R AN SEEERERES T,

23.3.2.6  TSIG #%H

TSIG (BB ER ) WEERRZRI DHCP 71 DNS RSB EENN T2, XLERNEES 2387 "&2
=57 PERNA.

BAERL TSIG 1R, BEMRAES 1D WFERPEA—ME—RM, FAREEMFEHEIMG (2FE2),
FAZERLRRIAERR,

EEAMURIEIRZNER, BRHZH D FRIFREANE, HEXHE MEREFXENE D B3, EEF
&, BRRINZREHEITHIA

23.3.2.7 DNS Xig (iRIMMABXE )

ERMMERXSE, BEE DNS X1z, ARERKEEENE, BARXEBHRARETHI,

fE=E DNS Azs528 1P FRYXIEREE 5 FIHEER, IBEMBIRSS 331G M SREVEIER MRS 28, ZRHINY
LEAR S5 2309 VIIE], BT MFIRAIERE —1 ACL,

23.3.2.8 DNS Xig (i/mIIEXI )

EARAMERX,, B%EF DNS X3, AEERBRXIEER T, EARXIEEMHARE AN, HRINEXIE,
HEE—IMREXE, FII0, HRMEXE example.com (BEFE 192.168.1.0/24 FHYEN ) BT,
R A EER IP UCEIRIN— MR AT E XY, REBENX, MaGEA 1.168.192.in-addr.arpa,

23.3.2.9 DNS X% ( fmigEX1E )

BREEX, BEF DNS X1, MNRPIEREXE, REEEHE. ZNEEESLATE: E4X (F
—MTHMITIE ) . NSi2HE. MXiEFE. SOAFiER,

278 EREE SLES 12 SP2



23.5 "DNS fR%es: XiEgeiEss (24 ) " RETRMEARTEERTE X0 DNS HiIREURIERE
FinflNERFARSS SBHXISEXRLENED, ERFNEEMXE, BHER DTS E T RAEME TSIG
ZiH, WIEEFRMEFIRREXEH, ERAKEEE, BHEFMEN ACL, BHBEZEXT ACL,
FEEATHEES, EREEEBRAXEEY, (EAMY ACL RESOERETS T HXIE,

[ESeEes b

E#iFE example.com

B NS {E% MX iE3f SOA EF

VRFHEEHD |
T

asdfg| v

v AR AR
ACL

7 any
localhost

localnets

=) AUH(O) [ #=z0

23.5 DNS fR%%228: Xigi4migse (E4A)

X1 gmsE2E (NS 1ER)
NS IEFIHEER T hIEEMNXIENE X EABMRSE. HREHE CHBRMRSR[REEEIIRS.

ERINCE, BREZANNSMRSETEMARERN, ABRAINZRERIA, BESHE 236 "DNS
AR5528: Xid4miEas (NSicR) "

EHIZE |example.com
T —
= NS JEF MX {25 SOA B

ERMEETREEN)

RAA)
R S EFIEM)

HiEx(T)

) ALB(C) | A=z

23.6 DNS fR5528: Xigdmigss (NSIER)
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Xig4miEag (MXIEx)
N SR X AHR A AR S 2R INZIM B RITIRT, FMAENAHA L ERE. RITRLIRIERE,
BEBAINFITHIN, BSNE 237 “DNS fRSEES: XiggRiEss (MXIER) ",

[EHRTEER

R E |example.com
= NS £ MX % SOA R

ERIN A R R
Hidk(A) RAEH(P)

0 5 A

dRi kT =
HERSH v fRE M,

8 FUH(C) [ &z
23.7 DNS fR$588: Xig4miE2E (MXiER)

X1Z4m4E 25 (SOA)
LTI F B3 SOA (BIAIRANAM ) iER, BRXJFEBMEIR, ESNG 23.6 “/var/lib/named/
example.com.zone 324" , BT LDAP BEMMEXIFEALIFEX SOA iR,

ES-E tor

EiHiZE example.com

- ... |
il NS 2% MX R S0A FerA

R a) FIF(E) F7E0)
2014072800 g : JET v
=HiR(Y) BTT(U)
me Y = (bt
E JE M summe) BTN
1 JlE v
FAEM) )
1 E
= A (C) | mzo

23.8 DNS fR$328: Xigi4miE2E (SOA)
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RiSgEEE (125)
IS ERTEREMMIN ELR5HR, BATHSHEREELR, AXDRREN, ALK
{BRIA—A P ik (1Pva), FHF IPv6 Hiltk, SEA AAAA, CNAME 2818, WFERIE NS iDRF
VX TR IR S BT R MREHITR, FEARE NS VX, XS FHRRIRRAT
EN A BR, PIRATRARE, B5 A BRIER, i

hostname.example.com. IN A 192.168.0.1

1.0.168.192.in-addr.arpa IN PTR hostname.example.com.

23.3.29.1 RNk EXE

BRkEXE, H8EUTERE:

1. JBEh YaST > DNS AR5388 > DNS X1,
2. MREBEARRMNEIERXIY, ERINFREE,

3. FICFEM -+, EEMRNEICFENE, ARRERINRRINCEK, FREHERRIA, R
YaST SHMAFAERNBARSSB[HVICR, B DNS iILFEIMFHRINZIER.

K ig e
Eii#E |example.com
|
£ NS j23 MX g SOA i
ERRE
IDTHE(R) RI(Y) ()
example.com. A: IPv4 EfEE v (1111
EH(H)
R1(A)

B E A RICTE
ioRE v %R & 1l B (T)

[STET T R Y 1111

H(H) TLiH(C) [ ®mE© |

23.9 AEXERMICH

4. ig[E DNS Xi@En, HRm—NEREXE,
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282

=t
EEER
HoA T
HEIDT
ACL

TSIG F4H

DNS X Ja,

23.10 RO0f B X5

DNS AR % #%: DNS [X 15

' LDAP b FidEsh s L)

0 R I8,
BF Sl
1.1.1.1.in-addr.arpa Eie i (A)
ERLE ) DNS Kl
R hE—] [ (T)
1.1.1.1.in-addr.arpa FIEQ)
example.com E=
) wiK©Q | | wzo

5. fitEizREXE, ABFEICFKERFH, HeJBABE PTR: REFEHRICRER, HIMBERAYICH
EAE, ARREHFINFREHEREIA,

IR iE 4w

K% E [1.1.1.1.in-addr.arpa

| il . NsiER | SOA | o
EREE
B (R) ER(Y) B
1.1.1.1.in-addr.arpa. PTR: Rfalf&E v example.com.
Eilt(H)
A (A)
BB B 85T IR T
o v EH & il Ex(T)
1.1.1.1.in-addr.arpa. PTR example.com.
H5) (H) mEo || moe || #E |

23.11 FREER

RIEFERNBMARSFCR

o

g

=

ER

&
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@ RR: fmiEREX1E
AMERKEE, RO ERBFERZREXIEUAHTRE. EERFEMPEREEES S
PLICFERIX S, AREEREBXE, X, WERXIEHAEERBRERBDXIEHER.

23.4 P25 BIND ZFffiiRs% 28

£ SUSE® Linux Enterprise Server 24 £, BStECEBA#ARSS 28 BIND ( Berkeley E4FMEZ751E, ) ,
LRI MER R A B BIMRS BEMASHMEMA R, IREESE—NERNWEARMERAE /
etc/resolv.conf HIAT 127.0.0.1 {EJ localhost HIRFARSEEHLL, BRAMEZEERR
FREBARINEE T, MAZEFNER MY DNS, BIND @il root BMRS BMITRAMEEN, XMTRREE
18, BE, NRFREMEHR DNS RH IP it ABCE X /etc/named.conf #Y forwarders &, BA
WREHTEMMEL LM BB, MRINBFIALERXMER, MZBMARSSFIBIERINETEFIL
BMRSR/ET. REEEE T ZRMRSEECHXIEE, EA M HIEMAY DNS, & /usr/share/
doc/packages/bind/config Ha]3L3| I EKIRA],

@ R~ BMRSREENENEN
RIBRFPEREEN N E LR, BMRZSFERIABMENSFINER, ALk, B /etc/
sysconfig/network/config X4 #y NETCONFIG_DNS_POLICY ZTEI&REH auto,

ERAEZEREERY, MBILASVMEIRESE, MECEECHGERUHERILY, URFAEFEH
thig, FERWMREALS, BIND $EARGEENILIHER, Fa0, LhFHAREEIADRERTH Web RS 5.
ERHNEMRSR, B root SNWARS systemctl start named, fEF systemctl status
named #&& named ( HiIARMARS [ HZN ) REEMINE. BA host = dig 2R IIENTEARIM
R EMXBFARS S, ZMIXAIRE localhost fERZRIAARSES, thith 127.0.0.1, SARKE
EIFTEERI4ER, MIKRAA /etc/resolv.conf FIEEEISRNIEMMIBRIARS B XHAFE. MRE
SE—RMAK, E#WA host 127.0.0.1, MWHSMIALEN. MRKINEBIRNS, EERA systemctl
status named EERZBREWELAEEIT, MR ZBMRSBRBNHEFLMEINITH, BEKRE
journalctl -e B9#IH.

ERRUBNBMRSE (ME LEEIZTHRBMARSSE ) AFE AR, 87 options E5HHY
forwarders THIABRM—NHBSAIP Hidik, #1231 “named.conf REYEELETT" ARSI
FRERG, BREEECHIREIRRBIXLDL,

{5 23.1 NAMED.CONF Hiy3% &£

options {
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directory "/var/lib/named";

forwarders { 10.11.12.13; 10.11.12.14; };
listen-on { 127.0.0.1; 192.168.1.116; };
allow-query { 127/8; 192.168/16 };

notify no;

options IN/FIRXFEAIIN localhost #1 0.0.127.in-addr.arpa, “.” T8 type hint IR
815 hE, TRESENNXY, NBEREER, TERRSMEL 7 ER, ANBEREESACTE

WIME, FREEEXH /etc/named. conf SEXIEXHEIE, EH systemctl reload named Rif

%0 BIND EFiZENX L, {FH systemctl restart named FLEARERNBIMIRS BHAIKEE
BIAMR, EFER LA systemctl stop named R{ELEARSSES.

23.5 /etc/named.conf BB & {4

BIND BERSZ A BT EIRBEMEIFEXH /etc/named. conf H, BR, BEIBMIHAIX IHEIE
(RENSZ, PRy ) EFEBRSR /var/lib/named TEIMMIXMES, HEBNBHIEMEES,
/etc/named.conf KD AAED., —HHREBEFMEMIZERR options &85, A —E7PHIMY

# zone IN4HRY. M logging #B5H3#0 acl (ihElEHIFIR ) BIR IR, ERFITUA # S // 7
Sk, 1 23.2 “EAH /etc/named.conf” BIRT — &/ /etc/named. conf,

f5] 23.2 EZHY /ETC/NAMED.CONF

options {
directory "/var/lib/named";
forwarders { 10.0.0.1; };
notify no;

zone "localhost" in {
type master;

file "localhost.zone";

zone "0.0.127.in-addr.arpa" in {
type master;
file "127.0.0.zone";
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zone "." in {
type hint;
file "root.hint";

23.5.1 EBZERREEEIN

directory " filename";

$EE B X, BIND aJEZBERXRPIKIBSXIFEHEIINXYG., BE, ILERZE /var/lib/named,

forwarders { ip-address;};
IEERET/EE R DNS BXRMEA TG EELEINBMRSSE (XS HEATREEENER
AR328), FAIPthtt (BI%0 192.168.1.116 ) Bk ip-address,

forward first;
=iX1ET root BFRARS BZMFAT DNS i53Ka0, ¥ DNS i5Ki#1TH#%, FILAEA forward
w(ﬁ'ﬁ;ﬁ?ﬁ forward first ) #HEABERFHBERNRHEFIEREIXZE root BFFARS 8, XF]
AT XIERE.

listen-on port 53 {127.0.0.1; IP ihif;};
87~ BIND @I MBLEMLE 12 O FM Nk O RIEZFFPIRER, AFEENIEE port 53, EX 53
mHiARO, A 127.0.0.1 RiFEUEKE Localhost BYiEK, MNRTLEHIEUEIN, MERKIAE
AT ERRBEREO,

listen-on-v6 port 53 {any; };
&7 BIND 3@ id MM O il IPv6 E P ImiE R, ME—RTE any BIZ none., &L IPv6 ME,
BR55 28 RIE @R ATt

query-source address * port 53;
NSRBI NIEPELESM & D DNS B3R, MFEULIN, LEIER BIND Mim 53 [ESMERRIXER, MAE
RimASXF 1024 B9ETim A,

query-source-v6 address * port 53;
87~ BIND ¥ im O A F IPve &if,

allow-query {127.0.0.1; net;}
EXEFimn] LB L& 1E DNS i§3KEIMLE, AtuER (FIg0 192.168.2.0/24 ) &k net, K
B /24 ZMEBEIRERT (EHFIFHR 255.255.255.0 ),
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allow-transfer ! *;;
EHMPLEEN ] AER KGR, ARG, B | * ARKBUT, MWa] AN EERGEEFUE
BREXIHEIX,

statistics-interval 0;
WNRERL LT, M BIND B/\NESERANRIEPREM/LITRAITER. BHIZERN 0 FJUUELEIE
ERMtEEFIHER, eI NIRER(8)E)FE (AR AREAG) .

cleaning-interval 720;
EEETNE X BIND [8]fR 2 KA BB EETF. SXEMRNESERRNBICHME T, BfEZUNS
MHRBMEERN, BIAMER 60 5,

interface-interval 0;
BIND ZEHATEMLE 12 RIS RFTIE O WAFAENZO, WRFZEREN 0, WAMITIEZR, BIND
RMFBohe&NzIpEO, BN, KA HE X EER, FIAMER 60 57,

notify no;

18I no FFRELEE MR FRARSS B3 K I AIE R E CA S B R AR 53 2R I E R o A 1S 5@ AN,

BXRETBEMPSIR, BEIEFMIT man 5 named.conf,

23.5.2 Elu_,\lﬂi

B]PATE BIND Fi¥RERFICRIAR. ARFMUE, BF, KAREMNEE®, 233 "HAAEIC
FHMT BRTHMSEHEMEN, FR2sEMRESICR.

171 23.3 A B EICRATIN

logging {
category default { null; };

23.5.3 [XigIn

{5 23.4 EXAMPLE.COM HYX i3I

zone "example.com" in {

type master;
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file "example.com.zone";

notify no;

£ zone 5, REBZEEMHAIBN (example.com), [FIR in MARESIEERIBEXRIETUIR,
Wl 23.4 “example.com FIXIFI" Fim. BEXMEXIE, B type thikh slave HIFBEIKX
IR EMARSEEIEE R master (EFRER S —MNEXIFMIMBERIFE ) , W4l 23.5 “example.net FX
" iR

{5 23.5 EXAMPLE.NET B9[X $5I01

zone "example.net" in {
type slave;
file "slave/example.net.zone";
masters { 10.0.0.1; };

(X 1535 00 :

type master;
BILIEE master , #8/R BIND BAZAHBFFARSS 883 X1 TAIE, XRECAERISINCIZT
X4,

type slave;
MBI EHRSBERILKE, BFUFTE masters —2fEA.

type hint;
Xi . (hint 2£8Y) ATFIRE root BMARS 2. LEXIHE XATCAREE R,

X example.com.zone XX “slave/example.net.zone” ;
LETHE E SR XIS EBRA AR X 4. MNBXEAFTZLXM, ERLEIRERM S —NBIIRSS 2RI
0m, EXAEXHMNEXH, BXYMBXHERBR slave,

masters { server-ip-address;};
RENEXIFHEZLD, BEENMBNAMARS SFE XX G,

allow-update {! *; };
IR SISNBE 58], SXGRFE LSRR DNS T (L TFR2ER, BEREEHIXMIE
). BB, RARFHTRIGER., DATNAUSIAERNGER, Eh | * BRI T

KIRME,
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23.6 Xz

FTRAIXIEHERMIER, —FERT IP HHRIRGEENR, S—MEENIEFHER: 7 1P thiHR 4
E/JE =N

@ 2R EXEXHPERS (a8)
I " " AEREXAHHEEENS N, MRBEENENBRERER (L), WREMXE, EA%
B EHEENTEINELINR (L) BB, ZRATEEEREAERE, " BXIMBUE
AJEERBMRSBEEHBERE LNERE,

F—NEEZEMNERZHEFE example. com BXIHXH example.com.zone , I 23.6 “/var/lib/
named/example.com.zone X" HFT7R,

{5l 23.6 /VAR/LIB/NAMED/EXAMPLE.COM.ZONE X {4

1 $TTL 2D

2. example.com. IN SOA dns root.example.com. (
3 2003072441 ; serial

4 1D ; refresh

5. 2H ; retry

6 W ; expiry

7 2D ) ; minimum

8

9. IN NS dns

10. IN MX 10 mail

1.

12. gate IN A 192.168.5.1
13. IN A 10.0.0.1

14. dns IN A 192.168.1.116
15. mail IN A 192.168.3.108
16. jupiter IN A 192.168.2.100
17. venus IN A 192.168.2.101
18. saturn IN A 192.168.2.102
19. mercury IN A 192.168.2.103
20. ntp IN CNAME dns

21. dnsé6 IN A6 0 2002:c0a8:174::
E11T

$TTL EXEINTF AR (E], EEATILXGFPHMAEM, EAAF, IERX (2 D) ABK,
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%217
X2 SOA ( Start Of Authority, FCIAIEAWNIMA ) EHHERAIRIIMIE:

* RAIEAY example.com BEEEHMBM, LHBMN . " FE, BNAJESBXEMX

B, =;E, ATUEXEAA @, EXMBERT, AIMM /etc/named. conf FREYFERIIN A
X 15,

* IN SOA Z/aRRFILEXIEERS R[BIIBMARS BB, LERMIM dns TER
dns.example.com, EAEREMNU“." &EE,

o fERRMRILBMRS BWAF BT, Eh @ FSELB/HEIN, MUER
BWREA“.", WF root@example.com, ZIHIIEIE root.example.com. , It

ML MMBZTERE, UBILERIIXE,

e () ZEIEEMAMEBETTARN SOA LK.

serial number TJURE—HF, SXREBRILXEILEHNFER LN, S2EXLERBEM
BB BMRSE 2R (MNEBRSEE) . hit, HEAFMGITHRFEERA 10 I HFEA, BEARN
YYYYMMDDNN, X2 %8R,

refresh rate IEE_HBFIRZEBKRIXIY serial number BIRT(E)EIFE, 7EAEIH, LAY E]
[BIpR I — K,

retry rate E KBRS [ALIMH RN ZLBREKR RS [BM0SE BB, XERIASE]E]
FRE /AT,

o -

E61T:
expiration time EBE_RBMRZBELZIENHR LTRSS BB ES KNEEEFEEN
BB, EXGPRRI—A,

B 717
SOA IBRFPMBRE—IEE negative caching TTL, XEBREFREEHT RS BHKREBIT
DNS &EigZ5 R YRt aE),

$£917

IN NS fEERNFRULIHABFMIRS 2R, dns RYRH dns.example.com, EREHREL".".
SNBSS MNSLITEMNT, —1TRTEBMERSE, HESTHRTE N EBMRS:E. R
/etc/named.conf HRY notify IREHN no, MKFXIEBIEHEENLXEINLIIAER
RS 83,
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10 17:

MX IERIEEER. AIBFNHERIE example. com AR FEBAAIMBHARS 2., EALIF, ZHRHAR
SERREN mail.example.com, ENBMAIENBFEMEINFE WREZ MXIN, WE
FERARER/IMENEMEARSEE, MRELLRSFJEZMERY, NWEIXRARBHA—LERNRHE
ARS3 28,

% 12-1917:

IXLEER R SLPRAY BN R, X ERF—NEZ 4 IP #u216 00F5u214 O88u197 AEB3U248 002
u187 HlAuu163BMAELLLTIH, A% ".", EAENTESESME, FLES%F example. com

AINZIFBE R, EAREN gate BENMME, FIAAEIEIREA IP thit, RZEHIMARE S5
it (1Pv4), BIFER A FRICIZICR. WMRBUZ IPve ik, MER AAAA FRICIEIN,

@ SEE: IPV6 iBiE
IPv6 ie R 5 IPv4 1ERMIEZFHE AR, BTrIee# TR IR, FINEEESUFHRHEX
BREMIIERE, ESEAMENNE 10”7 EE IPve Hiltt, BEtut P ERAERIIFN S

=
pluto AAAA 2345:00C1:CA11::1234:5678:9ABC:DEFO
pluto AAAA 2345:00D2:DA11::1234:5678:9ABC:DEFO

520 17:

A8 ntp STAFME dns ( CNAME RIEHTEM ) AL,

3 in-addr.arpa AT IP it B ENBHREEK. EHEMNZIRAR BRRFENIIREI S,
Fltt, 4% 192.168 f@#A 168.192.in-addr.arpa, 80l 7l 23.7 “REEH" .

5l 23.7 R EHK

1
2
3
4
5
6.
7
8
9
1
1

290

$TTL 2D

168.192.in-addr.arpa. IN SOA dns.example.com. root.example.com. (
2003072441 ; serial
1D ; refresh
2H ; retry
W ; expiry
2D ) ; minimum
IN NS dns.example.com.

. 1.5 IN PTR gate.example.com.
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12. 100.3 IN PTR www . example.com.
13. 253.2 IN PTR cups.example.com.

e 4=

E11T7:
$TTL & XN A F b & Fr B IBARAE TTL,

P /

%217
IR E A ROIEMLE 192.168 FIRMEK, RigXiFEHR 168.192.in-addr.arpa, MR
RUEXERMEEN B, B, RATBEXGAREENE — FHE(8EHNU . " £B, R
BIRNY N F E—4 example.com REINABHILARER,

%8 3-717:
BEM E—4 example.com BRI,

o A

917!
LT RIBEARIUEKIENBMRS SR, EXXARATBENGARH, FREARETE".".

% 11-1317:
XLERZRAZEEN L IP it pIEHHE R, RETHHAKEA IP MR E—29, ERER
e, BRIEEMNELX M (AR . in-addr.arpa ) ¥FEERARBIAFTTE IP i,

B, FILA7E BIND BMIREMRAE X, Nar=EE M6

23.7 XEEIRBITISEFR

ABZSEFIERM, EruskMIbR AR S5 28 X184 FRRVIMAVIRIE, RFC 2136 WM GLEIT T NAE, Bid
ARD0E]%ERY allow-update 3% update-policy #M, =LA ANXIFIBMEENSER, FANF
mEE S E X,

A< nsupdate BEEHHIEERIRSZ . BXLILGSMEMIBE, BEBXT nsupdate BIFAf
Tl (man 8 nsupdate), HFLZLERA, NER F 2387 “L2=5%" HNEW TSIG ZAMITIEE
o

23.8 TLESH

BETETHZEEM (R TSIG F1h ) NESER (TSIG) FJUSMEZLES., AN AIUFIEMFER
tE2E 25,

AERS 2B EIBEMXISBIENNSERRTELEES. KEZHHITIRIEEILE RS [P #At#T U5
EHEL2RES,
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ERATIIaG<ER TSIG 18 (BXMT, ESMN man dnssec-keygen ) :

dnssec-keygen -a hmac-md5 -b 128 -n HOST host1-host2
LR BIERMAX M, BM5 TEAIRIREN:
Khost1-host2.+157+34265.private Khost1-host2.+157+34265.key

ZHERG (EMUTF ejIkuCyyGJIwwuN3xAteKgg== MEMH ) U T XIAIXEF, BEEZHEATES,
NG EE AN (Khost1-host2.+157+34265. key ) Ei2RiEf2 N, MERFRATEMWAI (4l
gn, {EM scp) f&ix, HEIZfEARSSER L, ZMMNEBIEEN /etc/named. conf HASLHL host1 #
host2 Z[EIML2IEE:

key host1-host2 {

algorithm hmac-md5;

secret "ejIkuCyyGJwwuN3xAteKgg==";
H

@ g4 /etc/named. conf BISZEEAXFR
MRS T /etc/named. conf HIARMR. LEXHHIBHAER 0640 , FEEN root A4
named, &, AIEEBBIABRRRIIRRNS XS, REBEIFIEE /etc/
named.conf A1, EEIFEINBH, EfEMA:

include "filename"

REEZMIX AL ERZER filename,

EfEARSS3E host1 BEfER host2 (FEAGIFR, Hitht)y 10.1.2.3 ) ISR, RSZEB{HY /etc/
named.conf WIELETHIFM :

server 10.1.2.3 {
keys { host1-host2. ;};
b

WMAF LU ELIETE host2 RIREE XM,
@0 1P it ANt SEE E X HVEM ACL (iRlIERITIR, BARESMHR SR ACLIEE ) R0 TSIG Z1A
RSB S LM, HENABENTAR:

allow-update { key host1-host2. ;};
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BIND EERZSEFH update-policy WIEEMMBHIT TIFMN A,

23.9 DNSZ=2¥

RFC 2535 191437 DNSSEC ( B DNS &£ ) , BIND i€ T eI+ DNSSEC F T &,
HIAARREMXIFUAE — NSNS 2 KEKMXIFZH, XLZHRZBET dnssec-keygen 4RI,
PG ENZE— M, ZHR1ER DSA NEBEEEREMXLZEH, NEMA $INCLUDE NG QA HE
tAEEERNAI XX G,

EMa< dnssec-signzone, fERJABIEERMEIAE ( keyset- XHF) , BENULEHEXE
REFHHIMUER, XEEMEERIZE /etc/named. conf R ITEMXIEMSIH,

23.10 BEZ{EE

BXEZER, BENLEEAE /usr/share/doc/packages/bind/arm F#J bind-doc BHH BIND
Administrator Reference Manual ( BIND EEEREEFM ), HI, BEBERSEZFMPFI5IHR RFC
#0 BIND Mi#=89FM DI, /usr/share/doc/packages/bind/README.SUSE &% % SUSE Linux
Enterprise Server 7 BIND FISRF{E 2.
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24 DHCP

HASENIRE NIV (DHCP) BTFMARBBVBEFIRIRMBZIZE, MM AVESN TFEBAMEEXLIRE,
WECE M ER DHCP MENIAGEZHIE B CrFRSHt, DHCP (FERBRIERS BB R T2 BB
WESHITRE., MRESFin{EA NetworkManager, MEEREE iR, EEX TIMEHBE R A8
ER—NMENNEON, EXBR. B2EE1T DHCP fR5S 284183 L NetworkManager,

@ {27/~ IBM z Systems: DHCP z#%
£ IBM z Systems & £, DHCP {X7E{EF OSA #1 OSA Express MO LBXN, MERBFXL
W-EEH MAC, BERNEE MAC K3E3) DHCP BEhEcEIhEE,

FCE DHCP fRSZ3 2B EZ ——REAM-TIEA L (EXSBIFATNEEERN ) KIFRASNE i,
REEEFPIREERIRS BN ADEREERNIRE. H—MAERX DHCP #TECE, MAALIRE
Rttt SR H B MEXRE P iIRsISEIRLE, FER—MIERT, DHCP RSB BEREREIZE FiniE KT
REWEAEHRIREENLE, BERRRRKIEEHRRML, RBEMERESHE PR BT L
B, EFEX.

DHCP &t T R AEERMTE, SittitFINKZEERRIEMEN (EERBRAMEDN ) —AREBAICAE
U miEARS B EX M RERTM, XLLERERS TFLERERSS, LI, TIUELERHE
Pl (LERITEN ) EMEIMETR, ERMETUMNERRENHEIR IP thit, MREEERRRIMLEH
EREHENITENL, WA DHCP RSB B|HREIHIMEIRERHER.

EAEH, DHCP RS 2[BHAELIFIGFAENFMNAIZETT, BD 192.168.2.0/24 (X7
192.168.2.1), EEBEEMIP ik 192.168.2.254, FHRHEFEMHUSEE: 192.168.2.10 &£
192.168.2.20, 192.168.2.100 = 192.168.2.200,

DHCP BRSS B[ AXIRM T IP AWM EHEM, TRETEFPNEZERNENR, BB, MWXMBEHRS
thak, LE4h, DHCP ERVFIEEFREEESMNEMSE, FIINEFimeTEE M AR E &N = s 8] 96 (8] Ak 55
22, EERTERSS 2,

15

24.1 {EFH YaST i & DHCP 532

B DHCP iR$328, 18/E80 YaST RN > A EIE, EERITEES » 1530, SAEER DHCP 1 DNS
R 5. MINERMBAXRNERTMRERIARE,

ju

oo
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o FZ: LDAP 235
B]BAY% YaST DHCP #&IRiE B AEANIM(ETEIRS 2R E ( BNz {T DHCP BRSB2BMEN L) , SifER
EEEAHUER LDAP IRZ2EEI1E, MNRE(EA LDAP, E7EECE DHCP FREZ2ERIIRE LDAP IfiRE,

BEX LDAPMESEE, BS N (Security Guide) , 5 5& “LDAP—A Directory Service” ,

{£F3 YaST DHCP #81R (yast2-dhcp-server ) Al E A DHCP ARSZ23RER T AWML, IEARIREEDA
BSRAREREERNIET.

2411 YIRREE ([BF%)

FXBHMLRIRE, BSEH, RREME-EEXRRSB[EENERRE, THRULYIRIRERFEN—
MNMEEEANRSBHEE, WEEFITMERSBESEFSHEALELF. EXAANTATREESRME
EES, RWMTARYES::

1. MiZFIRAPIESE DHCP ARSS BN MITEEL, ARBEHEE, ME, BEFTNATEE DTN
EFTFLEORIBIAIE, BET—F, BESNE 241 "DHCP RS FEE" .

DHCP RE22M2 (5 1 /4L 4 ) Rindz
DHCP R & 8895 &

BitiE v BHO& HEA 13

ethQ Ethernet Card0  192.168.200.5

HERE)

@ [ T B CATIFER A HR(E)]

8y HIER) [F—%m

24.1 DHCP BR%$388: Rk

2. ERLLEEERBE RS H LDAP RSB NETFIEM DHCP 188, EXAIER, 124 DHCP RS
BNEBEERNMEZFIRNMEET, XLEATEIESE. MERSEN, FEMRSEN RS
FRARSS 28R E, FTENFD WINS ARS8 E (3 FREIBFEE Windows F1 Linux P IRHIES W
£&) . MxiitFNEAATE, BEWE 24.2 “DHCP RS £FEE" .
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DHCP RES S (55 2 /45 4 %) £RIE
DHCP R 58 5# (FiE)

LDAP S
Ha(D) NTP EHE R 528 (T)
EEMIREE P TTHER S P)
ZEATRRE IP(S) WINS 558 (W)
ERIA % (B 18R (G) ERiAFEAETE(L) BAnA(Y)]
4 Jhat|v
=z) R | ER@ [ F—#m

24.2 DHCP f5528: £RIRE

. BN hEF IR IP Hiht, Joltt, NMETEERSE)H DHCP EF P infi kit it i EAAY IP

SR, FrEXEt M INEE — 1 MEBIERES. ERIREHMNE, fELEHEE P imeT CAREE
ERYIP tlt, MAFTEREH, o] NEREERKERNE, IRRSB[BAKEEZIRREED
IP iyt YR (a], {ESILE 24.3 “DHCP fR5525: 04 DHCP” |

DHCP fR 5281015 (% 3 B/t 4 4): 075 DHCP

= ) RS (T)
172.22.( 2 1
F/bs 1P Hlutik(1) B IP Atk (X)
172.22.0.1 172.22.255.254
1P iy 5
FE—4 IP Hiutik(F) Bi5—T IP k(L)
192.168.200.11 192.168.200.254
fLi¥Eh% BOOTP(B)
LA B
BRILE(D) E(7(U) A EM) (T
4 et v| |2 x |v
%) wik® || RRe | [T

24.3 DHCP fR$528: a7 DHCP

. EX DHCP fRZ3 88 UNI25), #EE DHCP fRSBB[EES I SR AR BNEMNERAERERN (FlaniH

TINRRY ) FEhEs), BETHMTRNRSR[WEE, BSNE 244 "DHCP RS Bl
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DHCP IREE 85 (55 4 #£/5 4 #): B

T
@ 5| 3t (B)
s L))

DHCP [ 5 3% FIEE(E)...

G

[l 24.4 DHCP BR%32%: R2Th

#E®R) | | BRE® | =mE

- BT R EXFTAL IVERENZ DHCP 249, Etha] DG ARSS 2RECE 0 DUERFS I VIRt L, {5 F

BOTSRENXAEREEEULAXNERBN—EAE iR, BARMIEHEIREEFIRIZTF 1P
b, CARREFH LRI EE LR (ShEIRTRAAM ) , SRR, ZRiEFITIZE bR RIERER
OLEBRHEFIRIIR, BSE 245 “DHCP fR5EEE: £EE" |

B DHCP IR&2: EHERE
it B Em

LR
i DHCP aZf v P ik *3

=

FIREE

ETR(N)
example.org
1P ik (1)
Fin) TEFIRHFER(H)
A

24.5 DHCP fR558%: ENIERE

& sk (H)

® LLKFE) O LHEIFm

M= A ER(T)

mEg | mEO

Yk E (A% )
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24.1.2 DHCP RS328HE (TX)

MRTRIENANEESEIN, TE—MEREEAN, BTNAHEEBRIEE DHCP RS[1RE, B8
HENEEPRE) DHCP IRSEEXREE (BRE 244 “DHCP REEE: Bal” ) LB EREE.

Chroot IMEFIFSER

EE—NMIEER, EFES0) DHCP [R5, EINEMNEERIHIE, DHCP REB[BIITAN—INEE
IhEEFLR ERETTE chroot FFEEX chroot jail FiE1T, LMRIEARSZ|[{ENMIL S, 1R DHCP RS
2R THNRIRE, MILEEMISHETBITE chroot jail 71, MMELEMATHEARRHEMEBS, FHE
BN THERT —MIHUE, JIHTELKEXMAER, BFERAIN. HRFmERENREN. MR
ERSS, MEHANBEMERIHEE, S0 E 24.6 “DHCP JR552:8: Chroot Jail #1FEE" , @EHRA
NfE, BEXEBRNMAERNEE, FRASL, PJEERSB[BOBEXE. BE TSIC BHEEUR
1R#E DHCP AR5 23R0i& B IR MEMELE.

DHCP fR & 3#mE

¥ F33 DHCP FR%2(5)

¥ 7£ Chroot Jail #1i2 {7 DHCP JR525(R)
LDAP %#§

EEEEAEH(C)

subnet 172.22.0.0 netmask 255.255.0.0

RII(A) ) AW

8 mg | | =ae

24.6 DHCP BR5328: CHROOT JAIL FNFSER

EEFERAAEEY
DHCP ARS3 220y EE A TFREREM, (ERLIHEERIRERRERE 7, £, =M
g5, (. HLEHFNZER, WRGISRTHFMANEE (BSAE 247 "DHCP fR5E5: @EERFAE

;__:F.E” )o
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FEEAEE

FEEE
® FRS)
FEHL(H)
HEMEN)
(G
Hitk b (P)

%0

8 LR | ERE || F—Em

24.7 DHCP fR%58%: EFFARAZEE
FMECE

BEXFIENE A T8 E# 7 MAY 1P Mo FIPNLE 18D, AEXHEERIRER, ERRI. JRiEMMlFREcT At
FMEy DHCP BRS5 23 EaNET, A FMIRERS DNS, HEEEFIZE DNS,

FREE

I Ut (N) MRS TS (M)
192.168.201.0 255.255.255.0

pu2i] &

default-lease-time 3600

max-lease-time 172800

A EE()] HER(T) 7 DNS(D)

=) LR || EEG® || #EO

24.8 DHCP 5528 : BETW

TSIG ZiREIR
WREFIAEMIIHEERIER TEEESNZ DNS, MEFMPIUE BEZAEERI M T L X igEiX, &

BETEIBHAB—NHEE, EEDPETUARE A DNS MiE0 (58 01E 24.10 “DHCP fR5EE:
7S DNS B 0O&RE" ).
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TSIG BHERE
HMBA K TSIG
LHE(F)

Jetc/named.d/

HIERHFE TSIG HE
4 ID(K) XA F)

example

KT W)... A

/etc/named.d/example_org 1% (W).... HREG)

4 TSIG %4
EHID v AHE

BT 0)

) FER) || ERE | BEO)

24,9 DHCP fR558%: TSIG iC&E

A DNS: #EORE
BITERE AL F M E TN DNS, BJBA A FMIBIERNAS DNS, ERRIER, BER THRERMELE
BF&E X TSIG %40, #{R% DNS #1 DHCP RS BiEFEREA. FRHEHS S5 DNS 1%
B, Ze]MRIENA DNS IMERMEHMIATL/E DHCP FRBBIRE. REFBEE NENZA DNS
N EFMLEFEMREXE, RS 5ABNXIFIEE E BRI BB, ERHEREFNEE
WHEIE (BSNE 24.8 “DHCP fR%5EE: BEFWN ), BRERHEHRERVNERIEENIE

N
EOEE
EREHS TSIG H(K)
example v
2 [FE B TSIG FH(K)
example he?
T E# 2R DNS HEY)
[ES-{v] F DNS [R5 2(P)
R RE S (V) 3 DNS REE()
#H

wt® || Bre | &z

24.10 DHCP BR£358: #0745 DNS miEORE
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Mg OECE
ZE X DHCP fRSB BN MATaE OF BB AMERE, BN EREEMNFERERSS > EOKE,
METRRIVEOTIRAR, EFE—NZSARH DHCP RSB BRAIEMEO., MRFLEEREFMHRY
EPinERAEN SRS @M, FERNMRRSFBENLSITHAE, WA AE, ERITILR
8, ERENHMEIRE, RlE, YaST $Fi%EBHFAYFRMAEE SuSEFirewall2 BN (BSWE 24.11
"DHCP fRZ585: MBEEOFPIAE" ), Z/EEeT OB E R E R BRI RIEIHEE.

EOmE

EIFED
# ethO

@ e et B TR B A ()

w5 wit® || mee || ®EO |

24.11 DHCP fk5528: MREOFNBG NS

ERMAMBERELSRE, ERAHTEXATIEE, RS [MEFUREERN.

24.2 DHCP 48l

DHCP AR£%28%0 DHCP 2 Fim#R:& AT SUSE Linux Enterprise Server, TJFA#Y DHCP fRZ2ER
dhcpd (HEEMAKIRELH ), ZPIHIEMT dhcp-client (ISC HthERHM ) & wicked B
T A,
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BINBERT, wicked TES%ERE wickedd-dhcp4 #1 wickedd-dhcpb RRE—ELE, RLATKXSIE
B, KEHNBEN], M DHCP kB3R, ENAFEMEXMRMITIRE, FINERAEAS NG
REH, WFEEZMER, BERISC dhep-client, EREIEEXH /etc/dhclient.conf
/etc/dhclient6.conf SRIZHIHY,

24.3 DHCP BR% 28 dhcpd

{E{7 DHCP 2R DEBR NS ENE B MNTIFIERF. RIBFEEXM /etc/dhcpd. conf HEXATIR
B, IbARSEE b FERelER, BT EREXHRNSHIE, RAERRFIUNETSHES
MIZFEHITH, EBHRNIB—T0 241 "EEES /etc/dhepd.conf” BEEARA] /etc/dhcpd.conf X
.

15 24.1 B2 & 3214 /ETC/DHCPD.CONF

default-lease-time 600; # 10 minutes

max-lease-time 7200; # 2 hours

option domain-name "example.com";

option domain-name-servers 192.168.1.116;
option broadcast-address 192.168.2.255;
option routers 192.168.2.1;

option subnet-mask 255.255.255.0;

subnet 192.168.2.0 netmask 255.255.255.0

{
range 192.168.2.10 192.168.2.20;
range 192.168.2.100 192.168.2.200;

}

XANE R RIECE X4 B UAE DHCP RS EEMKZHIEIK IP thit, MRESITRERBA—1IM2S, BUEAR
BE/25N dhepd,

RSXERIA D A=E. E—88% E)‘(T#—%IPiﬂzijtiﬁﬂjéﬁ%ﬁ‘i%‘ﬂ‘]%)ﬁﬁ%ﬂ@%ﬁi}\ﬂ%&(default-
lease-time), I ULATEIFN RISEHA, AN EE2—PNRAHARIER, EULHARATHEN T URE
DHCP AR£32845;RAY IP Ml T I 55 FR 5 42 5B (max—lease—tlme )o

B_HBAEZRRAN LEXT —LEEXNESE:
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* option domain-name fTRAFEXMEHIEKIA,

e {£MA option domain-name-servers I, &RZBEIFEE =" DNS BR53 281, FIKIF IP HunitfEAT
RENR, SATENBRENR R IP ik, BAERAT, NEIRE DHCP ZAIEERITTEN LML+
MEMUBRE —MNEHRSE. ZINMBMRSBUAENINSHUTE X —PENE (RZTFR)
ETHRINAREZBECHNEMRSSRE, BBIE 235 "H2749" .

* 1T option broadcast-address EX TEREFIRNIZER EitiE,

* option routers AFRERSBALFHFRIEELZR AWML EREN R AFHELXENMVE
(IRIBFTIRMAYRF] BAREN UL AT, 78R ) . BERAT, LEEER/NWIMEH, LhERH3
SR%EMM KT EHEE.

* option subnet-mask FFIETEHEFintEIKEI ML,

XHHWRE—SSATEXME, ERESFMEHE, &EHEE— M huEE, DHCP sTFEFIEER
LESEEIREME XA FimdEik IP ik, 7E0] 24.1 “REXH /etc/dhepd.conf” B, BJLAE PSR
192.168.2.10 % 192.168.2.20 Z[8)k 192.168.2.100 %] 192.168.2.200 zZ[8)gv{E mthdit,

YREEIXLEITS, BRIUMEMATS systemctl start dhcpd SRiEGE DHCP STPI2F, FEEISE] ASIEN(E
BHE., #A&< rcdhcpd check-syntax RRITEEMIEEZNE, WREENHIEFREZ M (I
gNARSS 23 T HIRM AR LS BRI RIRE done ) , #ERIBAEMAA< journalctl ENERFREH
FER, KERMAE (BXESER, BELE 145 "journalctl: & systemd Hi2” ).
7E2K1ABY SUSE Linux Enterprise Server 24 £, HTFEZEEE, & chroot IERZ5) DHCP T2
FF. WARECEXHEHIZI chroot MR, LMESFHFIEFEBHKEIEN], BFEATAEERELX—R, AR
#% systemctl start dhcpd SBEINEHIXLEH,

2431 EBEE IP HUtHE Fim

DHCP SJ AR A4S E B PR TEIRTUE X AERASat, EXNEIRAMIHAL AT RE U ARSI,
BSHAKIEARSGANASU BT E, Fla0, SWFaSihitms, MREERBIMIETA, RESES
BEEFIRZBENN &iXLEL,

EMRERARSHIERENE iR, dhcpd SER@EFIN (XR—M2BRE—HNEERFRE, 2
FEE 6 XW/\H) , BFIRRFEMEIRE (5190 00:30:6E:08:EC:80 ), MRFHENIIEIT
(ol 24.2 “EEESEFRIAINIT FEIT ) RINEG 24.1 “EEE 2 /etc/dhepd.conf” BIEEE X

f, DHCP sririZF SIS ERN — A HBIRIEREIENNE Fif,

151 24.2 Bo & AR IOIR

host jupiter {
hardware ethernet 00:30:6E:08:EC:80;
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fixed-address 192.168.2.100;
}

EE—ITRNEREFIRIBM ( host 412, EARGIFHR jupiter ), EEITITHA MAC i,
7 Linux E#1 L, EAM<S ip link show FIRMLKZIZE (FIU0 eth0 ) REH MAC ik, HiHNE
BWMTRE:

link/ether 00:30:6E:08:EC:80

ELEEREIF, AN MAC ik 00:30:6E:08:EC: 80 MEFimB gk IP it
192.168.2.100 FEHE jupiter, BAWZFEE IBM RELENR token-ring, BEJ/LFEFE
BT, BEMANEGEEIEE AW,

24.3.2 SUSE Linux Enterprise Server frZs

A TRER2M, SUSE Linux Enterprise Server fRZ<#Y ISC DHCP Bz5323E M T Ari Edelkind #J non-
root/chroot #8¥Mz2F, X{%1F dhcpd BERE{ERAF ID nobody Ria{T, FrRILAFE chroot 5 (/
var/lib/dhcp) Hizf7, BSLMX—=, BIAERENXH dhcpd.conf {iiF /var/lib/dhcp/etc
M, init IAERBHNSBEMNEXHSFIZILE R,

BI X /etc/sysconfig/dhcpd FRITIRIZHI SRR XRIARS B|AIITH, MRAFERE
chroot ¥8HiE1T dhepd, 4% /etc/sysconfig/dhcpd AR E DHCPD_RUN_CHROOTED iR EH

no .

F7(E dhepd EEEEBENTRE chroot INERENE, TS FIE th— LR E X H4:

e /etc/localtime

e /etc/host.conf

e /etc/hosts

e /etc/resolv.conf

FERH init BIAR, SIEXEXHEHIZ /var/lib/dhep/etc/, INRET /etc/ppp/ip-up XHEH
IARTNSIEOI LN, MERXERHEEZEMEN, BUNERNEEXLRER, BR, MREEXH
IETE IP ik (MARENRE) , MAFEE DX — =,

MRENEEFEEINEFIZ chroot IMERRIEMNX MG, EEXH etc/sysconfig/dhcpd

FHYZE DHCPD_CONF_INCLUDE_FILES TFi&REEA], J TR DHCP HEICRINAERNE

7E syslog SFPIRFERMBNALIER, X /etc/sysconfig/syslog RwBHT IO
SYSLOGD_ADDITIONAL_SOCKET_DHCP,
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=Z (=

24-4 %9 1I:I I%\

BX DHCP MEZER, EiARIES N R AEEEMES (http://www.isc.org/products/DHCP/ A1), tB]TE
dhcpd. dhcpd.conf. dhcpd.leases #1 dhcp-options FMIIFRSHEXERE.
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25 @i NFS HEETHZRS

EEWIMERBENED ZFHAEXGRFR—MERES. AEWIEMMNEX GRS (NFS) 5ETTHY
NIS thEL1E, dNFES LDAP [l Kerberos {&FCEA HE LMY, FiEHR NFSv4 (BRINME) . B8
F3 pNFS, fZe]LASSHE M BERR R,

NFS 5 NIS — 2 fERRMEmE R 2iERN. FA NFS, AILABEMES K EEXHRL, #HITEEHN
REG, AFBAUECHRELTE—HER, M5 HaERNLKIRLX.

E2: FEZDNSHIREA
WIZie bif, FIESHERTIMRGER P iR, RBREr, EHE— R DNS R4,
E0HTHFICRENHRAER DNS, B mountd SFHFIEFMITREEN,

25.1 KiB
TER YaST BRBEROAE,

S
B NFS RSB EBES LB R, EFRRIGFEENRZIRETR.

NFS & g
NFS & Fif 28T MK S R S NERRE NFS BRZ 280 NFS iREZHIFR %, TCP/IP thixE EmMZ!
Linux A% ; TEBLREMEMRG,

NFS BR$3 88
NFS BRS5 238 EE Fimig it NFS fRSS. ia{THRIBRS BRI T AT FiPEF: nfsd (T
f£). idmapd (% ID MIAFFBRIRET, k2R ) . statd (XHFHIE ) F mountd (RA
BX) .
NFSv3
NFSv3 RhR7AS 3 3KiE, ZREFIHSMIRIERN “IRAR" FTARZ NFS,

NFSv4
NFSv4 BFEVARA 4 SChE, 23H@IT kerberos #1TER2LAFBHIRIE, NFSvA REE—NmO,
Itt, EtE NFSv3 & &R T AERIIARE,
I TE J http://tools.ietf.org/html/rfc3530 2,

pNFS
F1T NFS, BT NFSv4 B—Fiid B, £ pNFS = P im#l =] AR #&1510) NFS ARS3 88 LHYENIE,
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25.2 %3 NFS 5388

NFS BRSZBMEASIINT R, MRIEFKEEE 2537 “IEE NFS fR5528"7 HrUIHEBECE NFS fRS328, W
RAEMRRELRMENE., XA, EF YaST 3 Zypper LXK E nfs-kernel-server,

5 NIS —#, NFSth2—MNEFR/RESBEL. BR, —SUHENIAYIFmMHAER: BB MER
HMXHZRG (B ), HAIMAEMENRAXGERS (BAN).

@ IR EEREHRS B[ EARMEAN NFS B
SUSE Linux Enterprise RANZHES RS [ EAMBANFS B, FIEEWE Linux RAREH
=¥,

25.3 B2E NFS fR53 88

B]i@iT YaST B & NFS fR5Z28, tHe]UFHEEEE., NFSiLTe]5 Kerberos 8K #ITE N RILE,

25.3.1 {EA YaST EHXH RS

£/ YaST MBI AN A NFS R5358:, MRS H[TEBERNMXAESHEIAEERAEENE
MRSHAENMANAEMR, Eit, THEEBEENARRNARER, RSBFHERKNAER,

FIREILERRFZE, BRERITUTLR:

iTFE 25.1 iR & NFS AR5 88

Bl

1. JB) YaST R BEMLEAR 55 > NFS (k55255 BEME 251 “NFS RESHLEETR” , RARRTE
TREMIRG
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NFS i & HF I E

NFS R 458
8 BHE)

B IR E
ATTR MR EH O (F) B KSR (D).

5 s O 2 R

JA 8 NFSva
¥ JaF NFSv4(V)

#A NFSva 55 (M)

localdomain

AR GSS £2(G)

) AU (C) [F—2m

25.1 NFS fR$B32RECET B

. AGEE T BRIER,
. IR KIBEERI RS (SuSEfirewall2) RAETFIERRE, BEPEHMIEHIT AR, YasT R

NFS RS SBEMHEE, ARBA nfs RS,

EAREEEHE NFSv4, tNRIEZEH NFSv4, YaST 8 R 3 NFSv3, BXEH NFSv2 IS8,
EE: NFSv2,

\}t

o WSRIERE NFSv4, HIMNEBERAMERAY NFSv4 158,
BRERBMSiAEIL S E RS 2309EM NFSv4 EF IR /etc/idmapd. conf XEHRIZHR
HE., WSHAT (RSBAEFIELE ) NFSv4 ZIFEN idmapd STIPIER, MREHELE
HRER, BHBERBA localdomain (EKIAME) .

. MREFELLVH0IRSE, BREEA GSS T2, TRFMREMIFERLEKT Kerberos FBAR

SBRMEFIRERERA Kerberos R4, B — THENIT T —MEREIMEE,

. BEMEE EFEAPIANE ZUNSHENE R,
IR EEREERITHNEN, RASENBE S — MHEERENER, #IEHAZTFRESR.

BAENBETT (BEZATURBEHAMERT),

AAAENENIRENEENIBECAT: SN (BFFELIP Hitt ) | MLKA, BECHF (W * RRFT
BitENEBREA01ARSS 28 ) #0 IP M4,

BEXRXLEIMMESELE, BESN exports FM,

. BEEMUTEREE,
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253.2 FHSHXHEHRSR

NFS SHIRSHEEXHR /etc/exports M /etc/sysconfig/nfs, BRTXLEXHFZI, NFSv4
REB[EELEE /etc/idmapd.conf, BEFMNHEFBNARS, BIZITHS systemctl restart
nfsserver, MRE /etc/sysconfig/nfs HEEE T NFSv4, XiX4/350 rpc.idmapd. NFS BRSS
BKETIZITRY RPC in AMRETEE, AL, EXR/BoNEE RN %N MRS 28RS

@ SEE: NFSv4

NFSv4 2 SUSE Linux Enterprise Server L e FARIE#ihi NFS i), M7, @B NFSv4 SHATAR
B B R 5®T NFSv3 SHATAMNE REBE,

FELARIAY SUSE Linux Enterprise Server 11 kA& £, &%% BIND 8% A\ /etc/exports, i%i&
ENAR<H, BREEFA,

/etc/exports
/etc/exports XHHRIZHIIIR, BNMFERRAZNERURAZNGIN. /etc/exports H
HWERBEEEESR

/shared/directory  host(option_list)

f5uan:
/export/data 192.168.1.2(rw,sync)

7ELE, A IP A 192.168.1.2 RZAFNEFiK, EeJNMERAENR. RR—EFVBRFT
( *.abc.com, * &) EMLELH (@my-hosts),
ﬁ?&ﬁﬁﬁﬁﬁi&ﬁ@xﬂ’ﬂﬁéﬂhﬁﬁﬁ, BES0 exports BIFMTT (man exports),

/etc/sysconfig/nfs
/etc/sysconfig/nfs XEEE—LLIRE NFSv4 RSB EFIPIERIT OIS E, BSWIESH
NFS4_SUPPORT 18E% yes (EXiAMME) . NFS4_SUPPORT JR7E NFS fR53 3R EZIF NFSv4 BiH
ME P,

@ RA: RAEI
TERRAMETF 12 B9 SUSE Linux Enterprise £, 5% --bind ®A /etc/exports, %
REMAZZE, BUEEFAH, WE, #id NFSv4 SHATAMEE B XS5BT NFSV3 &
Ft AR B RAEE,
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@ 7EE: NFSv2

MR NFS EFRimiNAEH T NFSv2, iE5ERRS28HY /etc/sysconfig/nfs FIRELMF/LIN
BRZDIN:

NFSD_OPTIONS="-V2"
MOUNTD_OPTIONS="-V2"

ERMRSE, BERUTHSMERE 2 ZE7TA:

tux > cat /proc/fs/nfsd/versions
+2 +3 +4 +4.1 -4.2

/etc/idmapd.conf
Linux i+EH LS MNEPEE—NBMF ID, idmapd £ 33ARSS 281 NFSv4 BRI 1TRFZI ID &Y
MR HEEEFiH, EWAENERSSEFMEFiE EEY NFSv4 51T, B NFSv4 (G2 A i@
Mo
W FrIREfER NFS REZEXHRANTEN, BHRANA—NARNEXLTHEVEDRAFEERF
BAF0ID (UID), XEILAfEFR NIS, LDAP BigFRRIE( 4% — BV S0 I EN HIR S,
WFEFiRMARSEE, WIFE /etc/idmapd.conf XEHIESE Domain iR AHEEIE, WRER
WE, BERSZBNEFPHXGPIFIHRE R localdomain, EEEXMHHEARNT:

[General]
Verbosity =
Pipefs-Directory = /var/lib/nfs/rpc_pipefs

Domain = localdomain

[Mapping]
Nobody-User = nobody
Nobody-Group = nobody

BXEZER, 520 idmapd #1 idmapd.conf BIFEMTT ( man idmapd F1 man
idmapd.conf ),

BIX /etc/exports 3% /etc/sysconfig/nfs 5, BiNIEEHN NFS RSB 23RS :

systemctl restart nfsserver

B4 /etc/idmapd.conf Zf5, EfRHARENMG:
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killall -HUP rpc.idmapd
gNR NFS RSB FEAES IS B, WiafT:

systemctl enable nfsserver

25.3.3 X F Kerberos HY NFS

EXF NFS £/ Kerberos S751E, WIS GSS T2, 7EHIYA YaST NFS RSB BIHEE IR = A GSS

2, WRBEB—NEXE Kerberos ARS8 A BEERALLINGE, YaST AR BARSEE, MR EARTIRHEN
IhEE, SNIRALLE(E Kerberos #HITHAIIE, MRT YaST BB, EMMEEELTRUTSRE, HEE
BITNFSEEE:

. BHIRARS B’FNE FIREBTERI— Kerberos 15, ENXAiLIEHERER KDC (B EZF D) AR
SBRHAHZH krb5.keytab X (EEFTEN LIEIAMIER /etc/krb5.keytab ),
B X Kerberos WEZEE, SN (Security Guide) , 2 7 & “Network Authentication with

Kerberos” .

2. EEFi% EiBIT systemctl start rpc-gssd.service B gssd RS,

3. 7ERRS328 £iB1T systemctl start rpc-svcgssd.service Bl svegssd BRSS

BXECERHE Kerberos I NFSHIEZEE, BENE 2557 "E2EE" HmiHE,

254 ECEZEFin

BERENEEN NFS EFR, TRERREMKG, FRAZRKMETENE,

25.4.1 {EMH Yast EANHEZRSE

R FE] AR YaST NFS Z P imfRIR A NFS BRS5234F NFS B RRARHSHA, FRI0TFrRgEss::

ITFE 25.2 BANFS B

1. JB%f YaST NFS Z FimtsEiR,

2. B NFS HEEIM-R ARV, A NFS RS ZBHIEN R, ESANBRUREERBMEIBNRA
REALER,
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3. fEEF3 NFSv4 BY, £ NFS iz ERI-FHIEREH NFSv4, R, NFSvA 2Bl NFSvA fR55 28
FTARYMEREME. EXiAER localdomain,

4. EX NFS {#H Kerberos B2 381E, WAUSH GSS T2, EFEEH GSS 2,

5. BEEFERARBMEH AT ENUIRIARS, BRA NFS 1% EEI-£ PRV A& iE
B KBRS N B RE S EES A,

6. BEMERTER.

FEESA /etc/fstab, HFRERABENXHZRR., HEHERE YaST REZ R, BERFIZEITEX
FHRIIBERE,

@ : NFS RIERXHEGRLS
EEEMLEA NFS HERNRARD XN (XHE ) ZAEH, EERIHIR NFS HEMMEZIRE
SNESCSEIENER
KANES IS RGN, KIARIEIRFZXAMLEER, ARHFBRIX, WF NFSEIEX, X
MIRFS=4Ein)@, RAEBREES NFS HEMMEERNERLT, ROXTETEEHH, A
IFRFEARRAMEIRE, BIRE 1541257 "FENEERE" PANRITAMNEIRSEELEN
+, RRELSHEERPIERET NFSroot,

2542 FmMEAXHRSE

FHM NFS RSB B[BEAXARAMTREMGRETT RPC IR OMRETE, nfs IRSARIEMBMNZIEF;
I, BB root BMHIA systemctl start nfs REBNZRS. ABFFETLAER mount IFIZFEXH
RAABAM D XBERAXXGRAT:

mount host:remote-pathlocal-path

g0, EM nfs.example.com HENEANAFBER, BEFEA:

mount nfs.example.com:/home /home

25421 {ERHBMNEARS
autofs SFIPIEF AT ENBRANIZIEX GRS, B7E /etc/auto.master EFRMUTRE:

/nfsmounts /etc/auto.nfs
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R auto.nfs XHEIEMIEZ, /nfsmounts BRIBIERNEFin EFTE NFS AR root B&, £F
auto.nfs XNMNBMEBATHELER, BeIBLERERIRZM, & auto.nfs FRETE NFS RARINE
B, SAFER:

localdata -fstype=nfs server1:/data

nfsdmount -fstype=nfs4 server2:/

BA root B#iEfT systemctl start autofs 5!5%5(/% Z18E., WFULRAF, /nfsmounts/
localdata, serverl1 B9 /data BRIEEE NFSEA, server2 BJ /nfsmounts/nfsdmount 4%
BT NFSv4 %%

WRTE autofs RBIEEIGITINGRIE T /etc/auto.master X, MwATER systemctl restart
autofs ERMBERETA REEEREN,

25.4.2.2 FnhYmig /etc/fstab

BE, /etc/fstab AAY NFSV3 RAIUIT:
nfs.example.com:/data /local/path nfs rw,noauto 0 0
F NFSvd ®RA, BER=FIHRER nfs4d MARZ nfs:

nfs.example.com:/data /local/pathv4 nfs4 rw,noauto 0 0

noauto EMAIREIFERHRBNEANGFRE, MREBBFNEREXMRE, \JUBEREELZERR
MWRRBEL

mount /local/path

IR BIiYR
MRLCFEMA noauto I, FLEH init WAKIERIIN BT (R LRI

25.4.3  F1T NFS (pNFS)

NFS RREMMNZ —, FETELHE/N\TFR, AL, WNREE EJ\SdfF NFS BH 8052 FHE Ko
BR, MREBEEAGHERENEPREIEERE, W NFS BRI BEFZMALRMEEE, X
REAFREZK, MUKMEIFENTIE Eaﬁnéﬂﬁb_—zﬂﬁ
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LEIBER “HE" NFS IRSB[BPIIXUAEN, RSBEEBXXATHIE. WEMEHREHFETINEFHIERE

EEENEFIR, B2, TRXENXNINMA, MEMFEBELELR:
o FNRB /N, MAKERS A EIERTEE U R TR Lo
° MBRBAXM, WAERSES EIEFEHF LT MRS [ EXEE P L,

PNFS BF1T NFS MZRHE T LEFH RS, EAERXHRATRIENARBEUESBLR, EIt, pNFS FEH

EST RN
o —ANTTHIERIZHIRSEE, BTFAEREIERIEET
o —ANEHBSMiEFRSEEE, BTFEREUE

TCEIRFNETFARS B 4ER IR —MBE NFS AR 88, HBFIRBIZMNHEAN, THERSR[BEER
NFSv4 & Fim{E M/ NME77 AR S5 28150 3R, B F iR el A B B 10)1Z AR 55 88 LRV,
SUSE Linux Enterprise {X SZ#EZ F ik L&Y pNFS,

25.4.3.1 {EF YaST ECE& pNFS & F i

BHITIIE 25.2, “EANFS HE" REFRRSE, (Bi%EF pNFS (v4.1) EiEE KR BTIER) NFSv4
=, YaST &WITFEWENSE, HEASENXH /etc/exports HEAFBEUEIEIR,

25.4.3.2 FHEEE pNFS B Fim
BEME 25427 "FHSANXGRES BEFELE. KRSHKECEET NFSv4 BRS3E5TH. WTF pNFS, I

—HIX 324 minorversion EMFNTTEIEARSS2E MDS_ AR5 28 ARIIRAZAT mount &S

mount -t nfs4 -o minorversion=1 MDS_SERVER MOUNTPOINT

hAHEREER, BEN /proc XERFEHHE:

echo 32767 > /proc/sys/sunrpc/nfsd_debug
echo 32767 > /proc/sys/sunrpc/nfs_debug

255 BEZER

PR7T exports. nfs #1 mount BYFMDIS, ER]TE /usr/share/doc/packages/nfsidmap/
README H#(ZIXFEE NFS RS BMEFHINER. BRESBRINE, BESIUTMiY:
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* 7£ SourceForge (http://nfs.sourceforge.net/) 7 EBAMIEHIFMAIR AR SIHY,

* XTFiRERHA Kerberos J NFS B##iR, ES DL NFS Version 4 Open Source Reference

Implementation (http://www.citi.umich.edu/projects/nfsv4/linux/krb5-setup.html) @,

o YIRENT NFSv4 BEEID), BS%E Linux NFSv4 FAQ (http://www.citi.umich.edu/projects/nfsv4/linux/
fag/) 7 (Linux NFSv4 ELial&R ) ,
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26 Samba

{889 Samba BJLA4E Unix it EHEE 5 macOS. Windows F1 0S/2 i+ E# 89S FIFTENARSZ 28, Samba
BEREEMA— N INERTZEEEE 207" m, FH YaST FNRiEEE X4 RECE Samba,

26.1 A&
LA T2 Samba 3Z#4F0 YaST &t {E Ay — Lt AR1E,

SMB iR
Samba fEEFET NetBIOS AR55HY SMB ( fRSZ2§EER ) thiX, Microsoft & # izt AEE ik 4
HIER 8E9% 5 Microsoft IR EIIEHRE, {EHH Samba i, SMB #MYTE TCP/IP thiXxz ET1E, Fr
CAMTTEFR B & P is =& % TCP/IP MY,

@ 127R: IBM z Systems: NetBIOS %1%
IBM z Systems {X Z#5ETF TCP/IP B9 SMB, XLEZR L EARIRH NetBIOS i34,

CIFS My
(BEHREBMXHEZRS ) MYE Samba 23595 —FiY, CIFS & XML ERIRETIEXH R
FipRhiN, FERAFPAEES —ETIEFEMNEPHEEH,

NetBIOS
NetBIOS A FREBFARS M EN Z EE B MR TR EED (APD), EEEERIMEN
TENER B SREBEN., ZEEITURIERMITXLETENH#TI U, EEEFAFOHEREE
XLEZHR, WL EAMEFRITENYRIMREBEHRENEMH, FIREBXLEMHIKRER. ATUARE
HIRLEIR R 45 HISCHE NetBIOS $20, NetBEUI 5 MEEHLSENZELIN—MLHE, BEEHMT
79 NetBIOS, {#F3 NetBIOS SEHERIMILE IMN EIE Novell 89 IPX (i@id TCP/IP A9 NetBIOS ) #1 TCP/
IP,
@it TCP/IP %&iXH) NetBIOS &#i5 /etc/hosts H{FERIIBZMEL DNS EXMBIHEEHEEZ
4., NetBIOS fEFERHCH. TEMIUMBRBAE., BRTHEEE, BIEERS DNS EHEN
Rif9EFR, SKAWNIER DNS, Samba BHARAXFA R,

Samba AR55 28
Samba fREZ 2B EE F iRt SMB/CIFS BREZFN NetBIOS over IP &5 &R, ¥ F Linux, Samba AR
BB =/1"~F##EF: smbd FF SMB/CIFS fk%5, nmbd AF&&BARS, winbind T SHMRIIE.,
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Samba EF i
Samba E ik —FhEengiEid SMB il Samba fRS328{F M Samba IREZM AL, FREE IR
&4 (macOS, Windows F1 05/2 & ) #32#F SMB i), WHEFTBITEN L& TCP/IP
¥, Samba RHERAFZMARZEE UNIX BIZFiR, WF Linux, B—1HTF SMB RIAZIEIR,
ERVFE Linux 2R 7 EEM SMB FiE, AHEEN Samba EF R TERITIFER.

i

SMB RSB ELHENHEFIRREHMFR. HEMRRS [ LAITEINMBERLREFER. IS
HRMRELHRHE, FIMFEHEERMIRENEFARE — N —ERSHBERNBH, HeIBK
FTENNIRITR— R, = ina] URIEFTENHLEY R RS FTENVL,

=538 (DC) BB A MRS 2R, AT ERRIE, —MAPRIRESEHIEHIETA,

26.2 &% Samba PRE 28

BE%i Samba AR5528, BEDI YaST FRERN M > HEIE, EBRIE > 120, ARERHRSE, 8
INBRRFTMERERZFMFNE.

26.3 BoiFN{F1E Samba

(5158 FTLABENBREIELE Samba BRS 28, HEFHMITXEMEIE, BINFIE LR

5 26407 “fER YaST ELE Samba R385 HRATIARY YaST Samba AR5 BRECERI—ER5Y
EaSITH{ER systemctl stop smb nmb ®]{E1k Samba FrEMIARS, FMA systemctl start
nmb_smb BJEFNE(]. smb BRSSIRBEFZRLIE winbind,

@ B R: winbind
winbind 22— UM RS, EHEtHEUEIMAY samba-winbind S1121H,

26.4 BCE Samba fR55 38

SUSE® Linux Enterprise Server i) Samba RSB rI@ I A AR AN FHITEE: A YaST skFahA .
FTEETRMEFMES, H)2%E YaST GUI F51E,
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26.4.1 {EF YaST & Samba Ak5528

EECE Samba ARS328, B/EDN YaST FREREMLEARSS > Samba AR5 5,

26.4.1.1  4#)%a Samba B2 &

FRBELEERE, RASBH Samba TEMFE, RREM—LERRSHEENERRE, LEL
RE, RAEREREEA Samba BIEFR A< (Sambaroot [1%) , UGB, £8R Samba fEEXHE
*EO

Samba ZEWFESEH NS BIEMIRE (0liE) :

TIrAREIER
FELIFERSEERER— P UBBMBBMA— MR, REREF 5,

Samba fR5388EAY
EFN—2H, BERSB[BEMNZF S EIHITHIEE (PDC). &AHARSES (BDC) B2 AAR HiFiEHIEE,
BT — o4,
MERNEBREIFMIVRSEBEE, BRTHTEHIA, REEREIEEES, 188 Samba root 1%,
FERRIATE Samba EEEMEENE6). =, S, ol{SEF0 LDAP E ExRIFHE LB IRE,

26.4.1.2 B%% Samba BBE

1£ Samba PRZEERE— X BT, Samba IEEMEIESER MBS BEMNEER, WE 264111
“¥ItE Samba EEE” FiR, {EAEIAEER Samba IREEECE,

RERREZE, BEHERTFIRE.

26.4.1.2.1 BEERS
EETERETR, BE Samba REEMES, ERESRRGIIENEMRSE, BER S0, BEEF
B, EERTFY, BB Samba REBMESEE, BESNE 263 “BahFlEL Samba”
TEUEIR-E R, BT WA TFRA IS R O, PULREIR T AR AIE i, MBRESAMEED, N
BT R ST, EBEOHRERTER R Samba IREERMLEED,

By

26.4.1.22 H=E

EHZRETFH, WERMER Samba #F, FAE—EMEXWHE, GIMNETTAITEIN., EATIRA
SR AN AN Z EE TR, BEAIELRINHHE, REHIRATRREFREE,
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AR HZEERERTIARREMRRRTUSHtAFAZMMNABNEAR. fIgl, users ATAMTE
El, DOMAIN\Users RTIEEE. ZAFYBITHRXARFNRRIFRE, SAHLZARTREET ALY
BNHZENE2R, BERTHNAPAZEMEZEMIEIE, BEALFREE,

26.4.1.23 B»

EESMEDR+F, RESEV XK (EXREE ) UAREEMERERSZHAENE (NetBIOS 4]
%), BILAER Microsoft Windows Internet Name Service (WINS) #{T & BT, EXMIZRT, HIFE
FA WINS #1TENL 2T, FREREET DHCP 162 WINS fi5E:E, BIRETREFIRENIRERFS
AIGIER, B0 LDAP A2 TDB iRE, EREH=SNIEE,

26.4.1.2.4 EI{EE(T)

BEHE KA B ILRIERE, ErREEERTHHTESMIRE, BRMME, BREHA, ZbE
EFmERE, iSRG,

26.4.1.2.5 LDAPiZE

BRI LDAP 25, ERINHEEZER TS IIER LDAP ARs528. ZMIAEI LDAP BRSEA0EE, B8
HNiER, BIREETR LDAP RBNFERAKINME, BRESHNEE,

BX LDAP EBEMESER, B8 M (Security Guide) , 5 5% “LDAP—A Directory Service”

i

2642 FELERSE

WNR4815 Samba AIERRSZ 38, 15X % samba, Samba WEEHENXHEHZE /etc/samba/smb.conf, BJLA
UL D IENBEEERS, [global] SR EESHRRIMEF/IRE, UTHIABLEESSMNXEFIITEIN

=,

7~

0,

e [homes]

e [profiles]
e [users]

° [4H]

e [printers]

° [#TENS$]
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BTXMAEI, FIBAE [global] B HFAEXAIHMEEFEHIREERXHZMNFMIRE, IHTUNRESEE
NXHRIEEHERRE,

26.4.2.1 global 2%

FEEN [global] HMIUTSEHITIRBUFBEMNBLZIZENER, AMEEMITENBETSTE Windows IF
5B SMB /i) Samba ARs5 28,

workgroup = WORKGROUP
IE1T4% Samba BR$3E8HEIREI T1E4H, 4% WORKGROUP Ei A& MEIMENE S TIFHE, &Y
Samba ARSZEIFHIAH DNS BT, FMRIFLLBHFERIRASMEFIEMITEN, 1R DNS Z
MBI, EERA netbiosname=MYNAME iR ERRSZ A, BRIUESBNESHEHT, BEEN
smb.conf FHA,

os level = 20
It SWHAE ERY Samba fkBZBRES=RMAE TIFERR LMB (A ENEE) . ATHEZNE
Windows M£&Z2IECE tRiXAY Samba ARS3BRHVEMRM, ROERIFEMMEVE, W 2, BXULER
FHMWEZER, FILATE (Samba 3 RIEIER) BY “MLENE" —EHKE; BHX (Smaba 3 #1E
Em) MESER, B8lE 206097 "E2ER" .
WMERM L8 H Hih SMB BRS388 (41 Windows 2000 AR328 ) , FEMKEALE Samba RSB B RE—
MAMIMERFENRBERANTIR, B os level BRI —MRESHVE (FIFN 65 ). HABIE
BBAERRRRY Samba AR 53 28 1F A 4R HY LMB,
EEMULRER, MIAEZEEXHEMWILE Windows MLEIFERFM, RiZEEE—MNIIMER
3 —RPRVIEEZ AT BN X LT Y,

“wins support #l wins server
AT IHER Samba ARSS 2R EMEI B HIER WINS AR532889I0E Windows M4EH, REA wins
server EIMFFEEIZRE R WINS ARS5280Y IP ik,
NRIFIERY Windows T ENERR BRI FN, BRXFZENEBEN, WFEEIRE— WINS
FR5338, B8 Samba BRS3 2346 X9 WINS fRS328, 15IREEIN wins support = Yes,
HWIRMBHRRBE - Samba RSB EBATILIRE, tZEER smb. conf XHEHRERERAEI

wins server #1 wins support,

26422 H=E

PATR R AUHEIR T 90415 CD-ROM RzHZEFIA B 3% (homes ) ¥t SMB EFima] A,
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[cdrom]

AT BRZIMNEE CD-ROM RENRBEFTA, NERIRIFC (EXFFRENS ) BUEXLT, #l
PRE—FIFM 5SS, BAMES Samba = CD-ROM JRzf)2E,

{5 26.1 CD-ROM H=

[cdrom]
comment = Linux CD-ROM
path = /media/cdrom
locking = No

[cdrom] # comment
[cdrom] ERHTEMLE LRIFFE SMB B FimtIr] BRI HZ/IRHFR, wTLLRI0—NBEN

comment RiF—SHRLHE,

path = /media/cdrom

path SHEZX /media/cdrom,
B AERBINEGAKRE, FIMEIMEZMTLRE EFENRAFFTA, NRNELEENFRERF
B/F, BEAEEFRIMN—IT guest ok = yes, ILIREAME ERIFMERAFREIZNIE, BiVEIA
BRIELSH, £ [global] R ERLLSKETERNLE,

[homes]

321

[home] HEEXBRFIEE, IRAFAES Linux XHRSBHIBXKAFOSUREEHER
x, MiZRAFrIBOERZILEHE,

{5 26.2 [HOMES] #£=

[homes]
comment = Home Directories
valid users = %S
browseable = No
read only = No
inherit acls = Yes

[homes]
RESEEMHZEAZEED SMB lREB[BWAFHXZERM, MAEA [homes] HEIES
MBEM—TMEZE, SR ZEBHRHMERAF A,

valid users = %S

RINEIMERR, RERBRNAZRMER %S, WT [homes] #EF, LRHHBELRAF
B XHEFATEA PR F e BNERETF LA P,
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browseable = No
IR EFHEENKZIMER AN,

read only = No
ZIANER T, Samba i&id read only = Yes SHRZIEEMESHHENT AR, BEF
HZO]E, {FI&EE read only = No, ES writable = Yes BFXH,

create mask = 0640
ARLEARZRET MS Windows NT IR FEAREEIERE Unix BFRAVEES, PRUAE(ERIEXXM4IIA
BEFRIRINPR, S create mask EX T AFHEIEXMAIEIREIARINR, XERTFAIEH
Z. B¥LE, BRESKREREEARIZENR, BRBENIANMRERIENR. valid
users = %S EFE\FiFifiE], BMEZERBIENR, BEIZBREBHITIENE V0], NEUH
valid users = %S —1T,

26.4.2.3 ZTEMHEK7
ERERSM, FTUEAOSRRIPEMIENE. SMB REUTHBIFIRRNAR:

BPRKRETLM (security = user)
LT RIE RS8N T SMB, SMNEAFSBUAERECMOSERSSE LEMH. EHE, RS
BRI LMBIRA P BREFIARIE/NE S HEEZMNER,

ADS f&Z 2 (security = ADS)
EiZIEXNH, Samba JE7E Active Directory IMERZREIFEM R, EEZERAFILIE, B1T Samba #Y
HEVEELREHRE Kerberos, WAEMA Samba 151zt EHANIAZ ADS 40its, Ith 418 e]&E L (E
A YaST Windows 185 515 1§ 18R 5T R,

IR E LM (security = domain)
X ENEMAZRI Windows NT 3ZHEY, ZIEXNARRIEETE, Samba FEXWIEAF RO
<, FAERBEERE Windows NT iz s8 sk &0 151 HI28. 5 Windows NT ARS3 23 AR FERY
HHERE, THEENZOSSHIRER yes,

f. TERARSB[EENRERZREAZNL 2N, B

ERAZE APaSdEfTetERTEANRS S
B R RE LB ERER IP HhE{TRIRAY Samba AR

RXAEMAZREAFEZEME, BE,
%EO
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BXRIEEFFNESER, FJATE (Samba 3 ##IFHER) HHEl, W F—NRELNS VRS, LESE
I interfaces # bind interfaces only,

26.5 EEEEFim

Z s D REEIT TCP/IP 14[a) Samba A% 28, NetBEUI FI3&id IPX B4 NetBIOS NS5 Samba HFH,

26.5.1 {EH YaST ig& Samba E ik

& Samba & FimkiAla] Samba 3% Windows RR$3 83 ERVZRIR ( STHFEITENNL ) . EMZEARSS > Windows
1Rk A FEFEENEARHIA NT Bk Active Directory 13 TE4H, WREEIT SMB EEHAF Linux 54058
iE, MAFPBMEIERETE Samba, NT 3% Kerberos AR5 88 LiaiT,

BEEFEERNSREZEDN, G0, EAZAESZEZRBABMWEARSSEZAFPTIERNSNER
iE, XHRAPRBEEMth1#E CIFS ERERR., BXAT, BEN pam_mount FTT

TRABIRER, BWHIATEENTMREE.

26.6 ¥ Samba B{EERIRSZ 3

FEEZEH Windows ZFImRBMAIMET, AR REERENKAMOSHETEIMEE RRIFAINER, &
£TF Windows FIMLEH, IHES B EFIEFIZE (PDC) SKALIE, Ee]UAERACE J PDC A9 Windows NT AR
528, BERUES teTLAfER) Samba BRSZEEKTM,. FER THAAE smb.conf B [global] &B5iR
Bmm, f26.3 “smb.conf HfY global #84%”

15 26.3 SMB.CONF Af4 GLOBAL B4

[global]
workgroup = WORKGROUP
domain logons = Yes

domain master = Yes

FEHESIES Windows IIEEXMAFPKFAIIOL, ERA®S smbpasswd -a name FJSERLEIES,
{EANUTHS RITEVEIE Windows IS E KA

useradd hostname\$
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smbpasswd -a -m hostname

M useradd HLFIRM—NETHS, w< smbpasswd EEASH -m WEMBALFTS, wiEE
HECE R (/usr/share/doc/packages/samba/examples/smb.conf.SUSE) B BEMITIES
figE,

add machine script = /usr/sbin/useradd -g nogroup -c "NT Machine Account” \
-s /bin/false %m\$

EHR Samba sERIERAIITILHIA, SR EBVFNEIESNPRR Samba AP, FEERME
ntadmin ¢EFR, SAREILAERAU T &S AETUL Linux BRIFFEAFEIR Domain Admin JR7ZS:

net groupmap add ntgroup="Domain Admins" unixgroup=ntadmin

26.7 &% Active Directory BN Samba AR

EiG

NREREINETT Linux BR5528F Windows AR5388, NP UAMEFHMRIZMSHBRIERFNME, HNERR
SRERIEA—NPREMNKIERARIMNG, HTF Samba FJBAS Active Directory 1 tME, BELLERTEA
1% SUSE Linux Enterprise Server il A\ Active Directory (AD) ,

ZMMAZR AD 15, EHITUATEE:

1. Y7 root BERFHBGN YasT,

2. BEIMLRERS > Windows 15A5 5B 18,

3. & Windows 15p% 52 75 1% s LR E TR 2H FRd AZ DDA RYIEL,
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Windows 3R A Y

FLR B
HET{EA(D)

WORKGROUP

| {#F SMB 877 Linux 5 HIiE()

EFHE(E..
mAkE
C RBEEEZETEA)
FaIzH(P)
use|
AR (M)
NTP FRE (T)...
) (H) FUk(C) | mz0)

26.1 FfE WINDOWS 15} 53 5548

4. EREREAAT Linux IAIERY SMB 1S, BATE SUSE Linux Enterprise Server LM SMB Fi#{T
Linux 87 ik,

5. BEREFAER RN EIAMIER,

6. £ AD AR5% 38 L121H Windows Administrator 904, FHEEHHETTE,
MEERIBRSS 2R ELRIRE T M Active Directory 1= Hl 22 5K BUAUE SN IR,

@ 1BR: ARIDERET
EEZ/ Samba [REZEBIIFER, BAEXA—H9A X eI2 VID 1 GID, I8Ik{L PRI UID

(REEEE

BERTRFPEXRERNIRF, MXSSHERSREE UID AR, SRERIEH, BESE
RaMmmst, BXIFMER, BE Whttps://www.samba.org/samba/docs/man/Samba-HOWTO-

Collection/idmapper.html 4,

26.8 ERE-

EPNARBTERE Samba ERFHE Pl SRS [EBHIHIBRITE.

RER

a
&
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26.8.1 Btrfs EH9EIASIAEESE

Samba RRFEFimttIt Btrfs XHERFEHRIH Eﬁ%ﬂ RMEX 5 B RIEHIRE, Windows FREIEEEFiE
RPBESE > Bl > SR HEERIMCEHITERERII M B xK:

26.2 WINDOWS #IRER RS KB IEE

T REEIRSH XA AEIRANETES, AP NESRENIEXGN, REXHRARFTEBE
4, REEOUUTNEMEEEE, N, AARXHISIEMESNY CPU A, FRIEFXEFER2ER
FILE_ZNO_COMPRESSION &Ny, BN, EfMFH#HERR B RNEREIRS.

Windows FREIERURRMNERA NX 7 ELAFRELE M

birfs_share

26.3 FIB RS54 WINDOWS BREIESEEHR

EBHA Samba HEE4E, BeIUBEUTAS

vfs objects = btrfs

FARMEl /etc/samba/smb.conf RPIHERE, sEER YaST: WLERRSS > Samba fRS5EE > 7K
mn, SARERER Btrfs THEE,

B Btrfs ERIESRINEER—REHELR, BN (EEFEIEERE) , 15 “Linux BEISZERFREELAR”
$£1.2217 “EANELH Btrfs s‘szF%é%E”

26.8.2 [REE

REBUFFAPAEIR, BREENMNXGRATFEERNENESIRSEIA, 7E Linux H1, SJLAEER Snapper
TEREEIXLREE, Btrfs XHERATAEERERN LVM HZFHREB, Samba EfFZH#HBd RS R[BIHHE
FimkY FSRVP thiX EIRITFZIRER,
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26.8.2.1 SEHIARA

Samba AR5 28 LAYIRBE AT AR o S4B B REVSBRTAR A A FFERIZFE Windows & i,
27E Samba RSB[R EERARE, LMFEUTREE:

e SMB NLEHZAIF Btrfs ¥& L,

* SMB MEHZRIZABEMEXM snapper BEX ., vIAERLA TS EIRE snapper X1&

snapper -c <cfg_name> create-config /path/to/share

BX snapper WEZER, BENE 6 E “&il Snapper #HITARGAMEFREEE"
o MWIMAIFHEXAFIARIREBE RN, BXEZER I vfs_snapper F5T (man 8

vfs_snapper ) 8 PERMISSIONS ( #XFR ) &84

ELHEIRIZREE, EE(EK /etc/samba/smb.conf X, EFEMULLRIE, BeTBIERE YaST > MLEHR
% s> Samba fR%2E, SEERUTHSFNEEEXPNHZEIS

vfs objects = snapper

BEiEE, RBHEERL) Samba [RERE, Y smb.conf FAI9FENERABEEN:

systemctl restart nmb smb
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=R
iR
EEE(N)

Snapshotted Share

243t (D)

SLERR
{TETHL(P)

@ BF(D)

HEREZ(P)

/home i % (W)....
1 HiE(R)

¥ 4k ACL()

Pt ety

7 S FEEREE

) (£ Burfs DA
5 i EEB) || ®E0)

26.4 fE [ AREBRIE R T RINFHEY SAMBA H=E

ZPEERE, PJBAEE Windows FREEE RN B RIYARIEI R AE-Ri/3(8] snapper J
Samba H =812 EIRAVIRE,
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] tps_report Bt

=M =2 | FEEE LERIES

: -fl,:' l»é'ﬁ“ﬁiﬂﬂ?iiﬁ%gﬁﬁﬁ ¥indows i 20

SRR A(F):
= e
4 535 (1)
|| tps_report 2014/7/31 19:16

| 7@ | (BROD. | [FE®. .. |

[ s J[ BE || EAwW

26.5 WINDOWS FIEE RS AY AT AR ASIEIN =&

26.8.2.2 mIEHZFRE

EINBIA T, REETE Samba ARS8 A @Y snapper as S 1TSLRTEF A A snapper B [B]3HINEEREY
EAMBRIREE,

a]4% Samba ERE J{E A AR 23T VSS WY (FSRVP) ALIRITFZEN & H A H = REBEIEFMIERIE K.
PRTE 26.8.21 71 “SEEIRA" RENAMNREMERFZEUIN, EFEE /etc/samba/smb. conf At
EUNTLERE:
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[global]
rpc_daemon:fssd = fork

registry shares = yes

include = registry

Ak, FSRVP EFim (B%& Samba 9 rpcclient BAK Windows Server 2012 DiskShadow.exe ) f&
BJLA$E/R Samba AIEEMHZEERMPRIREE, HRFZRELAAIFHE,

26.8.2.3 {#FH rpcclient M Linux itfEE IR HREE

samba-client BFE—/ FSRVP EFif, ERIBAUZIZERK Windows/Samba fRSZEEEIEF NAEEH
SRREE, SAfE, RETUAER SUSE Linux Enterprise Server F9IlE TEREA LA ANEEHEHEE,
EARSZ B A HMBEREFER rpcclient “HEBIXEFLIE
{5 26.4 (£ rpcclient &K WINDOWS SERVER 2012 H=1RER

BL EXAMPLE (FHEIEAMSNEREE win-server.example.com fR$328:

# rpcclient -U 'EXAMPLE\Administrator' ncacn_np:win-
server.example.com[ndré4,sign]

Enter EXAMPLE/Administrator's password:
1E SMB HEREWTF rpcclient 7INL:

rpcclient $> netshareenum

netname: windows_server_2012_share

remark:

path: C:\Shares\windows_server_2012_share

password: (null)

& SMB HER AT FFRIERE:

rpcclient $> fss_is_path_sup windows_server_2012_share \
UNC \\WIN-SERVER\windows_server_2012_share\ supports shadow copy requests

BEXREEHZIRE:

rpcclient $> fss_create_expose backup ro windows_server_2012_share
13fe880e-e232-493d-87e9-402f21019fb6: shadow-copy set created
13fe880e-e232-493d-87e9-402f21019fb6(1c26544e-8251-445f-be89-d1e0a3938777): \
\\WIN-SERVER\windows_server_2012_share\ shadow-copy added to set
13fe880e-e232-493d-87e9-402f21019fb6: prepare completed in 0 secs
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13fe880e-e232-493d-87e9-402f21019fb6: commit completed in 1 secs
13fe880e-e232-493d-87e9-402f21019fb6(1c26544e-8251-445f-be89-d1e0a3938777): \
share windows_server_2012_share@{1C26544E-8251-445F-BE89-D1EOA3938777} \
exposed as a snapshot of \\WIN-SERVER\windows_server_2012_share\

WARSBREGEQAFIREBHE:

rpcclient $> netshareenum

netname: windows_server_2012_share

remark:
path: C:\Shares\windows_server_2012_share
password: (null)

netname: windows_server_2012_share@{1C26544E-8251-445F-BE89-D1EOA3938777}
remark: (null)

path: \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy{F6E6507E-F537-11E3-9404-
B8AC6F927453}\Shares\windows_server_2012_share\

password: (null)

S BFRREBHE:

rpcclient $> fss_delete windows_server_2012_share \
13fe880e-e232-493d-87e9-402f21019fb6 1c26544e-8251-445f-be89-d1e0a3938777
13fe880e-e232-493d-87e9-402f21019fb6(1c26544e-8251-445f-be89-d1e0a3938777): \
\\WIN-SERVER\windows_server_2012_share\ shadow-copy deleted

WARSBREERRRBHE:

rpcclient $> netshareenum

netname: windows_server_2012_share

remark:
path: C:\Shares\windows_server_2012_share
password: (null)

26.8.2.4 {FH DiskShadow.exe M Windows iZf2 &I REE

BB EZR HZE iRl Windows MBS, &I Linux Samba ARZ 28 E#Y SMB HZAY1REB, Windows
Server 2012 };E'E{iiT DiskShadow.exe FTER, AEFEIL‘M%% 26.8.2.3 7 “{EHF rpcclient A
Linux iTfE ERRE" RATHAR rpcclient BHBTEZERE, HEE, BEAEBEEZEIRE Samba AR

og
o
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AT REIE BHHAR T UfFRE Samba ARS5288, £ Windows Server ZFImfEBSERE L ZAVRE, &FiE
B, EXAMPLE MiXIAEH{ERR Active Directory 18, fsrvp-server.example.com 2 Samba AR 28HE
M&, /srv/smb 2 SMB HEHFRIZ,

ITFE 26.1 SAMBA ARZ32SEC Ei¥4A15%FH

id YaST SNAZI Active Directory 1%, 1#ZRER, 5 26.7 71 “# 8 Active Directory FIMLEFHRY

Samba fR$88" .

2. MR “/EDHig DNS” TNIER:

fsrvp-server:~ # net -U 'Administrator' ads dns register \
fsrvp-server.example.com <IP address>

Successfully registered hostname with DNS

3. £ /srv/smb iiEBRIE Btrfs ¥%&

fsrvp-server:~ # btrfs subvolume create /srv/smb

4. REg1% /srv/smb €I snapper BEENX &

fsrvp-server:~ # snapper -c <snapper_config> create-config /srv/smb

5. BUEERIZN /srv/smb WUFRHE, HBMA YaST AFHIRESXE, BMRIEUTRIBAERME /
etc/samba/smb.conf #9 global 8%y, W5 26.8.2.2 7 “LiEHZRIE" PR

[global]
rpc_daemon: fssd

fork

registry shares = yes

include = registry

6. {#F systemctl restart nmb smb ZE/E5) Samba

7. BBE snapper PR :

fsrvp-server:~ # snapper -c <snapper_config> set-config \
ALLOW_USERS="EXAMPLE\\\\Administrator EXAMPLE\\\\win-client$"

Rt 22 1F1E ] ALLOW_USERS %5 .snapshots FBX.

fsrvp-server:~ # snapper -c <snapper_config> set-config SYNC_ACL=yes
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BEE: BIFENX
BAVDMER “\7 B EENER, UAER /etc/snapper/configs/
<snapper_config> FRfEFAMEE X —X,

"EXAMPLE\win-client$" 3¢/ F Windows E PRt &K, STibtk ~#1TIEUERE, Windows &
H#84 FSRVP &K,

8. ##F Windows & Fimik = i E RN :

fsrvp-server:~ # net -U 'Administrator' rpc rights grant \
"EXAMPLE\\win-client$" SeBackupPrivilege
Successfully granted rights.

AREEN "EXAMPLE\Administrator" FAFPM1TE—&R&<, EABEFZAPEN

ITFE 26.2 1317 WINDOWS E Fimi& EFN DiskShadow. exe

1. 5|5 Windows Server 2012 (/RffIFEHNLE J WIN-CLIENT ),

2. FAMRTE SUSE Linux Enterprise Server L3R4, AIAZIE— Active Directory 13 - EXAMPLE,
3. E3l&.

4. ¥TFF Powershell,

5. JB35f) DiskShadow.exe , ABEFEHITSHITE:

PS C:\Users\Administrator.EXAMPLE> diskshadow.exe
Microsoft DiskShadow version 1.0

Copyright (C) 2012 Microsoft Corporation

On computer: WIN-CLIENT, 6/17/2014 3:53:54 PM

DISKSHADOW> begin backup

6. BEBXEFRL., BIRENESSHERBHIFAZEIE:

DISKSHADOW> set context PERSISTENT

7. MERENAZEREXGRE, ARLIR—MRE:

DISKSHADOW> add volume \\fsrvp-server\sles_snapper

H
sm
04
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DISKSHADOW> create

Alias VSS_SHADOW_1 for shadow ID {de4ddca4-4978-4805-8776-cdf82d190a4a} set as
\
environment variable.

Alias VSS_SHADOW_SET for shadow set ID {c58e1452-c554-400e-a266-d11d5c837cb1} \

set as environment variable.

Querying all shadow copies with the shadow copy set ID \
{c58e1452-c554-400e-a266-d11d5c837cb1}

* Shadow copy ID = {de4ddca4-4978-4805-8776-cdf82d190ada} %VSS_SHADOW_1%
- Shadow copy set: {c58e1452-c554-400e-a266-d11d5c837cb1} %VSS_SHADOW_SET%
- Original count of shadow copies = 1
- Original volume name: \\FSRVP-SERVER\SLES_SNAPPER\ \
[volume not on this machine]

- Creation time: 6/17/2014 3:54:43 PM

- Shadow copy device name:
\\FSRVP-SERVER\SLES_SNAPPER@{31afd84a-44a7-41be-b9b0-751898756faa}

- Originating machine: FSRVP-SERVER

- Service machine: win-client.example.com

- Not exposed

- Provider ID: {89300202-3cec-4981-9171-19f59559e0f2}

- Attributes: No_Auto_Release Persistent FileShare
Number of shadow copies listed: 1
8. FTEA&EMITIZ:
DISKSHADOW> end backup
0. SIBREBE, FWIFEMIR, HHEIARRER:
DISKSHADOW> delete shadows volume \\FSRVP-SERVER\SLES_SNAPPER\
Deleting shadow copy {de4ddca4-4978-4805-8776-cdf82d190a4a} on volume \
\\FSRVP-SERVER\SLES_SNAPPER\ from provider \
{89300202-3cec-4981-9171-19f59559e0f2} [Attributes: 0x04000009]...

Number of shadow copies deleted: 1

DISKSHADOW> list shadows all
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Querying all shadow copies on the computer ...

No shadow copies found in system.

26.9 Eﬂﬁ:zu

Samba X#4EI&B7 samba-doc B, EIABRATARLRZE., EeJLAER zypper install
samba-doc #1T&%, EHSITHMA apropos samba AJER—LLFMIT; X5 /usr/share/
doc/packages/samba B3RUAGRENE ZHVEANI X ISFIRA], examples FHRFRFIEME T —MHERHR
fGIBEE (smb.conf.SUSE), H—ANEIUEE Samba HHXEEMXHR /usr/share/doc/packages/
samba/README . SUSE

Samba /VAIREHY (Samba #E{FIERI) (BN https://wiki.samba.org 2 ) HE—TEIINAELH. It
4h, XHEMEVBIRHE TIREREMZR SRR,
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27 {EF Autofs IZER

autofs B— M AIREFEENRABEBRWERF, EET —ITAZRREITUZIMSKE, FHATU
FEREEAERMNERE, ILEENTRK[URIERNEERAN, —ERERNENEINFWENE,
XMIRFIT AR HETER, FLHULL /etc/fstab BEMBSRAESNMEE. &4 autofs ZIEHIM
&, {8 automount ARKIFMITEIRANGS (FHEF) .

27.1 &

SUSE Linux Enterprise Server FERiIAKREZE autofs, BEFRATCHBEMNEHINE, BEEATENGSR
RIZIEF

sudo zypper install autofs

27.2 BCE

BHREMEA vin EXAFEERRE autofs WEEBEXHRFHEEE. EKE autofs BRENMERLR
— master BRESSTAFN4EE RETS 4,

27.2.1 Master BRET ST {4

autofs BYERIA master EEXR /etc/auto.master, A[i@EI7E /etc/sysconfig/autofs X
FREECQ DEFAULT_MASTER_MAP_NAME EINRYEREREAIE, BAT=2 SUSE Linux Enterprise Server A
2XIA master BRETSTHRIAR :

Sample auto.master file

This is an automounter map and it has the following format
key [ -mount-options-separated-by-comma ] location

For details of the format look at autofs(5). @

*# OH H OB H H

#/misc /etc/auto.misc@®

#/net -hosts

#

# Include /etc/auto.master.d/*.autofs@®
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#

#+dir:/etc/auto.master.d

Include central master map if it can be found using

nsswitch sources.

Note that if there are entries for /net or /misc (as
above) in the included master map any keys that are the
same will not be seen as the first read key seen takes

precedence.

*# OHF HF OH OH H OH H H

+auto.master @

© autofs FHTI(man 5 autofs) RETHSHERZBNRARRFEANERER,
0 EAXLERABTHASWIRE #), BERARERNENRARRIHE LRI,

© MMREFENR master REID BRI, BIFZITECHIR, FHREMRE (F&H .autofs ) ETF
/etc/auto.master.d/ BEH.

©® +auto.master BIHER{EA NIS (B2 M (Security Guide) , 5 3 & “Using NIS” , 5 3.1 7
“Configuring NIS Servers” TH# NIS HWEZER ) AP EIE master BRET,

auto.master FMINBE=NFER, BEWNT:

mount point map name options

mount point

BEHEPRA autofs XHFRFNESME, B0 /home,

map name

RANFTARGHREI B, BRMREXXEEE, BENE 27227 "BREXXH",

opﬁons

XEEEIN (NIETE ) B ARNMER AT A EMRST PRI

@ ]:I:E/—.R E91I:|IL.\
BXiER map-type. format # options MISEEMNESIFHER, BESN auto.master F
Tl (man 5 auto.master),

auto.master P FEEVIIIER autofs &F /etc/auto.smb, FE /smb BERPEIERLES,

/smb /etc/auto.smb

337 Master BRETSZ {4 SLES 12 SP2



27.2.1.1 HiEX

HERASEEXREXHFANEEBRRZEIRZRR, XMARNAREE auto.master FIEERERR, M
RA /- BRETRAFHR. flth, T{7ER autofs 7 auto.smb HMIEEMERIRETRA:

/- /etc/auto.smb

TR NETEIBIZHIARET
IRIEERG X AR DA RZBAHFRERE, RASEABHRSER NSS) BEFHZM
St

/- auto.smb

27.2.2 BMREISTHE

0 EE: HfthR5ysehl
BRI RERA autofs BHMBANBRENMBEIAR, BRETEHM— LR, RETHTT
EHCNML, NFTUR LDAP IRBETERNER. AXRERUNTSIHMES, S0

man 5 auto.master FT,

BREYSCAHETE ( AHEMLE ) KIRME, URERMEARBRNERR, REFH—MRIEINS master BRETE
i, XBITETF options fiIF mount point 5 location Z[&, MARZIMIFKE:

mount point options location

mount point
BEFRBEMAERAZEL, STURERMNE auto.master FEEEARESNENERE
M (FTBREERAN) , UAIMRTRANTEREZE (EERA, B8R%E 272101 "BiER

D

options
EERXINEERESHMRIIR (FIiE) . 1R auto.master EEZULBRET SRR, XL
EINE M INTE /S E,
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location
BEERANNXERGRE ML, BEE NFSE SMB %, ERARTER NS BZ2EM, IIRE
BNWISTERGLA “77 Fsk (Blanastt /dev INEy smbfs £F ) , EEERIEIN—1MES " ,
5130 :/dev/sdal,

27.3 IR{EFDIE

EFNAWFAES] autofs ARSZIRF, MURIMAEARBRZEMNRARRFRNEBTBEZRIAESR.

27.3.1 =&l autofs BRSS

autofs ARSZAVIEIER systemd #2#l, autofs MY systemctl &ESHI—RRIEE R

sudo systemctl sub-command autofs

HA, sub-command B FyEA—IN:

enable

3| S EMZBMRABRTIFERF,

start
BizBEmRARBTIFRER,
stop
FEIEZBMNRAETIFER, BLRSEAET A5,
status
FTED autofs FRSZBAVHEIRSUKREXBEX GRS,
restart
EIEARBINZBIRAEE, WELILFRBIEERITHSIPIER, AGBRIIFNTIFER,
reload

MEHEIR auto.master MEt, BERMNINE B RITIPER, FAFMBNFHTIFER.

27.3.2 BRI

WMREEFR autofs RABREHBEIE)#, FHEiT automount sFIPREFHEREHGHNEKIEE
BH:
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1. {&1k autofs,

sudo systemctl stop autofs

2. N—MEiRPIRIE&FNE1T automount , ARI¥HMHEL,

sudo automount -f -v

3. NB =i ERXBT SR RRSR (1, @Y cd % 1s ) RABMRAXMGR L.

4. NE—M iR EHE automount WHILIATRESZER, FIMNMRARFIKXY, HERMEERE
HHITRA,

27.4 BohFEAN NFS H=E

THEMZRIHEETWFAEE autofs UBRANLSE LETAR NFS #%, ZIREAZIAEREINGE
B, #HRZEABNFS SELEE., EXNFSHESER, BENE 255 "B NFS HEZHZRS ,

1. Ym%8 master BREISZ {4 /etc/auto.master :

sudo vim /etc/auto.master

£ /etc/auto.master RERIFHI NFS RN RID—FFHI:

/nfs /etc/auto.nfs --timeout=10

EGIF autofs BEALRRRE /nfs, NFSHEFFE /etc/auto.nfs BREIPIETE, FEULLBRESH
BT EHZIETE 10 W RENEEhENE,

2. 73 NFS HZ ARG 4

sudo vim /etc/auto.nfs

WEAN NFS £, /etc/auto.nfs BEHLSEIBEMI—17T. BXERK, BESlE 27227
“BRETSZEE , RINTRT, BHERSK NFS HEM LKt

export jupiter.com:/home/geeko/doc/export
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EAEMITRAREWRERE, RAESE jupiter.com EH LAY /home/geeko/doc/export
BREMNRAZARMFEN LRI /nfs/export BX ( /nfs BXYE auto.master BRES ), /nfs/
export BRIFH autofs BaitliE

3. (EEM) NREERIUBSHRIRATIZNS £, B /etc/fstab PRIBEXITIERE, Z
TTRIZEMAT -

#jupiter.com:/home/geeko/doc/export /nfs/export nfs defaults 0 O
4. EXRF autofs HIMEEREIETETIF:

sudo systemctl restart autofs

# 1s -1 /nfs/export

total 20
drwxr-xr-x 6 1001 users 4096 Oct 25 08:56 ./
drwxr-xr-x 3 root root 0 Apr 1 09:47 ../

drwxr-xr-x 5 1001 users 4096 Jan 14 2013 .images/
drwxr-xr-x 10 1001 users 4096 Aug 16 2013 .profiled/
drwxr-xr-x 3 1001 users 4096 Aug 30 2013 .tmp/
drwxr-xr-x 4 1001 users 4096 Oct 25 08:56 SLE-12-manual/

NREEEBITEHZE ERXMHIIR, MRTR autofs TIFIER.

27.5 ESRED

ATTRWEIBLT autofs BEXNANSCH: — BERAME ERTAE NFS #£ZF, ERFIAFHER
BEEF, URESET CFS XHERFNER.

2751 /net &£*&SH

MREBEATIFZ NS HE, ITNFER/BFIEEBRA. /net FRBEFEBNRASMMLE LHFRE
NFS =, ZIN7E auto.master XHHEREFE, B, MIAFTBEHEVE TR, AFERH) autofs
Blw]:

/net -hosts

systemctl restart autofs
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e, WMREBERHA jupiter MARSIBUARES /export BINFS HE, HeATUAEHRLITLRA

# cd /net/jupiter/export

RERAE.

27.5.2 {EFHABREMABNFEAFER

MRENEREESINFER, MEFTERILFERENENRAN (—REBEATEREESSZSMNEFPEER
B /home B ), autofs AEES TEENMBRAE,

MRXLEFEAREFHEE, MWE auto.master HRMTIT:

/home /etc/auto.home

ME, BFEHE /etc/auto.home XEFRIMEMIIRES, UWEBMNERARFHNERR, —MGERR
BMEREIERRAIN:

wilber jupiter.com:/home/wilber
penguin jupiter.com:/home/penguin
tux jupiter.com:/home/tux

[...]

EM7TEIEERM, EREERE auto.home REEBAFIR, HAIUEAES “*" BRRES, &
A®S “&" BREXRANBR,

* jupiter:/home/&

27.5.3 BohEANCFS XEGR%

WNRAEETNZEAN SMB/CIFS £= (BX SMB/CIFS t(MYMEZSER, BSNWE 26 = “Samba” THE), &
E(EBRE S EERVIE R, 7E option FERHIRND -fstype=cifs, HEHZUEFEMLE—/EE “7 ,

mount point -fstype=cifs ://jupiter.com/export
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28 SLP

BEREEMNEZ PN, FE TBXTEIMERMIARS (FIANFTENSK LDAP ) FIFMAIR, JoT BHLEMLE
BEFin LREMERSMWIIE, “RSBEMMDIY (SLP) R4, SLP @AM MERMRBEEFihs
FFMERRS AR AMMECE IR, 255 SLP MNAREFFIMNARX —ERRH#ITEINEE,

SUSE® Linux Enterprise Server #HEF SLP RIEtMNLREH#HITLE, FHEER

WEBEM T SLP XM RFRS. ERICAMER SLP ABEMEFin (NHRE LK

RIRSEE. XHMRSSBRTITENARSS 2 ) BMZOINGE, Bt SLP ZHMIARS BLIE

cupsd, login, ntp, openldap2, postfix, rpasswd. rsyncd. saned. sshd (@i fish) . vnc#
ypserv,

RNBRT, RASLTEREMBEF G LEA SLP IRBFAFBHMEE, BUREEET SLP ZHRS, B
& openslp-server BREBERE.

28.1 SLP gijm slptool

slptool B— M@ 1TIL R, AT&EBMEM SLP RS, E#HiTIZUER, ERINEEIEEEH, TEIIH
TREZEM slptool F&%., slptool --help FIHFTERBIIEINFIE L,

findsrvtypes
5 L% ER] RRIFRB ARSS 3L 8L,

tux > slptool findsrvtypes
service:install.suse:nfs
service:install.suse:ftp
service:install.suse:http
service:install.suse:smb
service:ssh

service:fish
service:YaST.installation.suse:vnc
service:smtp

service:domain
service:management-software.IBM:hardware-management-console
service:rsync

service:ntp

service:ypserv
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findsrvs A5 2E7Y

FI R AR5 25 E MR R ARSS 28,

tux > slptool findsrvs service:ntp
service:ntp://ntp.example.com:123,57810
service:ntp://ntp2.example.com:123,57810

findattrs AR55ZE3Y 7/ =41
T 4 £ RRSEZEE BN

tux > slptool findattrs service:ntp://ntp.example.com
(owner=tux), (email=tux@example.com)

register ARSEE // £ IO "(BH=E).(BH=1E)"
£ £ EERERMEMTIRIEM AR5 2550

slptool register service:ntp://ntp.example.com:57810 \

"(owner=tux), (email=tux@example.com)"

deregister Az55258Y // EHL
£ £Vl ERGHEM AR5 55

slptool deregister service:ntp://ntp.example.com

GXESIEE, EiET slptool --help.

28.2 1@iT SLP iIB{HRRS

ER 4t SLP AR, SLP T}szr(slpd)z\fﬁsz GiTIRA. 5 SUSE Linux Enterprise Server IR Z 41
RAEMRSBEM, slpd BIRMMBHHAREZER, TRE, RABATERTIRER, ERHERNKIE
HIEE, HIB1T sudo systemctl start slpd., R slpd MiZERABMEHE, HE{T sudo
systemctl enable slpd,

SUSE Linux Enterprise Server EPE’J#F%F‘FH&F%BE i libslp FEEEMT SLP ¥, MRBSAFE
SLP 2#%, BERUTAEZ—EHERET SLP &7,

B /etc/slp.reg.d #HITHIERSIEM
AEANRS IEZRIMANEM S, TENROISER —MIENRS:

## Register a saned service on this system
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## en means english language

## 65535 disables the timeout, so the service registration does
## not need refreshes
service:scanner.sane://$HOSTNAME:6566,en,65535
watch-port-tcp=6566

description=SANE scanner daemon

IEXHPEEEMN—ITRMU service: AAKHY RS URL, HABEARBZZEE (scanner.sane) MK
ZARB ARS8 LAVYE, $HOSTNAME SBhE#ATEEN R, FEEEFTUKEIEXARSZH TCP
mOMBM, wWOSENBZEIAESHR. ARRMARSHNERIES RUDITTINEMEELA E, [
ZAESHIRARS URL ZEHETIAE, FEMFEREIREN 0 B 65535 Z@EMYE. 0 RRE
1EiEM. 65535 R ARBUEFTERRES,

ZEMEEE S watch-port-tcp # description J_WM\EE watch-port-tcp @it
# slpd MBEBEXRSIVKS, i SLP REWZRBSEHENNER, FANLEHEREE
BRI FRRS R M T E hERIER,

@ 18 YaST 1 SLP
TEAERIHEERRGE SLP /5, A YaST RIBMFELARS (WEEMRS 2K YOU fRS3EE) &h
REHITLSEMR, A5, YaST JXLtepRZ 61 EM S,

BT /etc/slp.reg #HITHIBRSIEM
WA SER /etc/slp.reg.d WERZEME—MNXAIET, FAERSEFTOLXEF574E

1§FH SlptOOl ﬁfTE’JEjJ/u\IEEHH

MREANRSZANNTEM, MAFTEREXHE, BEA siptool ar L 1TEARER. ﬁa—ﬁﬁzﬁ_—mﬁz
BUHEMEAN M BRS ~m, MAFERH slpd, ﬁaéﬁilﬂ% L, BEIE 281 “SLP i
slptool”

28.2.1 188 SLP LXRSE

B

EMERET SLP NEREXBUIBFEANBLERTIE, RARARET SLP EWBNERARS S IP ks
LRERBREZEFRTRYIE, BXES, BEL (HEEH)  F758 "REFNEZERNESE"
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283 HZEE

RFC 2608, 2609, 2610
RFC 2608 = E#iA T SLP BUE X, RFC 2609 Fi¥4AithisiA T AT AMRSS URL 9iE;%; RFC 2610 M3
81T SLP B4 DHCP #1T T A,

http://www.openslp.org #
OpenSLP INE K ZET,

/usr/share/doc/packages/openslp
tEEREE openslp-server EREHIAY SLP X4, HAHY README.SUSE X {4EE SUSE Linux
Enterprise Server #A75, RFC FIA NN AR HTML X4Y, TBEER SLP INAENIFEF 5] 7E SUSE
BGTFF & B openslp-devel BIFF#%E] ( Programmers Guide ) (4mi2iERE), THMESE

/Cho
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29 Apache HTTP AR%3 28

http://www.netcraft.com/ 2 B9{BEZRBE, Apache HTTP fR$388 (Apache) 2itt5R M &I ZH Web AR
838, Apache H Apache REEE S (http://www.apache.org/ 7) %, BERTASEUIRIERS, SUSE®
Linux Enterprise Server 84 Apache fR7s 2.4, AERNRBUfAILE, EEFNIRE Web fRS338; wER
SSL. CGI FIEfthiRsR; PARRINMEIYT Apache #H1TEH,

29.1 BRFEA[]

BENARTRNE, FIREIREFH SR Apache, BTIZ root AR ABELRFMEE Apache,

29.1.1 EXK
X% E Apache Web FRSZ 2B 2FI, BREABRUTEXK:
1. HENHWNREEER, BEXZTHNIEMER, BSNE 155 “EREMENR" .

2. B S E) PR BB E FREF T ENRERR RSB, X—REWFER, Bl HTTP MXBS S
# T ERAIETE, BENE 22 F “ER NTP BLHE" RTHZEIANESER,

3. BRREMNE2EH, WRFELEC, BEBIT YaST BAYLEH,

4. BRIA Web BRS5230m 0 (80 ) HAERXIEHRITH, AL, BHF SuSEFirewall2 BEEE A e ifshEB Xz
RIARSS HTTP AR5 25, XPJLAER YaST e, BXRIFMER, BEN (Security Guide) , 15 &
“Masquerading and Firewalls” , 58§ 15.4.1 73 “Configuring the Firewall with YaST”

29.1.2 L%

SUSE Linux Enterprise Server ] Apache BHARSRRRIIRZAT. A “BIREA" MWITENEXEE
RERE, BRI TAARASLE:

72 29.1 AENARE L3R APACHE

1. Bz YaST, ZAFEFIT > s,

2. EEME > 1250, AFIEE Web 7 LAMP AR5 25,
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| 3. MIARREXRIERTM L RETR,

29.1.3 Fi4

SIABN7ES | S8 /E5) Apache XFHBINE,

EffR Apache 7ES| SHRB|E80/35, BEBMR multi-user.target 1 graphical.target FH{T
UFa<:

root # systemctl enable apache2

B X SUSE Linux Enterprise Server 1 systemd BirRIE Z 52 AR YaST (k55 E125E BUiKE, S
M 13475 “fEF YaST EIE RS .
EFERINTEFNEEN Apache, BIB{T systemctl start apache2,

iT#E 29.2 #& & APACHE 2B IEEIBIT
WMREBEN Apache R BIREIRIRBER, XBERT Web fRSEIEEIGIT. MK Apache BEIE
#EiBiT:

1. BENEEEE, SABITH http://localhost/ A,
R Apache ERINHIEEEIT, BFEE—MURAR, R “BEEET!” .

2. NRBEABILTIE, BENFE 2997 "EE

BAZA Web ARZ322EHEIETT, EULJAURNEECHE, REFERBEENET ZRERKFIMINE,

29.2 FECE Apache

SUSE Linux Enterprise Server {2t 7 /ML EEIN :
e FHiZE Apache
e {5 YaST B2 & Apache

FIREFRUEFMANGES, BIRE YasT GUI /&,

0 BE: KEEENREMRFERD] Apache
ASHEEEFNEEENRE (BELFEEERD ) Apache FAREER, {EFA systemctl
reload apache2 3%z 29.3 17 “E#FlELE Apache” HFFFANREANERINEMFNEFREH
Apache,
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SNERFE YaST B2 & Apache, 3255 29.2.3.27 “HTTP RSBEME" HMAYE HTTP RERBRTEE
FABN®TiE EiRRIE B BT

29.2.1 Apache FEBE X

KEHEIRT Apache EEEX A, SIR(EA YaST #HITRRE, WAFEERAXLEXH; BMNMRUSENRE
FIRCE, NILESrIEEA,
Apache EEEX ] FEF AN BN E L IREX :

e /etc/sysconfig/apache2

e /etc/apache2/

29.2.1.1 /etc/sysconfig/apache2

/etc/sysconfig/apache2 1zl Apache MELLFIZE, FIUMIERFMIER EEANEMEENX
. BunfRSENNERBHIGE, URARNSSITIRE, XGPS NMCEIRDEGI$HIC
&, AELRARBER, T —RRAIER Web fR5388, /etc/sysconfig/apache2 HHIIRE R E A
ERERERE.

29.2.1.2 /etc/apache2/

/etc/apache2/ $£& Apache WFTEEREXF, TEHERTHNMXAHNAERE, SIS/ LNEE
®EI (EFAES) , IEXGFNSNMEEETESGIFRICE, FLLELLANBiE,

Apache BLB ST HHE AN FFTR4EA:

/etc/apache2/
I
|- charset.conv
|- conf.d/
I

| |- *.conf

|- default-server.conf
|- errors.conf

|- httpd.conf

|- listen.conf
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|- magic

|- mime.types

|- mod_*.conf

|- server-tuning.conf
|- ssl.*

|- ssl-global.conf

|- sysconfig.d

I

|- global.conf

|- include.conf

|- loadmodule.conf . .

- uid.conf
- vhosts.d

|- *.conf

/ETC/APACHE2/ H#J APACHE B2 & X4

charset.conv

BEZRTAEESHNFNE, TEREBILXH,

conf.d/*.conf
HEHRINMNEEX 4, AIEREMEXILEEaIHENENRE, BXREEL
vhosts.d/vhost.template, HLEIRIESE, S ARERIEILNENIRERNEIIRRE,

default-server.conf
EESERIAMENMEENENNEERE, RTENEZI, B U EREMENEERESE
il

errors.conf
E X Apache WA F81R. EAFABRINEVIBE XILBER, BRELXE. SUELSHEMNE
NEEFESXERES,

httpd.conf

F Apache RSB BREXH, BZERUEXHF, EEXEES include BAMEFIRE, ESLERLTIH
WRXEEXHTNEF/RE, BEENWEMENEETEETENMRE (FIIIXHERER) .

listen.conf
1 Apache 48EZINFERY IP st Fim O, ETFIMIWEMENBELARE, BXxHAT, BS
WEE 2922117 “BFEMIEMEN" .

magic

mime_magic #RIRAVEIEEB) Apache BaHE MIME KBIFIRAN G, RNEE UL G,
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mime.types
MIME £ aTHALIRG (ESRfRER—ME[E /etc/mime. types M§EE ) . NERIBILLSHE,
WMREBEZRMEAEEYHEY MIME 28!, BBABEEANNAMNE] mod_mime-defaults.conf,

mod_*.conf
HIABRTLRMERMEEEX M. BXAT, BSNE 2947 "L, MENREERR . F
B, MERRMWEEEXHEFEER conf.d H,

server-tuning.conf
BERE MPM (BEME 294475 “"ZAIEERT ) MEREESURIZS Apache tHEER —RRECE
I, 7ELERLEECRET, X Web B2 23FHITSIEAMIK,

ssl-global.conf # ssl.*
2[5 SSL BB SSLIEBEIE, BXRMET, BSNE 296 7 “(FH SSLIEEZ S Web J§5

oo’
<
=1~}

o

sysconfig.d/*.conf
M /etc/sysconfig/apache2 BmiEMMEENX S, BEZFE NI, MNwE /etc/
sysconfig/apache2, REZEIBRPHEHMEE XK.

uid.conf
}EE1T1T Apache BIFFF#14H ID, AREF L,

vhosts.d/*.conf
R ENBENM TR, ZBERESERFMAER SSL FEIIENRR G, ZBRPU
.conf EEMNABEXUHIENE ST Apache BEEFR, BXIFAEE, BSNIE 292217 “Eil
FNEE” .

29.2.2 Fn)AcE Apache

FECE Apache BIEIER root FAFRIBLAN AR E XM,

29.2.2.1 EMEVEE

RIBEHIEVIIERIR Apache T—EMIEITTEN L AS MR —HFIEAFRF (URI) RERSHIEEN,
XEKREE—MIIETTEN LA — Web BRZ 2B RILLEIT/LAME (190 www.example.com F
www.example.net) ,

BENMEZREREIUENRTEEIEREN (REHIP— Web BRFZ52RE07] ) FMEHZER (B MNIAEE
THMRSEE) . EMENIURETBM,. EF P HEFIHO,
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EHAAEMEENEN, BEAGS httpd2 -S, XFEME—IFIR, BREIARSR[BAAAEEMNE
FICAREARY IP EFNIGIIT IR O, toh, ZIIREHWNEIEMENEES -, BEREEREXHFPIIA
B,

ETLAET YaST (#0158 29.2.3.1.4 15 “EHIEN" RATR ) BT FARERE X REEEMEN., KA
BT, RASIBE /etc/apache2/vhosts.d/ FENEMUEN—PMEREXHIIRE, H SUSE Linux
Enterprise Server iy Apache i /&, ZBERPIEEHR .conf HFIEXHHISBHNESEEETR.
EIENMERERIGEE R vhost. template 8% vhost-ssl.template HiRHE, UBATFH%E SSL

ISR RIEN,

O B pEeIRENENKE
BV LRIEEIENEE XS, BIEXRRN Web RS B[BNEE M, "'X'$¥7F1E|—IDM%¢*’“
FHHRERFE—AXETF, TIURERD. BFRERBEMNENIRE XHFEERZEIRE
BERNEAREE., BEt, TNZABNEINENCEEMNEEXG,
ERAETEMEMENN, BINEREERRES EIEVEEARNLRNERZIAL
B, KARUEVERAERABHERENEIUEN. ATEEXGNEHINFBRTXHESE,
ELLEERIAEMENEEN XA BRI LERTILEFH (L), MBFRERERHE (F
%: _default_vhost.conf ),

<VirtualHost> </VirtualHost> RRTFEAFHEEMES. = Apache BEIRZIZFIENEEE X
RINENRIEKE, BERALMBHESHIES, LFAERESYFIREERMENIMER, ESN http://
httpd.apache.org/docs/2.4/mod/quickreference.html 72 RFKEVE X Apache WECEIESHIH —SERE,

29.2.2.1.1 ETAMHIEEN

ERETRMPELEN, S IP HiltEEARS T2 1MWk, Apache EREFIRAIZN HTTP R E
MFERFBERERBNENEMENFERLER ServerName I, WRHAZILAR ServerName,
M ERIAERE— M EERI R EN,

ENEERERSHENETEMWARENEIE <VirtualHost> R, EED
<VirtualHost> R, ELEEHF— ServerName IESKIEEE MMM ENIRMERS, TEEF—
4~ DocumentRoot #ELHHIZENMABTMUTXERAFHIWNMIE,

5l 29.1 EFZ#EY VirtualHost TRIE AR H

<VirtualHost *:80>
# This first-listed virtual host is also the default for *:80
ServerName www.example.com

ServerAlias example.com
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DocumentRoot /srv/www/htdocs/domain

</VirtualHost>

<VirtualHost *:80>

ServerName other.example.com

DocumentRoot /srv/www/htdocs/otherdomain

</VirtualHost>

VirtualHost FHRHRICEREXR IP bl (BT ERENER ) AETIHHNEMNENEEFIFHETE,

ImOSE<S HEETR,

RVFERBECH * (CF IP Hoht, Z{EF IPv6 HutthY, it MIUERESESH.

81 29.2 EF B VirtualHost <

<VirtualHost 192.168.3.100:80>
</Qi;tualHost>

<VirtualHost 192.168.3.100>
</Q;;tualHost>

<VirtualHost *:80>
</Qi;tualHost>

<VirtualHost *>

</Q;;tualHost>

<VirtualHost [2002:c0a8:364::]>

</VirtualHost>

29.2.2.1.2  ETF IP EIAENL

XFEENRINENEEZERDITENIRES A IP, Apache —LpIfEFES MY, FHAagMgER—1

ANEHY IP,

YIZRRZBUTAENET IP WEMENIEE—NIP ik, WIRITENEES M, Ha]UEREM

MO (P RIR) .
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A RRBIER, Apache ZEIP /3 192.168.3.100 BfEFEHEMRmNIP 5 192.168.3.101 F
192.168.3.102 R EN LIBTHER, BABNMEIURSFIEE —MRIRRY VirtualHost
iko

5] 29.3 EF IP By VirtualHost 8%

<VirtualHost 192.168.3.101>
</VirtualHost>
<VirtualHost 192.168.3.102>

</VirtualHost>

7Ellt, VirtualHost < RE R 192.168.3.100 BAYMIYEEO, 7Eth) 192.168.3.100 EE%E
U iESRS, WAEIREIRE), BT IP HEMENT EZEIZIEOM HTTP BX, SNNAERKIARSSE
FCE (/etc/apache2/default-server.conf) FiXE|HHES,

29.2.21.3 EFXEMENEE

BNMNEUMENEETELEGUTES, FEIREEMEN. BES0 /etc/apache2/vhosts.d/
vhost.template FKRENE Zi£IM,

ServerName

ENAENERESERZ.

DocumentRoot

Apache NiZ AL ENREXHFIBREEZE. HTFELEER, ERNEATRLENBINXERE,
FTAMAE B R &35 B Rt Bt B %,

ServerAdmin
R 2R EIRIAVE FhbA ik, #I4n, LeitsibE BIRTE Apache BIEIEIRDI@E L.

ErrorLog
ZEMENNEREEX S, REFAYABNEIUEHEZENNERAENHE, BEREBERINPIT
IEIR(E, EXHEEFEEIRIFIATEASL, /var/log/apache2/ 2 Apache BEXHHIERIAE
Ko

CustomLog
ZEMENNIGEEEXX S, REFAYABNEIUEVCZEMIVIARIBENHE, BEREBERINIIT
LEIRME, ERXMERIRIMASITENEVRIARIARITEF. /var/log/apache2/ & Apache HEX
HREKIAB R,
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GEFAR, BFELEE, ERINEATRZLIAEBINNERS, AL, BPRIEHRET Apache N AE
REARS P FTER B X /MR B £, 190 DocumentRoot :

<Directory "/srv/www/www.example.com/htdocs">
Require all granted
</Directory>

@ 7£2: Require all granted
7EIBkR Apache #1, Require all granted iBRIRIXJ:

Order allow,deny
Allow from all

mod_access_compat HER{IAZIFZIBIEE,

TEMEENEIMIN TR
5] 29.4 EZ VirtualHost Bg&

<VirtualHost 192.168.3.100>
ServerName www.example.com
DocumentRoot /srv/www/www.example.com/htdocs
ServerAdmin webmaster@example.com
ErrorLog /var/log/apache2/www.example.com_log
CustomLog /var/log/apache2/www.example.com-access_log common
<Directory "/srv/www/www.example.com/htdocs">
Require all granted
</Directory>
</VirtualHost>

29.2.3 {#H YaST B2 & Apache

Z(FHMA YaST id&E Web BEmﬂ, BES YaST, FIEEMLRS > HTTP R 22, £ RBHIbiER

B, HTTP fRE2ER S 2B, BREME—EEXREI[EENELRRE, ZERESE, EE8RIAR
HTTP HE%%%*%Q&E#, HTTP fR &= S50 EFNEER 2B, BXIFMER, BEINEFE 29.23.2 71 “HTTP ik
ZREE” .
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29.2.3.1 HTTP REEEE

HTTP RS B[BESEFEAN TR, EMEENRE—FF, SAIMREATTEERNHTERERNIRE,

29.2.3.1.1  MBIRFIEE

EXE, 8 Apache AT E NBERMIMEEZ OMIRO, JAERMEMEREORESE IP thitaE
BEE. FIMEREMARSZRMERME="SEENNEO (AAED, FMRiEOMNSHFARRED ) .
MINRERAIRD 80 LMITATEMLEREO (IP i),

EARFTAR AEFRIEC, ERAIERITH Web RSB B[BMOITHIIRO, ZE Web RS B[BEMLE

(LAN, WAN BXAHRERM ) FelA, XEMREN, XENRE NS Web ARS3 28521703 1510]HY
EAT, XARAREAN, MRBESAMEHED, BFREM MEHET IEEEZEMLERE O L3 THRO,
BET - THEEE,

29.23.1.2  1RIR

IRREE R FAERER Web RS B ZIHFHMAIES, BAENERAEMER, B2
M55 2923227 "REFER" . BEF —THENT—MIEE,

29.2.3.1.3  EKAEM

ZIES KA Web FRS28MEX, EWE 29.2.2.1 7 “"EIENEE" HFHR, Apache sJE—&E
T8N LR 2 8 EMENIRMARS, BREXHPREFBIEMENEEM WINAL. SMEMENE
PR BN ENRIECE,

BREINNIRE (WHRIES) , BEKRPERBNND, AREEHRE, BRNHES, BREHI,

EMFRIES, BERREN, ARBEMHE
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HTTP RREBEM S (3/5)--Bih £

pracai} 1

Directory “Isrv/wwwi/htdocs”...

Alias ficons/ “fusr/share/apache2/icons/"
Directory “fusr/share/apache2/ficons”...
ScriptAlias fegi-bin/ “fsrviwww/cgi-bin/”
Directory “Isrvianwwicgi-bin®...

mod_userdir.c

IncludeOptional fetc/apache2/conf.d/*.conf

IncludeOptional fetc/apache2/conf.d/apache2-manual? conf
linux-lqgh

R#% “

e A Ay OO @I tadh

TR1IN(A) GEE (1)

) b || BREe | F-2n

& 29.1 HTTP fRS32R[ES : RRINEMN

XERRSFBAINGENTIR:

Document Root
Apache ALEENIREXHEHHIE REEIZ, /srv/www/htdocs 2EIAMIE,

Alias
f&B) Alias 8<%, URL FICARBREIZIMIEX MR AME, XEMWRE I LB FEE12#TT URL 5!
BFIRIRUIEIZERTZ (BMEREX M RFAR UEHIRE R ZIMIEEE) .
2XIAAY SUSE Linux Enterprise Server Alias /icons #§M@ /usr/share/apache2/icons,
HEREBRRSIWEFRH Apache ElfF,

ScriptAlias
# Alias #5<L2EMU, ScriptAlias #5<4F URL BREIEINMHFR AN E. NEZAET
ScriptAlias ¥ BEiREREE R CGI I E, BWE CGI MANIZELAENIT,

Directory
1®& Directory fg, ErE2—HRENATETE BRI EIRL,
B /srv/www/htdocs. /usr/share/apache2/icons #1 /srv/www/cgi-bin BJifa]F0
ETENZRELAKEN, FTEEEREHIME
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Include
& include, ErIEEHMEEX M. BMEEEMR D Include $§<: /etc/apache2/conf.d/
RS EMIRR—ERENEEXHMNE R, EALESAEZZBRFU . conf LEMME
X, FRE_-MESPES /etc/apache2/conf.d/apache2-manual.conf ( apache2-
manual EBEXH ).

Server Name
XIEE T EFimFAREAR Web FRSS22A9ZK1IA URL, ERT2RERIHS (FQDN) 255 Web AR5 83
(fiIF http://FQDN/ ) SkHE IP Hhlit, FEETELLAMERIER B — IRSBB[BELBHTHIR “
0" 1,

Server Administrator E-Mail
RS 2R EIR AV FHb A tst, #UE0, LbitbdbiE BIRTE Apache BIEIVEEIRTI@E L,

STRENAEN S RE, BEH T THETHEE.

29.23.1.4 EMEMN

EXALER, ASERCEEMEMEN (BESRE 292217 "EUFEVNEE" ) 7R, NREH
YaST HTTP @S RIRH#ITFNER, BABRELEN,

ERMEN, BREEHFNNUAITA—ANIEE, JTEEFRAETXZENNERER, MkESE20 R
F2NAIR (DocumentRoot ) FIEE B8 AR, AR5 S2MRITARMEMFRBIEN (BFE8MET
IP) . BT E L EIEN ID EEBFREK IP ik

BEHE T - CHEARMENEENEENE 5.

HEEUMENEENE 7, aJUEEREEA CGI MAUERAFXLEMANER, E0]/BH SSL, W
REEH, TWIUEEIEBMIERR, BESWE 29.6.2 7 “(FH SSLEE Apache” THEB X SSL FIEHH
MWr, EAEFRZSHEDN, rIEEEZFIRBEXERNAETRIXE (EBIAER TR index.html ),
MRFBERULIED, BRM—NHBAEE (AZBARE) . EREALHE HIML, ARAHBER
(~user/public_html/)BIABIGERS M http://www.example.com/~user FaFH,

0 EE: SIEEMEN
REERERFMENEN. NREARTSHOEMEN, BAENE ERIFENENS, MBER
BT 1P WEINEN, WILET RS BTN P #ikEE — AL,
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29.23.1.5 @E

XRARSHRE—D. fELt, WE Apache IRSZ2RBINIFNMAYE: FIREISHFHN5S. HESL
5 HIEFFECEMNEERE, MRWRERE, RHTiAnicE, MREBAITEN, FRTHEER
ERRIEMWIEE, BE HTTP RSEEZHRIEEITHE 29.23.27 "HTTP RSHELE" RATRAIIHE
*EO

HTTP [R5 88 )5 (5/5)--H%

H3RE
75| SR E SN Apache2 IR 58
® F3hH3h Apache2 REE

Uy

all, port 80
BRilxm
T

SSL LR

B

linux-lqgh {2 & “/srv/www/htdocs”, SSL B 2EH

HTTP REEEE R EH)...

P mato || mre || zme |

29.2 HTTP fRS52BMES: BE

29.2.3.2 HTTP fRBEEHCE

HTTP iS5 SREC EFHEEE A VFENEERTILERS (ERELZEREE Web IR R[ANEIT) PES
FIIEEE, EHEMUNTAMARNEIFAEM, FLEAERMEMEEEMBARIMNEN, SRFEERT
FLRMBINEAMMEREN, BEHTILRBEERRAEZFAFEEN,

29.2.3.2.1  IslrimOF0He 4t

£ HTTP Service H1, EENZIEIT (EH ) BREFLE (£ ) Apache, EMITIHOR, A0, ek
FRBRSS 2R PT AR AR O, BONREREIRD 80 LMIAAEEO, NIRLERI T I MIEHEIE,
B TTEMINERUIE] Web BRS5 28, XTEMIARS R3S Web BRSZEBFEITIMNRILERIBIMEAR T, XAImOZ2HE
A, MRBSAMEED, BFREVMEET AEEREWEZD L THRO.
ERHEXAHERLRIBEXASHFERAEX S, MREMALE, XREA, ZASXHRERRNE
ARTH, SRR NZE O ERNHERRE Web fRS53E, BXEFRES, BEN £ 2937 "BEaflE
IE Apache” XEGHSIFIMERN, HEHATHERBEUMETR,
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HTTP R 5#MmE

RO [T | FEE | E#L

HTTP B4
© B
O BEBA

B

Mgtk v WO

RMA) “AFE(l) i B(T)

By K B
T ATHR B kiR 7R O (F) B kAT (D)
B K3 O B R
AEXHL -
HERY i IE(R) SERLE)

29.3 HTTP ARs323ECE : fmulfris O FNth 3k

29.2.3.2.2 BRFBEIER

B BB I B i ) # A A5 5R BB O Apache2 IRIRBPIRZS ( EREER ) . BHAIIERAIRINE ZREIT R

HEFER, BETHERNESER, BENE 2941 "&x. MEHRERR" |

HTTP R &8 m 2

HESH Ot e S = | e
£t v RS fit )
php5 EET Rt PHPS BEERTESN TR
proxy A HTTP/1.1 (LB % iR 528

proxy.-ajp B mod_proxy &7 AJP {5
proxy_connect SR CONNECT % 2L H &7 mod_proxy 1" &
proxy_ftp BEHA mod_proxy & FTP Fi5# i
proxy_http BES mod._proxy &] HTTP FigiE

python BEER AT Python S1EE T EAI
regtimeout ERA £
rewrite BEA B#— T ETHNNESS | FERDEEE Foka) URL

setenvif BEEA VR EFE RS TR EFETE
socache_shmeb B2 FH

speling BEHA 57 IE A P ] BRI A BT FEHE URL

ssl EEH FRZ2ERTR (SSL) MEHE%R 2 (TLS) thilfRmE

status BEEA RE X IR 5 EE IS =

wmiqueid  EEA  HE B AW ARSI .
Bt R (A)
) [ #tm || =2 || =m@

29.4 HTTP IRS5Z[/ECE : AR5 ZIIRIR

360 fEF YaST B2 & Apache

SLES 12 SP2



29.2.3.23 FEEFH

NEEIHEES FIRWHEEMER, BESWE 29.23.1.3 0 “BHAEN" FE 29.2.3.1.4 % “ElEN" .

29.3 EIFl{ELE Apache

WNRIRE 29.2.3 75 “fEF YaST E2&E Apache” HFETAER YaST E2&, Apache R7E5|SAITE multi-
user.target # graphical.target 25, EEILAER YaST iy RS S 12258 fER) systemctl &
%17 HE ( systemctl enable = systemctl disable ) Ee&ltiTH.

EEFFERTNRZ LB, BIEIRIE Apache, EER systemctl 5% apachectl &%, #LTHE
#9i5EER,

BX systemctl FESHN—MRER, BSEE 1321 7 "SEETSTHNAATIRS .

systemctl status apache2
B E Apache REE B,

systemctl start apache2
R Apache RTEIETT, MBEIMNE,

systemctl stop apache2
BT 42 IER B FERIZLE Apache,

systemctl restart apache2
{SLLSAFRERDN Apache, IR Web AR 2E2EMEIEIT, MNENTE.

systemctl try-restart apache2
X & Apache EEBITIN AR IEFHERHE,

systemctl reload apache2
{F1E Web BRSZ 230, REBIXFTHELERMAY Apache HIZEXRFZAIEETMENRIBER, BMHIEL
IERY, BRI —NBMEHE, MBS Apache T2 “EFI" .

apachectl -k graceful
BihB—ERATFIELIEFREEANBERKE Web fR5S83, Web BRS 2389 £ —/NSLONG S AIER
GracefulShutdownTimeout EEENEE XM EEMMBINEEK,
I SEARIFRARENNEEENFZZESNNREM, ERLLETRARE RS SZE VLT (8]

ERE,
R GracefulShutdownTimeout REAZF, ZRSZBELRIFILEE, EEMERKBEKREIED
R
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NRIRYE Apache SKOITEBRFIBMVERIR, WIEEBERIMAIESIKK, XFERLT, ZFSHR
TERFEL,

systemctl stop apache2
L GracefulShutdownTimeout FRECERVFEERTBIER/SIFLE Web ARS583, CAMBRILABIEK
BT BATERK,

apachectl configtest
EARFIEZITH Web fRS5BHIFTR THREREXHIEZE, BHTIMERERSBFEXBHN EH
HiTHY, FIABEAFTZERETNE (NRLMEEFIR, W Web RSB [IEABN. ERHT|E
BE) .

@ R BEftinis

REHGBLIEE T EMIRE, XERSHREELES Web IR,

29.4 TR, AUEMEERR

Apache R4 BRI NMER : RELMESINIFTBINEE S BT HERAIEN, JBFIALL, B
R HTTP th 2 &R ( http_core ) &LIEHY,

Apache HIRE] LATEM AT 4miZ it Apache ZH GBI ASEG TR ISR, BENE 29427 "HE
FFA" AIRENE X ME NS KR IRIVIFRER.

Apache 1EIRE] AKX 573 AN R EIRIE A -

ERHEIR
HINBERT, EitEHIEYRI1ZE] Apache #, SUSE Linux Enterprise Server LB Apache HF{X4Ri%¥ T
mod_so (FREEMIERAFEE ) # http_core, FMEREMNRETRAERZENSR: ENIRIEIET
RRE S, MAREAERSE ZHEINXHER,

I RIEIR
BE, VRBIEREET7E Apache RIGEBHR, B—MRAFHSHIZEIARS P, 7 SUSE Linux Enterprise
Server A1, ENIAHRENZRANRM, EEiTREEREHZ Apache 1,

HMERAEIR
WRERIMNBRIFRIR AN B ETEIETN Apache & 1ThRH, AL, SUSE Linux Enterprise Server {2t 7 EHH
FITLAMEIR,

ZRIEFRIR (MPM)
MPM D12 ZFNALIETT Web BRSZ 2RISR, KR Web BRSZ BF[RHEHIZD.

362 TR, G E R SLES 12 SP2



29.4.1 RIREER

NREIREE 291271 "LET RARRITTRIARR, BLAUTERELREK: MBEANYT BIER, 2
KIEFEIR Prefork MPM BAR4MERIEIR mod_python,

eI CABEN YaST, ARERNM > RAHEE, REREMIMNIER, MAEBERMNE > EZFHER
apache, EEMEH, FRINRFGEZFME]ARIIME Apache 1R,

29.4.2 FEMIEH

FHLA YaST BB EAISEMER, T YaST R, FEMFAE 292317 “HTTPRE£EEE" HAHRK
TEIRACE B A AMAIESER (PHPS, Perl #1 Python ) , BJBAIRES 29.2.3.2.2 F “HRSEZEE1EER"
i /3 FA S 2 F P B ELAthARIR,

MREFNHEXEAER, WHHIEASS a2enmod mod_foo 5k

a2dismod mod_foo, a2enmod -1 ¥4t HFIFTAEIENIRRIVTIR,

0 52 82 ERIEEX G
MREEZEFoNHEINBIER, NBREMBRINENEEPRHERENH., IMNPIERIVE
BXHIF /etc/apache2/conf.d/ F, HEEIAREFEI /etc/apache2/default-
server.conf A, BIREVEEZRIVES], EeILLEREE /etc/apache2/default-
server.conf FRRE, HUGZXXERNEISEREMEN. BENL /etc/apache2/
vhosts.d/vhost.template $XBUR,

29.4.3 EhRRAI RIRR

Apache SRS T B ERIEIRANY BAERIHIT T IFMAIEIR, AR EX S HEBRRIEERIR,
BB M http://httpd.apache.org/docs/2.4/mod/ 2 AT BB X B MERIIFHER,

mod_actions
BREMGE MIME 2£3Y (9 application/pdf ). HHET BBRIHE (W .rpm ) EMF
EBEKTE (90 GET ) B, REMITHERNTE, ENER T ERLLERR,

mod_alias
IRt Alias #1 Redirect <, FIEAIXLIESYE URIBRFIZIFERR ( 318 ) SFIEXRM
URLEE@E|EHMAIE, FIAERL T BHALER,

363 ERER SLES 12 SP2


http://httpd.apache.org/docs/2.4/mod/

mod_auth*

SMRIERREHARERNSMHIIESE: A8 mod_auth_basic WEARSHIGIESER
mod_auth_digest MIBESHIRIL,

mod_auth_basic #1 mod_auth_digest WSS RIHRHEZEFIER mod_authn_* ({4
M, BFEFXAXENSHIGIERN mod_authn_file ), BAKIEHUER mod_authz_* ({4
M, BFREFENE mod_authz_user ) &5,

BXiZEMMWE ZEEFTBAMAuthentication HOWTOHSREY, M4 http://httpd.apache.org/
docs/2.4/howto/auth.html <.

mod_autoindex

HUARTFERSIXE (F90 index.html ) Bf, Autoindex 44 B R7IR, XLRSIFIHIMR
AIRER. MAERATEBRALRR, BR, ERANERAT, BRIIRIGEL EIIESHA, &
EENEVEEPNILZE, WERMEAREXH4AITF /etc/apache2/mod_autoindex-
defaults.conf &k,

mod_cgi

P1IT CGI IAREES mod_cgi. EKIAERTBRLEER,

mod_deflate

A]fEFLEARIRECE Apache, fEEFEGIBLATE LR Z AT EMRIXLE M8,

mod_dir

mod_dir #Z{f DirectoryIndex &<, ERIAREEMEBF KB RN BINEEING (EIAER
index.html ), HEFRBERNEIZEBRLE, ©XEENEERTIER URL, RNERTE
FRLEAELR,

mod_env

ZHIZEE CGI HiAsK SSI TNHAVIME, IMETEFNKENEVEIRE, SEMNIEA httpd HIERII R
&%, FIAER T BEALRIR,

mod_expires

A mod_expires, {Er[@iT&iX Expires HLFIEHIIEFONEBSEFZRIFEANE, B
INER T BELEER,

mod_http2

BT mod_http2, Apache BIFRERN HTTP/2 WX AIZ S, XeJLABIETE VirtualHost HIEE
Protocols h2 http/1.1 R3LI,

mod_include

364

mod_include RIFIZEMARSR[IRELS (SSI), ERERMINSLERM HTML TTEMERINGE. LS
LN B RALEARIR,
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mod_info

£ http://localhost/server-info/ FRIERFZB[EEEMNTEM AR, HTFLLEE, 1RAERNIZEHINTLL
URL B91518], BKINER T, XA1F localhost Al URL, mod_info R7E /etc/apache2/
mod_info.conf HFEEEM,

mod_log_config

{ERLLARIRATECE Apache BREXAFRISMIL, BRINESL T EALLER,

mod_mime

mime HEIRERIBATEESEFEIT BB (FHIE0 HTML 32845 text/html ) RBEXHREEBIER
#9 MIME g3k, ERIAES T /B LEIELR,

mod_negotiation

WFREHERMEN, BS N http://httpd.apache.org/docs/2.4/content-negotiation.html 2 FREX
B2ER. AR TEALER,

mod_rewrite

Bt mod_alias RITHEE, (BINEEELBFE HRIE, £ mod_rewrite, Ea[BIES AN, &
KRIRSLFREEME URL,

mod_setenvif

ETEFRNBERAT (WEFIRKREFN R FITHNE P iREY P il ) RIREWFTTE, A
BT ERLLRR,

mod_spelling

mod_speling £EiXBENEIE URL RVFITFHIR, FIIARNSHEIR,

mod_ssl

£ Web lRZBMNEZFFinZBBAMBZERE, BXIEMER, BENFE 2967 “FEAHSSLEEZS
1 Web fR5528" o BRIABR T BRALARIR,

mod_status

f£ http://localhost/server-status/ TR BXRSZFENFMEENER, BTEREER, BENZ
FR&INTLE URL B9ifia], BRINER T, XAF localhost iAlEltL URL, mod_status 27 /etc/
apache2/mod_status.conf HFEEH,

mod_suexec

mod_suexec RFEEANEMBAFTIETIEIT CGI A, ZKIAER T ERELLER,

mod_userdir

365

£ ~user/ TEANANKETRAFPNER. YIEEREPIEE UserDir 158%, MNBEATER
LERRER,
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29.4.4 ZALIEMEIR

SUSE Linux Enterprise Server £t 7 W MR ERY 2 A IEHER (MPM) 3RE5S Apache {£F:
e Prefork MPM

e Worker MPM

29.4.4.1 Prefork MPM

prefork MPM SCfiE 7 —MNELLFZRVFNERL Web BR5583, EfE Web BR55 8871770 LZATF Apache kA
1., EZRAR, ERBEMNMERFETIRE PRI FHERGIBBER, ¥, GRIFANBERKAARFND
Hihig=R, #%T Web RS EZWHIE.

LB F#HIZR 5% prefork MPM SRR M TIRE M, BLEAEREI worker MPM JBHEE SR A E

i, prefork MPM ## AZRET Unix BIERZAIVEIA MPM,

2 AXHEFE MPM

A3 H4{RR1% Apache {EF prefork MPM,

29.4.4.2 Worker MPM

worker MPM 12 it —fh 2 4418 Web fR$528, LR —fh “SB/\" MiiE, LBEANTHENARRESH

WRLBEFIR, worker MPM FIERER Fitiz, EBELERS F[HEPERALERLEEB R, KENF

HIZR B LIEN, UFTEMLE prefork MPM, (& Apache JEFEEVRIRAZIR, IMIZE T Apache B

1TE,

—/\Egﬁkﬁ worker MPM BIRRZEME : SR —NEIEIRR, HRMABELEHRSZEM, RSENER

SRS R/EER, LHR, MRESHATRHERMXED (CGI) 5 Apache —2fER, FFIREM T2

E 577 RENMEENIBIRSEEHEIR, 1§ worker MPM 5 Apache BBEERNS —MNRINE, FHIE

FTBER] AR Apache IEIREFR 4IE L £, RILEAREES worker MPM f5EC{ER.

@ & 4% PHP #ER 5 MPM —i2(EH

HIAEFTE R B PHP MRIRE R L IZLEM, BIUBINAELE worker MPM 5 mod_php —#{#
ﬁﬁo
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29.4.5 IMERIRIR

ItEAE3R T SUSE Linux Enterprise Server FER{EIPR B SMERIRIRAVTIR, 17 HBIE RPEIHARRAIHS,

mod_apparmor

7 Apache R{EEISMNSZ 35, UEWTH mod_php5 1 mod_perl SEiRHFAIBHIZA CGL HIAIRE
AppArmor PR,

BEHM: apache2-mod_apparmor
B8 (Security Guide)

mod_perl

mod_perl fEREEBERANIBEREERRISIT Perl HIA, RBBJAIHRANFBABERREBEREBNIH
ERRERRERHF B SMK Perl BTAYE],

B&¥#M: apache2-mod_perl
FEEX: /etc/apache2/conf.d/mod_perl.conf
EZ{58: /usr/share/doc/packages/apache2-mod_perl

mod_php5

PHP 2— MRS 8K, BEAS HTML BRARHAREIES,

B&#: apache2-mod_php5
BB : /etc/apache2/conf.d/php5.conf
BZ{52: /usr/share/doc/packages/apache2-mod_php5

mod_python

mod_python fiF4 Python & AZl Apache HTTP fR$3 83 LAIESR 1 BEFHEE T Web MR BEF
iR E R RIE,

B&#: apache2-mod_python
EZ{E8: /usr/share/doc/packages/apache2-mod_python

mod_security

367

mod_security RIEATRIF Web MAREFRR—RIIKELH Web MAEFEIANIE, ERIASLIR
5t HTTP it & A S = FNSKRS 7347,

B&M: apache2-mod_security?2
FEEEX: /etc/apache2/conf.d/mod_security2.conf

EZ{5R: /usr/share/doc/packages/apache2-mod_security?2

M H: http://modsecurity.org/documentation/ 2
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29.4.6 ZmiF

BERAPE BT RS BE IERFKY B Apache, EFF 4 Apache BRI RIFE=FHIRR, BE
apache2-devel BILARMENMFATE, apache2-devel E8E apxs2 TH, WTHERRwIZEM
Apache {&IRFTATERY,

apxs2 RIFMNERRBRIFNZRER (RENEEXHFH#HITVENER) , XFEIZFIEBITRERHA
Apache BYzZ5H =35 (DSO),

apxs2 ZT#HHIXXHEE /usr/sbin H:

* /usr/sbin/apxs2 — E&RRMEFTIEE(ET MPM R BIZR, RRAER /usr/
lib64/apache2,

* /usr/sbin/apxs2-prefork — i&FF prefork MPM &R, RRAIEH /usr/1ib64/
apache2-prefork,

* /usr/sbin/apxs2-worker — i&FF worker MPM #&1R, &ERAIEF /usr/1lib64/

apache2-worker,

EA TS NRRBRRAMERIR:

cd /path/to/module/source

apxs2 -cia mod_foo.c

HAp, -c JWiFZiER, -1 RRZBIR, -a FEZER, apxs2 HEMETE apxs2(1) FHTTH
B R,

29.5 [EH CGI i

Apache FIBRAM XN (CGI) AIFRERIZEFEMZA (BEN R CGI A ) SIZMNESRAE. "TUREAY%R
RIS RS CGL A, BEFERIEUW Perl 3 PHP ZEMMAEIES,

AT {E Apache BET13IXH CGl FIAGIEMWAS, TEHE mod_cgi, HIMNEFEE mod_alias, EKiA
BERTERXFEMIER, BENE 20427 “HENER" RRMEXBEERVFAEE,

0 =, (Gl T2
RIFRSEMNIT CGI AR —TUBENT2MRE, B2NE 208 T “EHaetnan” UTHE

EZER.
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29.5.1 Apache i2&

£ SUSE Linux Enterprise Server 1, {XAAIFEBR /srv/www/cgi-bin/ 1T CGI A, BEELLf
BXRMIT CCLHIA, MRELZBIBTEMENEE (BEMNEE 292217 "EIUENRE" ) FEBEH
AREEFETENHNERTP, LIBEBHEELE R,

{5 29.5 VIRTUALHOST CGI iR &

ScriptAlias /cgi-bin/ "/srv/www/www.example.com/cgi-bin/" @

<Directory "/srv/www/www.example.com/cgi-bin/">
Options +ExecCGI@®

AddHandler cgi-script .cgi .pl®

Require all granted®

</Directory>

87~ Apache LB R HPIFAT A X 4H1E 0 CGI AR,

2R CGI BIAMIT

HERIRSRIGY BB R pl 7 .cgi FIXMHEM A CGI A, RIFEZSHITIHE,

Require 1ESEHEINBRIRE, FEUOIF, BEFNEEBRNILRIRELEFRE, BXBH%
IEFIENME 258, B2 Mhttp://httpd.apache.org/docs/2.4/howto/auth.html 2,

© ®© o O

N—y——

29.5.2 BITRBIRE

CGI RIERRTF “BM" Mmi2, EH CClI ZFMMARELMNE — MIME 2EF93RS, FI30 Content-
type: text/html, WHRLBEZFNEFE, FMUEIEMZEWATINER, HR, MRNEHOTR
EFiR (BER Web M558 ) FrAlERIZRA, LI HTML (BEIER ) . AXATEE,

£ /usr/share/doc/packages/apache2/test-cgi FRHMREENIXMA R Apache BHI—E85.
ERFELEMETEMNATRHAAEAR, FUHMAEHE] /srv/ww/cgi-bin/ SEEIENAMAER
F (/srv/www/waww.example.com/cgi-bin/) H, FHEFEwRN test.cgi, wWEAXMG, 1§ #!/
bin/sh fEA%E—17,

aJi8id Web RSB [IBRIMXMANEAF root BB, BXEZER, BERE 2987 "HEZ2EM]
A", ATz Web RBZBEHAEAFBITH, BT CGI MA@ IIa] # it R S0 A A HITHIIREL, EiX
79 CGI BRHEATS chmod 755 test.cgi RMNAIEMHIIINR,

WERRA http://localhost/cgi-bin/test.cgi 3% http://www.example.com/cgi-bin/
test.cgi, MiZBEEER “CGI/1.0 MiXMARE"
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29.5.3 CGI &%
MERGEBRIMLIEFNALHMEER THIZER, WBEKEATIN:
CGI &%

s MNMRELMETHEX CGI BR, WALAZRERSLER ? MIRAHE, B=XEIN CGIBR /srv/
www/cgi-bin/ HEIBIAFHA http://localhost/cgi-bin/test.cgi ARAE,

o XHIPREEIERM ? Bk CGl BRFHMIT 1s -1 test.cgi, ENEMENZUTENFHFEF

-rwxr-xr-x 1 root root

o HRMAFSERIZEHIR, MPERENR test.cgi, MEIAMIZAK, ERMREEFEREBD
iz, NILBRERCITRBRERIR.

29.6 {EH SSLIREZLZ LM Web fR3E3

HETE Web IR SBNEFiRZ EEEBRBE (NEAFER) , MEEEEHEEMNRIENT2INE
EH¥, mod_ssl FRAREEREFE (SSL) MERELZE (TLS) MK AZEFimF Web fRS a8 2 E]HY
HTTP BIERR 3B E NBVMNEZN G, A SSL/TLS BY, 157 Web IRBBEMEFFin BRI TRAER, It
AIIREIE RN, HEZEFIRTNARSS2EEETSIRULIGIE,

ETIUCER, RSB[BALEI URL EMIEKRKZH, 2&EF—SSLIEH, EFEIEARSH[IERE M
MER. RIIK, XRIETZRZBENFEERIZEE—ERWNLIR, I, IEBREBEZFIRMRSE
ZEIEITEMNZERE, BRENEESHRNBXATHERL T ERES.

mod_ssl ARESLHE SSL/TLS XA S, Mma7E Apache F1 SSL FEZ [81A9#% 0, 7E SUSE Linux Enterprise
Server B, Y§{FHF OpenSSL FE, OpenSSL 4B #IkE Apache &3,

¥ mod_ssl 5 Apache —i2fERAMRIBEMNRMEZ URL BIBIZA https:// (AR http:// ).,

29.6.1 €IE SSL Uk

245 SSL/TLS 5 Web BRSZ2R1EEC(ER, BEZEIE SSLIER, 7 Web FRZBAE ik 2 EIFEFEZ UL
I, NES—HEEERAIIRR S —7, A TBFRIEBNTEY, IEPLTHEMEAFPEEEN—7ZF
=

RERIB=FERMIER: “RiR7 EH (XAFMR) . BEERIER (BT EEENEERAFE)
HIRITAY, RETEFNANEB AN (CA) EEMIES.
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BIBIERDME AT, B%, EMRIERMEYMNTAAEHE, ARERLEREZRSFES,

@ ]:I:E/—_R Eﬁﬁ:l 00
EREZ M T RE SSL/TLS MESFE X, 1S W http://httpd.apache.org/docs/2.4/ssl/

ssl_intro.html 2,

29.6.1.1 Bl “Eil” iEB

EBLEREIRIES, BIBHBAMA /usr/bin/gensslcert, ERIBHEE FIIXHE, EH gensslcert
B ek X IBEEIEH, 1B /usr/bin/gensslcert -h THEZER,

e /etc/apache2/ssl.crt/ca.crt

e /etc/apache2/ssl.crt/server.crt

e /etc/apache2/ssl.key/server.key

e /etc/apache2/ssl.csr/server.csr

TeYE ca.crt MBIARIE /srv/www/htdocs/CA.crt FUMTE,

0 E%: AL
SRR CEREIER. ©RARRL,

29.6.1.2 GIEBEZFEILEP

MREBHAHLMWEIEERFERERZ SR Web fRSZ 2, BUEECHIEBMANIM (CA) FHEBZERATEE
FER, BIR, WWEMBEMISLRIZFSEIMAN “WREREE" BE, Ek Web MR ANREH
ESSZANE R

0 BE: BREZRIULED
RZE Web B33 LEMESEIES, WiEBUMT B EEERIEBBREN AR, f
o, REWEAHEEERLRES,

%, BREEMIEBEZRBENK (CSR), LIFHFEMER openssl, FRA PEM iEHBIZN, ERITULEZR
Hile, RAAEBERECRWABTOSHD@Z/LNEE, BCEZGAMNBTOL, HRIBERE,
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sudo openssl req -new > new.cert.csr
Generating a 1024 bit RSA private key

. HHEH+HE

......... e+ttt

writing new private key to 'privkey.pem'
Enter PEM pass phrase: @

Verifying - Enter PEM pass phrase: @

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]: ©®

State or Province Name (full name) [Some-State]: @

Locality Name (eg, city) [1:©

Organization Name (eg, company) [Internet Widgits Pty Ltd]: @®
Organizational Unit Name (eg, section) []: @

Common Name (for example server FQDN, or YOUR name) []: ®
Email Address []:©

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []: @

An optional company name []: @D

0 ESEMBITOL,

® .JFXREEBTO<S (FiEE).

0 EEMNFENERMMXNKW, FIi 6B & CZ,

0 HEEERENE/BAX/EETEM.

O EEHHRAN, FI3 Prague,

0 HEEEMIIERRER,

0 EEEMABRRM, FBENRE

0 EERZS[IER, HEBEHNBFNEK,

0 ESENDAB TGN,

@ FEEOSRBRZE, BNEEXERS Apache Web FRFZBEEEFEZMAZOL,
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@ EERENRFRHT, WREAZT
DER] AERLIER, BGHERER openssl, FHRIERAIIENZEIAN PEM,

iTF2 29.3 ERIER

1. BEBNFAAIT I SHE new. cert.key, REKFRTEWANEELIRIEBERIFNK (CSR) BFATiE
ARBITOL,

sudo openssl rsa -in privkey.pem -out new.cert.key

2. RBEAEZERBERPEENEREMIEBHNAHERS. -days ETEEIERZ KA EIERY. &
B PATEIE 5 R A R B 2,

sudo openssl x509 -in new.cert.csr -out new.cert.cert -req \

-signkey new.cert.key -days 365

3. BIEBXHEFRERIBE R, UME Apache BREZESRTLAZENE], WRBIRFABAZE /etc/
apache2/ssl.key/server.key AEATRIAEERIIEIN, A4 PEMIEH /etc/apache2/

ssl.crt/server.crt MZ,

sudo cp new.cert.cert /etc/apache2/ssl.crt/server.crt

sudo cp new.cert.key /etc/apache2/ssl.key/server.key

O == MBS
BRE—SREBAHIEBXEIM /etc/apache2/ssl.crt/server.crt EHI2I BB AR
g, UMEKEEHEIAF Web MREBFEHE TS CAZIRAR, BN, HsEGERIEDRH
RENFINE & B,

29.6.1.3 FREVENZERVES

ZZBUHWENERMENBES A, IBRAESEENFE=FZEN, MURIUTEREE. AHIE
fE& 2 Web [RSZBFEEABEXNSEMIER. BXREFEAEBMANAHN (CA) FIR, i8I0 https:/
en.wikipedia.org/wiki/Certificate_authority#Providers @,

BERENEEMIERN, TFE CARKZFIER, Bk, BREUEBEZBERK (CSR), ZEJE CSR, HiziTRM

AN,
AR »

openssl req -new -newkey rsa:2048 -nodes -keyout newkey.pem -out newreq.pem
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RGREREMALIRNE, XEREEEZ/LA0IM, FIUNERMMXBHFHALRBR, MABREE, &
LM ARNFMEATHEEHSETREIERTHICE, TEOEMERE, NRBEBANERTFEHEER
BEE, BEA "  ERABME CA, BER-—NEENBM, flHNAE CA, &RE, LIMAiED
O<HMEZRAMAE] B,

iR AMNE RPEHK CSR, XHERRE newreq.pem,

29.6.2 {#F SSL B2 & Apache

Web BR5328imAY SSL # TLS EXRAIEIAIROR 443, 7EiRO 80 LAY “Ei®" Apache fiifrFlik0 443 L
32§53 SSL/TLS B9 Apache il Z [B;& B MR, F3KLE, HTTP #1 HTTPS B] AfEA4ERIY Apache SEAIETT,
BEER—MEMETIFERRESIRO 80 MinM 443 UKD EMARS .

0 BZ: [XEERE
BETE RO 443 £ 3245 SSL #Y Apache $TABA NS, BIBAFR (Security Guide) , 58 15 &
“Masquerading and Firewalls” , 38 15.4.1 75 “Configuring the Firewall with YaST" ARfY$EiR{E
FA YaST RIThULLIR1E,

ELRERSBELETR, SSLIERFKIANFATATEBARS. MREEENEN LERA, BERUT
WYBIEE: a2enmod ssl, BRLBA SSL, FEEARE “SSU” BofRBE. ERITLIRME,
BB a2enflag SSL (KAKNE ! ), NRITEFEAOLSMBZRSFIESR, WEMIEN /etc/
sysconfig/apache2 1 APACHE_TIMEOUT )&, X##7Ef Apache BEift, BB EBHIAERAE
TO%, ERMMRSHTEXLEENEN. NEXRHERBH,

EIMENEEBRTESEIR /etc/apache2/vhosts.d/vhost-ssl.template , ZERFHIEMIC
RKEEET SSLIYIES, BENE 29221 % “"ENENES" THREREMENEE.

BFRIEME, BEERERIZ] /etc/apache2/vhosts.d/mySSL-host.conf HITHH#ITHRLE, B
AT ERZHMEBE T

e DocumentRoot

e ServerName
e ServerAdmin
e ErrorlLog

e TransferlLog
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29.6.2.1 ETRIFHIELAENLH SSL

BINMBEAT, TNEEEREE - IP MRS LIEITSNBRA T SSL B EN., ETFBFMELEN
E3K Apache THEEBER THILLARSS 28 B R, SSLIEZRIAMET, URBEKRIABEESE SSL FEEZFI%E
(BEERAEMEN) . ALAFPBKIIESER, BREBS5RSEBMHALE,

SUSE Linux Enterprise Server 12t 7—/> SSL thXH B : BRFZ2|_RAMIETR (SNI), XWX ESTE SSL a2
RAEERUHARR, MMBERT X0, XHERSR[BIMEERRT Nk DEMMELLY, FHEXbss
ERIERMAVIES,

SUSE Linux Enterprise Server FEIAS/BHA SNI, BT EETFTAMVEMEVIEETBEER SSL, =]
529221001 "ETEMAEMEN" PAARERERSSE (I8, FERIKO 443 MARKO 80
BFSsL) .

O ==: snoukERs
B P itz #5 SNI, REKRS BN 528802 #5 SNI, {E—LeRFRantEHRIXI a8 AR
Windows* XP /Y Internet Explorer 1 Safari 3R> SNI 235, BXRIFMES, BESMhttp://
en.wikipedia.org/wiki/Server_Name_Indication#,
fEF#E< SSLStrictSNIVHostCheck EEEUNAIAIEARZ s SNI HUNIST28, FERRSSZBRECEF iR
B on B, FTEEMENEIFIELARZHF SNI AL, 7 VirtualHost #ESHIRER on
B, XFUCRFE ENAIGEAFHRIE,
ERSB[BEETIREN of f B, ARSIB{AVITAEMUTASZHF SNI, SSL iERKHFHE XHIZE — > Eil
EH (IO 443 ) &IE,

29.7 ERI—AR%EE 13171 Apache 3L

M SUSE® Linux Enterprise Server 12 SP1 &, #&rFIUER—BARS 8 L1734 Apache 3L6l, 518173
ANEMENELE, XRETESMHE (BBSNE 292217 "EUENRE" ) :

o IRFEFEMEN A —ERATE], BFEENR Web IRBBRE, FAREERMUEENRER.
o MIR—MEMENLIMCIE, BFEZERNFAEEMUEN.
eI ABREZITENIARY Apache 3E1:

sytemctl start apache2

ERIEENEIAR /etc/sysconfig/apache2 X, MRZXEREFE, HEFEEKREZE
APACHE_HTTPD_CONF E&E, MiZLHFi%EY /etc/apache2/httpd.conf,
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EHIER— A Apache Lfl, EIB1T:
systemctl start apache2@instance_name
f7gn:

systemctl start apache2@example_web.org

EABRT, ZSLHI=ER /etc/apache2@example_web.org/httpd.conf fEAFEREXH, &
AIBATE /etc/sysconfig/apache2@example_web.org Hi%E APACHE_HTTPD_CONF REEIi%

EO

TEERT —MEEES Apache LAIRIRA, EEE, BEZEL root BNPITHEGS

7 29.4 BB E Efth APACHE 3£

1. & /etc/sysconfig/apache2 BIEM FOIE—MRIECEXX M, #1900 /etc/sysconfig/

apache2@example_web.org:

cp /etc/sysconfig/apache2 /etc/sysconfig/apache2@example_web.org

APACHE_HTTPD_CONF

B
APACHE_HTTPD_CONF="/etc/apache2/httpd@example_web.org.conf"

3. £ /etc/apache2/httpd.conf BYER LRI /etc/apache2/
httpd@example_web.org.conf,

cp /etc/apache2/httpd.conf /etc/apache2/httpd@example_web.org.conf

4. YmiE /etc/apache2/httpd@example_web.org.conf, %

Include /etc/apache2/listen.conf

Boh

Include /etc/apache2/listen@example_web.org.conf

KREMBES, HREFETFUENR, ETEFEEN
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Include /etc/apache2/global.conf

FRENEFIRIEFH global@example_web.org.conf, B

ErrorLog /var/log/apache2/error_log

B

ErrorLog /var/log/apache2/error@example_web.org_log

MEEALHIEBRIINEE,

. £ /etc/apache2/listen.conf BEH EEIE /etc/apache2/

listen@example_web.org.conf,

cp /etc/apache2/listen.conf /etc/apache2/listen@example_web.org.conf

. Ym3E /etc/apache2/listen@example_web.org.conf, 4§

Listen 80

EHBERTEITHXAMNIKOS, Fl4082:

Listen 82

MREREBILZLN (BEBNE 29.6 77 “EFH SSLIREZ M Web [R52E" ) BITHH

Apache £, HIMERIT

Listen 443

Bl (RAD

Listen 445

. JBThERM Apache SEI:

systemctl start apache2@example_web.org

SEAINERAEXHER, EeIMeEXEN:

#EF— AR 8 LiE{TS 1 Apache SEf

. £ Web MI5i28H T http://server_name:82, #MERBZB[/EDIEHFIZTIT. MRLARIER T H
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tail -f /var/log/apache2/error@example_web.org_log

THEHRER RS LIRESZ /) Apache AR EEZRI L=

° X /etc/sysconfig/apache2@=:/7|=Z#] sJLARLIRE /etc/sysconfig/apache2 f#HERIE
2, BEEREHI MPMiRE,

o HBEHMEAIEIZITHS, EXINBY Apache EAIFILHRIEIT.

° WRAKR{EA HTTPD_INSTANCE IMELERITHEE, Apache BIF LA ERF a2enmod, a2dismod
# apachectl EERKIAGY Apache 3L EiEtT, TEAIRAI

export HTTPD_INSTANCE=example_web.org
a2enmod access_compat
a2enmod status

apachectl start

248 access_compat F status FRHRMEI /etc/sysconfig/
apache2@example_web.org # APACHE_MODULES T &, SASGB5) example_web.org 3t
o,

29.8 WHREEM 0]

T RHEMARE Web BRSBFENIMEER, WTFRENTINVBIREE, K20 UFERRA]
B, BXRIMFAAEXLERR, FLHE LR,

29.8.1 EHMRE

£ Apache MEHRILFENS, SUSEFRAHEREERE, ERESEERANEXIES, AFPNZERL
FEVFRTF BASRYN, SUSE T MEFRBRRT BAM A T I B AL 3RE :

e MDI1: http://www.suse.com/support/security/ <
o MREFFIREE:  http://lists.opensuse.org/opensuse-security-announce/ 2

o TEMERYIR: http://www.suse.com/support/update/ 2
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29.8.2 DocumentRoot tXfE

£ SUSE Linux Enterprise Server 1, Bk T, DocumentRoot B (/srv/www/htdocs) F1 CGI
B3 (/srv/ww/cgi-bin) BIFFERET root AFHNE, EREEXLNIR, NREMAFERR]
BEARXERR, WEFMAFESTUREXXEBRAZLERRP, 2F, B8 wwwrun R CZAXPRAIFAF
FEEIARI N RATTIR ) B9 Apache FTRERPUTIXLEN M, A /srv/www B)F B REIFHREIIENR
DocumentRoot # CGI &<, HMREFMGETAFA root,

29.8.3 XHZRGA5IOIAX

AN T, £ /etc/apache2/httpd.conf FRIEBLIENXEGZRFERTVIC), FNZEBGXERES, M
R EZAMBMAN Apache FIIZMATEERIVGEIN, BXIEFERER, BEMN 52922137 "EXENE
MEE" . EfFRE, BHEEFAEEXHE (FIMNOSHNRAREEXY ) HIREEMIMRIZEL,

29.8.4 CGI &

Perl, PHP, SSI S{EEth4mIZES PR EMAELR LFIAGITERSRS, BALFEBEENT 20
B, MIRSEHEMITHMAREMRSREEREENRETR, RIFAFPGITHRITABHNFAENEAEERZ
FREE, CRVCIAMEMARITR M FT,

AT RETEEEUHANEIE, BESNE CGI HARNMNITIREFSEERMAREBEREN. EL
ScriptAlias #1 Option ExecCGI FAFEEE. SUSE Linux Enterprise Server RIZKIABCE A /e 1FREAL
AT CGI B,

Fi B CGl A 2AFERE—TAFIBIT, FIUARERMARIEESRILHR, HIR SUEXEC RIFIEERER
RPMATEIT CGI A,

29.8.5 HFH*%

BERAFER (A mod_userdir 3¢ mod_rewrite ) B, —EAZE{FEA .htaccess X, Xi&
XERFRAFESZLIRE. BV NIZERIES AllowOverRide RERFIFAAHIEM. 7E SUSE Linux
Enterprise Server 1, .htaccess X#HEIALTRBRANRE, ERFAEMER mod_userdir (80 /
etc/apache2/mod_userdir.conf BEXH ) AR IFEEE Option S,
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29.9 T

9N Apache RNE). MITIARFIVIE]sA P iEEEES] Web ARS523, BAHRENERRREEZN, T
HE/LAEFRBRMANENVENZTERENEESIN:

apache2.service Fa<HL:
AEFEATHBIXM /usr/sbin/httpd2 BEIFlfELE Web fR528, MAER systemctl &<
(803 29.3 7 “EalFlELE Apache” FETR) , EFMERTHIR, EETREBREERHRN
'R,

AEXHFEIZE
TERBSHIRERIFEMGHIR, NS Apache BEXHTHRER, TERMIAMITF /var/
log/apache2/error_log IR HEX M. IS, MIRFEAEXHICREEIFH L, FIUE
F3 LogLevel BSFRIZHIFTCRBEENIEMEE,

@ RR: S8
{FM#< tail -F /var/log/apache2/my_error_log &% Apache HEEE., AE
iZ1T systemctl restart apache2, Hi7E, BEIXEENEREFICER L,

B K IEFH O
ENHERZ —RERS BB AERERRITHE Apache BIiRH, NSRER YaST EEE Apache,
B NEMIETATXANEREE (B8R 5 29237 “EH YaST IEE Apache” ), WRIEHE
FTRE Apache, MBI YaST RIBGAIEIRIRITA HTTP 0 HTTPS BIBA Kigim O,

NRERAU LEFESITERRHERRRE, BE1EBWYL Apache Bug #3EREE (LA http://
httpd.apache.org/bug_report.html# ), Itk4h, ®JBAEIE http://httpd.apache.org/userslist.html# LAY
HB4ZIREXH Apache FIF#tX,

29.10 EBEE

B apache2-doc FEIZEXRAMBZRIMESENSHAMLIRAIITE Apache FHt, EEMIABALTRE
AZEN, BRRMEZESEZRERHS zypper in apache2-doc, ZMiZE(RZIE, http://localhost/
manual/ 2 IFSH Apach FH=T#ER, EeI7E Web £/ http://httpd.apache.org/docs-2.4/ 2 (8]
B HET SUSE MECEBIRRETLATER R /usr/share/doc/packages/apache2/README.* H3k15,
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29.10.1 Apache 2.4

B X Apache 2.4 PRINEERITIFR, BEEM http://httpd.apache.org/docs/2.4/new_features_2_4.htmla,
BIBAFE http://httpd.apache.org/docs-2.4/upgrading.html 2 FRIGHEFMRE 2.2 F+4&%ZF 2.4 HEE,

29.10.2 Apache 18
BXRE 29457 “HNEESRT PEDRRIIMES Apache IBRMEZER, SIEUA T EKE:

mod_apparmor

http://en.opensuse.org/SDB:AppArmor &

mod_auth_kerb

http://modauthkerb.sourceforge.net/ 2

mod_perl

http://perl.apache.org/ @

mod_php5

http://www.php.net/manual/en/install.unix.apache2.php @

mod_python
http://www.modpython.org/ <

mod_security

http://modsecurity.org/ 2

29.10.3 Hx%x

BXRF% Apache 1RRFNF K Apache Web fRZ2BIMBMNESER, TN TUERIKE:

Apache A& AGER
http://httpd.apache.org/dev/ 2

Apache FF%& A B132#4
http://httpd.apache.org/docs/2.4/developer/#

5/ Perl 1 C 485 Apache f&1iR
http://www.modperl.com/ 2
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http://httpd.apache.org/docs/2.4/new_features_2_4.html
http://httpd.apache.org/docs-2.4/upgrading.html
http://en.opensuse.org/SDB:AppArmor
http://modauthkerb.sourceforge.net/
http://perl.apache.org/
http://www.php.net/manual/en/install.unix.apache2.php
http://www.modpython.org/
http://modsecurity.org/
http://httpd.apache.org/dev/
http://httpd.apache.org/docs/2.4/developer/
http://www.modperl.com/

29.10.4 EHtER

INSRiBEETETF SUSE Linux Enterprise Server B9 Apache RJ[a]#, BEE “RABSEER" , Wit
A: http://www.suse.com/support?, http://httpd.apache.org/ABOUT_APACHE.htm| 2 12473
Apache IERINE, LIUERERELLARSS 88 AT A#WF A Apache,
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http://www.suse.com/support
http://httpd.apache.org/ABOUT_APACHE.html

30 {EH YaSTiZE FTP fR3 238

{83 YaST FTP R 55 2548tR, RILMGHENEE J FTP ( XEEEMINN ) RSB 5E. EBRAFPF/SHZ5HE
IER9F FPETBOE R RIRRI T ENFHER FTP MU TS, RIRECE, "TRERRTLARE M4 E5E FTP RS
83, YaST {£H vsftpd (FEEL LM FTP FIPIER ) .

R YaST FTP RSB BBIRRELM R AP ACTH, ELKE yast2-ftp-server &,

E(FER YaST & FTP AR 28, EMITUTER:

1. $TFF YaST 2RI RN LEARSS > FTP AR5 25, SXBA root BiEfT yast2 ftp-server @

PO
~o

2. MREMRAKRLREM FTP BR$528, YaST FTP fRSBSEEIERBENRHISEREER KM MRS SR, %
£ vsftpd AR5 22 MIAZITIEER,

3. FEIIHEER, EE FIP RS B[BIEMNED, BXIFMER, BHSNE 3017 "B FIP RS
EENMEES, BEE FIP BR. MER. XHEIZBBNsHEhSs. EXFAER, B8

MEE 3027 “FTP BHIRE" .

FEIEEEEET, IRESHM FTP RSB[AHMNSHE. BXEFRER, BESNFE 3037 "FIP M4
RE"

ESMEIEEES, REERAFN/SEELIBMRIENAFZEIAER FTP fRS2E. BXiF
WMER, BEUE304T "E£E,

ELEFIZEMWIEER, BE FTP IRSB[HVRMFEN, SSLERMPAERE. BXRFRER, B8

MEE305% “EXRE" ,

4. B MREFEE.

i

30.1 25 FTP ARk35 &8

£ FTP o3 HEERAR S EoIMESR A, 1RE FTP WA, PIAERAS|ISHARIB M EARS 2BEFFH
BElRS ez EERE, WMRANEFEK FTP EEERED FTP RS, BEFEL xinetd,

FTP ARS3 23RV SRTIAS R/RHE FTP Eo3HEERYT T A1 K AR, @B EHIEE5 FTP REDI FTP AR
528, EFILRSE, BRGAFIE FTP, BRSRRER, BHIUNRFREAERED FIP, ER%
FLEB AR ERR T REFENEE,

FTP EENFERERIFTIE AR S ESR S ERFTAEY FTP ARS3 28 vsftpd 8k pure-ftpd, MRFERSZBEER
R, FICAMEEMNZE#R — SR E S B iR,

ju
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o

5 {HIiE
LFEE
Fiw Z3M)
FTFMEA
WHPRA: FTP REET
RS FTP(S)

SRR EFEES) FTP(VY)

it i -

. ANO | | =

30.1 FTP fRZBEE — Boh

30.2 FTP BHlizE&

£ FTP Bl EMIEENE I EERP, IIREERED FTP RBH[ESERMIVUDES,

WMRIEFR Chroot (EI AR, ERBERBFAEAMAFRBRARERFEEB R chroot jail F, LRIz S
HZeto@, LERERFPHE LHITIRHHITINT A, FTLABRALIEDER S %I,
WMFRIEFIFH BTG, MRBAAE FTP &K IEREREH,

BILAPR I E R /3 E @ S0 IIERI R~ umask IR HFRIIFRIINPE, EE S Umask R
ERBRFIREXHCIEENE, T BT HIERIEINAFT Unask FAEBESMKRIEMAFIZEXFEIE
B, BENAARNTEISEN/\HEHHF, BX umask WEZER, BS 0 umask FHTT (man 1p
umask ).

EFTP HRIERETR, REFATERAFMNEETSMNIRIEMAFMNE R, 5] UAMNER G RFRIEE
BERANBER. BERAFPWEIAFTP BRA /srv/ftp, BiEE, vsftpd FRAFFAERFPERWIILE R
HITERIE, B ntIEHFEERBAFPMNE TR FER upload,

@ SEE: FTP BRISF AR
pure-ftpd BRZBBAFERBRA ) FTP BREILAH#HITEIRME, TEARS B[ ZEItNRE, 7EtIiRE
vsftpd BRZ 28281, BEMRIER pure-ftpd 89 B RF RIS iF ]I 2 MilfR.

384 FTP BfligE SLES 12 SP2



30.3 FTP t4BEIRE

TEEEENHEESR, RESFM FTP RSBEENIFNSH, S ARNEN B RIZFEEFIRTE FTP G5 <ER]GERTE
BIRKMNE (Ao REN ) , INRKMERTFIEEHIRE, EEFFIHRSETF., 2 IP s AEEIRE
TEIMEANIP ihEENREREFIERN., AR FPABE TEENEREFIHR, TREMEFimERE
K2 HBiRER,

BRARIUERIZRERE (A KB/s BE ) DRREAME B TS M IEIENA PR S EEFERE i
MEEAFPEERERIREN, BRIRENEIMEN 0, RRBIBEZEENZRSG,

304 £%E

FESHRIBNEENER/ZAESAPIAMAFESRP, JRARERIFIRER FTP IRSR[IAF. &
] ATERA MIEINAE R : (NAWERBAPIRFILRINR, (XAZESMNIIENAR PR FUER R 0 mihsEE
FIR 12 Fihel 1R,

INRFERAF R R XA EHE FTP BRS523, BEPS M IEIEE CHESRFPRI 21T L3, L, @il
EPHENEEE] U NERRF EHENEIEE R,

@ IR vsftp — RIFEBAF LENXG
MREBHE shtpd M5B ERLESALTU LHXHHARER, WESEES FIP BRT0)
RAFTERPBESIRNT AR,

305 EXIRE

FTP BRS3 B3PI BAFE XN EMEN Tiz1T. BIABRAT, RSB[ARMRATIET, ENRIEMNELR,
BEGHIER L R EMEERRE AR IIEUED, el EARS R EATRIERNIKOEE, HiER:
RE W ENE R/ im O FIR R U & K ORI,

NRBAEE FIRTIARSS BB 2 EHITINEEW, SIS SSL, MEBEFFHIMIARE, FBERT SSL M=
EHERY DSA IEH,

MRIEHRRR P AEIRP, BEPITITONETRE RO USAZE FTP fRS523HER,

30.6 EZER

BX FTP RSBVBMESEE, B3M vsftpd F vsftpd.conf KIFMHA,
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31 RIEARSSE8 Squid

Squid 2/ iZAF Linux #1 UNIX FERRIBBIERLET. ZIRTEDFBERKFIEFMITR (FI0 Web 5%
FTP BR$588 ERIEIRE ) fMFERBEK TFIAER ( 5RSRMEL ) NitEN L, FTUESMERPIRE
T, UMHRIMEENRLAFPKIAZERMWERT, HEEANRENRAEEMRENTERASE, TUAE
FE &N squidGuard BIRE3KTE Web AR,

Squid FTUAZ HRIEETT. EEREEFH (OXBERE Web KSR ) WNRBEREEQERS R, 2k
SEOEFMBERNNERE, ESRBIENREBRLAEFIRFTREEFTTRENREIE, BREFHHESP
—MEiRE, HENBFPHERE—NERE, SUNEEBREFREIZNR, XHE P iREIEIRNE
EZEARFEMEIIRES, TERRT UL MERE,
BRSEFRAIVBIELETZSN, Squid TR RS HAthIhAE:

o ERIERSBNEBRRZEDEREH

o RFABRIRIENE FPinE X ™28 ihREH FIR

o RVFEIEAR{ERE M N AR U545 E R DT

o HRUE RINEET )R TTRYZE T 58 = AT AR P O30 55 S) 1R

Squid A"E2BANIE, BER7ZY HTTP EEMNIE, ©X%# FTP. Gopher, SSL #1 WAIS ¥, BARZ%H
HhEFMIIY, OFFEMYESIMSIY. BT Squid R2H4E UDP XA FEARMBIREZEIR
B IneE, ALRES SHEAREFEHBAIZZH,

31.1 BXRRIBEEFN—LEX

FRNREET, Squid BIERGED AL, SMAESEERN, gBRESXREM. JIUN—EERZ
RIE, EEEME NIZEF AT RV R AR LB TF AT (8],

31.1.1 Squid f1Z&Z 2

Squid FTBASFIAIBESEER, BT ERANREBEFRHLENBMEER M E, BHAIFERIEL Squid Z4h
HFTEE FPimy M aRARSS B9 VIIE], PR Web EZSMIELNIELNEY, SUMEER, Squid ErT2
= H Web 1718,

NRBIXEEEEFES DMZ, RIBRZFELEKIEMIRE, 3157 "REEARE" R T WNFAKES
FARIE, EREEtEFRNWEE, BAEXMELT, ElIfFEERNENEMAEE.
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31.1.2 B1MERF

BIUERE Squid F/LANEBINTEENZERIEN KR, XHSBERALLEH, BEEARHMNERENR
MR, FIUNREEBRERERRER, MEBEEFEBENRBERELABDRBREFIRBRET, W
LEEL BT A 4 PR Bt 8RB R S B M BUIRR BRI &,

AT AREREENDARBIBRE, MEFRRERELWRINENR T HEEN, WTFBAREME, 512
MiER: AENFREE —MIBRSB[BHGHERZERNE, BBIRXNEEEE ISP NRIZBERE
[

FTAIX LB R ER B 7 UDP MY Z LiGiThY ICP ( EfSMER NN ) REE, BFENBBEEERET
TCP §9 HTTP (BB AMEIENIN ) KRAIE,

ATHIRESHEHBERNRMESE, —MBEEESAMERRNRIELE ICP BER, AERESIET
ICP MR Bl S X LB R, MREMWEINE, ENIREANRE HIT, BHRIGWE, WEEEM MISS,
MREMSA HIT Mz, REBRSBLREBEBBEEFLZLESNEERRIBRSBRIOEERRR
EMBAN RS2 T H, MRLEWRHFBMMA, ZERRKXEERXBEET.

@ ER: Squid MR REES
ATEBENEPAREFPHINREES, TEFAEM ICP Y, 90 CARP (EFFEIIREAIMN)
3 HTCP ( BB ALEFININ ) » MLEAREPHINREBS, KEIFTENRIIET K,

31.1.3 EEFHEFMITR

LB R R AT S W REBRNRFSH, FIAIaNSERMMITIER TLS/SSL MZAR., BT ERILEIXEITR
RENEBSEN, MUAEIIRSEEEET.

NBERRUREEBREFFIHR, RAZIRTRIBIRS MASHH—M, Web MIRIERS B EL
FIXLEIF SRS RIK HITRAVIRZS (80 “Last modified” 3% “Expires” ) CARAEMAIBEER, the]LAfE
FRfEENEBEETFHIN REE MK,
BEEFPHINRBESERLVTAMET BMET LRU (RERVER ) 2ZENEEHTER, XK
ERESMFRRR BRI ERKAITER,
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31.2 RHBEXK

AABREBERATRARAUWIAZHNRAME N H, BT RHESIERETEREYENNGEME, Fit
FERNENHIEE. MRTERE, BRARBREMSE—<, ik Squid EHlEELIEE] EREVIAE
TIFAIESEREMAERSHRE. U TFINRERERKRXERTENRARER:

1. RAM K/
2. CPUZEE/#PIE CPU W%
3. MIEBBEREFEHK

4. FEER/SSD M EUKRLER

31.2.1 RAM

Squid FIFRATF (RAM) KINSBIREFFHRNRBEERENX R, MEYEFERTFLLIER/SSD RIS,
E, ik Squid #ERBEBHWARTFIEEEE, FAOWNRH#ABELARBRIWENE, RAMEZEEFR,
Squid ERAEEEFRPEFEFNRIIAMNEEBFROFR, UILEXLHRIFENEER, Rtz

5, Squid REERFHREFEMEBNE, W: AECLE IP UHR, ERBRET. REBEKITER,
nRERITIR, ZAXKES,

31.2.2 CPU

Squid B&I ML, REELIBEBEAZRLVIINE (4-8 MIERZ ) , IHSNNZEERESHEE. 2B
HEIMZIDEIRAR (JBLIR ) FTRERMHRMEEE,

ERSMAZA CPUREZ, BIRESNIBANDBEEFRENITELIE MANERT, SLZHE
BHERZERAN.

31.2.3 MIERZEFHIR/
ENLBEEFR, HIT (ERPHIFERONR ) OBELR), BHRBEEERESRER, f

MERDEKEITRBRERIVERTREN. FI90, MREREFHIIAZE R 1 6B, MAFPEXNE
FTAM=ERE 10 MB, BAELEE 100 BRAR L HRBIEET,
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WMEMBBEEFANN\WRERNHERZSTERNEAEWER, 1 Mbit/s EENEXEEERR
128 KB/s, WMRFTBERETENBIRETF, 1 NIFARITENAZ 460 MB, (RigFTREAEHZE 8 /T
fERTBIERLREY, ABABRIFIAE 3.6 GB, HTERERE—MAZAZIRE LR, FrCARTAA BETFAIEN
HEZELH 2GB, A, EARRAIFR, Squid FE 2 GB MR BIRAFTF —RABREFIIEIEN R

o

[l

31.2.4 FEE/SSD KRR LEM)

BEEEFIETLEINERFER, MUALERESHENXE, WFER/SSD, tESRBEdUEN EENE
W2 220 (8] SRFEA LI EN 4 GER AR, Squid MEEAZ/SSD 1ZEREL S N E ARV EURIR —ARER R /)N, FLLFELR/

SSD Wi At ia)/iZEN M RELL HMIE T M EEEER,

MRBARENIE, SIHEWENE SSD FR/RRIFIERE, ERAEEN, RS MRINERIIRATEE

¥, INEMMESFERMNBREFER, FIRBIZEURETS,

SNSR(ER RAID R4, mIBLETHMRERIZS IS, N, HTFMHaEREE, B@%RER (K4 ) RAIDS
REMUIRE,

XHERFMEFRBELREE, A, FRARAREI noatime FILARRSMEE - Squid R HE CHITE

8, SLERFEMRARREREIATE,

31.3 Squid HEARX

MREARER, BELEE squid , SUSE® Linux Enterprise Server EEKIARR%E squid &,

Squid B7E SUSE Linux Enterprise Server RFSEEEY, HltLRTF/EFIERB, AR ED,
NOZIMEHITEEE, FHEVEEE—NBMRSZBNEEN, NRESEZEANSDNSEE, M
REHINIE)E, AERXMERT, BONZIEEBTRSE, BAWNRE /etc/resolv. conf FRIGME
DNS AR$528, Squid ERLEHM,

31.3.1 Bz Squid
E/35 Squid, EfEM:
tux > sudo systemctl start squid

WRABL Squid FER L —#2 BN, B{FER systemctl enable squid BHEZRS.
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31.3.2 MESquid RBIEETE
ERE Squid BEEIBT, BHERUTER—M7GE:
e i systemctl :

tux > systemctl start squid

L@ SR RIEH Squid BRE B &FiE&IRES (B17H) .

o {FH Squid &5

tux > sudo squid -k | echo $?

tbas<mmtiig 0, BEXEMAS,

B Squid R AL LRIINEE, \iEERN FEP—MTE:

o EHITMNE, EOTLMER&GHRSITLIA squidclient, BRI Web B3R HMA,

g% curl,

FEUF wget

5XETAARENZ, squidclient 4%5@5&?%?@'] Squid FYEXIAKIEIRE localhost:3128,
g, tNREEHGT Squid EEE, NEEEIHGSITIEDNE squidclient BBENERARRRIZ

B, BXIFEMER, BEN squidclient --help,

5 31.1 i@t squidclient RZHIER

tux > squidclient http://www.example.org
HTTP/1.1 200 OK

Cache-Control: max-age=604800
Content-Type: text/html

Date: Fri, 22 Jun 2016 12:00:00 GMT
Expires: Fri, 29 Jun 2016 12:00:00 GMT
Last-Modified: Fri, 09 Aug 2013 23:54:35 GMT
Server: ECS (iad/182A)

Vary: Accept-Encoding

X-Cache: HIT

Xx-ec-custom-error: 1

Content-Length: 1270

X-Cache: MISS from moon @
X-Cache-Lookup: MISS from moon:3128

Via: 1.1 moon (squid/3.5.16)@®

Connection: close
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<ldoctype html>
<html>
<head>
<title>Example Domain</title>

[...1
</body>
</html>

#1311 "i@id squidclient $22209ER" RERAVH AT M NERS
1. MRZEIERIRIRSK: EEITRIERT.

2. MEMEFRAE: EBTEENT.
ZRIEBEBEAT Squid, ES RENEMNHRLIT:

0 Rk X-Cache WEFIREBERIEAETTEN moon #9 Squid BIELETFH
(MISS),
LFHEMRFIBE®IT X-Cache, WEIUBIEE—/ X-Cache &k, ERHIE Web A
LBRNNEBERFREEMRD,

@ Rk Via BEFIFE HTTP hRA, HHENBFCARFIER Squid hRA,

o ERANILEEE: BRIBIZEHR localhost HiIFIHMIRER 3128, AREETURHIIE,
TEN BT BRRIC E2Es T 2 A G T EMN WS ERPIREMRIRS, BEMIZEUA31.1 &l
squidclient $#232RVIER" HARIIEMAXE,

ERTAFP AR FINEM R LGB Squid FIEEN, FEREENXH /etc/squid/squid.conf
B9IR http_access deny all @& http_access allow all, {BTEXHMAET, BEEEBELIEES
iEFT B ABBAZ(ERIBR A A (0] Squid, FELL, FT|E X ETHEHINHIERYARIANPRAY ACL (1AEIIEHIGTIR) .
ERREXHE, WNEMRHHKERDN Squid, BX ACL FNFAEE, BENE 31427 “iHEiEhit
m”

AR Squid ERRINENEAAMELL, BNEBMRZHENEESE RAERSRY /etc/resolv.conf
X4, Squid &7F /var/log/squid/cache.log X&HiCRBoNEMIIREA,

31.3.3 (B, EFEHMER Squid

EfEA systemctl reload squid FERkULIR(E, =&, £ systemctl restart squid ¥F Squid
VIEES=TN
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fEA®mS systemctl stop squid B[k Squid, XFEZE—LEAtE], EX Squid ZEETARE FimivERE
FISHHIEEAMEMASERIESM ( /etc/squid/squid. conf H#Y shutdown_lifetime it
) .

@ g 421+ Squid
fEMA&S kill L1k Squid, BN killall THRAER., BEEMBERH Squid, YABKIRIAR

31.3.4 %k Squid

MRZEFRER Squid ARSERBEEFRAMBEX ., EMRXLRNS, BEFBIFR /var/cache/
squid B%.

h

31.3.5 7Kt DNS k552

o

B A DNS [RSBBREBN, MEATHEREEECHE. ENEIEFETABMRSB[NMER, H
BrRIMELFEFHREENER T8 root BHMFARS 2FMAT DNS EK (1BE0 5 2341 “/25) BIND
EMARSSEET ) . WMETER LRIRME, BURTRAERERSME T EFREEIERE 7575 DNS,

&7 DNS
{EFnNZ DNS B, AFMARS RUBESERAEMERTIZFIRE DNS iS58, HBAR
A /etc/resolv.conf, FJLATE 4 /etc/sysconfig/network/config H{ERMNUT
sysconfig TELHIILLITl: NETCONFIG_DNS_POLICY , i%= NETCONFIG_DNS_POLICY E&
SRIGTE /etc/resolv.conf XEdiRhIAH DNS fRZ88, 745 localhost HYIP HiHHEE K
127.0.0.1, X#¥, Squid B8R —/BohFLREIX B At B FFARSS 28
AT EREENEMARS TR0, BEEEXH /etc/named. conf HHY forwarders Ti§
EZBAMRSSERE IP ik, INREAENZA DNS, W] EEIEEN BSEMLLIRIE, HiERIE
sysconfig & NETCONFIG_DNS_POLICY ¥4} auto,

F375 DNS
BETFS DNS, EBILEENB5) DNS BREARERSE, FIUREZEEE sysconfig T=E,
BE, IR DNSHEHATE /etc/resolv.conf X{&EHIEEAM DNS BRZ 28, LEoh, b
TIE /etc/named.conf XHEFHY forwarders FTFEIIECIRHEFMNEFSEMIRSZERE IP i
Ht,
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@ 1R7~: DNS FpsXIE
MRETTHHANE, RIHBR DNS EREEBIED,

31.4 BEEXH /etc/squid/squid.conf

FiE Squid XIZARSZBREERTE /etc/squid/squid.conf X417, ENRBD Squid BY, RINTE
AR TIEIER, BRINBEFHRVIARZHEMN, R localhost A, BKiAKOR
3128, MEMEEXM /etc/squid/squid. conf R T HXREMAIEMEDFITFS RO,
WEFEMEIRE, FILUERTFH # Ak TEARHTHEXITE, AEEEESHIAMEEX, At
NEREIBEFSMABREFSHBEESETLEM, MRTE, BREBFRRIVERT, TZITTAHEA
EMRAEBOIRE, X#¥, ErTRSMREEIAME, HEESEESHITIER,

O BEx: EFRERREEXH
MREMNERE Squid lREAEFH, BiNGREFN /etc/squid/squid.conf, FRNAARISHE
FHYER,
BE, ZXHHRRIRM, FRREMEDY Squid =, HLb, SNRZAEAIRR squid. conf, Squid
BRERTIEIER T1E,

31.4.1 —fRECEEIN

TEYE T Squid F—LEREEEIN, BHANER, /etc/squid/squid.conf.documented HZIHT
Squid BRFEREERINGIR, HRXMTEHEICK.

http_port im[]
X2 Squid T FiRiERFTANKO. EBKikimOX% 3128, {BHEER 8080,

cache_peer E#lE XA {IFig[d ICP IwO
IEE AT INE TEMNBRETNE, BEEENER—attETNEBREFH5EE
CHHENBEEMXRNTEN, I IBEXRRMER, XBAIBUR parent = sibling,
WF ENE, BHEEEEMAMMRIBBIRE IP ik, WF LIEED, BERENERPRERNR
OS (@%H 8080 ), iH4F ICP inlligER 7, WARKXMIERY ICP im O RN H Hixin O #IERA
SRH#EEX, MWigEh 0.
Zik Squid A Web J5EEMIERIEBI AN T, EZLIEEER ICP MY, EATLLETEN default
0 no-query EDRLILLEE /Y,
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cache_mem X/)

W X Squid BTRFEAEEMAEAN. Bk 8 MB, TRIEE Squid WAEEREE,
BRTa BRI,

cache_dir fEfFEE BEEFERX BEEFAN 1 FBX 2 FBX

cache_dir EINE XHBBEREFMHE R, 7 SUSE Linux Enterprise Server EHIZKIARRE
H, Squid REEIEHRIEBEER,
GO (A7 AR T EAP—4:

o BETERMMEFEE: ufs, aufs (BNIME). diskd, X=MEBHFR ufs EEFEI
TR, AT, BA ufs fFR%ZD Squid LIZM—E85E1T, B aufs BRESMLIEFIE
17, ™ diskd NERSIRFIHEIE, XRREFHEE B ERERME /0 MEELE Squid,

o ETRIRENMETARA: rock, LHEFHRIUKEITRE-—BIREXHE, EFEMNIREA—
RS NEERNIRFET ( & ),

TXHEINAET ufs MEFRENSH. rock WSRBLERE,

g H T REEBEEFNER, BiAk /var/cache/squid, iBiEZEF AN BiZBRNE
AR (BAIRFTIRENM ) , BAREH 100 MB, BRHIRE HF]AHEZ(EH) 50% FI&AK 80%
Z [Bl§{E,

REMME (1 REF 2 FEFX ) BEBREFER HEIBNFERBE. MABAT, £
RETFER THHE—RZEE 16 M FEX, TEFHNESINFERTEIZ 256 M FEHR. REXEE
RNiZE, ANt SHERTESSH MR-,

MRESNMEEAZ—MBEETF, BHEERIT cache_dir,

cache_access_log HiEH,

cache_log HEXH

cache_store_log HiEX#F
X=/MEBUEE Squid A FICREMBGIRENEEZ, BELEEXEHITEMENR, MR Squid H
BiTE, NeJkEFERBEEFMHESXGNRBNS M HE L,

client_netmask MZ&i&H5
LEETR 78 18T N AR F IR 1 B S S R R & F imey [P dudik, fI90, 2245F IP #itAIR e —A1iR
BH 0, BIE 255.255.255.0,

ftp_user HFHF
IEE AR FIRE Squid RiZFAFER FIP EROS, BELAEEBMBFHGitit, BrE
L FTP RSB BN EXEE D RBIEBMIE,

cache_mgr EFH4
R Squid BIhERIR, S EULE FRREFH X —FiRH. BAIAJ9 webmaster,
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logfile_rotate {2

WMRIEIT squid -k rotate, Squid AIARFHEBEENH. EUEREPSKLEXGRS, HEEIX
MEEERESRIANXYE, BHIAMER 10, BEERHESH 0 R 9MESEH,

A, 7E SUSE Linux Enterprise Server £, BEXHHEHZELER logrotate MEEXH /
etc/logrotate.d/squid BITHY,

append_domain g

€A append_domain RFI{EE S ARFEEE BaNENRIE, BEELLEEEECHE, ELENS
BFHRIEE www HFERIEE K Web ARS3 28,

forwarded_for 7S

MMRULEITGE N on , HFREBRING TR —T:
X-Forwarded-For: 192.168.0.1

NRFUGETNRE 79 of f, Squid R ZFFIREY IP U FIRERFMM HTTP BRFERR,

negative_ttl Af[d],

negative_dns_ttl A5
NRIRE TIXLEIN, Squid FRBEREFRLLIAEN, U0 404 M, AfE, EFELLLH
&K, EMESRZTIREEIA,
BUABERT, negative_ttl i®E% 0, negative_dns_ttl i®EH 1 minute, XRREKIA
AEBIELETF Web BRI, ER1F DNS BRI 10RBELET 1 578,

never_direct allow ACL Z#i
ABALE Squid IFHZEERBREFMEVIER, FIEREIT never_direct EHIEEER S —ME
B, EXwNCHE cache_peer PIEEZNE, MRF ACL B IEBER all, WABEBERERE
BEIEEAA RNIE, GRNXeJREEMVER, Fil, SEAMNREEIE 7THREMNERANSIES

BT E S B e B R MR,

31.4.2  ij3[a)f=H]EIN

Squid RIFHEIFIRIBRARIERER T —ERZBNA LR, XLE5RIEFHIFIZR (ACL) #BRE Szl F L EA N
%R, £ ACL ZRIWMIFEENX ACL, —LeEXiARY ACL B2 7E7E, W all #1 localhost, B2, X
NE X ACL ARERESLFRNF ACL, RBEEFEEMEM http_acces #MME, ASMNA,

ED acl BUEEINRET/R:

acl ACL_NAME TYPE DATA
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BEIER R ST S XA

e Z%F ACL_NAME BJLMEEIZIE,

° WF TYPE, /etc/squid/squid.conf 3Xf4#J ACCESS CONTROLS ZHRIEM TSN AERVE

5, #&=T A ARANBAERE,

o DATA BYFABEURTF B4 ACL KE, the]AXXMriREY, flgn, “@id” EHE. 1P hksk URL

BX ACL MNKBIIFMER, BB MW http://www.squid-cache.org/Versions/v3/3.5/cfgman/acl.html 2
89 Squid 3244,

5 31.2 E X ACL #1.0)

acl mysurfers srcdomain .example.com @

acl teachers src 192.168.1.0/255.255.255.0 @

acl students src 192.168.7.0-192.168.9.0/255.255.255.0 ©
acl lunch time MTWHF 12:00-15:00 @

o
e
©

o

Itk ACL¥% mysurfers EXHRKRE .example.com FHFFERF (HIP MREEHEE ) .
Lt ACL ¥4 teachers EEXAITEWNL IP #HELA 192.168.1. FLHIAF,

It ACL¥E students E X ATTEN IP HHtlA 192.168.7. . 192.168.8. 3 192.168.9. 7
SKHIRF,

It ACL ¥ lunch EXHEM—ZEMAMNHRFEITF 3 RZER)— M EE,

http_access allow ACL Z#f

396

http_access EMXIERTUAERANIE, URIEREBIHRIERSEN LT ARSE, WFUGEDR, BRE
X ACL, EXHBELZENXT localhost #1 all, &EnJLBAET deny 3% allow 3E4EELAIFITEL]
fifEl, ATUEIE—MESEEHE http_access £EMIIR, ML THIRFLIEESLE.
RIEL IR LS 5217 IE4E 150 #8 R URL, RiE—IMNIA4%RE http_access deny all,
ZETEIFR, localhost BIRERIAIEMEFINE, MATEHEMEN LEPHIELISE]:

http_access allow localhost

http_access deny all

ERN—MERXLEMMAREIFR, teachers HLEELOEREM, students ARBEEEH—F
ER AR ERE5[E):

http_access deny localhost

http_access allow teachers
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http_access allow students lunch time

http_access deny all

PRSI, BEREXH /etc/squid/squid.conf HYEETE http_access EIMIEEE—
MNERTER,

url_rewrite_program f&%

EALLIEINR] LAFEE URL EBER, 30, E9IAR squidGuard (/usr/sbin/squidGuard), B
FRELEARFER URL, @I LR, =]UAERNRIESHIRIERIE S ACL #IARE A FES 5IEH
E 1],

BX squidGuard FiFMER, EERE 3177 “squidGuard” ,

auth_param basic program iz

MR ENIE EXAPHITENRIE, HRE—MENAERF, 9 /usr/sbin/pam_auth, =
BUXVii8) pam_auth B, ARSI FEEREAFBRNOSHEREN. LI, BLFE—
ACL, MEIERBENERNZF iR seE AR :

acl password proxy_auth REQUIRED

http_access allow password

http_access deny all

7 acl proxy_auth MEIIF, {EF REQUIRED RRESAEEMMAAEE, REQUIRED FaE
BRARFHIRFRIIR,

ident_lookup_access allow ACL &
ERLLIEIN, BJBAETT ident 53K, BAMEAEED src HACL EXBIFMBEEFHRES T RAFINE
. W&, AINMBEEFPIRERLED, 2F ACL &5, WNMATEXK AC all,
ident_lookup_access REMFIBEE Fin&WIIETT ident SFHPFERF. 7E Linux b, &aT
pidentd (& pidentd ) FAfE ident sF#FIEF, WTFEMRIERS, BEERERRGTHE
F. ABRRE ident ERMINNEFinA BRiA0E], BT XARMAY ACL:

acl identhosts ident REQUIRED

http_access allow identhosts

http_access deny all

7f acl identhosts ident &I, {EMA REQUIRED RINIEZFEEMIWAFE., REQUIRED
T B RIFNAPRIIR,
£ ident SIELEiHOIATE], EANEBMEKEEEE ident ZIXILIE,
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31.5 BECEERRA{CIE

(EARIEARSS BB — AR TVAN T : Web X2 RNIEARSZBNREIROLXER, NIBRELSRIXLRFE
R, MARENREEEBEERFT, ~d, AREREAT, Squid FERREREIREN:

s MRHTFRELER, BWMEEFREERNERNEERM,

o IRAMBEEFIKEVIAERANIE, TREFHEREEX—R.

° MRMEPRWRIZEHR,E, BERNEEFhserBHFRERE.

ERRESEIKFFEIE Web HI5I2ZHEXR, EILE Web 53282 IR FTEKRTIE, EFARFEENTR
B4, MEEX, BNORIENAFMSZERN,

T2 31.1 SQUID Z&XERBRIE

1. £ /etc/squid/squid.conf BJEIN http_port {THRINSE transparent :

http_port 3128 transparent
2. BR5 Squid:
tux > sudo systemctl restart squid

3. i%E SuSEFirewall2 LAY% HTTP ;ZEEE[@E http_proxy HIEEMIKO (7E LEARAIS JEEO
3128), Ak, ERBEREXY /etc/sysconfig/SuSEfirewall2,
KRBIBRIRIEERNR A TIRS:

o GFIE@MEYFM: FW_DEV_EXT="eth1"

o GEIEML: FW_DEV_INT="ethO"

TERG KIE LT SUEARBIERY (SMEB ) ML (GNESSFM ) iA1e)fim OFIRRSS (IEEW /etc/
services ), £ FfIAR, XITIMERIRME Web BRSS:

FW_SERVICES_EXT_TCP="www"

TEXBGXIE ENES (NER) MLE5RIMIROAMRS (BS W /etc/services ), BE&EIT TCP
#1 UDP:

FW_SERVICES_INT_TCP="domain www 3128"
FW_SERVICES_INT_UDP="domain"
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399

X Fial Web ARSS5#0 Squid (Squid FIBKIAIRO R 3128 ), ARSS “t&” 1K DNS (=B
). RSREA. &N, RFNLEHFEFRERR domain FiEF FEANEIIRESN no BIH]:

FW_SERVICE_DNS="yes"

IR FW_REDIRECT IFEEE, AINEATIE HTTP REXMEEEINSERO, EEXEHTIEIR
EARERFRRERTHIBE:

# Format:

# list of <source network>[,<destination network>,<protocol>[,dport[:1lport]]
# Where protocol is either tcp or udp. dport is the original

# destination port and lport the port on the local machine to

# redirect the traffic to

#

# An exclamation mark in front of source or destination network

# means everything EXCEPT the specified network

o
= |

1. FEELRMCIER BRI A ERMLEEY 1P thiik FNRYLE 4D,

2. BEXLEEFIRIERAERN IP iﬂziltﬂ]ﬂ EHERD, WMREARIR Web 528, BIEEMLE
0/0 (RR “EESHUABER)

3. BEREREREYLEZ O,

Fll

4. BMEMBXLERESE@RKO. EFENRGF, Web RS (K0 80 ) BEE@MEINIE
w0 (%0 3128 ) , MREARMESMEHRS, BEBNZEFRATHRIBENL
BT Squid 3Z#F HTTP LASMOIMY, B elLUGER M Ethin O EE@EZKIE, Fla, Fa]
MEEME®O 21 (FTP) #iwA 443 (HTTPS 8% SSL) .

EE, ¥TF Squid BEE, ERTAEMA:
FW_REDIRECT="192.168.0.0/16,0/0,tcp,80,3128"

4, EEREXY /etc/sysconfig/SuSEfirewall2 §, iE#fR* START_FW iX—IRiRE H

llyesll .

5. B35 SuSEFirewall2:

tux > sudo systemctl restart SuSEfirewall2
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6. EMINRB—tNESE, BHE /var/log/squid/access.log H# Squid BEXH, ERMAT
BinAREHEEHEE, BANEZIMIERHTENTATEN LRI OHITHAE, 86 Web IRS
(w0 80) Mz K., EEM nmap PR, EHfEM:

nmap -0 IP_ADDRESS

31.6 {EM Squid BBREFZILLE CGI 0
(cachemgr.cgi)
Squid BiRLEFEIEES CGL O (cachemgr.cgi) —/ CGl SLAERF, BT E/RIEIBEITH Squid #iz

T ARTFIEXATRT. ILRERERRSBWELT, EEBEEFNEERITRFHN—MHERE
737

iT#2 31.2 1% & cachemgr.cgi

1. B4R Apache Web IRBBIEE ARG L1517, & 29 E “Apache HTTP fR5583" HFI/RECE
Apache, BEESNE 2957 “EH CGIMA" , BE Apache BHEEIBIT, BFEH:

tux > sudo systemctl status apache2

WMERER inactive , EBTLAfER SUSE Linux Enterprise Server 2XiAi& & /25 Apache:

tux > sudo systemctl start apache2

2. M7E, 1E Apache F/EF cachemgr.cgi, EMITILIEIE, BHR ScriptAlias SIE—MEEX

%,
fEBHR /etc/apache2/conf.d REIBZXHEHHIFHGERER cachemgr.conf, HEBRMMUT
NE:

ScriptAlias /squid/cgi-bin/ /usr/1ib64/squid/

<Directory "/usr/1ib64/squid/">
Options +ExecCGI

AddHandler cgi-script .cgi
Require host HOST_NAME
</Directory>
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¥ HOST_NAME Bk AEENFAE cachemgr.cgi MITENMENE, X, REZHIT
SN 8eVIIR) cachemgr.cgi, BERFMEMFMEUIRIZXHE, EXfER Require all

granted,

3. * R Squid 5 Apache Web BRZ2#ER —&THEN LB1T, WEFX /etc/squid/
squid.conf HITEMAER, BFEKKE /etc/squid/squid.conf BEBEUT/LIT:

http_access allow manager localhost

http_access deny manager
XJLTRFEMNEECHITEN (localhost ) iR BEERERE, EARRTFNEMME G,

* N8R Squid 5 Apache Web FRSZ BEARITEN L2817, EEEHRMENIMIEN L 2FMA
Squid B9 CGI A iA[R], EXARSZE3HI ACL (1§ WEB_SERVER_IP EiAI& Web AR 2509

IP bt ) :

acl webserver src WEB SERVER IP/255.255.255.255

WBARUTHNBESEREXMGT, SRNEERLL, RERENANZHN, NI, IFR
BE,
http_access allow manager localhost

http_access allow manager webserver

http_access deny manager

4. (FiE) #BFIBAJ cachemgr.cgi BE—EHZ/1O<, XL RIFRITESRME, FIILTiE
ANBREFNEBBREFNESFER. i, BEAEERN—IHNSNMOSHRITFIIRET

RECEIEIN cache_mgr #1 cachemgr_passwd,
e, EZLRMATFAHITEMNKIEENTEFTRSIT. RE8, 60 2HiHHENFIE, RITFERO
< secretpassword tIREEVIER, URTEBRAEFEMINGE, SERUTEE:

~

cache_mgr user
cachemgr_passwd none index menu 60min
cachemgr_passwd secretpassword offline_toggle

cachemgr_passwd disable all

cache_mgr EXFFR, cache_mgr EXERWANOS fIFHRLEIRIE,

none 1 disable RHHAX#EF: none RALEFMWANOS, disable REE2HAIIEE,

B3R cachemgr.cgi GEFLEAEETEMNREIIR, ETHREEXGTEINMSEIEE, BE
BRIETI URL 1 &operation= FEMFFH, all B—MIKX#ET, RRMEERE.
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5. BEEEXHEREEMRE Squid 1 Apache:
tux > sudo systemctl reload squid

6. EEBHRIHTF, B%2ILHIREN cachemgr.cgi T1, il http://
webserver.example.org/squid/cgi-bin/cachemgr.cgi,
ERIEMIARS 2, MERE, BREEAFRNOSL., ARBEHLNETARENRTEF,

31.7 squidGuard

AUHENHRRERR squidGuard FIFHEEE, MRARNBRIEFHAERZEFRLERIN, ERA
THEEE R, BEEN squidGuard B9 Wi http://www.squidguard.org 7,

squidGuard  —FRAT Squid BY%2& (GPL), RiEMRENNTIRRR. EE@@BMILRIEGIEES, ERAE
BTLAEHY Squid BFE X SMiARIMN, NMARAFEMUARRIIRS, squidGuard 8/ Squid FIRESE
EEED, squidGuard BTLARITUA T I24E:

o JFELEAHFR Web 1/ [0] 1 BRI 0 R BE 510 — HRT#E 2 AIE AN Web ARS3 833K URL,
o BRG] RELT HAVRERBRE T HR Web BRZ285X URL,
o BFLEFE LA FIAR S —HIENRIA B 15 LEHY URL,
o BEFM URLEEEZEET CGIHY “Ee” FERIMH,
o BREMAFEEOEEIMRE,
o FHERBRETEMEZA GIF,
o ERETHIE. BHFEX. BEFNAELEFN,
° WAERFAERREIN,
squidGuard 1 Squid ~NEEAF:
o YiE, WIRENEFEENEHNAINA,

o YpiE. WIRSIEE HTML BR ABIAIES, 9l JavaScript,
iT#2 31.3 1% & SQUIDGUARD

1. #E(EHA squidGuard Zal, E%RX squidGuard ,

2. RERNWEEXH, 91 /etc/squidguard.conf, BIFE http://www.squidguard.org/Doc/
examples.html 72 FIEIRERE, UEFIEIXERNEFXNEEIRE,
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3. BRR, gl “iE4eisE)” HTML DI@Esk CGI D1E, MEEZFIRERIITERZREPIIMIE
B, Squid ATEEEEZIE, BB INER Apache,

4. MiE, BEE Squid AER squidGuard, A /etc/squid/squid.conf XHARILATIN:

redirect_program /usr/bin/squidGuard

5. &R redirect_children M3 —EMEEEZITEN LETH “EE@” (FELHAHE
squidGuard ) Hi2®, REMHIZHS, FIFE RAM B2, SZWNERARNNRT, Fm 4.

redirect_children 4

(o))
wil

&, BiTiz{T systemctl reload squid ik Squid REFHFHEE, TE, =TLAED XTSI
iR E,

e

7

31.8 {&H Calamaris £ EFRES

Calamaris @—" Perl B4, FIRUA ASCII % HTML &N AR EFIERIRIIR S, ERTURIEARN Squid
MRl HEX ., Calamaris BIFETTA http://cord.de/calamaris-english 2, Lt TBARETF SUSE Linux

Enterprise Server BHIALKEE — ZFERE, 1§%* calamaris f,

BA root BMER, ARKA:
cat access1.log [access2.log access3.log] | calamaris options > reportfile

ERZSAAEXAR, BRRIXEAERR EIRFHS, REOEIIERNE, XTGBT
R : N EFI—HFZRANIE XA, =XfEM access{1..3}.log,

calamaris ®JfERTED:

MWL ATERARES

BA HTML 3 IR S

EREREL B ZH B IR

BXAAREEMMIFEMEE, 7@ man calamaris EZIEFHFMITIHILE,
BRUREIGNT
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cat access.log.{10..1} access.log | calamaris -a -w \
> /usr/local/httpd/htdocs/Squid/squidreport.html

XM EBRA Web lRSB5B[FE R, FRET Apache REBXLERE,

319 EZER

418] Squid B9ETT http://www.squid-cache.org/ 2, FELERIHEE] “Squid ABFIER" KB X Squid WAE
FAQ (B0 @fEE ) 5.
LEMAE BT http://www.squid-cache.org/Support/mailing-lists.html 2 124 Squid BIHRAFIZR,
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32 {#£F SFCB HYET Web BY1E

321 IE_.]/\EF[I&ZIK@%/L.\

SUSE® Linux Enterprise Server (SLES) &t T —HEFAMINEN TR, ATFH—EEAENTERSAM
g, FHAR9DIARR T ELI Distributed Management Task Force Frig HBARE, U TFECEEIRT ©1]
FIEAA N,

Distributed Management Task Force, Inc (DMTF) @5 4R FEFMIMEEEITEF LR E, it
MNWBERRE—EENENITR, ARHENEES. MAER, FTERFEEIFIEERRRTTE, DMTF
WERERIFLERRERARAEIRANS, WINRRAAERMI TEEMZARN, EF Web BIEIE
EMEAERRILEEXRERAZ—,

ETF Web ik IV EIE (WBEM) 2—BEERMARIMITERA, & WBEM HNEEIRA— B i+EIFME
MERE, ERRITWRHTER Web RAFERIFEMMEETRSE, WBEM HUA T HREHERM:

o HURIREL: BRGEEERR (CIM) irE
o RBIOHSE: CIM-XML 4Rr3 15T
o (EHNE: BT HTTP B9 CIM $24E

BRGEERARMARAEENHSEEEE, EHTEBRTIRENSM, REEERA. WE RS
NAEFZERGERER. CIM GFMED — CIM F5EH (M HE,

o C(IM HEEHIRES, hRNTHE, THRAREEMERTEN, EEXARKRTRELEREUR
BXHIARE, TEANTRRZE. BUEMNGE, TREOSIFHERESMABFERENEE, RS
EEREERIEE,

o CIM NEFJREFLIMER R, CRUEBBBEHMXEKNEES, SLLTRESERITESESR,
FEZERA AR X TREMREATAER,

“BREEEANREESR" (CMOM) B—f (M WREEE, EMIHEE, E2—MRIE (M iR
EEENRINARERF. C(IMOM BIE C(IMOM RtFEFS CIM B s (BEEREERANMUE ) ZIEHY
@ifl,

CIMOM 12727 27 CIMOM WITE Fimk AR F BRI EESHNRG. S MREELHE CIMOM 1
XH—PHENHHE, IEREEFERSEEFRE

Standards Based Linux Instrumentation for Manageability (SBLIM) Ri&iTFARZIFET Web Ml &R
(WBEM) BT BE%E, SUSE® Linux Enterprise Server EF&A/\#l1E CIM H11 2589 SBLIM I B 12 {89 FF
R CIMOM (3 CIM ARS8 )
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N CIM 7727 BT AT RIREBREERARIMER CIM fRS28. BRI ARMRFRRILS
28R, ERETAMINERN, 2 CMPI RH#IERF. CIM-XML wiBFIEIET 51850 (MOF), BRI

RiEME, FENERMIEFERBNARINIEE. ERRESZAR, AAEESMERDIN, Fl0
HTTP, HTTPS, Unix iHE#&EF. Service Location Protocol (SLP) # Java Database Connectivity (JDBC),

32.2 1x& SFCB

FiRE /IR CIM P2 (SFCB) BRiE, B#1R SUSE Linux Enterprise Server &ixERIE)EE T YaST FR
F9EF Web BRIV EERN, EEREFAMEHZRIICEGTHRSSE L. BRENRALLETU
Ta:

cim-schema, BR{ESEE (C(IM) NE
B EAEEER (CIM), (M 2iFAMLEHEWIMERIARSIBEEMERE, CIM BIEFEA
B, HSEENXSHMEEBRERNIFAES, BEVIRESPRERLGAR,

cmpi-bindings-pywbem
BB Python FE AFIEIT CMPI 2288 CIM RRIEFZFRIERCES,

cmpi-pywbem-base

BEELRRS (M RILERF,

cmpi-pywbem-power-management
BEET DSP1027 B IREIRRHEERF,

python-pywbem
BE1ET WBEM tHiXiARA CIM B#IFERERFEIHZEITRA Phthon #&RIR,

cmpi-provider-register, CIMOM A4 {EFEFEMLBIERF
BENLHERF T CMPI ZEZFE A CIMOM FETF AL LNEA AT EM.

sblim-sfcb, /& CIM 9127
BE/NE CIM RNiER, EREE HTTP hiXs5 (M BEREF—H (M RSE. EINEER
X, SAREXY, BLRESHRARNMFRBRIIFE, SFCB Z2#:81Ed Common Manageability
Programming Interface (CMPI) 5 AHJIR{HLFEF,

sblim-sfcc
BE/NE CIM B FiREEIBITREE,

sblim-wbemcli
B& WBEM @32 1T E, Ef—MUIMGES{T WBEM BEFiH, 15 E8E4ANAREIRES.
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smis-providers
BEATE Linux XHERZE LAEESFHIREBREMRIER, XL 51ET SNIA §Y SMI-S SEEEENX
4%0 Copy Services Bt & X1,

O AE EAEEE) BEG KER0) #R0 @ A
\BEW | ERE | #RO | REET) | EEF |

I -
T a BxE (FH)
5 TEEE - S— "ﬁﬁ - =& (AR
fein <4 patterns-sles-Minima BNRS (8
U % FIPS 140-2 HiE €] % patterns-sles-base SEEAL 12-711
O MRS 25 # cim-schema Commen Information Model (Cl... (2.40.0-1.13)
O = TER ¥ cmpl-bindings-pywbem Adapter to write and run CMPI-t... (1.0.0-1.9)
= & cmpi-provider-register CIMOM neutral provider registra.. (1.0.1-3.1)
| ‘@ BB FRIEI AR 5 28 # cmpi-pywbem-base Base System Providers (0.2.0-21.14)
[ &) Web F LAMP B3 & cmpi-pywbem-power-management Power Management Providers (0.2.0-20.13)
) 2 libvirt-cim CMPI-based CIM provider imple.. 0.6.3-5.7
o Infiniband (OFED) # openwsman-server Openwsman Server and service L. 2.4.11-20.9
| @ B % # patterns-sles-WBEM ET Web f b 12711
O () DHCP f DNS JR&538 D
‘ ” BEAE) | BARMIED | Rt | IEAV) | XHHIR | EMAS
O EIRH5S (LDAP) — N
=) patterns-sles-Minimal - /D84 (%)
O Sy sae mmiEsmsSm
] % Oracle RS EEA
O B wmzngss
O B xen mpinznmses

SE BT Web poggEm

| mHo || 22w |

32.1 &F WEB HR I BB EX A BikEF

3221 ZTREfMIRHER

SUSE® Linux Enterprise Server SR EFEBSETF Web MR BBLREXFLEMIEI CIM RETE
FF. (ERIBATE YaST MG LT RIFRPIZEER sblim-cmpi- RAEHRENETIRMEZRRS, XELRH
BFERETSMAREIRES, FI90 DHCP, NFS RZESHIRE, TRERT SFCB WALRHEEFZR
BAM.,
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XHE BE) EEG) EHEO)
EEW) v HRO | RPMAR) | EEFE( |

ETA(O)

M) FANH)

sblim-cmpi- v

ERE)
HRER

7 AR

¥ REFK)

v EEM)

TREAQ

"I RPM "Provides"

v a8

+ sblim-cmpi-base

[ sblim-cmpi-base-testsuite
O sblim-cmpi-devel

+ sblim-cmpi-dns

[ sblim-cmpi-ethpert_profile
[ sblim-cmpi-fsvol

+ sblim-empi-network

+ sblim-empi-nfsv3

[ sblim-cmpi-nfsv4

A= BRE (AR K/

SBLIM Base Instrum... (1.6.2-3.70) 333.6 KiB
SBLIM Base Instrum... (1.6.2-3.70) 25.3 KiB
SBLIM CMPI Provid... (2.0.3-6.67) 5.1 MiB
SBLIM DNS Instrum... (1.0-0.3.6) 3.6 MiB
CMPI CIM provider ... (1.0.0-30.6) 64.3 KB
SBLIM File System ... (1.5.1-1.6) 160.1 KiB
SBLIM Network Ins... (1.4.0-2.6) 181.6KiB
SBLIM CMPINFSv3... (1.1.1-1.6) 158.8 KiB
SBLIM CMPI NFSv4... (1.1.0-1.6) 150.7 KiB

"1 RPM “Requires”

B 2 sbllm—cmpkparams SBLIM Linux Kernel ... (1.3.0-1.6)
pai ik [P e T c_L_rma___i_  inEc ey o 7 ham “

HEA(E) | HAEED | B | XfFIR ' | EMAE |

EREAM): )

&) sblim—cmpi—params - SBLIM Linux Kernel Parameter Instrumentation for s

(5] A Rel I

N B4 FNB W) The various kernel parameter prov'tders in this paclkage expose the Linux .
kernel parameters that are accessible under subdirs of /proc/sys/. Each subdir
contains kernel parameters for the respective kernel function, and is
implemented as a separate CIM_Settina subelass. Fach nrovider acts as |

FLH(C) B=0)

[ 32.2 Hfth CIM Rt IEFRIBIER

32.2.2 Fol.

RUEIBRE), {FLE sfchbd FIEEEIKE,

& 32.1 FF &1 SFCBD fyams

{S1E SFCB I EE RS

CIM BRSS 58 sfcbd SFIPIZRFRAET Web 0 B — REE,

MASERARBMREE., TR

£ Linux@ %

/25l sfcbd BA root BMERLSITHEA systemctl
start sfcb,

{21k sfchd A root SMEGLITHHA systemctl stop

* = Sbed 'I*Il‘\

sfcb,

BA root B EGSIT

status sfcb,

FHIA systemctl

3223 WWRZE=E

SFCB HENAMR BN R Z 2, BRBBHEEN SFCB AHFEHNEEMR
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32.23.1 iEH

ZE2ERFE SSL) FaFERIILZLBNMIER, LR SFCB I, REMBHRZRIVESR.

IZET BT LR /etc/sfcb/sfcb.cfg HAY sslCertificateFilePath: B81F 2 RBHEEKIA
IEPRERIZIRAE WS B HERIER, ZXXHWIE PEM 183,

AOAERMBIARS RJERBMUEN T :

/etc/sfcb/server.pem

Q ix&: sSLiEHhHIEE
BRINERBIEB XS servercert.pem #1 serverkey.pem f§fZ7E /etc/ssl/
servercerts BR T, X /etc/sfcb/client.pem, /etc/sfcb/file.pem 1 /etc/

sfcb/server.pem BXLEXHHFTFSHEE,

NRBERMFIUER, B root BHEGSITREAUNTGHS:

tux > sh /usr/share/sfcb/genSslCert.sh
Generating SSL certificates in .
Generating a 2048 bit RSA private key

L+

writing new private key to '/var/tmp/sfcb.0Bjt69/key.pem’

BRINBRT, ZMATESFI TIFERTEMIES client.pem, file.pem #1 server.pem, MNRE
EBHIATE /etc/sfcb BRPEMIES, TEBEENEGSE. IXLENHERE, BER—FRESEH
g2, MASESIRIVIESR.

tux > sh /usr/share/sfcb/genSslCert.sh /etc/sfcb

Generating SSL certificates in .

WARNING: server.pem SSL Certificate file already exists.
old file will be kept intact.

WARNING: client.pem SSL Certificate trust store already exists.
old file will be kept intact.

WA R G BRIBRE B HEFIBITHS,
WRALEEQN SFCB FRIEBMAN, BEME 322337 "SMHEIE"
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32.23.2 im0

EINBERT, 15 SFCB EEEMEF BT L LIRM 5989 MWAEEN. UTEEERBRIKOMZEFRIND
&,

im0 5989 (&£¢)
SFCB @ifli@id HTTPS RSB EANT 2RO, XRIAET, BULIRE, =@EdESMERSEH
Trifz iR @EER, & CIMOM MEFEFNARERF ZEMAMEEE. AP YRANE ik
RREFHITERMIGIE, FaEEEER SFCB fRS53E. BWERBIZRE, NIREFIRNARERFSHTHEMN
FIT R BfFAERR 2R RPN &, T (€ SFCB CIMOM 8 S ER N AREFEN, UATEIRHEE
MBS EFTA IR O,

im0 5988 (A~"&£)
SFCB @ifli@id HTTP IRSBERAMNAZ 2RO, AMABEATIERZIRE. BUIIRE, SEFAA
AEREZSHRBIEMEL VBT EIMERS SFM TIFLz B E5@ TN, FITHFES CIMOM fixE
FinNRERFZERAMEET, BiVXYEZNEN CIMOM [ofl A EALIRE, ERIERRE, &
KRR ETRERZR, MREFIHENAERFSAMERNT RZEITFEBE I AE, B
T SFCB CIMOM gt 5EF B2 L2 RMWENREFEW, W E AP AERITHFILbim
M.

MRFEEREINROAEIR, BESRE 322327 “IwA",

32233 SBpWiE

SFCB % #5 HTTP EAS M RIEMETEFIRIEBSMIGIE (181 SSLEER HTTP) , BEARHTIP 5

P ISIEETTE SFCB BB X (ZXIAR /etc/sfcb/sfcb.cfg ) FIERE doBasicAuth =true R
Fi. SFCB A9 SUSE® Linux Enterprise Server ¥z 5] ik A B0 WIEAER (PAM) 5 3X; FELbAH root A
FRIBAR A root B7*FIER SFCB CIMOM 31,

MR sslClientCertificate BEBEREMIRE N accept X require, SFCB HTTP &EC88i@id HTTP
over SSL (HTTPS) &R, SNEFIRIBEKIER, MNREET require, BFIRMOTIRBERAVES (1R
i@l sslClientTrustStore BEMNEFIREEMETE ) . MREFFIRARERM, (M IRSBERFIELZ
EE,

sslClientCertificate =accept IREFEEARERN, MRENAIFERTZEFIHIEBSMIIE,
EREEA. MREFIHEREEMIES, B HTTPS &%, AERSRTEASNRBILTE. R
ZINBERRERIRIES, MERE HTTP EXRFMHIIL,
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32.3 SFCB CIMOM BcE&

SFCB & CIM fR$ 850 “BEBR" S, ERFINREREN, BETERRAEHIRITA, ErIiEd
=7 U EH SFCB AR5 85

o REMNAIMETE
° {ERLITIER

s ENHEEENXH

323.1 IMIRTE

EETHIRTESEESMM SFCB B1TH, BwIfER systemctl restart sfcb E/F5) SFCB sFiPFE
FF 7 BEfEIX LR IR AR

PATH

BTE sfcbd sFIFIEFFISSBIEFIVIRR,

LD_LIBRARY_PATH
BT sfcb iBITRYERIERIZ, AT LVFLEERIZAINB R GSCERIEASIIEE SRR EXE /etc/
1d.so.conf H,

SFCB_PAUSE_PROVIDER
BERMEFIRM, SFCB RSBEEF —REKARBREFEER. AREAINGEITHRIBIRE
FINZ R MIEFRERRS, UEEI,

SFCB_PAUSE_CODEC
187 SFCB fmARME2% ( BRIXSH: http ) BIBHR, SFCB RSB IIGHES — R RHARBLRE LT,
AR IR T AR 1T B IZ R DB FE R,

SFCB_TRACE
79 SFCB HEERARIEA, BRER 0 (LRNER) . 1 (XBEWNER) 4 (2HEWE
2). RAMER 1.

SFCB_TRACE_FILE
FIABR T, SFCBFHIFINH SRR ERIRE L (STDERR), REZERFHINERBEABEN
X5,

SBLIM_TRACE
7 SBLIM Rtz FEEIRIXER LS. BREE 0 (LBIXER) . 1 (XBEXER) M4 (£
WAER) .
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SBLIM_TRACE_FILE
BUABIA T, SBLIM RIEFZFIFICIREFESMHE STDERR, REZESFAINHEREABENX
.

32.3.2 @EITIEIN

SFCB s7iP#EfF sfcbd BETARSITEI, AIUITHSKANEEZITIINEE, SFCB STFERF/BERmA
X LETETH,

-c, --config-file=FILE
SFCB sFiPIEF EohEt, BKIASM /etc/sfcb/sfcb.cfg iZBERE, EeIUAIZIEMEE S
FCE X1,

-d, --daemon
sd il sfcbd REFH#HIEERBIBIT

-s, --collect-stats
FTAGITR ST HRFWE, & sfchd BITRAITHFEHSKEASGI LEERTH sfcbStat X
., KABRT, FEERITHF.

-1, --syslog-level =LOGLEVEL
BERZHTICRLEMIFARKS], LOGLEVEL aJLAR LOG_INFO, LOG_DEBUG = LOG_ERR ( 2t
Ao

-k, --color-trace=HE%S

MAERETENEMERNREraL, UHEEREIL,

-t, --trace-components=NUM
AEEARIRENER, HB NUN 2i#{T OR BEMAIEIEELY, EEXBREMNMEG. BT -
t ? 5, ERVHMBEAHFREBRBIAIED:

tux > sfcbd -t ?

--- Traceable Components: Int Hex

--- providerMgr: 1 0x0000001
--- providerDrv: 2 0x0000002
--- cimxmlProc: 4 0x0000004
--- httpDaemon: 8 0x0000008
--- upCalls: 16 0x0000010
--- encCalls: 32 0x0000020
--- ProviderInstMgr: 64 0x0000040
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providerAssocMgr:
providers:
indProvider:
internalProvider:
objectImpl:
xmlIn:

xmlOut:

sockets:
memoryMgr :
msgQueue:
xmlParsing:
responseTiming:
dbpdaemon:

slp:

128
256
512
1024
2048
4096
8192
16384
32768
65536
131072
262144
524288
1048576

0x0000080
0x0000100
0x0000200
0x0000400
0x0000800
0x0001000
0x0002000
0x0004000
0x0008000
0x0010000
0x0020000
0x0040000
0x0080000
0x0100000

ﬁlé,iﬂ% Sbed E"JWE‘BIJJQE; {EZ;%Fi 9/%1u\ﬂ’]ﬁﬁﬁ1ﬁ% i 201 9 o

32.3.3 SFCB EEEN{HF

SFCB B MNEBEXX 4 /etc/sfcb/sfcb.cfg iELE

o

REXHES ER: 53,

IMBRIANUETC, W =] CAGERILEST A 4r4E 28 BB U XX A,
MHS (#) ITRMEDNAEIREESERRIAMRE,
ARG RETRER TR, &F /etc/sfcb/sfcb.cfg #1 /usr/share/doc/packages/sblim-

sfcb/README FIABCAGKENE TRTIR,

32.3.3.1

B&Y

Hiz{TRECE,

R HERENA TR -c HIE

—1T— %, SHWUEXARITERE, MRXARERREFGMENEMER

httpPort

18 sfcbd AFMIFEWE CIM ZFiREY HTTP (RS ) BRIAMIROE, FKINMER 5988,

ik

httpPort:

ImOS
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32.3.3.2 enableHttp

By

18X SFCB RE &R HTTP EFimkiEE, #ikk false,

Eik

enableHttp: i£IN

JE IR R
true B HTTP &,
false S HTTP &3,

32.3.3.3 httpProcs

B&Y

EETEPELEFEAN HTTP R Z A1, HTTP BEFImERMNEAHITH, KIAMER 8,

B

httpProcs: &AEEH

32.3.3.4 httpUserSFCB, httpUser

BEY

XEEETTHEH4EEIT HTTP IRZ2BMAF, MR httpUserSFCB J true, HTTP 4§LL SFCB Ei#i2HIE
—APB7RB1T, MRHA false, BEMAKR httpUser IEEMRAFR, LLIREATF HTTP #1 HTTPS IR
22, YR httpUserSFCB &EH false, MWIIFEE httpUser, ZKiAER true,
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=37

httpUserSFCB: true

32.3.3.5 httpLocalOnly

BEY

BEREHE HTTP BERERHIJ1X localhost, EXikJ false,

=37

httpLocalOnly: false

32.3.3.6 httpsPort

BEY

1BTE sfchd fr>RE CIM B FimAY HTTPS ERAHin (18, BKIAMER 5989,

=37

httpsPort: iw[S

32.3.3.7 enableHttps

BEY

18X SFCB RE#ER HTTPS EFimiEs, EIAMER true,

=37

enableHttps: Il
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IR R
true JBF HTTPS &,
false I HTTPS &,

32.3.3.8 httpsProcs

BEY

FEETEPELEFEAN HTTPS IERZ A1, HTTPS BFIRERMRAHITH. Hikk 8,

Eik

httpsProcs: &KiEEL

32.3.3.9 enablelnterOp

BEY

187 SFCB BB WIERZHHRM interop BM=(E, EIAMER true,

Ei

enableInterOp: &I

IR i
true JBH interop Bz 8],
false A interop BMZIE],
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32.3.3.10 provProcs

B&Y

BEAREMREFERNEAY. AXR[ZE, MREHEABRERRAHTRERERF, WNERHERE
Fz—#EmE%., FIAMER 32,

Eik

provProcs: HAFHZEH

32.3.3.11 doBasicAuth

B&Y

RIEZEFIRAPFRAF T AKX ACEZBERZAMBHNESSHRIE, BIAMER true, REMITER
EPIRBN I,

Eik

doBasicAuth: &I

EIR Pt
true BREEXRSHREIL,
false S2HEXRBHREIE,

32.3.3.12 basicAuthLib

BEY

EBEAMERM, SFCB B eFIGREZEURIEEFPIRAFIRRT. HKIAMER
sfcBasicPAMAuthentication,
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=37

provProcs: sAHIZE

32.3.3.13 useChunking

B&Y

RIS FEEE A HTTP/HTTPS “43R7 . tNREBA, RSBJ[FUN “R” HXF AR EREIE
i, MAREFREHU—IRREILRE, EKIMER true,

=37

useChunking: £l

briA ] iR
true J2F8 HTTP/HTTPS $4iE 5 3R,
false R FH HTTP/HTTPS £UE DR,

32.3.3.14 keepaliveTimeout

B&Y

FRE— iR LAY SFCB HTTP HRRERMRIBRZBRZSEHZSLOWMALLL, HFEiRERN 0 KFHEA HTTP
keep-alive, ZRIMER 0,

=37

keepaliveTimeout: #
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32.3.3.15 keepaliveMaxRequest

B

$EE—NEE DESERNBAR, FEIREN 0 18R HTTP keep-alive, BIAER 10,

Ei

keepaliveMaxRequest: EfE%{

32.3.3.16 registrationDir

B&Y

BEIMER, EEIRUEFIEMBIE. DMERXIEMFSMETE, FIAMER /var/lib/sfcb/

registration,

Ei

registrationDir: B

32.3.3.17 providerDirs

=)

18T SFCB BRIEMIZFENBRIT=IRIIRIIR, FINMER /usr/1ib64 /usr/1ib64 /usr/

1ib64/cmpi,

EiE

providerDirs: EHH
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32.3.3.18 providerSamplelnterval

BEY

BERMEFEERERSOVEETHAMREMRER, RIMER 30,

Eik

providerSampleInterval: #)

32.3.3.19 providerTimeoutInterval
B
BERMEFEERZUSOVNEIRMEIFZHEREMREF, FIAMER 60,

B

providerTimeoutInterval: #

32.3.3.20 providerAutoGroup
=)
FER—HIZRMIT,

MRBEHIEFEMXERIBEEMEMAE, MIETREHR true, NE—HZERMFEREIEZFEHET

Eik

providerAutoGroup: &Il

IR R
true BRERHEFRDH,
420
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IR R
false SRR HEFRA,

32.3.3.21 sslCertificateFilePath

=)

ETBESRSBIIBMIXENBI, ZXEUTRE PEM (IRZZHR4, RFC 1421 F1 RFC 1424) &, REY
enableHttps i8&HR true RAFEZXMH., EIAMER /etc/sfcb/server.pem,

ik

sslCertificateFilePath: #&{%

32.3.3.22 sslKeyFilePath

BEY

REB SRS FJIEBMAZRIXGNRI, ZXEFVITE PEM BN ERNEEEITOSHRF., &Z3XHER
3 enableHttps 1R&H true WAFE., FIAMER /etc/sfcb/file.pem,

&k

sslKeyFilePath: {&{%

32.3.3.23 ssIClientTrustStore

BEY

EEBIZ IR CA SBHRZFRIEBHINEHNBM, ZXGwTE PEM 8, REY
sslClientCertificate &5 accept =X require RMAFTE, KiIMER /etc/sfcb/

client.pem,
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=37

sslClientTrustStore: #&{%

32.3.3.24 sslClientCertificate

BEY

$87E SFCB A IBETFEFIRIEPIIBMRIEFN, MRIZREHR ignore, BARENEFIRIBEKIE
B, MRIZREHR accept, ESNBEFIHERKIED, BEEEZFImSIBIEREARER, NRIZER
require, SEEFIKRAFEIEBINIELE FimEE, KIAMER ignore,

Eik

sslClientCertificate: EIN

IR iR

ignore BIEERE FPIRIES.

B B IFEREFIRIES,
MRIEBARFE, FEEW.

require EHETERIEBIIE Fim&ER,

32.3.3.25 certificateAuthLib

BEY

BERTERETEFIHRIEPWAFSHRIENAMERZF, RBY sslClientCertificate RIRE
R ignore BYAX##iER, BRINMER sfcCertificateAuthentication,

=37

certificateAuthLib: 374
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32.3.3.26 tracelLevel

B

8% SFCB MIRRIRRAIEFI ABT IREIMELE SFCB_TRACE_LEVEL BEE. BMIMER 0,

Ei

tracelLevel: 3%

32.3.3.27 traceMask

B&Y

187 SFCB RUIRBRIERD, MMFILARESITIEIN --trace-components BEE. BIAMER 0,

EiE

traceMask: 5

32.3.3.28 tracefile

=)

73 SFCB fEEIRIFEX 4, EBrJLABTIREREE SFCB_TRACE_FILE BEE. RKIAMER stderr (4R
HERIREL ) .

=37

traceFile: %
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324 =% SFCB X5

AERET 5 SFCB EABPXNESSRATE, ETRXLEEH, BFES Linux XHRANEMIANIR, FF
BEERA Linux GL1THER. AEBFEUTES:

o ¥ CMPI 21E2F
e Mix SFCB

e /A wbemcli CIM EF iR

32.4.1 L% CMPI 121EF2%

BLR CMPLIRHRER, BUIMREXZECEFIZ| providerDirs BEREMAEENERZ—

M2 32.3.3.17 7 “providerDirs” , REFEFEWNIAE sfcbstage 1 sfcbrepos s<IEMIEM.
RIHIEFELERE RN SFCB /ESEH, AIHLTRIRENRHITIEMITEM. 241 SBLIM REIZF2 ) SFCB
;EEEI‘JO

32411 ZEfEEFE

EfiETFERZ SFCB il (M X EEMME, EEFHESBMZEAHMERMAEM, HEE) C(IM BFF
Z=[B)40 root/cimv2 B root/interop, EfMI&ND RN XHAH RS LHIEMETTERREZ

/var/lib/sfcb/registration/repository/root/cimv2

gl

/var/lib/sfcb/registration/repository/root/interop

BANBMZTEERBE AN classSchemas ., ZXEFHIZEMZE TEMIIFAE CIM EHERIFZ
#EHRER, EXEEEXRE (M BEMNMVEER.

o, BANRBHMZEBEREEIAEESXH qualifiers, HERB S TIZRMZEEMWFAEREM, sfcbd E
Bohht, HIBMEFASREESR /var/lib/sfcb/registration/repository/ RE£IFEFR, MU
BE MBI E, ABIEMEI classSchemas X, AEBNBMTEMELEMERE

32.4.1.2  iRINFRSE

SFCB REETEL&ALIE CIM 35, BEEMNAI., FaskERE, AKER systemctl restart sfcb
E /35 SFCB RSB REMXLE Y,
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FEFREREFEINEMES, SFCB ERR IS HELXIEAME, £ SUSE® Linux Enterprise Server &

gk, EFiR /var/lib/sfcb/stage/ THIBERLEM,
FRINFRIRBIZRE, B

o BIRMHEFEENEEFHEIHMEEXIHBRFBR . /mofs (/var/lib/sfcb/stage/

mofs),

* HESXR REEFRENITIITEXGHRIEMXAHEHZ . /regs FER.

DMERERPEMNRING “mof” (EEN) X#: indication.mof F interop.mof, i&f7

sfcbrepos @< /E, root MERE R /var/lib/sfcb/stage/mofs T8 MOF XI5 EHIZI SN B

=(8], interop.mof FR4wmiEZ interop B (E],

BxRHEELEFWNTAR:

tux > ls /var/lib/sfcb/stage

default.reg mofs regs

tux > 1ls /var/lib/sfcb/stage/mofs
indication.mof root

tux > ls /var/lib/sfcb/stage/mofs/root

cimv2 interop suse virt

tux > 1s -1 /var/lib/sfcb/stage/mofs/root/cimv2 | less
Linux_ABIParameter .mof
Linux_BaseIndication.mof

Linux_Base.mof
Linux_DHCPElementConformsToProfile.mof
Linux_DHCPEntity.mof

[..]

OMC_StorageSettingWithHints.mof
OMC_StorageVolumeDevice.mof
OMC_StorageVolume.mof
OMC_StorageVolumeStorageSynchronized.mof
OMC_SystemStorageCapabilities.mof

tux > 1s -1 /var/lib/sfcb/stage/mofs/root/interop
ComputerSystem.mof
ElementConformsToProfile.mof

HostSystem.mof
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interop.mof

Linux_DHCPElementConformsToProfile.mof

[.

-]

OMC_SMIElementSoftwareIdentity.mof
OMC_SMISubProfileRequiresProfile.mof
OMC_SMIVolumeManagementSoftware.mof

ReferencedProfile.mof

RegisteredProfile.mof

tux > 1s -1 /var/lib/sfcb/stage/regs

AllocationCapabilities.reg

Linux_ABIParameter.reg

Linux_BaseIndication.reg
Linux_DHCPGlobal.reg
Linux_DHCPRegisteredProfile.reg

[.

.1

OMC_Base.sfcb.reg

OMC_CopyServices.sfcb.reg

OMC_PowerManagement.sfcb.reg

OMC_Server.sfcb.reg

RegisteredProfile.reg

tux > cat /var/lib/sfcb/stage/regs/Linux_DHCPRegisteredProfile.reg
[Linux_DHCPRegisteredProfile]

#

provider: Linux_DHCPRegisteredProfileProvider
location: cmpilinux_DHCPRegisteredProfile
type: instance

namespace: root/interop

[Linux_DHCPElementConformsToProfile]

#

provider: Linux_DHCPElementConformsToProfileProvider
location: cmpilLinux_DHCPElementConformsToProfile
type: instance association

namespace: root/cimv2

[Linux_DHCPElementConformsToProfile]

426

provider: Linux_DHCPElementConformsToProfileProvider
location: cmpilLinux_DHCPElementConformsToProfile
type: instance association

namespace: root/interop
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SFCB /MR EIEFER B E XIRMEFEMM.

@ SEE: SBLIM BT T4
SBLIM Wit ERIFTE SBLIM 2 {EI2FE3C B 1ER T 4R SFCB /Y .reg XAEE M4,

SFCB /EM RIS TZ:

[<class-name>]
provider: <provide-name>
location: <library-name>
type: [instance] [association] [method] [indication]
group: <group-name>
unload: never

namespace: <namespace-for-class> ...

Hrp:

<class-name>
CIM £8 (WE)

<provider-name>

CMPI RIEFEF B (W)

<location-name>

RMEFENBM (WF)

type
REEFNZER (WE) EfJURUTH{ESLES: instance., association. method =
indication,

<group-name>
AU S MEMIEFAESER, ER—HETET, WE—PRIMUETRBRNSA. EEME
[E— <group-name> FHYRMIZFEIFER —HIZ TMIT. BIANBRA TN RMIEZFIF HBIRAH

Eiz1T,

unload
EBTRHEFMEIFRE, BRiE—XBIEDR never , EEARUMIBHEFNZRIRE, th
MARENE, HKIABRAT, BNMRERHEFRETRREBTRE X G IEEMEMENE,

namespace
AIRITARREEFNBHZENIIR, XRVEN, RENTFSHREHEFRKTEME root/
cimv2,
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FrEEEXMREREF IMXEREFEESMEBXEE, SEZHAM™S sfcbrepos -f B SFCB
EAEFEE,

IR FA IR, EoaebRE, EMEBEMEFER, AmS systemctl restart sfcb /3
&f] SFCB,

5#&, SFCB BEE—/LARERF, EXBRMHIZFE mof SXHFFEM S HI2 55 E; X i3 - IE /AL
EO

sfcbstage -r [provider.reg] [class1.mof] [class2.mof]

BiTZmLRE, BEFTREMEXMETFEHERD SFCB kS

32.4.2 Mk SFCB

SFCB BB EM ML HIZA: wbemcat 1 xmltest,

wbemcat @it HTTP il E 1A CIM-XML $3B &% 2% 0 5988 EIFFEMMHIIETE SFCB £ ( ZhilAA
EN ), REERERREIFLERUTXEESHRE EnumerateClasses 15K CIM-XML R7R:

<?xml version="1.0" encoding="utf-8"?>
<CIM CIMVERSION="2.0" DTDVERSION="2.0">
<MESSAGE ID="4711" PROTOCOLVERSION="1.0">
<SIMPLEREQ>
<IMETHODCALL NAME="EnumerateClasses">
<LOCALNAMESPACEPATH>
<NAMESPACE NAME="root"/>
<NAMESPACE NAME="cimv2"/>
</LOCALNAMESPACEPATH>
<IPARAMVALUE NAME="ClassName">
<CLASSNAME NAME=""/>
</IPARAMVALUE>
<IPARAMVALUE NAME="DeepInheritance">
<VALUE>TRUE</VALUE>
</IPARAMVALUE>
<IPARAMVALUE NAME="LocalOnly">
<VALUE>FALSE</VALUE>
</IPARAMVALUE>
<IPARAMVALUE NAME="IncludeQualifiers">
<VALUE>FALSE</VALUE>
</IPARAMVALUE>
<IPARAMVALUE NAME="IncludeClassOrigin">
<VALUE>TRUE</VALUE>
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</IPARAMVALUE>
</IMETHODCALL>
</SIMPLEREQ>
</MESSAGE>
</CIM>

11ziEK%i%X% SFCB CIMOM J5, RROEGEFMEMREFNAEIFHENINR. BRELBEXHRED
cim_xml_test.xml,

tux > wbemcat cim_xml_test.xml | less

HTTP/1.1 200 OK

Content-Type: application/xml; charset="utf-8"
Content-Length: 337565

Cache-Control: no-cache

CIMOperation: MethodResponse

<?xml version="1.0" encoding="utf-8" ?>

<CIM CIMVERSION="2.0" DTDVERSION="2.0">

<MESSAGE ID="4711" PROTOCOLVERSION="1.0">

<SIMPLERSP>

<IMETHODRESPONSE NAME="EnumerateClasses">

[..]

<CLASS NAME="Linux_DHCPParamsForEntity" SUPERCLASS="CIM_Component">
<PROPERTY.REFERENCE NAME="GroupComponent" REFERENCECLASS="Linux_DHCPEntity">
</PROPERTY .REFERENCE>

<PROPERTY.REFERENCE NAME="PartComponent" REFERENCECLASS="Linux_DHCPParams">
</PROPERTY.REFERENCE>

</CLASS>

</IRETURNVALUE>

</IMETHODRESPONSE>

</SIMPLERSP>

</MESSAGE>

</CIM>

HHPRREEER R L ZRNREEREFNARMAE,
FAMIA xmltest tBATIFEIE CIM-XML MNAX 4% 1XE) SFCB CIMOM, ERFERILERIRMEAYLER
FICARIRTFRY “OK” SR, MRERFENNM “OK” X, HKEIEEUREM:

tux > xmltest cim_xml_test.xml

Running test cim_xml_test.xml ... OK

Saving response as cim_xml_test.O0K
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root # xmltest cim_xml_test.xml

Running test cim_xml_test.xml ... Passed

32.43 @317 CM ZFiE: wbemcli

FRT wbemcat # xmltest 4b, SBLIM B B&ESKHIHELTT CIM EFln wbemcli, ZEFIRAT
& CIM 5K &1XZF| SFCB fRB2E, HERRMEMLER, EMIZF CIMOM B, [S5FAE WBEM F#RELI—
tefERA,

flgn, NREFEFLHIEMEIEREY SFCB §Y SBLIM RIEFZFINAIFAEL, MIF “EnumerateClasses”
(ec) EK%&IXE| SFCB

4

tux > wbemcli -dx ec http://localhost/root/cimv2

To server: <?xml version="1.0" encoding="utf-8" ?>

<CIM CIMVERSION="2.0" DTDVERSION="2.0">

<MESSAGE ID="4711" PROTOCOLVERSION="1.0"><SIMPLEREQ><IMETHODCALL \
NAME="EnumerateClasses"><LOCALNAMESPACEPATH><NAMESPACE NAME="root"> \
</NAMESPACE><NAMESPACE NAME="cimv2"></NAMESPACE> \
</LOCALNAMESPACEPATH>

<IPARAMVALUE NAME="DeepInheritance"><VALUE>TRUE</VALUE> \
</IPARAMVALUE>

<IPARAMVALUE NAME="LocalOnly"><VALUE>FALSE</VALUE></IPARAMVALUE>

<IPARAMVALUE NAME="IncludeQualifiers"><VALUE>FALSE</VALUE> \
</IPARAMVALUE>

<IPARAMVALUE NAME="IncludeClassOrigin"><VALUE>TRUE</VALUE> \
</IPARAMVALUE>

</IMETHODCALL></SIMPLEREQ>

</MESSAGE></CIM>

From server: Content-Type: application/xml; charset="utf-8"

From server: Content-Length: 337565

From server: Cache-Control: no-cache

From server: CIMOperation: MethodResponse

From server: <?xml version="1.0" encoding="utf-8" ?>

<CIM CIMVERSION="2.0" DTDVERSION="2.0">

<MESSAGE ID="4711" PROTOCOLVERSION="1.0">

<SIMPLERSP>

<IMETHODRESPONSE NAME="EnumerateClasses">

<IRETURNVALUE>

<CLASS NAME="CIM_ResourcePool" SUPERCLASS="CIM_LogicalElement">

<PROPERTY NAME="Generation" TYPE="uint64">
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</PROPERTY>

<PROPERTY NAME="ElementName" TYPE="string">
</PROPERTY>

<PROPERTY NAME="Description" TYPE="string">
</PROPERTY>

<PROPERTY NAME="Caption" TYPE="string">
</PROPERTY>

<PROPERTY NAME="InstallDate" TYPE="datetime">
</PROPERTY>

[..]

<CLASS NAME="Linux_ReiserFileSystem" SUPERCLASS="CIM_UnixLocalFileSystem">
<PROPERTY NAME="FSReservedCapacity" TYPE="uint64">
</PROPERTY>

<PROPERTY NAME="TotalInodes" TYPE="uint64">
</PROPERTY>

<PROPERTY NAME="FreelInodes" TYPE="uint64">
</PROPERTY>

<PROPERTY NAME="ResizelIncrement" TYPE="uint64">
<VALUE>0</VALUE>

</PROPERTY>

<PROPERTY NAME="IsFixedSize" TYPE="uint16">
<VALUE>0</VALUE>

</PROPERTY>

[..]

-dx EIMEEER wohemcli &i£Z] SFCB BISERR XML, MARUKZIEISERR XML, EBA EREIF, RBiRE
KPHE— iR CIM_ResourcePool , [FER Linux_ReiserFileSystem, E{UHFBEENFAE
HitEMEIE B,

WNRIBEIR -dx EIN, wbemcli @RERIROHBUENELRER:

tux > wbemcli ec http://localhost/root/cimv2

localhost:5988/root/cimv2:CIM_ResourcePool Generation=,ElementName=, \
Description=,Caption=,InstallDate=,Name=,0perationalStatus=, \
StatusDescriptions=,Status=,HealthState=,PrimaryStatus=, \
DetailedStatus=,0peratingStatus=,CommunicationStatus=,InstancelID=, \
PoolID=,Primordial=,Capacity=,Reserved=,ResourceType=, \
OtherResourceType=,ResourceSubType=, \AllocationUnits=

localhost:5988/root/cimv2:Linux_ReiserFileSystem FSReservedCapacity=, \
TotalInodes=,FreeInodes=,ResizeIncrement=,IsFixedSize=,NumberOfFiles=, \

OtherPersistenceType=,PersistenceType=,FileSystemType=,ClusterSize=, \
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TransitioningToState=,PercentageSpaceUse=

[..]

MaxFileNamelLength=,CodeSet=,CasePreserved=,CaseSensitive=, \

CompressionMethod=,EncryptionMethod=,ReadOnly=,AvailableSpace=, \

FileSystemSize=,BlockSize=,Root=,Name=,CreationClassName=,CSName=, \
CSCreationClassName=,Generation=,ElementName=,Description=,Caption=, \
InstancelD=,InstallDate=,0perationalStatus=,StatusDescriptions=, \
Status=,HealthState=,PrimaryStatus=,DetailedStatus=,0peratingStatus= \

,CommunicationStatus=,EnabledState=,0therEnabledState=,RequestedState= \
,EnabledDefault=,TimeOfLastStateChange=,AvailableRequestedStates=, \

325 EZER

B% WBEM #0 SFCB B94AT5, B2 MU TRIER:

http://www.dmtf.org 2
Distributed Management Task Force Mii4

http://www.dmtf.org/standards/wbem/ #
Web-Based Enterprise Management (WBEM) i

http://www.dmtf.org/standards/cim/ <
BREERE (CIM) M4

http://sblim.wiki.sourceforge.net/ 2
Standards Based Linux Instrumentation (SBLIM) P

http://sblim.sourceforge.net/wiki/index.php/Sfcb @
INLAE CIM R 2 (SFCB) Mg

http://sblim.sourceforge.net/wiki/index.php/Providers 2
SBLIM &R{#tiZF £l
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33 Linux FRIENITE

Bt EEESEENITEN. PDAFFREE (URENZEIMEERERR ) KEK, BantEap e (W
ERREER. NTFEIEEAEN ) ERIEEXTENNERN. Bt EARTIRTHESREES, —
ENARFR2E N ABIEH.

33.1 fEIREIVITEN

EEAN T ENEGAR T EEEDES. IRENDDNEEAIR MM, SEBERMERSRMG. B
EANGIERE &R TinEED, WeIATT RESNTTENEAGL PCMCIA (NMATTEVIRFFERR
e ) . R PCIFESR PCle, XEARELLRATF R, MEEOTHIMIER.,

33.1.1 &#H

HFEHISEERNTTENRIATREEMCRAEN, ZESAVERBFEMNTEREERTEN, X
LIRS B A EATENERHRT FIRIER S, SUSE® Linux Enterprise Server 35 E e MEHEN it
BEERENTE, EEARMEEN, XEFENTEINGITRENZWNSTHEE, TEMNRREBHE
RS ENRHED

* Tl CPU IRIE,

o EEFHEIXHAERE,

s FHETNERBRE,

o FAERRYRIIRERECH (USB CD-ROM, SRR, AERKI PCMCIA £, Wi-Fi &) BifFiZEiE,
o RN ERHEHEISRE,

B X SUSE Linux Enterprise Server EBREIEMIFHAERER, BENE 3= "BHESE" ,

33.1.2 TELCHIRIERRESR

EHRTRMTEN, BNRAFTEENTHHRENE, RSBRSBEERHTINE, MELIEREREE
Pi, SUSE Linux Enterprise Server 4§ J & RbIBIX I{E 53,
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L]

<=/

¢

& 33.1 EMBIMEREMB NI EN

TN REMEFD QML 2 BERBNAEENITTEN, IEMBRSEE:

P £
XEUE IP it fc, BMEENT. EASRLER RS Bt MEREE,

FTEN
WITFTE R RFTENHLRY Rl EUE EE AN AT ARV TENAR S5 238 ( BRENRTFME ) .

BT R FICIE
FBIEFTENRAREE, LRI ITFE—AMENAIARSS 2.

X (EFHE )
NREREET EN ENERR RN SRR, WEEEHMEREE.
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SUSE Linux Enterprise Server {£fft 7 2 i EHE N BN EMZII B RIFIMREITTE:

NetworkManager

SLP

436

EHEE

YR ATEEER T EN EBMBIMiLit. SiHEEESR M MTEMEINES 2 B AR ML

KAz EFITEMNME, B9, BT (W GPRS. EDGE 5% 3G) . K4k LAN FIBAK

M, NetworkManager TETC4 LAN Hisz35 WEP #1 WPA-PSK 0%, B3k SiEH, GNOME £
HE® & NetworkManager BIFlIR, BXIFMER, BENE 3431 "MEMEERE" ,

R 33.1 NETWORKMANAGER H4F3 {5l

AV SN {&F NetworkManager
eEEXTEN =
BRE5REIMEEE =

RIMLEARSS (5190 DNS 35 DHCP ) &
{{EAERS IP it &

QBERMiZEFA NetworkManager SRAIEMEERRE, E(EMA YasT TEREKW,

=

@ #E7: DNS BEMSMRANMEER
MREEEHETEENTENRITHEERERAEREMMEZERE, NetworkManager
BREMFENF, REFH DNS ity E(EA DHCP [EMTEIRk, 1R —LEZERE(E
FAE37%S DNS Hthdik, BEEIRFME] /etc/sysconfig/network/config HEY
NETCONFIG_DNS_STATIC_SERVERS &I,

BRSSAIE MY (SLP) Bt TEFEN T EN S MBMERIER, 25 SLP, EEAHENNEERES
FEFA T RRMEHEIRIARS. £/ SLP NeTUEAMERIREE s BEMKRSEE
F. 3<¥5SLP MM AIZF A ARLIE SLP REMER, HHITEMEE, SLP ErJBTFRRARL, MMM
RAREMBEVIERESETRBENIIFE. BXSIPWESFMER, EENE 285 “SLP”,
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33.1.3 IRFIERE

ERMERZEESMESTE, EMHERARERI: RAKE (SRIREMAR ) . HIE\EALNSs
E& & REEMILLER., U TEBNET SUSE Linux Enterprise Server AZ ISR ENRAEEN
N R,

33.1.3.1 ZRFEEW

SUSE Linux Enterprise Server £t THAMNRGHRM TR :

HIREE
FREEZRILZIRE GNOME REMTEEITHINARRF, EFEILET TS ZH/H0 > &
4% > BIREERAEIEZ N AR,

RRENIERF
RGO EREINENRASHRRER —MNEMIMER, ERMASE=MEMFHRERBHER,
ERHEBEXSREEGTIHENFMAES, thil, CPU B1d, RFERITREHETE ID ST
&, EBEAIUBEXFEHRENERMEEREARN — BRNFEENHEER, FERBLHEERT
A, FERERENERNEMERNG, HrIAERAERIEITTHARAERASE, NEMNEHT
IWEARETEN EMRIE, FRERRER CPU, RFHMEHEMNER, XHREER RS HER
BHRXLEERER,

33.1.3.2 EZHIE

MREBAUTAEMIAESN (EENEHANBINTTEN ETENEDREPIBEM ITFEE ETF) Z(E
thie, NEBEMBEGIEIREFESLGERE, ILETEEBELENULEQATABFTEZRINET
BREFSZfER. BRMBANM, ERATEMMERANBRSGRINT:

B2 B FHRfF
ENDNEMLZPER IMAP MK E7FE FHRE. FEEPIUAM TIEGEREEMAERESZH IMAP #Y
B FHEZE % (490 Mozilla Thunderbird 8% Evolution ) 3Rij[aliX e FpiE, a1 (GNOME F 35
F) HETR, DA FEMFEFIRAITIRE, UERLIE—XHRIAE BREMH , XFEEE
REZHBES IR ZEFIUNRHABEGHRERSER. FERMMEFIRPSIHER SMTP BRS388 (M
ERLBER MTA Postfix 8% Sendmail ) SR&EERHE, AMATIREIE XKL EHBHRIP] FE/R IR,

B XHMER
BETIREFESEREITENN Iz ERTHIE. FRAR ZN—MXEEFEHA
rsync @< 1TLE, BXESER, BSREFMIT (man 1 rsync),
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33.1.3.3  T&i@Eifl: Wi-Fi

Wi-Fi EX =ML RATESCER , BE——MEATARENS (ENEEZRAEZE LB )
ROIRMERAR, BT EN R BN EEH AR R LM B0 BN, FREASRERIFENE
5 Wi-Fi (NiREHED, MEARSENEESNONTNAEE, BHAPIUES MEARZER, XEUR
FRREMEM LB MEARRHERRE, XOUBHRIENERL, Wi-Fi BPAT)LE—MAEMLE, m
N EER RN EMIE R EIX P,

Wi-Fi £ IEEE LAY 802.11 fREE . &Y, LARESSIMMNRAXFZIERERE 2 Mbit/s, ItiE,
LEFRERTT T 2R FENRSREEEER, XEHZEXTIEG. FEEEEFIEXEREHT (58
D7 33.2 "SF WIi-F SRERRLAY ), A, B ABSEME T HE BEIRTTIEERIREM

R 33.2 & WI-FI fRE0HHAR

Z¥7 (802.11) SAZE (GH2) BRAZIXERR (MBit/s) | 128

a 5 54 RaZFi

b 2.4 11 RER

g 2.4 54 [TZRA, AERE
11b

n 2.4 F/5% 5 300 ®=H

ac 5 A% 865 TRHEATE 2015 AT ZfE
R

ad 60 REA£97000 2012 %17, Haimd

{EF; A% SUSE Linux

Enterprise Server x$%

SUSE® Linux Enterprise Server 73z#5 802.11 IHX®., Z##EH 802.11 a/b/g/n WARBE*. HTEEFN
& 802.11n tR/E, {BREM 802.11g HI®1IART A,

33.1.33.1 ®BMEAI

FELLBENTR, REASMRAMEERBFREZNRE SRENEZE, Wi-Fi TEEEZEERILTE
17. BR, FEMNRFREFEFCRMIRE. TEMER] S HUMMEERN
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ZERN (BMEMERN) , BiIEAR (RAERL)
FEMEEEIEERR, EAR. FERN (XHAEMEMRAIIAMERN ) T, MEP
Wi-Fi ISR B E R RBETEAR, BARBAISUANYEES, ATHRABZIENNIF
UL REERR, ERTSMEMNRIENG (WPAE) . XthRAERRMIER,

TREN (WEML)
BHRMEEEREAR. ShZEEZEN, ALEETAMZEELZENEREER, BR, £TAN
g, LECENSE TN B EZIRARE., EMNHBASZH WPA B iE, MRITEER
WPA Z£tt, FREATARIN. HEE, AEMBEFTHETESIHFTRER.

FEX
FEEENT, Wi-Fi TRBERAR (NRENTZIFUEN ) . BX Wi-Fi THIHT, 151510

http://linux-wless.passys.nla,

RIARTRT
T MIRMLE ZiET AR MERE), TEMRNENERDBEMBELLMIRT = zE, BTt
MENEN T RBEEMTREEURZER, IMERNEBESXERTERA, (£ SLE12 FRRX

).

33.1.332 &%

S{ERAMLERNMENELL, TENBTNRIBEESHRER, TENBEETSZEE, FUSITEER
BETSMRIEAMNZS A,

EHAEY Wi-Fi X235 WEP (BLEXMNE ) . (B2, WEP KiFEERALZ LM, FELt Wi-Fi T HRT T —
NEJ WPA B3R, FALARRAh WEP BUERFE, WPA BETS WPA2 B X, REERBEKIANSHIIESE.
APEBELEEESMNRIESE, G, STUSERATEN, SNRIEBBARIR

&, NetworkManager & BREMIIESE,

33.1.333 m#
B ZMNZFETRRAERENA PRI AN E P RIRI IR H B EELRINGE:

WEP ( 7€ IEEE 802.11 FIZEX )
LEARE(ER RCA INEEE, RYBHKER 40 I, ERZAHETH 104 £, BE, FLLKEFER
64 fisx 128 fii, XEURTFREEEVARLEEN 24 i, BR, MinEE—LLiRfE, EHEEEBM
NRHELRAERIZ, L, ER WEP RLERIMZERMEELF,
HUH VRSO T IEAREN ‘IS WEP” , ©5 WEP WIfE24EE, thEBHERSBS, TRz
ETZHERESSTHENESR,
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TKIP ( 7 WPA/IEEE 802.11i RE X )
WPA tRERE XX —ZRERIMUER S WEP fHERMNZEE, (B354 THIRE. AT A8
BEEM—MTE, AMAEMFELL TIHXLEZAIE, TKIP 5 WPA-PSK —#efER,

CCMP ( 7£ IEEE 802.11i FENX )
CCMP WZ4AEIBH#HIT TR, BE, ©EHATES WPA-EAP &1, {BthallL5 WPA-PSK —#2{E M.,
DOZZKEE AES ##17, ZH0Z5EEL WEP #R/ER) RC4 INBERAK,

33.1.34 FT&ER: &

EFRARMBLERAPNAEER AR, 5 IrDA —#, BEFRATTHFIHEN (EHEXHTEN)
1 PDA BFRBIFEZEIER. EXAATER-—ECERANZETEN. EFRALTRATERBEN
BARZ RN L R AL, EXMEANES TEENBK, TEETERREZIINET, LIFRE
F8 Wi-Fi iR R EF s BE 2 XM B MRS E1TE R,

33.1.3.5 T@Eifl: IrDA

IrDA RESUER/N\WELRAK, ERNABIERILORLEE 2R, TAFHEEXFNERY, &
XHEMNEBEN T ENEXZIFIRBIEMZ DA W—MNARSN, £ IrDA IR BEEHEENITTENZIF
REIEZENRERZ. BEGNZESERXEFNESBBIIMERLE, 'DAKNS—MNALME
EDRERTLEEITENMES,

33.1.4 WiELEEM

BRI MARZERGRIEMEENTTEN LORE, SREFFNRAZSMAN, FIRENTHAERRE
M BERY R £ HEE :

BoLEHR R
YR RETREMR ASKMIRBI LIS A RRE, TEETREESHBEZTE, Wik

SBARIS N IIE
PR T BT ERBNOLSHIRESMHIIES, TEAEMIFESMHIIIE, SUSE Linux Enterprise Server
ZIFENSMHRIE.

RIFRAEPRVEIE
EER/EANEEEZIIREZPNE, MEZERE FINE, XHEEERZHERIERERI
i, (Security Guide) , 25 11 & “Encrypting Partitions and Files” FR9V48 7T 9{al{# R SUSE Linux
Enterprise Server BI2MEH X, 7E{EMA YaST iRINAFERIE ] L RIERNZBNEE R,
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BE: JETeHNEIERmE
EREEHERNEBENEE, A2HRNZENSX, A, FAMAREGEEGAGNIEE
&t resume 3L EART AFREUX L5 X _EBIFTE $UE.

Mg
ANEFBAINNE, ERBEERBLZEE2M, BX Linux IMEZMERLZLERIE, 55
W {Security Guide) , 38 1 & “Security and Confidentiality” ,

33.2 BohEH

SUSE Linux Enterprise Server 23 B z#& M FireWire (IEEE 1394) % USB LB IEFIRE. KiBEIE
TR 2GR T EAIF AR ANEEL USB 1A, INTFESERSEN, XERESEBEHNMNEOSRRER
B, RGRaBMNHREXLILE, GNOME WXHERERHE T RIFNBIEHMELEARN. B
LT EHEMLILIRIK, SERXAEEEMEIZE (GNOME) INgE, BXIFMER, ES M (GNOME A
F18E) .

SMERRERE (USB RN )
RAEMRZNSERE, HEFAEREXHEEET, 2HEREERZENENAS, o
UFELLRIRE RAIXH, FRTRESNREE. EEGSBERNRRIETEN, BEReHZE
1R, WTANZSPEBENNRETN, AEEXHERERTEERIMSHER, BREBA /
media FREIAFHG R SR,

USB INTFE
RASIRBAIBINSPEEMN A RARGIEXLLIRE, EFNTUEGRIXXEREFHI,

33.3 FiEHIEH PDA

AR TENRFHEHENITEN I LABITESF X IrDA SFRBIFHITIBE., BLFIRBIFISHIMDINE
2, A—LENRAZFEPH—M, WD INEERTE M RENMRAEEEES 331337 "L
Bl Wi-FT hiEd, FREEEHFNFMPRNFAEFREIE LREEXENINGETT T,
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334 BEZER

http://tuxmobil.org/ 7 5B&N&&H Linux BXMFBOEANEFSEXIE, LMNKHSNIBRTILT
EHENTTEN. PDA. FREIEFE I ENEHRYRFEH o] 7,

http://www.linux-on-laptops.com/ 2 RWREH T 5 http://tuxmobil.org/ 2 EHSERIR, =IATELLLE
RARIEXEHRNTENNFHFRENER.

SUSE ¢E# & —MEXHREFIR, EITTREZEINTENX—E-, S0lhttp:/lists.opensuse.org/
opensuse-mobile-de/ 2, LIRS, AFPMARARITIETHX SUSE Linux Enterprise Server %]
THTENSHELD#E, ARXAXENBESRESEE, EFEERTAEIBRABEER. BEMA http:/
lists.opensuse.org/opensuse-mobile/ 7 B3 &IXHBE,
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34 {#H NetworkManager

NetworkManager 2 FEHEN T EVMEM AT BT EVMNIBEERAS R, EXIFMEEZNINRINZE
ERFFRE, B11E 802.1x IRIPHIMLBHIIERE, 802.1X B “ETF ik HIMLE 58115 2 thF0 i 13 1EEE
WE” . fEF NetworkManager, ZESMHET, EFEFEOEEMEZEOUREBT LI TLME Z 81tk
Byel&, NetworkManager ] HaliEiZ2I B AT &ML HIITERS ML EE — ARKRERINERZBE
ik, mMB, BERIFNETRANEZER, HMERRARPNNEFEEMEEE,
AREGHE—NERE, HrIENBIES A, XEET B EE T ENA AR R B R hEE T4E
BREEERS,

34.1 NetworkManager B9 R34

NetworkManager {2t T e ZEEEMMAFRE, FIEAFZMnIREMNEINE, B2, EUTER
T, NetworkManager &R RANER:

o BRI ENIF HMBRRIEAMITEN (550, DHCP 5§ DNS fR588 ) RHMMLEARS.

o BEITTENL Y Xen BRS5[HENR LR Xen RHIELI R,

34.2 [EFELZEA NetworkManager

FEEHERXTEN L, BIAMERLT NetworkManager &FBRRSE, BR, EFIFRHEER]ATE YaST MKz
ERRPERNEATE.

1. 1817 YaST, REHEZA% > NEIEE,
2. BHTAMEEEIEE, %2 E=EETHERR,
3. E@id NetworkManager EEEFNBZIRRAIMLLIER:, EMITUTIRE:
a. TEMLRIRE FHEFERPIRFEIT NetworkManager BIFA FPIEHI75i%,
b. BEHMEEFRMA YaST,
C. ¥EBE 3437 "EEMLEE" PHTRET NetworkManager IL & BN LRE .,

4. 2B NetworkManager H{ER & H C B B 1= 5L
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34.3

£ YaST /g

. MG BT A FE IR IRIET wicked #7158,

BHRAE,

BT YaST IREEAIN -+, BNET DHCP S(EHAs IP it iTE ML E,
F 1547 MER YaSTREMSERE" PRHETERM YasT #HITMLEEMIFMATA,

o EME xR

F8 NetworkManager &, {#F GNOME F12{#9 NetworkManager FilslCE ML EE, ES

BRATEMESEREENNIEI |, flNB%, Tk, BHFES. DSL A VPN EH,
E7£ GNOME FTHMEEENHEE, BHEDRSKBITHRERSR, ARBEHMNE,

@ I I Al

RIBZHNRAIRE, FJRARTFEEEER. AXEMEP, REENA RSB IERTE

PR,

<

BFERRARAEERATHEAET,

ol &5 i [ R x

2 Wi-Fi Nl Wi-Fi
BN - B

g w4
B SUSE VPN

o FfeE

AttachmateGroup # aF
AttachmateGroup-Guest *} At
Novell as

fERIMA. .. R . Bisa

34.1 GNOME PR48:&E B XS 1E4E

32 34.1 R0

MYmiEIE

1. $TFF NetworkManager f2 &3 HF1E,
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2. iRIMEE:

a. BERETHAM + Eir,

b. EFEIEERRXBFRBIEREF,

c. FERE, BHER,

d. BIAEHERE, ITH “RERR" , EREEREIAMESRPEEIFEEIMEERE,
3. fRiEER:

a. EERERENDA,

b. BEHGKENRTHEE R EMWIEE,

. BABRER, AREELHNARFER,

d. BLERERTRFRAER, BHISMENT, £REERESATEMAR, BXAP
REERMIFEMMER, BBNE 34417 "HPHNR@EE"

343.1 EBIEEZMBER

NRIEWIHT ENEREMR B LML, BfERA NetworkManager /NMEFEIREE,

1. 8T “REXRE" , ARREELEUEERABTSIFE XA,
2. BERRE, BREELRE, ARREELEN.

3. BXHPMBEMELERE, BHE HTIEIIRE.

343.2 BEELLMEZER

B] WY& MLETE o4 W 25 T B9 GNOME NetworkManager /NMEZFEEARFILH, B MNENESERERS
BREXER, MBELLNERABRPYIERRICH,

A2 34.2 iE 1B 9] DL L4 M4
1. EEECNLEME, BIA “RESXKE" RRRE Wi-F,
2. BEAEHREERA,

3. BEEEML, %&E Wi-Fi MEARRTEE,
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4. MEMLEME, —NMEEMEEFRZITH, EPSETNEERNMNZRBEARATRAAERE
IEFI X AR,

TTF2 34.3 EEEIRE I LML

1. BEERIIEERSENIR (SSID 8 ESSID ) EMLEB e MBI, BT “REE
]” , RFBEEHE Wi-F,

2. B WI-F 2 EFTHIFMigERE,

3. HRER Wi-Fi - TFRAIRTS, ARBHERIIREMLE,

4. FEFTFRIIHEREFRM & 27555 SSID 5% ESSID, HMFEZIRENZESEL

BIVEFHILTLMEE RO BEIRLRITER. MRELHAEBANLG, NWREREFNRERNRATRERTE
EMERE, MAXERBIRIHERKSE,

3433 ¥ WIi-F/EEFMERS HiEAS
WNRIBE Wi-Fi/EEF M T ZFHEA SRR, MeTCAER NetworkManager #1TECE.
1. ¥TF “IRsxEeg” |, ARHEE Wi-F,

2. Bl Wi-F iz EfTHFERIRERER,

4. (AR S MAEGER B RSN FIERERZZ T EVRRS,

34.3.4 NetworkManager #1 VPN

NetworkManager 35S EINEBAM (VPN) AR, WFEF#HEA, SUSE Linux Enterprise Server &Rt
TR NetworkManager Bz EME, I, TEEZEA BN EFERIEFETESENE,

OpenVPN
Z{EALL VPN KK, BRE:

* NetworkManager-openvpn

e NetworkManager-openvpn-gnome
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vpnc (Cisco AnyConnect)

Z{EALL VPN KRR, BRE:

e NetworkManager-vpnc

e NetworkManager-vpnc-gnome

PPTP ( =¥ sR&E RN )

S{ERALE VPN KK, BRK:

e NetworkManager-pptp

e NetworkManager-pptp-gnome

RN BUNEER NetworkManager R8T ENIZE J OpenVPN B F iR, 18EBHMEEE VPN /T

RS,

Fazrl, iEMIRE NetworkManager-openvpn-gnome B3, 7 HFTE KNI S /R,

1152 34.4 {5 NETWORKMANAGER i&& OPENVPN

BRI L,

2. B+ EfR.

3. {RORIERR VPN F OpenVPN,

4. EESHIIEERE, 1RHE OpenVPN RSB EBAVIRE, EFRIEH (TLS) B[S FIES (TLS),

5. HATEERARBNXAES, WFHAMNNREEE, EWTHAR:

1. X B ENFERGIHFASERIRFIEL T BR, FTANBRERLE, EREREEOR,

EES VPN FR 55 2RHIL A2 R =

RF& AP ((REEFET OSHNES (TLS) B A= A)
O0< AFO% (RSEET O<SHIES (TLS) A=A )
FEFiE#H /etc/openvpn/clienti1.crt

CAE$ /etc/openvpn/ca.crt

TR /etc/openvpn/client1.key

6. BHAINTEMEE,
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7. BRAERE, FERENAREFNMNEERT, REtIREH, 0BG TEREGIRFIRSE
1R, REAORBEEA VPN BFFERE,

34.4 NetworkManager F1Z £

NetworkManager X 53 BfhEBIF L&+, BIR]EAIAREIE, SlEE R T RRMIEEIERINLE,
FIEEMERIY AAREEEE, EERABASKBIF MAC H4HR%B, A MAC it e BARRIRTEE
EEREBMIREEASREER,

NetworkManager 2 EHARE R B FEFTANEEME, MRS/ EME, NENEREZTERY
A{EMLE, MRABMEIARTE, NetworkManager 1§55 MR,

MENMZRENT, ERMHF MAC tiit R, N NetworkManager 151851, (BELAEREMWING
IR EF RMPTEEN (WHER) .

WMREMNEBTLEZNIRBIBEAAER, M NetworkManager &45 SSID 8% ESSID & AZEH, X 0] AR
B R &R,

3441 HRFPMRGER

NetworkManager FJiRBIFMEERYERE: AP EEN 24 &%, AFPEERE—RAFPERNY
NetworkManager E]FfViEE, 2EXKZAFRUAEVENSMEILE, SiZAFIHN, EEaAH
M NetworkManager &R, EX A RAERINEZCTURFMEAFPRE, H7E25) NetworkManager Z
fa. EEAFRERZAEFIER, MREBRRERE, PAECIEEENREMBEENEIE. WEARYER
AT EMEREERIZNIMLE, BXEA NetworkManager BLE A P EE AR EENER, BS
ME3437 “"BENEEE .

344.2 {EEF=EMEIBHEIL

MBEREERE R NENERREERAASHEE, NTUER GNOME B SRS S HEIE
EEAERR b, FEEEHER,

NetworkManager ] NIEBEFIRATLEEERE (FI, MBNEL, T4k VPN EE) iEH. B
XEZER, 8% (Security Guide) , 5 12 Z “Certificate Store”

34.5 & Do)

THERXTEH NetworkManager Bt B 45 7RI L&E IR — Lo & Dl (0] /L,
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34.5. VAP E A E RN EIRE ?
FIABEIRL T, NetworkManager REVER R E TiIRE XA : EITERTE—XENMEMIER
&, MREMERRVEZMIERETTA (FIIENTENRERRMUANT) , EAIF—
EEAEIHRERSE.
E7E GNOME HiAZILLBRY, EEEKIREM MAC itk (FERNEFPRENEEER, HEA
nm-tool 8% wicked show all Fa<{TLAMAL ) . AEEMNEEMEERIIHEE, &
BREEENINER, EEANLLETTLE, WAIREN MAC L, HMWIAEN,

34.5. 2 MEAMEE— ESSID BEMEAS, MEIETIHERAS ?
UERETLRER (a/b/g/n) WS MEASR, BNERTRAENERESSBNBAS, SESN
{8, BELLEEEER B5SID T,
EARRS EHRR (BSSID) BT — RGN EAREE, EERMEMEARSET, BSSID EELEA
W= MAC thsit, 7EIRST (4581) EARRSES, BSSID SAHBIRN MAC Hk (M 46 (IEREH
R .
M 3435 EEMSEE PRGEHEEMGEEOWEE SESENNELEE, AR
#EE, EXABRIEL, M BSSID,

34.5. 3. 0N ER S HthTHENHLE
Fig&d (ERIEHBMIIRE ) FTEZEMSHECE, B2, FTEWTREEE e LSRN
SRS

1. NZE 3437 "EEMLEERE" PRRBNEENESERMIEE, ERBERIEE, RE
BEYRiE, tDRE IPv4 2 ERI+F, FRIES Z THERHEZAEMITEN, XBBAIP
BRELRFIEITIZ1% & LHY DHCP BR5528. HAIATE NetworkManager HRFRfE Y,

2. BT DCHP ARS8 EMAImO 67, BMRZImRBWH IS : ARHFERMNTEN L,
Bo) YaST i F L =AM > FildE, tIRBI2ITIIARS KR, 1R DHCP RS EEARER
RARFIIRS, BMNERFIIRS PR DHCP fR52E, RARBE A, WIATE YaST RATH
Bg,

34.5.4.90faI % BEh ( DHCP, PPP, VPN) b2 {HtE%27S DNS 58 -
WR DHCP FRSSEJIRMTTAY DNS 52 (FI/KEEH ) , MeIUBEE, W15 343 1 “ILEMLEE
=" PR BMEEMELIEEMNINEE, EREENNER, RERTHRE, RE P4 EEiE
&, FEEHETRERNED) (DHCP) Hilik, 7E DNS AR5 25 F1iL =18 ER i A\ DNS 5 &,
EZEEMEEER, BRERA, ARREHENMNEEE, BIAEXR,

34.5.5. A EEA P E R ZF148 NetworkManager i&E3521% O SR IPHIMLE ?
EXFILAATFUEARN RAEERE. BXESER, #5885 34417 "AFPMRZEE .
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346 &Ei

AJRELILEZ A, 5 NetworkManager X8 —L & Il el @l G115 /NMEF A FENERD VPN EIN, RERT5
ERAIFARGIX e AR 5 AR E AR TR E.

NetworkManager SE/NEF & E B
WMRIEE T NetworkManager I=HIFIMLE, MNEFSBEEDN, MRNEFKREBH,
BB 34.2 7 "B NetworkManager” RETREEREE YaST HERT
NetworkManager, #Af5, Bff® NetworkManager-gnome Bt1E% %,
MRFENEFBLELTR, BHTFEMRESEEIT, WFENEHE, MR ZEH/NEFERKER

FRERREEHIEZ!T, EA%S nm-applet FHIEME,

NetworkManager /NEFAEIE VPN 1EIR
3F NetworkManager Bz $5, /\EFUAK%IER T NetworkManager i VPN EEREMNEFR S &, M0
£ NetworkManager /NEFRAREIE VPN £, B ETH NetworkManager 23589 VPN A E
REBRTR, BXFEAER, BE8NE 34347 “NetworkManager #1 VPN”

B R ARMLSERE
REE EMEEMSE R EMEERNMBRMEN (BERES) WERIAELEERIT, W
ERMTEN LM EEOBMIEEA, ELMILEN, BB root BMERIGLIT, 4G

1B1T systemctl restart wicked,

34 7 §91I:|IL;

BI7ELA T SN B R 3XEIB X NetworkManager MEZ{E2:

NetworkManager Iji B 7T
http://projects.gnome.org/NetworkManager/ &

B
TR AZE LT B R A% 2B % NetworkManager 1 GNOME NEFMIRH{ES:

e /usr/share/doc/packages/NetworkManager/,

e /usr/share/doc/packages/NetworkManager-gnome/,
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35 HIREE

[Ssem 2> RENBNTHAANEME IBM z Systems TR7ZEE, EHABHABTSXETATR,

BREENFEEITEIIFAIEE, ENTHEERALEEAN. ACPL (SAEEMEIRED) EAME

BRATEN (EEXHEN. GXNMNRSE ) L&A, BREERAFTESEMEAH BIOS fifE, X
SHEHNTEN. FZSENNENMRSR[EBFEXLEER, B ETIES CPU SRRIFTIBAAR&E
EH R ER TR BT,

35.1 =HHRIIEE

HEREINERNHEZER T ENNBNEAREE, MANEXNARBRER. ACPI HHEZENEEMEL]
RRER:

50l
N2 Fio

=8 (FIRTE)
WA RAGBARAREEN RAM, BEIS, B2 RAM 5, BARGESEAKIRIRE, EICREST, 8
PUBREMREIER D, RS0 AR T B3| SHIE SRR 3T UE R P TrERE BIRR
B9, LETHBERIT ACPLIAZS S3.

IRBE (EDHEERIME )
ELZITARNT, BEIRFRESEAEEHXARRERR, ELEE— MG RAM —HF AR
DEACEBANREENIRIE. MZIRSEREROFTE 30 E 90 HIAE, FIkEREEZHMN
RS, FLEFRERRHSIMANERIESER (5120 IBM Thinkpad HEY RediSafe ) , 3 h#Y
ACPLIRZSR S4. 7 Linux HF, FAIRIZIT ACPI AR AIFEMITE RN A,

@ 7 EE: 181 mkswap HITHEIVEERT I T3R5 XHY UUID
WNRFTRE, BAEEA mkswap EFIZRBEUERIEHIXIEN, A mkswap SHIZEE
NE LTRSS X UUID {8, &8 YaST EFR BRI (B EH /etc/fstab ), =
EFNARE /etc/fstab,

L ith aE tR
ACPI R EHMFARIRSHREREXRER, B, SHRREFLERNTH, SHEMEENITIRIE,
BoX AR

KXAfE, BRATENNRER SERBEERTIMANNTENRAN, LINEEIER,
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LS EE SR Al
£ CPU /ZHE, B=MAECIATTEEBEE: MEMBEIFET (B#FH PowerNow! 3% Speedstep ) . BR
HIFIEALIRBEHENIKER (C-state), BIBHTENINGITAR, EFIEX=FAEESERER,

35.2 SRECEFEIREO (ACPI)

ACPI EEZIHRFR R IREITHI S MEMGAM, ACPI BUCENIGEEIARIREIR (PnP) S ABIFEIE
(APM), ERMBEXREIMN, ACEEKR. BE. RBHNRASHE (FliN “SENE" 5 “BHBEER" )89

=

BIOS R BB R ENEHFEMINRIGTAERNR, BRIFRARERAILEEMITIRIRPEEEETIE
REMEES. BARIRFRFNIT BIOS RfETFMIER<, FTCATNEEEURT BIOS KM, journald FRflRET
ACPI BB HF REMR, BREEHICHSHRNESZER, BEL%E 14E "journalctl: &if
systemd Hig” . BRI ACPI [a@l#{TEFREIZHIANFMER, BSWE 35.2.2 7 "EE12H

35.2.1 =l CPU 4£8E
CPU RILARA=MTI8ER %!

o SAERMEBEIFT

o PREIBTEFINER (T-state)

o {HRIEEFHNINER (C-state)
RIBHTENEITAR, TRJLMGX=MAEZESRERER, 2BRTEKRERAEREREABITISHER
EXBEISRERSER.,
NHAIERICH, AFEHITARFHIRSG, XRERAEHLGERGETFEHRRESH ZRENAREZFH C-
state, WIS CPU L, MIEBIRAMNERGEZ2MEKIFAT, LIEBERLERIELH AHVRSTIE, EXF
FRT, BIAUARIEASAERIGIT, BE, REHZRHAZRE T SIEHHSMEIRT,
TRMEARERBINENEANGE, fltl, BEAREMHBS, EANLEKBBTIENEMEATR.
BR, MRNHREETS, EERABAKIEREIRIT, b4, R CPULEBMESERL, W CPU TR
R A1ER.

BXIFMEE, BESMN (System Analysis and Tuning Guide) , 28 11 & “Power Management”
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35.2.2 ENEEiZHA

BB FHAREER, —MERZE ACPT BRI EEE SRR HMER, EXMERT, TEd
THIAGRALR, BESHAT, DBZ2H BIOS 5/EH, B, SMER—LEARNE ACPI HEHEESE
PL¥E BIOS A, AT REMERIRMERALKTD ACPI SEMERIEIR, £ ACPI SEMEFR B EHIRIEAIRUS
WICRE—NERBEP, L Linux AR LEERHER ACPL

B0 e, HEREMIIZEH BIOS, MRIHTENRSS, EAUTIISSHRZ IR MR 0!

pci=noacpi
TMER ACPIEZE PCLIRE,
acpi=ht

STEBEMNFRECE. A2 ACPI BTEMER.

acpi=off
£ ACPI,

4

o)

I

@ 4. R{EMA ACPI 2| 22 IR a5
Hubi it E8 (15512 SMP R4 AMD64 %4t ) FTE ACPI LAIFFRECEEHE., 1EiXLEiHE
L, =/ ACPI & =4 |o)8a,

B, TENISMIET USB 3% FireWire HEEAVEHREIER, MR—EGITENIELSS, SR TABEAE
EMREH, ARBREH,

5185, M%< dnesg -T | grep -2i acpi RUMRLEMSISER (FFEEER, FEARIEBE]
BER ACPI MMIERFTSE ) . IRAESDHT ACPI RETHES, MHKREJERIR DSDT (X5 A GiHIAT ) 7]

B AUOHERRAE, EXMERT, 157288 BIOS B [EIEAY DSDT, 2 354 7 & X —d iz

TN,

EAZEER, FJTUMERAERHEACPLIBIHER, MRFMEIFNLRMETEHE ACPLIBIXINEENRNZ,
SERFRER,

WNREF BIOS SAEM A, MRIFSHIEHKR, FIRMEHEFAEXN Linux BHESZH, t1FAZ
EMXLEE#E, REEFIEFRIRFERSEZFEMEMA Linux B, {14 2EMWiX—EE,
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35.2.2.1 EZER
e http://tldp.org/HOWTO/ACPI-HOWTO/ 2 (1¥4RRY ACPI HOWTO X414, B1& DSDT i&+MEFF )
e http://www.acpi.info 2 ( SEEEMBIFEZEONE)

e http://acpi.sourceforge.net/dsdt/index.php # ( Bruno Ducrot 7% ) DSDT &M 2 )

35.3 REERYINER

£ Linux A, MNRAERER, WU FEEETSHAKIERES, EBEELFRERHNANTIET.
EERNEERNHTEN L, BEFEFHNXAEE, BIEESENGTNENHFAZTNETAR. B
2, MREBEFKEEMTEE, BEA hdparm SEMIKUTRLE S,
ERfATENSMHRIRE, BN -y BEEERISNAR. -V FEE#AKEIRS, hdparm
-S x REEEE—ERME (RiEH) FRBIEITERE, 1§ x BRUT: 0 RAEALNG, SRER
BT, 18 1 B 240 RRHURTEFTERESTRCA 5 7, 18 241 3 251 WRAIATIEIS FIR 30 53 HHHY
1281145,

fEFIEIN -B FIDARHIRERRAERERIEIN, £ 0 B 255 Z[EERE—/ME, 0 RAmAEEAR, 255
RIARABHEAR. EREVATAIEANER, MUGE, BIUBETEH L, BEMAEN -V, &
128 3 254 Z[EEE—ME, 128 RINRLHE, 254 RiREERIR,

BE, TEEFAKERSHAES., & Linux F, XENHENEERTEIRIE, AMafEEEmR
B2, ALk, —EETH Linux MNEIGEFEES AERNEIE. E%, T RAM ANFIBRIBHITE N, LthE
X pdflush SFIPIEFHA. HHIBAR —ENENERFHHNEBEAX CHIERL —EREN, MaE
BENX, BEPHABTEAERZ, EARK/NEHNEN, BURTFAFHNRNMRGOH, BRABELT,
¥ pdflush 18 & HiRIERIET E BIFRRI A BRIFIBIETENE., ERE S PHRE—REBHAXHBHIES
ANFER, UTEEREM:

/proc/sys/vm/dirty_writeback_centisecs

BEZEE pdflush ZLZMREEVIER (MBERZ—WREN) ,

/proc/sys/vm/dirty_expire_centisecs
EMNRBEF LN ERZENEHREAR, BHIAMERZ 3000, TR 30,

/proc/sys/vm/dirty_background_ratio
pdflush FIREARBATIZRIARBATINRARE S L. FIMER 5 %.

/proc/sys/vm/dirty_ratio
HREATIBHEAFNIEEDLE, HEFIEEEEREEEREAREAZAX, MARHES
Ao
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0 5 WHIEEMENIRE

E¥A pdflush sFiFEFIRERMELIETEML,

PRTIXLEFHIZZIh, Btrfs, Ext3. Ext4 FRICXHZRARMIUTF pdflush EAENNTHIE, X
WRIFSHERFRIE,

A—NERRRRENEFNITHARN. G, FRRIESRSERRESRERIXHIIRES 1S AE
B, MXSREEWEE, JUAREALLEINE, EXSFMBIENTEML,

UL, #BESTIPIER postfix fEFAEE POSTFIX_LAPTOP, MNRIFILTEIRA yes, M postfix i
B) 58 &2 A SRR G B E P,

354 &Eit

P IR S EIREICRETUER journalct]l HLERMALKRIET (EXESEE, B2
Wz 14E “journalctl: &if systemd HIE” ). UFLANEBANBRE IAYIE)RE,

35.4.1 CPUARATI(E

RAZRUARIARES FENAIEE, ErIEFERRRZARIRIERIETREE CPU SARIZH, 0

B2
REET kernel-source B, M /usr/src/linux/Documentation/cpu-freq/* Ha[3ZItE
é\

it

o

355 EZER

e http://en.opensuse.org/SDB:Suspend_to_RAM # — $0{alf§ “&EZ| RAM” IEETE

e http://old-en.opensuse.org/Pm-utils 7 — JN{EME L E M & FEHESS
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36 FEENFINAS

SUSE® Linux Enterprise Server £ f#t 7 &M EFEKIR, HPERIHELEMELNEREKRSE
&,

/usr/share/doc FREISTHY
X—EAENERESZSHIEGURR AL ITIHE, EXTESFER packages FHERR
BANEE, BXIFEMEETTUES 36.1 7 “XHER"T B3,

IV RELHFRITFE R
ERSNRRT, BAFTETHGOET, HREERBELFMIFERITREHREMFBIN. BXIFH
B8, B8RE 3627 "FHI" ME 363 ERIT .

SHEFHEF D
GNOME KEHFEEIFRL (FE)) FAHERNEIVEH TR AR LREZNXEFRHIEFVIE)IE
2, SEHFFEFEELRNAERF. FM. FETIKRAERREHEE SUSE FMEVEVLAEE.

RLEN TR PR AN E
S YaST ZRMMAE, RABEXENLTRRGENE, FEAXEXEHSHMEKKSERNFEH D
B, BR, RENAERF (W GIMP) RIEEEBAENBYENE, °I5 YaST #ARER, AEARE
RLEIERBNHD.

36.1 XMEBEX

FEERERD Linux RALERENELBRE /usr/share/doc, BREBEEEEXENRLELER
ROBMEITHA, FHREFNER.

@ ER: ABTEUATATRRNE
7E Linux A, 153 FRFIE MR KAYSREERET SMRIR I — N BRIRS U IRER. /usr/share/
docs FMESRMEEATTIATREN (X)) 8, NPEHTIZBRIANTER, #
SRNNBREERRIENAGL, HIRRBEER YasT HNE,

36.1.1 SUSE Ef#

BANRFAHRH T AREESHI HTML # PDF fRZAE, £ manual FEXTEEN~REANASH HTML
hR SUSE Fif, BRIER~me] BB XENERR, B3 LXEFRIEIES.
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MREZETSMIBES, /usr/share/doc/manual PJEEEEXLEFMIARARESIRE, FEER
BEROA RS HTML fRZAEY SUSE Ff, BRERRERIATLEEIXRZXLEHAY PDF F1 HTML k2
#fER, ES I SUSE Linux Enterprise Server Z1TiiBE, ENMITRERALLL /usr/share/doc/
release-notes/ T, & We] ABXHLIARIIEHIF=REBMUL: http://www.suse.com/doc/ A,

36.1.2 BINXHH

7f packages TRIIREIRAA L ZEMNREGBEHREENNE, WEINBESEIE /usr/share/doc/
packages/E &1, EZEERRENEARXY, BNIBSRI. EEXHHAEMME, FTRIIET /
usr/share/doc/packages TERNINXE, UTEBMA—EHFE, FSEFRRIERESEFPN—E

AN
7o

AUTHORS
EFEAREIR,

BUGS

E40 bug =XEFE, ERIEERLE R Bugzilla TIAYHEE, ERIAEIZDUE LIBERME bug,

CHANGES ,
Changelog
BMMRANENHEE, BEARARSWUIERXER, ERAEIETIFA,

COPYING ,
LICENSE

HEMER.
FAQ

MR {451 2R EFTIE) 40 UK 5= A () AT [B 25,

INSTALL
MFIERZE LLRRIEE. AREEREXAZEERR, Er]UBLHZRIZSFHAR,

README . README.*
RENEIER, FINREHAE.

TODO

() R SEHE B R 15 R 7] BEZ SKHERVIRIF,

MANIFEST
A BRI F IR,
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NEWS

IR LR A PEIFIEAS,

36.2 Ff

EMTEEM Linux RANEABRSS, EAi]
TR man EERGSERAE, HIE man 1s,

NAGLHREN LB BINERMNSE, T2 TTEER

FMOIEREREINTH, FICAA [Page 1] T [Page |] ETFRBENRNEEN], A [Home] F A BAtT#R

BRMEWFAMERE. % o JUERIMEERI. £A man man AIBATHERX man &GS AEH)
BZER. FMoaN®E 361 "FMII—ERIFIHET FIRRERNFHITHR (BB man S ASHFH

.

& 36.1 FMIT—EHIF1RAR

S5 ik

1 AHITIEFSINERS

2 RAEA (NZRAAIERE)

3 FEiRA (IEFERRERE)

4 WA (GBEMAT /dev)

> N RFILITE (/etc/fstab)

6 iiiys 3

7 Hith (BEEEFLYE ) , W man(7). groff(7)
8 RAEEGS (BB root )

9 MBI (FEIRE)

BANFMIEERRJ NAME, SYNOPSIS, DESCRIPTION, SEE ALSO. LICENSING F1 AUTHOR B9

7. RIEEFWGSRELE, JeeRBEMERD,
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36.3 ERM

ERARRA LA —NEENERKE ENEBLLFMAEREFR, SNBSS HLSITED, BRE
BESRBHUHFRIENSEE, ZEBERTEHONERN, BRAA info EERGESHE, W info
1s, BAIMESTHEERAEERNEERT, HETRER “TR" NEMB). ER [Space] FRIE,
EA (<] fJia®. A=A, EWEICAR (Page 1] F [Page || M, BERE [Space] M (<] NEFERE
MEHFAITNR, % o FREBRN., HFES I HGSHENENERN, K24,

36.4 ExVIZFIR

FBRT &RTE /usr/share/doc TFHIBAHLAR SUSE FHtz4h, &iFa] LA M LR 7= @45 E F A,
B X SUSE Linux Enterprise Server FTE1& AN 4MIIA, BEEE=MIFEIXEMIT, Mitk: http:/

www.suse.com/doc/ A,

MREBLREFZREXER, BHeIUS AT MLE:

SUSE $x AR #§
NREBERATEMIZR ) HFEZHEMAIRRRTIR, BITE http://www.suse.com/support/ 2 _E3%Z]
SUSE $x K3z #¥,

SUSE 3%
SUSE BZMEIR, ErJBEAERITTEBEXZTmIVIESE, WFRIN—MIIR, BSM http:/

forums.suse.com/ A,

SUSE 37t Eih
B X RHENXE, #R. REMeIHERBETHNTE: http://www.suse.com/communities/

conversations/ 7

GNOME 3214
iEAT GNOME . BERFMALASRKINFEEITE http://library.gnome.org/ @ E3KE,

Linux 32451t Xl
Linux 32#41t%! ( Linux Documentation Project, TLDP ) FZR5 Linux XXM ERBEFIATIRE
8 (ESN http://www.tldp.org 2 ) , BERIEER Linux HXMREEIIXIEETE, XEXEBEEY
FEHE, BEXENETELRAFMERN RAEEIES, TLDP LLRZRITFRIRIAZR AT HOWTO,
o) @F$ERS (FM ) . SUSE Linux Enterprise Server EthE3RE TLDP KIER% XY,

fEE T BN ERIEREIZE, BN, MEEZFR CD 34tk LibreOffice XHFRHBZIE, FJLAMERIZER
i “Linux CD-RW #B3BJ” B “OpenOffice X{itikisa” ,

i
Bl
S
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http://www.suse.com/communities/conversations/
http://library.gnome.org/
http://www.tldp.org

37 WEHATXHFENARARER

AT IR RE ST BN B RS X{EE, SUSE Linux Enterprise Server 12T hostinfo &,
ZEEF U RAEIR SN ETRE (AZHN) W%, HETEN LLRNERAE=/HE.
IR, RICAER supportconfig m<&{TIESK YaST SZHRREIBIFMIAAIRE. XFMAE
HaWERAMWEXER, B SpTRZRA, B EXRENE. fXiRE, FF, REER—
BES/HEH TAR 71, EEMARSER SR) /&, EeIUIE1Z TAR EHE LHELIRRAI, ZEHESE
BN FERBRIGPATIRERV B, FoT CARSBNIG AR R o] RE,

Lo, eI supportconfig Mt RAIEFe), UFBIMERRRE)@, Alt, SUSE Linux
Enterprise Server {2t 7T —MEEZF— MG ST LERBF#1T Supportconfig 7347 (SCA),

37.1 BRIBIRAEE

FEERIRS RN, EERESEMHEAEEXRAES, BEAE hostinfo, EHHEN LLZRZE
&, EREHSRERIZITENNEM root BRFERMTER:

51 37.1 A root B EREH hostinfo it

Hostname: earth
Current As Of: Wed 12 Mar 2014 03:57:05 PM CET
Distribution: SUSE Linux Enterprise Server 12
-Service Pack: 0
Architecture: x86_64
Kernel Version: 3.12.12-3-default
-Installed: Mon 10 Mar 2014 03:15:05 PM CET
-Status: Not Tainted
Last Updated Package: Wed 12 Mar 2014 03:56:43 PM CET
-Patches Needed: 0
-Security: 0
-3rd Party Packages: 0
IPv4 Address: ens3 192.168.1.1
Total/Free/+Cache Memory: 983/95/383 MB (38% Free)
Hard Disk: /dev/sda 10 GB

MBWMEER tainted AIRRE, BENE 376 7 "WIZIERZE" NTHRESAT,
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37.2 {EH Supportconfig INERFAEE

EZRRERFARAEEN TAR EHEURERALIKFEALR, BEEEH supportconfig &$1TL
B, E&FER YasT 2Rk, ZS ST LERMIALRIE supportutils 2, YaST ZHEHRtBE
Fizsm<$1TIA,

37.2.1 EIERSBBERES

RRPERER AT LA B, Supportconfig 7744, B2, E4F supportconfig BIBRRALHKEAZ, BAFE
ER— MRS ERES, LHFEURESEN, SFEERALRS,

BRIEARSIZEK, EiAE http://www.novell.com/center/eservice 2 FiBBRERE FIIRERIE, S TEN
1M1 RS ERRS.

@ IR RRALFHR
SUSE #0 Novell 2R EMANNZLKIE. BXBANERMASEAMHAIENIFAES, FEL
http://www.novell.com/company/legal/privacy/ a,

37.2.2 LB

ELRIREIEREERE, TTUMBIRITIE 37.1, “(EF YaST B8 B EE" §3T72 37.2, “NGdiT
B2 RS R PANRYE supportconfig 7Y EHEI 2 HEAZE, FHATI LHERZ—:

o EEZEP: ftp://ftp.novell.com/incoming A
e EMEA (BXiM. FZRFNIEM ) : ftp://support-ftp.suse.com/in 2

&, PIUEALATARSER URL Fahigix TAR ZA4MIINZEIIERIARSZ &R : http://www.novell.com/

center/eservice A,

37.2.3 {#H YaST €l Supportconfig 715

ZfERA YaST WERRER, BIRW T ATIRERLE:

1. 2o YaST FFTH 2 5 1R1R,
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Supportconfig R IHIE

OpenSUSE sl
BOB B ENERE] SUSE SiFrhitT1 P 8ol i a2

7

Lt 0673
Xt E SRS B S5 tarball,
BIERIR S tarball

LRNE
XERlr S EHEEEN URL,

Bt

Bah(H) ft® || 2ee || zHe |

. BEBIERS tarball,

. EREREMAEOR, MRIEZBTRPIERE— supportconfig I, RAEFINSTLEREAE

EX (EFR)ZE, NMREBHEMXRENEE, BERANKNESLENER, BXREMENNELES
={EE, B8%E supportconfig FM,
BET — %,

CBABHEBRZRER, ZEEIBBEASZR basic-environment. txt XY, HESEZCIENE

(ELN

- IRBAGREEWEIEMEFERERIESKIALR, WEREE LHIES, YasT 2BM#EE

— M EHRSE, IRBEHZERSE, BSEE 37227 "LHER , UAEH T T AE R
L FEARSS 2.
IRFEWERRFE, WeJAERE EHESBE,

- BET O UE,

FalEESR.
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IETRIREAE
HE

Support Utilities - Supportconfig
Script Version: 3.0-40
Script Date: 2014 06 11

Detailed system information and logs are collected and organized in a
manner that helps reduce service request resolution times. Private system
information can be disclosed when using this tool. If this is a concern,
please prune private data from the log files. Several startup options

are available to exclude more sensitive information. Suppertconfig data is
used only for diagnostic purposes and is considered confidential information.
See http://www.novell.com/company/legal/privacy/

Gathering system information
Data Directory: /tmp/YaST2-02332-YKOtX7/
nts_linux-5tg7_.140607_1251_ad6dbe76-403e-4f08-83a0-7bc3a08d694d

Basic Server Health Check...
Done
RPM Database...
Done
Basic Environment...
Done
System Modules...
Dene
Memory Details...
Done .

5 6) HER) | | BEE) | F—HN)

ZidESERE, BT UM%,

8. MEHIEWE: ERHEXMHIIAZEIATE YasST FEEHRNE. £ TAR FRIRRBSZHRITZ
A1, REBEZRETFEQSHEREFEHPNIXG, BERNGETER, &F DA%,

9. RFZ TAR 714, SIREPA root AFSMEINT YaST iR, MEIAERT, YaST 2BIWIFZEF
HREFEl /var/log (BNRFREFINENEBR) . XHEBIXA nts_FA_HE_A(E. tbz,

10. yu%uﬁkh 217 E B IHERT], BRRFRIG H S tarball EEZ) URL Bi0E, SR
HERREIE 5 B YaST BiINW EHBir, NRBENEFHBIR, SE £ 37227 “L#HBR &
E?ﬁﬁ?&"ﬂﬂ%tﬂﬂﬁ%%ﬁﬁfﬁﬁE’\Jﬁ%lﬂﬁlm

1. MNREPT LS, EEAIEHESE tarball 22| URL,
12. MHIAELQUAR A YaST 181k,

37.2.4 Mas<{T8IZ Supportconfig 145

PATFEIERR T AL supportconfig FHE{EMNGEERRREZHER]. BELHZEFE, FERIET
1£37.2, "MESITESZIEEIERER" Rk, SERLEETNEITHS,
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1. fTF9RFEEH]RA root AR,

2. 11T supportconfig, NMEREFLER, ERWERINNRREES,

3. FFLRTTMIZE,
4. BUAMTFHEAIE R /var/log, XHRENA nts_EH_HHEA_ATE. thz

37.2.5 EHH# supportconfig 1IN

supportconfig SLAREFARANEE NTEMEN, M supportconfig -h BRETHEIEHAIZ
RESNFMO, TEMNIIRERTELEE LAGIAIER:

B ETUREE(E BRI K/
ARV EE (-m):

supportconfig -m

SRR R S ER £
MNREEFAKIAM supportconfig HHHEEIEMME, HAMZINER ST K INHINEEER
%, MR T —RIEIT supportconfig B, FHSUNEMESMREINIEENXE, Fl, MREE
ME LVM HIR B BEMIRREN LVM BEFHRMER, NEENMERAKESX LM &
‘D& supportconfig (582

supportconfig -i LVM
ZEEVATRAKREESREAHEXHMINERRFITREIIR, BT
supportconfig -F

FhRadPEsEMEKRER:
supportconfig -E tux@example.org -N "Tux Penguin" -0 "Penguin Inc."

(E—1THHARBEGS)
WEREBLZ T HRIBEEXHF

supportconfig -1

EABICRBRBMIMETREHES| S5 syslog £IMABT X R ERZEEREAT, LEININEEL
MHEHA,
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37.3 BERRREIEHRRAZH;

BJLA{EF YaST 235 48R8, supportconfig HSITLARFESRRALIFRR %%GM MRIE

FIRBROIAHBEREZHARNERY, WEEFERI—MRBSBER. BXAT, BSNE 37211
“BIRIREZERRES”

U TFRBIMER 12345678901 fEARSBIERRSHISAIN, BT 12345678901 BIRAMESE 37.2.1 1
“BIERRSIERES" PRIEMARSIERES,

52 37.1 {EF YAST B3R TRIER

MTERRERZEECIBESR EHE swmmwﬁgﬁﬁomﬁﬁEE%EQBH“ﬁ%Y&T
6l Supportconfig 14" RIIFSIE 4 FTAEFHEPEETENBRAEE, BXUMET—1
AR FFIRE supportconfig FF#4RVIREEA, ESMEE 37.2.3 1 “{EH YaST €l Supportconfig T‘
B,

. [BE) YaST FHFTHSZIHHEIR,

—_

N

. BE LR,

w

. BEHEXGER, EEME supportconfig FFHERIERTR, HE B &NV IKENZFHE,

. YaST 2 EifEFE— N LRGSR, MREBERZRSR, BSBF 37227 "LHER" , DA
T RER] AE FAVRLE EEEARSS 28,

IN

Supportconfig b ZHHEE

#HEXHAE
2-9ad3-093d8aBcObce.tbz| | il i (W)...

¥ ¥ H &30 earball -#%] URL
EHER

ftp://anonymous@ftp.novell

3y #ER) || mEE | F—Hm

BE T —TUE,

5. BH5ERL,
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iH32 37.2 NS 1T RRER
AT FZRIZIEE CIRER R LEHEA supportconfig 778, BRIMEAELT — NS BEMFFIRR
supportconfig 7Z#489IRAR, BSMEE 37.2.3 7 “{#HA YaST 6l Supportconfig 7744”7

1. BEREREMERRIARSS2E:
a. EERRIALHBIR, B1B1T:
supportconfig -ur 12345678901
b. WFEL LHEWR, BEAMUTHS:
supportconfig -ar 12345678901

2. NEERYMERZIARS S

S

a. 1&17

=

Tae:
supportconfig -r 12345678901

b. & /var/log/nts_SR12345678901*tbz fFF N LEHEIF(IM FTP lRBE/Z2—. EFEH
WA ARSS SREVRFEFRENME., BXxME, B8RE 37227 "LHER .

3. %% TAR 7715 EEEIFAT] FTP fRSBHEWE R, EBIMINZIERERSS EXRTP,

374 NMRFER

ERILADMTEA supportconfig BIEMAARSKLIMES DM, CAFEIMRIER RO, ALk, SUSE
Linux Enterprise Server &t 7 — Mg &M — M an 1T TR F#1T Supportconfig o4 (SCA), SCA
BB~ MNEXERRSEEIR TR, SCATH (scatool ) EEFIRIETT, FEEHGSITHIT. IWMNLE
EgE D TR B R R2M0BR S5 280 supportconfig 714, ¥)1ARRS B8 D HI7E SCA IR & KIE1T scatool AY T1FL
#1T, EFRBE L ARREREFS AR,

tEoh, ZRBMHSITLELREFRIFEMER, XEENABES T XE™mAY supportconfig #it.
BMEXNZ—MHIA, BTFHNEANBMEMSFIEM supportconfig 7744, XA RPM BRI
fit,

fpIan, WNREME ST SUSE Linux Enterprise 11 i+ 841 E4RRY supportconfig 7744, MFEHF sca-
patterns-slel1 Bff SCA TE—R%LR (&, TEBERF SCA IRERB[OITEN LRRZ

B ). E5# SUSE Linux Enterprise 10 i+ &4l L 4RI supportconfig 7744, FELK sca-patterns-
sle10 &,
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BRI MRS 3743 1 "HABEEXSERX" PRERALZB SRR,

37.4.1 SCA#&@SITIHA

SCA e LT LEFJILREEEIER supportconfig NE[ERAAMITTEN L LRI E RIS ITER KD
MizAsitit &y, ZTEERIE—H HIMLIRERERDITER, BXRA, BEM E 371 “SCATE
4B HTML IRE”

Supportconfig Analysis Report

Server Information

Analysis Date: 14/25/2014 11:22

Archive File: Mvar/log/nts_barett-2_140425_1119.htm|

Server Name:  barett-2 Hardware: Bochs

Distribution: SUSE Linux Enterprise Server 12 (x86_64) Service Pack: [+]

Hypervisor: KVM (QEMU Virtual CPU) Identity: Virtual Machine (QEMU Wirtual CPU)
Kernel Version: 3.12 14-1-default Supporiconfig Version: 3.0-18

| Conditions Evaluated as Critical

Category Message Solutions
Basic Health 2 Basic Health Message(s)
Basic Health SLE Kermnel Kemel Status -- Tainted: F O TID
Basic Health SLE System  Last system down was not clean on Mon Mar 24 17:37:04 2014 and 1 additional failure(s) TID TID1
S[E 2 SLE Message(s)

Conditions Evaluated as Warning

| Category Message Solutions |
| _sStE 1 SLE Message(s) |

Conditions Evaluated as Recommended

Category Message Solutions
SLE 1 SLE Message(s)

Conditions Evaluated as Success

Category Message Solutions
Security 1 Security Message(s)
Security SLE AppArmor There are no AppArmor reject messages TID Doc
Basic Health 8 Basic Health Message(s)
Basic Health SLE Kernel Context switches per second observed 79 TID
Basic Health SLE Kernel Interrupts per second observed: 51 TID
Basic Health SLE CPU Utilization: 1.00%, Idle: 99 00% TID
Basic Health SLE Disk Mount on / has highest used space: 22% TID TID2
Basic Health SLE Kernel 2% CFU load within limits, CFUs: 1, Load Average: 0.02 &?k:g;ﬂh\a
Basic Health SLE Memory  Memory used 29% - Swapping: No T
Basic Health SLE Processes 0 Uninterruptible processes observed T
Basic Health SLE Processes 0 Zombie processes obseved TID

37.1 SCA TE4AmKI HTML IR

scatool &< H sca-server-report B, HIABEATARLRIZE, I, BFEE sca-
patterns-base 8, URE—FRIFEN sca-patterns-* 8 ( SEBEAEH Li5{T scatool &<
it EN E LRI ERLR) .

A root AFPBHTHELS sudo HIT scatool &<, #EIEA SCA TER, EEIUNHIMEH
supportconfig TAR 7744, SEILZTHBEE —NMEREMFADTHNEFE, ZTEATRET 15
HIZHIE (75 Tab BANTINEE ) , HATAFEIMRITEN LIBTT supportconfig, AREARMITEN
ERITRED .,
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TEHEHRT —LRF&HS:

sudo scatool -s
1BA supportconfig HEARMITEN EARFTEY supportconfig 748, BIXNASMER"™ M@
LECHY SCA DATEN RS ITTFAEU LI B Ao, ETRETOMEREMN HTML BEHRZ, &
&, ZREFE AZ supportconfig FFHEFERE —1ME R,

sudo scatool -s -o /opt/sca/reports/
5 sudo scatool -s Efil, WE—HERIET, HTMLIEKEAZ -o IBEMIERR,

sudo scatool -a PATH_TO_TARBALL_OR_DIR
P HTIBER supportconfig 7734 (24& supportconfig FHEMREMBRIMEEBR ) . £
HTML 3R ESRTETE supportconfig 17#4sL B RATERINIE,

sudo scatool -a sles_server.company.com
59 2BRR%388 sles_server.company.com 37 SSH&EE, HEZRSEEEIE!T
supportconfig, supportconfig FZHEREEF EHIQAMITEN, HEXITEN LHITON. &£
FLEY HTML 3R SR7ZEERING /var/log BRH, ( sles_server.company.com EREIE
supportconfig 7744 ) ,

sudo scatool -c

JBzh scatool MREXITHIE, % -l FRAIEETHGS,

BxHMEMESR, Ei51T sudo scatool -h X80l scatool FHT,

3742 SCAig&

MBIZREER SCA I®ER7HT supportconfig 7714, NEEBME —SRSEE (KEIWL) EAETAN
SCA 18&RMR%528. 7AfS, BIDAfER SCA iR&EARSEE, AW HIEIT SUSE Linux Enterprise Server 3% SUSE
Linux Enterprise Desktop BIFF BT & L7 supportconfig 7714, RRFEENS supportconfig 744 E#
AR EARBEE, EEEHITHN, EREFEFRE, 7 MariaDB BIEBER, SCA RFRHRBIRE DT
RIFETE supportconfig 744, EAIUEEMIZE Web REFIE SCA k. =FE, FTLIRE BB FHB4
& HTML RERXAEFMERAF, BXAT, BENE 3742547 “J_J_Eaﬂlwwg— SCAIRE" .

37421 ZTEPIEAN]

BB HGOITRIELTENEE SCA %%, BERBILAMIEIRRE, ZIEERTERA,, TEBE TS
NERSREGRSRTN. BXESER, B8EFE 374227 “%/%T{fF” F|5E 374237 “TEME
MiRE" REIELELEE,
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SEREM
e Web F1 LAMP &=

* Web MIARERIR (S TUEMTEN A BEIERULER ) .

@ SFE: FEE root 134X
TP ARSI root BHERE1T.

T2 37.3 FRHER FTP #{T LHMNRR

REHEITIRER, TEEFMALRE, AL, EER cron fFALEIEF L& supportconfig 714
B, EBRESEAXMAGERIZEIRS.

1. ARRRENUEN L, ERIEFSHRITUTHS

zypper install sca-appliance-* sca-patterns-* vsftpd
systemctl enable apache2

systemctl start apache2

systemctl enable vsftpd

systemctl start vsftpd

yast ftp-server

2. f£ YaST FTP BR5388, @ERSMIIE > BRA L3 RIfEZAF L3> 52 > 2, BABJE /srv/ftp/
upload,

3. AT FaR<

systemctl enable mysql
systemctl start mysql
mysql_secure_installation

setup-sca -f

mysql_secure_installation & £lI% MariaDB root 0%,

iTFE 37.4 {EF SCP/TMP #1T L&y =%

XMRBEIREMHEFEERA SSH OSHEITALIRE

1. ARRREMUHEN L, ERIEHS
2. AT TS

zypper install sca-appliance-* sca-patterns-*
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systemctl enable apache2
systemctl start apache2
sudo systemctl enable mysql
systemctl start mysql
mysql_secure_installation
setup-sca

37.4.2.2 SHEREHE
EiB1TSCAREBRSEE, EZHRBUTEREG:

A+

KFE sca-appliance-* £,

i}

* &K sca-patterns-base 8, L4, BEANBEEFERIRZ NI supportconfig FFEERIZR
FI:I

FRYSTER sca-patterns-*,

e Apache
e PHP
* MariaDB

° ER FTP AR5528 (i)

37423 ZTRMEAXIRE

gN%5 37.4.2.2 7 “HREHT ARG, SCAIRESHMBEESTREIE. Eit, EREMRE SCARE

AR3ER 2R, JBEM—LEETIF:

—_

. ¥F Apache # MariaDB, &%

3. ¥ Apache #1 MariaDB B2 & AH7E5| ST /25 :

Web #1 LAMP Z¥ts=,

Ax

=
2. 1% & Apache #] MariaDB, HBEEFMHMIZE—NER FTP fRZ88. BEXFAER, "ENE 9=
“Apache HTTP fR£388” 2B 30 & “f#EM YaST 18 E FTP BREEE” .

sudo systemctl enable apache2 mysql

4. BEXFARRS

sudo systemctl start apache2 mysql

M, BEOJLAMRIBITIZ 37.5, “LEEMEEE SCA 158"
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1TFE 37.5 LRMEE SCARE
TEXLF T, BIUAEA setup-sca MIARYY SCA 1R Z{FERK MariaDB EIE SIREHUREHRTT
BEARAMREE,

FERZMART AR E L&D, LAELS supportconfig I M IRRYTT &M L F SCA R E&:
* scp

o E{ FTP fR3s8

1. RRIGEF SCA BEARENE:
sudo zypper install sca-appliance-* sca-patterns-base

2. b4, BRIEE SR supportconfig FIEHERRRIZINEL, FIUl, MRERIMERLERT SUSE
Linux Enterprise Server 11 #1 SUSE Linux Enterprise Server 12 fR$388, %% sca-patterns-
sle11 # sca-patterns-slel12 X@EIE,

ZRABATARKRI:

zypper install sca-patterns-*

3. B3 SCA R &HITEANIRE, BEH setup-sca MIA, FRZGBSHNARNEURTEEURM
4% supportconfig 7715 £ E SCA & & ARS8

° MREFETHER /srv/ftp/upload BRHER FTP BRS2E, BES -T EHIMITIREN
X, FERERLAVHRRE,

setup-sca -f

D»D

@ IR (EREMB R FTP RS2
IR FTP IREBEAMBERAR /srv/ftp/upload, BERIABUTREXE, FH
IBEIEMIIBER: /etc/sca/sdagent.conf #1 /etc/sca/sdbroker.conf,

o INREEEET scp 15 supportconfig X L E SCA iR ZRSB:EH /tmp BHR, EAFE
FISHEKRIARZISEMA, ARG EEBEE LRHRIRE:

setup-sca

ZIRENARRRFENEKIZT-ERE, HEEEFRMFNAG, E2RTEWMABRNOS: &g
EH#Y MariaDB # MySQL root A<, LAKATFER SCA i&& Web FEA Web BAFPO<L,
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4. IANMBR MariaDB root %, SCAi&&ZI5EMA1ZOSEREER MariaDB,

5. EX Web BFPMOS, ZOSEBEA /srv/www/htdocs/sca/web-config.php, FHigE A
F scdiag MO%, G, ErIERERAFEMO<S, BE8RE 374251 % “Web REAIO

AN
<

o

ERINTRERINEER, ErIUAFAAER SCARE, BSWE 374247 “FEHSCAEE" . BRE,
IRRNZB LRI, FIg0, Tk Web REMOS, Bl SCABXEIHE, BHEMIER, SBRERTF
BRI EEN, BXET, BEME 374257 “BEN SCAEE" ,

O z=: mERP
BT SCA IR & RSB 2R LMIREE B E S H supportconfig FREMITENNZLBEXER, Eit,
WAURIPEF SCA 1R B MRS 28 ERVENIR, CARIREENBIAGIE),

37.4.2.4 {EMH SCA&H

Re] UGB /Y supportconfig F#4FFa) E#E SCA R &, tHeJlA—LBIFER I supportconfig 744

ARG E EEEI SCA RBHIIRIE, PTUAEIE FTP 3% SCP R EHFHE, WHX@mM EHAN, BFEME

B]ARiE] SCA 18 & H) URL, Ei@id FTP £, FEN SCAREEE—& FTP IR, BSNITIE 375,
“RRMECE SCARE"

37.4.2.4.1 4% Supportconfig 784 L3 SCA i%&

* ZE6I# supportconfig FFHEHEE (ER ) FTP L£3:

sudo supportconfig -U “ftp://sca-appliance.company.com/upload”
* ZEfI# supportconfig FFH4FHIET SCP L#;:

sudo supportconfig -U “scp://sca-appliance.company.com/tmp”

RBFRRIEMAGIT SCA 1R ERARSS2EHY root AFOS,

s MBESFHLEH—AKSAER, BERBHEEXE GBERT /var/log/nts_*.thz ) El
5 SCA @&, WFEH, BEMIISMSEN /tnp B, SEM /srv/ftp/upload BR
(MR SCA BBMEBMET FIP),
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374242 BESCARSE

A AFERB A B ZRH R BATGIE]) SCA 1R EIRE RS IR EFTTENL LES SCA iR,

474

. JBEN Web 525 H#A{R JavaScript 1 Cookie BB,

2. A SCA IR EMIREERSITUFR URL,

https://sca-appliance.company.com/sca

MRBEMERD], BEHORAEER,

- REBRACMARTERNAFRNOS,

Supportconfig Analysis Report

Server Information

Analysis Date: 2014-05-01 05.35:21

Supportconfig Run Date: 2014-05-01 1048:08

Supportconfig File: nis_skylark_140501_1047 tbz

Server Hame:  skylark Hardware: Latitude E5400
Distribution:  SUSE Linux Enterprise Desktop 11 (xB6_64) Service Pack: 2

Kernel Version: 3.0.101-0.7.17-detault Supportconfig Version: 3.0-32

Analysis Overview

Patterns Evaluated: 318

Analysis Detail

Conditions Evaluated as Critical

Category Message
Security 1 Critical Securty Wessage (s)
SLE 1 Critical SLE Message(s)

Solutions I

Conditions Evaluated as Warning

Category Message Solutions. |
| securty 1 Warning Securtty |
| sie 2 Warning SLE Messags(s) |
Conditions Evaluated as Recommended
[ |
Conditions Evaluated as Success
[ Category Message Solutions. |

Basic Health 1 Success Basic Health Nessage (=) |

Client: reportfull php v1.0.18 [11:1] (Report Generated by: SCA Appliance)

37.2 SCA R E AR HTML IR

- BXE, BHERREIRMNRSVEE.

/1

- BERBREENREENEER,

A5 RA,

BIEFTARRYER,

SCA&&

SUSE Techrical Support

CEREIRBEERE ML, SUSE MNRERIENXEMNSITH, FHiZZIXHERAR, FEEML

. N Supportconfig PR SRR A EINERT HMIN, BRIFHXLLD, HIEBIBEAAR, 7
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8. 1H&EE SUSE 4MRE (http://www.suse.com/support/kb/2), BAT#RE SCA iR B8y 0] 8 & 4B X 1

HR, AR,

9. EETRIEMAENER, UREREL LR,

37425 BENXSCAIZE

UFLHERTIAENR Web REMOS, EiX SCARAEIR. /3AFHEER UAREC & B FHR BN,

374251 Web REHNOS

SCA ig& Web REHEXRERAFBRNOSER, MIARAFRHR scdiag, BIAWOLH linux (IR
RIGEMBVIEE, BEWTTE 37,5 "LRMEE SCA1EE" ), BREFMAOSERIRAREMO
<. BRI MEAF B,

1072 37.6 EX WEB RERAFE5OS

1. £ SCA g ERSZBHIRLRIZFIE LLA root AFBMER,

2. EYmEBEEHITH /srv/www/htdocs/sca/web-config.php,

3. IRIBEEEN $username F $password AIE,

4. REXFIRE.

37.4.2.5.2 SCAWERIIEHR

ZINBA T, FTE sca-patterns-* B45H— root cron {ENREEAEH, ZEWBEREMIT
sdagent-patterns fi&, MizMANX&IE{T zypper update sca-patterns-*, EHIRIRAEMN
BEEHME SCAREBMIRNE, EZFNEHH SCAREZMNER, FiBiT:

sudo zypper update sca-*

EIAEIR T, 48 M SUSE Linux Enterprise 12 SP2 BHifiFELREM, NMRFE, EoJUBEMEEN R
H6 SMT R385, & sdagent-patterns i&fT zypper update sca-patterns-* B, N HFIE
BENFINEEFKEH. MRIZBEEE SMT BR5S3E E, ENZARSRIRIE,

ITF2 37.7 22 F SCA IR B N EH#

1. £ SCA g ERSZBHIRRIZFIE LA root AFBMER,
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2. E4w4EEEHRITH /etc/sca/sdagent-patterns.conf,

3. I

UPDATE_FROM_PATTERN_REPO=1

Boh

UPDATE_FROM_PATTERN_REPO=0

4. REXGFRE. HEVNEFEENMENAEN.

37.4.2.5.3 71FH4EL

RBESIT supportconfig FFAAFITHLLRETFTE MariaDB BUBEF/E, SM SCA REFMIRATEX
L7, B2, MREBHATER, EIHHENFRE supportconfig FHEMBIARIBEL B, RRIAER
T, FEERLETERRE,

ITFE 37.8 7£ SCA R E R B HFHELR
1. E SCAIRBRSZBHARGIEFHAE LU root AFBMER.

2. {EYmEBEEHITH /etc/sca/sdagent.conf,

3. 13

ARCHIVE_MODE=0

Boh

ARCHIVE_MODE=1

4. REXMHHBRL, HENEEEENMENAEN,

BRFHERINGE, SCAIRE SN supportconfig X{R7FEI /var/log/archives/saved B, A2
15 EMFR,

37.4.2.5.4 EIIEFHMEF&IX SCA RS

SCA 12 & T[B1T BB F B4 & X AT AT AYE A supportconfig B9 HTML &, EEIAER T2RZIN
fE., BERZINEERE, BRIUNEXBRRERIZZMWEFEAFUIIR, FEXSMERSERIENFLIRE
ME2%KA0 (STATUS_NOTIFY_LEVEL),
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STATUS_NOTIFY_LEVEL BYR]RE(E

$STATUS_OFF
(ERELE HTML IREINEE,

$STATUS_CRITICAL
R&REES “K#" KRS8 SCA RS,

$STATUS_WARNING
NREBE "BE" = “XH" RS SCA KRS,

$STATUS_RECOMMEND
R&REBES "B . "EEF" 3 K" IRKEH SCA RS,

$STATUS_SUCCESS
REBE “MIN . "B . "EET X K#T RSH SCA R,

WFE 37.9 J9 SCA R SECE FE FHR{FEN

—_

. 1£ SCA IR EIRSB[IARLREHE LBA root AFRPEMNER.

N

. TEYR5BEEPITH /etc/sca/sdagent.conf,

w

. ¥8Z STATUS_NOTIFY_LEVEL I5, ZINBXIARE S $STATUS_OFF ( ZXFHEE-FHREERD ) .

»

ESFRABETHMFEEN, 548 $STATUS_OFF B AEHWNEEMBE FIMEIRESIVIRSHERSI, FI
m:

STATUS_NOTIFY_LEVEL=$STATUS_SUCCESS

BXMT, BESNSTATUS _NOTIFY_LEVEL BY=]AE(E,
5. EXBBRELEIMHEFATIR:

a. % EMAIL_REPORT="'root"' I,

b. 4 root BitAEREHERIE SCA ENBFHMFIHUTIR, SEFEAFBULATAZTIESD
fR. lan:

EMAIL_REPORT='tux@my.company.com wilber@your.company.com'

6. REXMHHBH, HENLFERNMENAEN, UELEMKITE SCA REEIFELE FHRF L
EEIFEE A,
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37.4.2.6 ZEINHRELIEE
BEHHWRE E77 SCA SH MariaDB SIEE, BHAIFATARER scadb &<

ITF2 37.10 B EIRE

1. 51817 SCA IR EMERSZ B[R RIZHIE LU root AFBMHER,

2. BERITU TSGR RS E TEIFIRR
scadb maint

3. EAU TS BNENHEE:
scadb backup

BIRISRTER TAR 17414 sca-backup-*sql.gz M,

4. MREEAEAECIZRIEEARBCHRN (BMUE 37437 "AREEXSTEX" ), W
EEEMN A TR

sdpdb backup

BB RTZR) TAR 744 sdp-backup-*sql.gz A,

5. FUTHRIEERE S — BT BN IR RIK:

e sca-backup-*sql.gz

e sdp-backup-*sql.gz

* /usr/lib/sca/patterns/local (IRHLRECIZBTE XIEANAFEZEHIZEE)

6. ERALA T ar S EHAE SCA RS

scadb reset agents

T8 37.11 IREBUEE
EETEMREBIRRE, BIRUWTIMAERE:

1. HIG1T SCAIRERRBZ B[R AIEFIE LU root AFBMHER,

2. &Y sca-backup-*sql.gz 1 sdp-backup-*sql.gz TAR FH4EHIF SCA & & RS S,

3. BREESM, BiB1T:
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gzip -d *-backup-*sql.gz

4. BRR\ESANBUEE, BHIT:

scadb import sca-backup-*sql

5. MREEAERRIACIZBUIEECIZECHER, WEBBEIMTHSSAMTHRIE:

sdpdb import sdp-backup-*sql

6. MREBEAEEABEXERN, WEEZRETEMHEIEIE /usr/lib/sca/patterns/local,

7. ERU TS ERRNE SCAR&:

scadb reset agents

8. {ERU TS EIBIEEFRIRIVRIR :

sdagent-patterns -u

3743 AEABEXDIHIRED

SCA iR &HEMI T — N EBIEXNFALIMNE (SCAEREBIERE ) , FTiLEALXBCHNBEE XEX, &
AREMRIEIESHEE, EFEXLRN AT supportconfig /ATiE, FEEEHMREFE] /usr/lib/
sca/patterns/local FEEAIHIT, AE, SCAIREF SCA TRBAHIEN DRSS —SB 9 A
supportconfig FHEGITIXEBE XIEN., BXMNELIE (AN ) BSHERAVIEMEIEER, 55 Rhttp:/

www.suse.com/communities/conversations/sca-pattern-development/ 4,

37.5 ARRIEFEFRRERER

ELEITFEHR, supportconfig RETM, Aid, MREJUAER save_y2logs M YaST WERBEX 4.
MY /tmp BRTFEIE— . tar.xz 745,

MRELZRIEPEEMHIEE, EHIFIUM linuxre SIBMBEEXXHHRREEFS. Linuxrc 2
—/ME YaST BEhzeia{TH/Nas <., ZBEXHNMTF /var/log/linuxrc.log,

'ﬂ
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o EE: TRATNHAEERRAZHFATH
BRXHERETIRNTR, EEEREFNAATHRTA, YERRFEETN, BERSE
BREAEXH,

37.6 AR F;

WFEEARWIRIER G, —MNEEBNERFELEABNIMEAANZIFL, AZIEREEE ( %
Hgs” ) SRIERGFZ B RBERZENEREES. SUSE Linux Enterprise RSN RIZIERE T —4
supported i, ZIRERIERAUT=1ME:

* “yes” HEHTF supported
e ‘“external” , #HTF supported
e Y (z=H, XI&E), #HHF unsupported
A CAfER T AU :
o MIAMBAT, BREHRIFAZIIFAERIREIRICH unsupported,

° SUSE SRk ZIFRINIZAIRU R ER SUSE SolidDriver 2 RILAFIAZIEREIRICH

“external”

° MRKIRE supported 17, MERHUIRRDITRIZNZ, RAFIFTRNAZ, R
ZFENAZIEREZE— IO RPM € (kernel-FLAVOR-extra) 1, ZBRERF
SUSE Linux Enterprise Desktop &1 SUSE Linux Enterprise Workstation Extension, EXIA1&EL
(FLAVOR=default | xen |..) ¥, F"ERHXLERNZ, UL, TREFFASEMPXLERZIFHY
1R, HH kernel-FLAVOR-extra B1tBREBETE SUSE Linux Enterprise JEAH,

* RERIES Linux AZIFRNEREFNITFEHRHIAZIERBSISRAR, BXRAET, FEUL /
usr/src/linux/Documentation/sysctl/kernel.txt J /proc/sys/kernel/tainted

BPIRTS,

37.6.1 HAE=

480 MAZIEIR ST H5 SLES 12 SP2



e Linux P3#%: 7E SUSE Linux Enterprise 12 SP2 E, /proc/sys/kernel/unsupported BJ{EERIA
187 2 ( RAAZFBHIRIREY, syslog FARHES ), ELREFMELZKTFNRAR,
HEERALEKINME, BXESER, i88M /usr/src/linux/Documentation/sysctl/
kernel.txt,

* modprobe : T ERRIKFHEFNREIRIRE modprobe SXARRFSMEMNMIEE supported
MERME, WRIZER “yes” B¢ “external” , MERHIZIER, BNRE, BEXRUNFESLLITH
ER, BE8NE 37627 “ERAARZEFNER

@ EF-SIE

SUSE —f& R Z#5@id modprobe -r EIRfETFIELR,

37.6.2 {ERAANZRAIRR

REMZAZFHHIIFEER, BENSREFTERUAIHERIEL (HIa0, EB#HTIAHEL, HE
BAHHNERETRMER ).

EB=HIANTH, BYIE /etc/modprobe.d/10-unsupported-modules.conf, ELE
allow_unsupported_modules BJEERH 1, R initrd PEBZ—PMAFHHRR, HIEHE
1T dracut -f REH# initrd,

MR IABEIAREFER—IK, 7]4F --allow-unsupported-modules EINS modprobe ZE&{E
B, BXE3EE, B850 modprobe Ff,

o TR KHAE, FIENRMNIEFEMEERNAZHURR, IFESRAXERR, EE5|IST
RS | SEEHI RN IFAER, BERARZBELITIEI oem-modules , LRHMYFIIANL
suse-module-tools BB, RGIGIFEMEMNZIRE TAINT_NO_SUPPORT (/proc/sys/kernel/
tainted), MMRWZEISH, ¥BH allow_unsupported_modules, iX&]ABALIEARZIFHIIE
REZRNRREPRHAKLN, NMRERBENGEEAAZFHIRIRI B REREMISIRIINZG ST
&I (oem-modules=1), MEIAITANERLEARZFHAIRIR,

BiLE, REMBITAZHFORIRE S SUSE RZFHHZARIBN R,

37.7 EB{ER

e man supportconfig — supportconfig FiI,

* man supportconfig.conf — supportconfig BB B XHHIFM T,
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e man scatool — scatool F#TI.

e man scadb — scadb F,

* man setup-sca — setup-sca FH,

e https://mariadb.com/kb/en/ # — MariaDB X134,

B

e http://httpd.apache.org/docs/ # F1 25 29 & “Apache HTTP fg5%28" — B X Apache Web BR$383
B3 A5,

° E30E “(£F YaST1RE FTP RS 2" — BXRUFRE FTP RS 3RAIH,

e http://www.suse.com/communities/conversations/sca-pattern-development/ # — B XNEIEIE

(FIMAR ) 88 289 SCA EURTIRER,

e http://www.suse.com/communities/conversations/basic-server-health-check-supportconfig/ @ —

{8 Supportconfig IEARIRS BFIRSKE,

e https://www.novell.com/communities/coolsolutions/cool_tools/create-your-own-supportconfig-
plugin/ # — BB 2/ Supportconfig ff4,

e http://www.suse.com/communities/conversations/creating-a-central-supportconfig-repository/ &
— I Supportconfig fETFE,
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38 & DlIo)Rl e ELf#RTI 5

RERER—RIITTge Rk MR R EBRRTE, BMESHERFRIGHBIIEIE, thelgeh RBEN
B AT R ARG R RIER TS AR .

38.1 ERMPEER

Linux iR EFEARZRIFHMAT, HIEMRFELECBN, SIUANLNMIEEE, BEASHE Linux RE
FiRERR, B—LR5 SUSE Linux Enterprise Server RAEMEXMBE, SEHBERIXEEIA YasT (2
s FalHE ) B,

YaST ] RIS FBAFTRRIFMB R AER. EREM > 255, AREFEBAER, HAEEEHHRES
&, BEMINERISZFER,

BHIMEERENESEXHNIIR, FHERARARERE, 88 - NBZEEISNAFNAFPEER.
& 38.1 HEXH

BEX M U
~/ .xsession-errors RESETHNRENAEFER.
/var/log/apparmor/ KB AppArmor FIHEXH, FHERES

W, {Security Guide) .

/var/log/audit/audit.log REHTHAENH, ARRENRZNXG. B
REFIRAVE AR, HIREFEARER, BXRIEHN
=8, B8N (Security Guide) ,

/var/log/mail.* REMGRZEER,

/var/log/NetworkManager R E NetworkManager 89 HEX @1 W 481E U
£ o) &l

/var/log/samba/ B& Samba fRBEAEFIRASERNER,

/var/log/warn FTERBNZSRABHTTIFEFINER R “&

& HESH.

/var/log/wtmp BE LR ENRIENAFPERICRN Z#EHIX
., FIfEA last BEE.,
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B

]!

Bt

/var/log/Xorg.*.log

kB X Window R4S MENFIZITR BE
4, EIRNEME X B, ZBERER.

/var/log/YaST2/

BE YaST #F R ELERMWE X,

/var/log/zypper.log

Zypper FIBEX &,

-

[SE

 38.2 /proc XERZZMARAER

FHRANER, BEN = 38.2: /proc XHRFHIR%

Xt R

/proc/cpuinfo BELERER, BEGIERER HIEF. &S
FiERE,

/proc/dma ERYFIERN DMA BiE,

/proc/interrupts ERIEAFERMFIAE RN RE,

/proc/iomem ERIO (BAEL ) REFIRS,

/proc/ioports ERSHRIEEFEAR /0 kO,

/proc/meminfo ETRRFRE.

/proc/modules EREFMER,

/proc/mounts ERERIRANIRE,

/proc/partitions EREBENSX,

/proc/version ERYFEIM Linux kRS,

BRT /proc XHZRZS, Linux RiZErIEE

sysfs R (—PMAFAKNXAGRSE ) SHER. ZIRR

RRTARNREEBEMURXSR, BX sysfs E’JE;E.., BERE 198 “fEH udev 1 E)J’SV\]&

REEE" P oudev BIFIR, R383EE /sys T
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R 38.3 /sys XHRFEMARFRER

X iR

/sys/block BEAZRLIANEMRIZENFER, BESH
BHIRERIRE,

/sys/bus BEFMIELSLLEANTER,

/sys/class BERGFNELLSENTFER (NER. W
4&. FTENNEE)

/sys/device BELFEREBERLEM,

Linux B TILMNATRASABEMA TR, ESMW (System Analysis and Tuning Guide) , 5 2 &

“System Monitoring Utilities” BUEBRERAZEPERANSEENTE,
UTEEHNEMESRBU—MERLIFNREFL, FE-—HEBRE, REBIIBRARE. BRARF
MESNESE, URNEMETERXMERNZIX5]A,

W

8.2 Zi<[o)El

REFAZIBUHENLEZEITLRROERL, —MrAIERTELFIHITER, H—MHELEZENEEZRE
o ATREENRECIERBE—LHEMEE, FRHEFTITHMRAGRNHWIREANEZEL R,

U}

38.2.1 1oEIEIK

AR R{ER SUSE Linux Enterprise Server LiRIFARIBEMEFI0)ZR, BRELTRFEARMTEM, MZIRE
515, ABMSISERERERICSLEER, EEITRNREL, BD) YaST FEBEN G AN E, B2
& SUSE Linux Enterprise Server ${{f, S EBAENER, & YaSTHWEFRCERBERELZENNE, X
ETREEE/ L Fhad(al, SIRMBNBERER, WARERARAHITEE, EAROEEREERTZ
RIFIRRT R £/, DARIREDIERE (4x) 2R FARE BTt % o) &,

485 (o] SLES 12 SP2



RiFE

CD 5t DVD TR (C)
| NECVMWar VMware SATA CDOL (/dev/sr0) ~ | St (s) || RH(E) |

| 8% IS0 XH.. |

REER

® SLE-12-5P2-Desktop-DVD-x86_64-Build0736-Medial
* f8{K: DVD9

® K/\: 3266774 kB

HE

T T |
| EGHO

G | %80 |

38.1 FEFIK

38.2.2 %BFIHT5|58Y DVD IRzHES

NRIEMHENRBR]5| SHY DVD-ROM Iz, =& Linux RZFEMIREZE, WE/LFHEFRE DVD
BopRRErI LR ITENATTE:

ERNENSIZIRE
WNERIRM BIOS FIRFAIZSZHE, 1EMIMEB DVD JENE8sk USB iTFiR&ESIS. ARSI 5]
£ USB fE77iR B M0RER, B8 W (SPEER) , F 6= “FEA YasT#HTEE” 56227 “PC
(AMD64/Intel 64/ARM AArch64): R%&Rzh" ,

@i PXE #1TMES| S
WMRITENEE DVD BaNes, ERRHETEMMIUAMER, NIURITRESETMEMEE, #
BBESN (PEIEE) ,FIE “IERR" ,F 9137 “@T VNC H#HTIZFERER — PXE 5| &0
MEREE" 1 (PEERE) , FIE “ZIEFLR" , % 9.1.6 T “IBiI SSH #HITIZIELR — PXESIS
M LERER" |
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38.2.2.1 4ESIZIRE

Linux 2352 AV E DVD RzNes, SNRFA L% L%E DVD Bangs, HeIaERAEE USB, FireWire 5% SCSI
EIERISMNER DVD IEENEREI B R4, XEZEURT BIOS SAHEREM4MNRE, NRBF@HE, BITHIT
BIOS E#eIRER B .

M Live CD A, e]UBIERTFSISM “Live AFE" ,

38.2.3 MERENRS|ZKW

TENANZRFARS | SH—MNREE T 8ER BIOS 5| SIRFIIRERNIEM, BIOS 5|ZiFwJU4F DVD IX
RREANFSIEM. BUWTENESXNEMRARS|S, EFREE, BXEK BIOS 5| RIFHITER
AJEREER B HEAISTE P IRE, tBAIUSATESE,

BIOS @M ENREAINEEMIRG, R BHRE T OMAIMEAHIRITE BIOS, &%, REEERE
EfE] (FIN5| S BT ) V5i0] BIOS 1B, FEULLVIIALMER, HENSMITE FINSEEAMIR, HP—
TN RRATFRE, ARFIHREETR. SERTHSRA, &7 (EBEHRETE, AtE
FEEB) , ZITIREIZ V0] BIOS IREFRZMHE., BE, BRIBRE (bel]. [F1) 3K [Esc], RULE, HEI
IR BIOS iR EF R,

1TFE 38.1 4 BIOS 5| &%

1. R3S HIEFRIMES#iA BIOS, #A/FHT BIOS FaHil,

2. ZEEKQ AWARD BIOS F#95|SIfF, iB&E BIOS FEATURES SETUP IR, Efth S =] feXHZIN
EAREIEF, B0 ADVANCED CMOS SETUP, &3k EZINfE, FEIEDFHIL (Enter] HEH
i*o

3. EFRTAMNEERES, &EHE R BOOT SEQUENCE 8 BOOT ORDER HFIR, 1% [Page 1] 5§ [Page |]
PESREIRE, HZ DVD RGN EEERATE,

4. BidHZ (Esc] BEF BIOS RERFR., EEMREEINR, BIERF SAVE & EXIT SETUP 3% (Fi0] 8, &
BHRIANRTFIRE, & Y] #

1172 38.2 Bk SCSI BIOS ( ADAPTEC £H1EE22E ) hys| BlnFE

1. #% [Ctrl}HA]3TFRE,

2. ERWETRARER, WERERMERIEGEYE,
iCF /& DVD JRz)2EHY SCSIID,

3. 1% [Esc] IRHEE,
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4. FIFECEERZRIRE, EEMIET, ®ES|ISIREFED, ARIE [Enter] #,
5. %A DVD JRz28HY ID, SAfREBIRIR (Enter] &,

6. ¥ [Esc] M X LAIR[EF] SCSI BIOS M AFRR.

~

BHIERER, HWIAZUEISTHEN.

TRREALRFBEAMAMES REERE, NS BI0S CEFER TEMRNENRERE:

~ ! @ # $ % A & % ( ) +
(G 0 0 3 A 5 A O O R G
— w|[E T |y |u U

[ 1 \
EN 00000000 EEES
[cm ][Meta ][Alt ][ ][Amr ][Ek ][cm ]

38.2 XNWBEHE

38.24 k&5

RUEFHRR (EERIIASAFETIEN ) FTRETERR, LREEERATRERAZPERD EEH
MZHEIZAZPESHRELEINEE (91 ACPI, EMSERLEH E5I#E0EM ) malEn.,
MRARTLAERAE N LRIIEFELIINELZEZANHRTRR, BEWERUTEE:

=
=7

1. ¥ —3K DVD BEWEN=ET, AR (Ctrip{alc}pel| B EIREZHRESISIHTEN.

2. EHMSISFEREA, % (F5] 8, EARE LMFKNEET ACPI, AR [Enter] BHCHN5| S
TRITIE, UETUSEAY ACPI BHIREIER AR H,

3. R (EHERER)  E6E EAYaST#HITEE" PRANSEHITER,

MRUIRELMW, BREU LSERES:, ENEEL2IEE, ETIGEA ACPL # DMA 21, XS HE
R E R LEEING | &,

MR LR METE R, EEASISETURRERERAZES T I EH LR RN ERI RS,
XFo]AES I SRS HRNES(ER, 1§20 /usr/src/linux/Documentation/kernel-
parameters.txt AREIAIZIIIY,
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@ R FRENARE

L% kernel-source BUEERZXRY,

EoISRRZR, THEESMEMS ACPI HXMAZSHATES | SRRAEA

acpi=off
LESHERATEN LB ACPI FR A, WMREMITTENLIELIE ACPI HIIREIA AR THTENF
#9 ACPI Sl =%, Me]AEALLSE,

acpi=force
948 2R ACPI, BMETTENLERAYR 2000 FLARTAY BIOS, WMRFRT acpi=off ZHMFIRETIL
28, WILSBIFER ACPL

acpi=noirq
NEFF ACPI FBF IRQ FRH,

acpi=ht
RiBITRWBH ACPL RBHBLIE.

acpi=strict
PSR EARIEE ACPT AR EHNBTITE,

pci=noacpi
A ACPI R 41 PCIIRQ F&H,

pnpacpi=off
4219 BIOS 1R BB SRRAVPBIEIR AR, Lk T RITEFH1Tio,

ZAETTEEE, DA ATFRARE LR O, X2—HINEE, MREITHENLER

Z

B, LERMEAXNHEZTLER, EIERS L.

nohz=off
F nohz IhgE, WNRMEAITTENIIER, NILLEDEIEEEHE, BN EERL,

—BEmMETEMNSHRAS, YasT 2EIFEEASISMARFEETUBRAL T —XEBIERSIS.
MRERVBARBLZRIEP LT EZERNER, WESISKEREEATFTINHAMEERTF. WRATF

MLRE—MER, WiBEX2EAFHEIR,
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38.2.5 FEiERBRMNBIRERIER
ERRRBARNRHAESISHENZE, HARRFR, ERERRELZ=ZE, BAELRREFIER
&,
BEZMIERTRRRILER
o RN ERWEERE—FHERIHE,
o ERNALINHITRR.
o FREBMERERHFITZERR (BT VNC),
1112 38.3 REM EXFREH PR
1. 5|1EM&E.
2. & BITA—IRE, NPER—IMRENZRIHE,
3. EBTE, AR (EPEERE) £ 65 "EH YaST #THE" RARNSRHITRE.
1372 38.4 AXAHRH#ITRE
1. 3ISURE,

2. 1% [F3], RAREFEIATIE,

3. BEBTE, AR (BE1ER) 6 E "EM YasT #1T7%E" RATRM

i
3
S
=
i
=
5
i

T2 38.5 VNC &3

Ax
<o

=
by

1. 5%

2. FSISEIRR FRACA T XA

vnc=1 vncpassword=some_password

¥ some_password B#ABATF UNCEZEMOS,

3. ‘R, RE% HI=EEN
REREMBHERZREE, MRNUXALNHSEEZT, BEEEF, BER—FER, EFES
TEHEE N TSR E S VNC EE R NAREF LR RRIZFL IP iltFis O S,

4. MNRERANERRINOLRIZR, BRBohNEEEFHEABKREK SUSE Linux Enterprise Server i+ &#1
ERRRAFRREMIES, AR (Enter]:

http://ip_address_of_machine:5801

490 TiEBNERERIERF SLES 12 SP2




RSN SRR E O P T A — N HEE, BRTREBEA VNCOL, BAOS, ARk (HLEEH) 56
B UER vasST #iTEE" RS ERHITRE,

Q == mrans
B VNC RERX— AR EERIRFR A THERNNREE LT, RBRBRAT Java scF8]
ﬂo

BIRRE, RBHEM NCESRWIP UMOS, AR, HTHA - &EO, EFERT SN ER
SHEE, BERITRR.

38.2.6 HeeRoEMIEISFER

BB T IRENZR, BIOS fliE&ER, BERAKAKRBNEN SIS FEE. MEBEMNT —TMEEREMHIETX
AR E, MRHEVHNERERAFARMEFZERERSISER, WelgekEXMER.
BANAKS|I SERFEERILREME, BREMERNINESERISRES/LFEEEN.

31 SIE
SEFEAEAENE, TeREARENBEMEREERMSISED, XA5|SHFFLHN5ISRBREHR
TERES I SRR TMANXRET, XEXBFSERRAPRAIDETE N, WAERESE,
PAIG1% [Enter] D5 RTIE,

BEX3|SER
FRESIS®NZE, BESISRTITRAMINMXREF, HERES 38247 "LiE5IS" B
REMABEXSIFEN, BENERITRE, H% [Enter] #,

RRSHE
R F BRRERERRNAWE, NRBEUAXAHRGG, FiLR B,

38.2.7 HENH

BXLREEEEMASXHNIFERER, BENE 3757 "ELrmdiEFRERER" .

38.3 5|(o)&E

5| SRIARIERANELERSI SHEMMER (RS SEMBWBEIRNERFER) .
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38.3.1 iAi %k GRUB 2 5|&IN#FERF

INREMHTITIER, WeIEERA TSI SMHEFEHIAME Linux TAETHEN LRE, EXMERLT,
REEESISNHREF, Alt, BRERFE 38627 "EAKERSR" RARBNRERSE, ARR
fE56 38.6.24 1 "EHEMLRSISMARZT" PHIRRELE,

Hith ST ENLESI SHERET8ES BIOS X :

BIOS & &
MESEZEXM BIOS iRE, WRELFIM BIOS I8BEFHAZNEEAE, GRUB 2 FIREFAANEER
ij]o

BIOS 5| &l

BRELENARSISINFHREEIEE, WRREAEEIED, MERARLERETR, EURIMAFEN
RN LA S,

383.2 EBEFEX

MR ENEBE, BERLESISHABREREIEE, Mo)He]8EHERKIAR systemd B HRIEIT

g X Window REMECE £, B ELFIHY systemd ZIAB R, BE1T5%< sudo systemctl get-
default, WRREAIER not graphical.target, 5izfTar< sudo systemctl isolate
graphical.target, MRENRERERCERED, BERHREBEN YasT» 24 > 5 EES, REEHIA
AGEMEBERNERFRH, E, RAMZEBSISHABRERER.
MRENMES S| SHENHRIIER BIR, BRERFEELAEE, NRETEREMKESL X Window K
FFRERIRNE TR, 1§11 /var/log/Xorg.*.log FMAEXM, EXEEIXEMNN X RS2
ZHMFERER. RKREEBHHAEILRERR, FIEERERABICFICREBRNR, BeIUERGS
journalctl EiizHiIE (BXIFMER, BHSWE 14E “journalctl: &if systemd HiE” ),
MNEBXLEERIR B RIEHPIAHTE X REZB(HPMEE £, BRiAEIEXLRB, MRERAKNDEL LR,
BERELTRELLEME,

38.3.3 AR A Btrfs IR X

R btrfs |RHXEMHF, BEIHATIER:

° i -0 recovery EMBEANZPKX,

* MEANE[ER, BREEBHNRSX L1ETT btrfs-zero-log,
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38.3.4 wEHIMERTKX

MRIRHXMUR, BESISRAFERSH forcefsck , XHRFIRM -f (force) 48 fsck &

PO
~o

38.4 &Ko)l

EXOEARRBITENXIF LESISEPENMIFRRERERT, ERELEZAFBNOL, SER
REZTRPENOS, BREKREERDET (TEENERRE. RERRWIEHN THITSF) .

38.4.1 BMHAFRMO<SHEHERN

MRAREENEAMZESNRIENE KRS, EHTRERELTENADELCENRS SR LRRIER,
BEMSLZELRH, [EFAE—FSHBAFE root AFMEERIXLTEN., UTRITENELEE
BTITELEEMGCIEE RIE IER:

o MBHIMEPE, BXRILEIBAE—SUBE, FHEIZE 385 T "M@,

* DNS AR ANEFA (XfES GNOME REfFR, AERAALTEALZERSBRLERUE
K)o WRBZXMER, WRIM AT EVIHEFHIRMFRIMATRFZERE KA E, BXIZEERFH
B2, BEME385T “MLEEA" .

° MNRBRKEENER Kerberos, MAZRIAHETES Kerberos Ak 55280 (8] 2 BRI ZE R ETREEEIT T
THHESHE GEE R 3007 ) , WNE NTP ( ML EINY ) RIEFAHEER, &4t NTP fRE 28
TEEER, M Kerberos BMIIEEABILIIE, AR ZESMNEIHKHBTENMNNENERNHELS,

o RGNBHNIIEERERNIER, BYWHEXN PAM BENXE#HITREURE RS FEIESHAEIRIK
HEF IR, BX PAM MEMESEEREXREBEXHFNIEE, BESN (Security Guide) , 82 &
“Authentication with PAM”

s TRXEMBR)., BXZEBMFMER, FSN 538437 "ERZNMENESXEN"
ERERINSBME BB ERT, MRAEZRHARESISERAFPHAAEEKRE, AEBXSIE
NEEHAARRER. B5ISBAFHN, BRITUTERE:

1. E5ISR4%. LWAFLIEISERS, HERER—MRT.

2. 1% [Esc] BHBEIFER, 7462 GRUB 2 ETXAKIEE,
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. % (8] # A\ GRUB 2 #wiE23,

. EEERRSBITHRMUTSH:

systemd.unit=rescue.target

. 1% [F10],
. B root MAFESE0OS,
. HITHEN—ENX,

. ESSITHEA systemctl isolate graphical.target, UASISHATLHZSHFPFIMLE

Rz,

3842 ERHAP BN THES

X ERANLEAFPEEERNEE, RABiFSRERESEZ0E. EXKMETHASHEREEMN, B
RTERERAMAFEENSNORIE, TRERMEBRHIRIIE,
KR EERW AT AT REERR

° APARERA THIRNOSL,
° AFPEaREEEXAFNERXERIFFIRE RIF,

o IFZIFERFH X Window RERTEEZFERIM, LEHRELTRHFIMAZE, ZAFNEERER
Hith Linux 9 & hR{EFRT,

BRI AEREMNIERER, BERITHTERE:

494

- EZRHIFRBAN BN RIENG 28, BREAFMMCHOSEEER, MRAFFEICETOS,

BEA “YaST P ER" RREWAFMOL, I8 (Cps Lock] #, MRFEBMBHL

. LA root BMER, FHEH journalctl -e KERFZHIZ, HEEFRITIEM PAM HEEIRIAE,

- BIRNEREER (R [CorlHAltH[F1] ) . MRMAIIT, MWEEAE PAM £, ERRICAEZIT

BH B MHBIELEAF, 2ifiH5 X Window Z45, GNOME SEMEXEME#, BXEZE
8, BE8E$ 3844 T “BERMINME GNOME EEALEHE"

. MMRAFPMEBREEAM Linux =REFER, B ZAFEERFR Xauthority XHMIkR, A

EHEER (B [CrlHAltHF] ) , AFNZAFRNSRIEIT rm Xauthority, XFFMNIZE]EIR
FRZFAFE X BHEIEEE, ARBXZHEEER.
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5. MRKFEAFREXMHIAMAERN, BEWE 38447 "EFRMINE GNOME RH % £y

E"

TEIE T ERENTTEN EXSER P EITRMNE S0 IR e KBV E ILRE

* APAREMA THIRIIOSL,

* AFBFAETUHENNAMBHIRIEXHAS, ERRNMESHNBIERALRER T ZAFR, AM5IE

R,
o TEHRTFE, BEEHMIAARATA, ZBRIUELTERIPRSHA T TELRIFRS2E L,
* AFPENERIISHBIERZFIIZFEEN,
e HENBETFEMERERENRTENR, MAFTNEREZEN,
o HENTEFLRIBEEZAFERNSMIGIERS2EE KRS S,

o WIRZFERFH X Window RFRTEEFERI, LERERRIARMDEZA, ZAPNERRER
Hth Linux 53 & hRfERRT,

BETMES MK EREANER, BRITUTER:

495

—_

C EERIERBANBMEIENG 28, BREAFMCHOSEEIER.
2. METENAESNRIENZRMVERRSE, ARFRTENEESETESEMHTENIERE
-‘l:H:o

3. MEZAPNAFBENOSHEREMITEN LREEN, UMARFEZAFNSMBIERIER S EH
\EO

a\

4. WERMAFREUERIZEFTEN., MREMAFFATUIEEER, = root AIUERE
&, BERMER journalctl -e>NHRERZHIC, HEISERSINAE N ERIC, A
[RHATE PAM BE 4R TEMBERER.

5. 2INEHRIEER (FEH (cri ALt F1] ), SARAETH, MEIEAERFEE R PAM =B FAR
£, FERTUEIZITEN ERIFLAF, 2ifikHE5 X Window R48, GNOME SEEXAE
Ao, BEXxEZER, BSEE 384471 "EFMINE GNOME E@EAEEHE" ,

6. NRAFPHEEFREEM Linux FRAER, BEZzAPEE R Xauthority XHHIER. EH
ERIeER (B (cripHAllF] ) , RRURZAFPISMEIT rm Xauthority, XHFRIZATE
BRZFAFR X BHRIERIE, AERBEXZ2RIERER.,

7. MNRFEHTFEEXXHRIAMELEBE, BEWNE 38447 "EFZMINE GNOME £@E &£

e=344

& .
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3843 ERENMBHEZXRKK

WFESSHENRNERNENESR, NBEFERIEOERXHEN, REBLEEL: 6105
R AR,

#3150, BEHABTOORBUNBNONR, NRTHAE, 3ISHREE, EREHKIUE,
ERUPEONBHE, FN TR

1. #% [cerl ALt} F1] tRBINAEEFIE,
2. A root FF,
3. AN BERBHHE:

systemctl restart home.mount

4. BMAERNEITOS UBHMNEZEN S X,
5. A [ALHF7] BB AEH S HIREERFER.
6. WEEZR,

38.4.4 EXAINE GNOME RlE%& £ [E

PNRZBXMENR, PIEEER) GNOME EEEXFERIA, PIRei MBI BIERENEFA. FR/LAIER
TR, EEBEIMFERTAKRE, MEREBNEFIETEMAFERE, ZiTEVEERIET. BARTER
FHEAFN GNOME EEEB RBEIXNHME, MAEE GNOME ¥ — MK E, XFMEERIRBAR
RUEEE, ZAAFPAEAERLE GNOME, BRSEXEFABIE,

1. #% [ceri}-[aLt}[F1] tNIRBINAIZH G,
2. RENAPRER,
3. ¥¥AFH# GNOME ECE B RBEIE/MRI & :

mv .gconf .gconf-ORIG-RECOVER
mv .gnome2 .gnome2-0RIG-RECOVER

4. ¥,
5. BRER, BT EANBRER.

6. BT T#L4E ~/.gconf-ORIG-RECOVER/apps/ BREHILFE) ~/.gconf BFR, XML
8 RN AN FAEFECEHIE (85 Evolution B FERHZEFIRETE ) :
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cp -a .gconf-ORIG-RECOVER/apps .gconf/

MR EEREE, NEXRAREERNNAEFREHEECEREMNNAER,

38.5 [M£&|o)zh

RAHNFSRIARTRER SMLEMER, BMENBERNRXE, M, RAERR AR ERATEERMHMMLE
EBUEME). ATNTA—NERIZIR, E]AERTERBEEFAFMEEIFI ML EREE,

72 38.6 WA AW LR EN &
ERETTENHMSERN, BFRITUNTERE:

1. MREANZUAMERE, FELEEERG, WHRENMNEELME EWBEATENNKHEE (SE
HR/F) . UAMERBESANEHRIATES N2 EPRE,
NREELY, BREMLERWHEN ERESIER, WRIEE, WelgeRM <3 Tk, WM
RIEMWMBREPRRELRARRN, Sl EEMIE,

2. NREMMRBTLERE, FPRERGF SEMIT BN LR, MRRE, BRATLMLE

RERSR,

3. —EREMTHEAMLGEEBENRE, BERINKEREMNIRS. RERETAENMEMNSER
SERAMUHER, EAENA YaST RIRAEHILER, HEBOENRZAEER, TEIIHTIRE
R e i — LE B AY [ 48 AR 53 28 LA J2 AR 55 BBV AE AR,

DNS ( B#RARSS )
BRSPS R EHNELAE TS HEFZMMEZIET, MRAHTEUR T E—MBRSEE
HITBMIEIE, MXLARSS[ETAMBEN MM AR, WAFEEENEER, MEF
MR EMRS EEBMITEIISTE “B2)” RILBREEBIE.

NTP ( Bf[B]ARS% )
NTP BRSS & £ #PEE) T2 FRIR] AES RN Kerberos S ISERD X ARSS 2R INAE,

NFS ( 3XH#RRS )
MNRERINBREFETENRIRMETEE NFS BEABRP, N—BILRZEFELSIEERIR, NA
EFRELERMNHIERIZIT. RIFERLZ, NRATF NFS REBLEMNEMLEZXIES
.gconf FERMAFPEER, WiZBAFRPXERFAEMAFPINASEAERER L EEE,
Samba ( X#HRS )

MREF N AR FRENRIEMEFEENERN Samba BR5 [ EMEANBRT, EELERHN
HIEREIEIT,
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NIS (RFE&IE)
WRERY SUSE Linux Enterprise Server R4 KB HIFER NIS FRSZF[IRIEAFBIE, AFE
TiEE R TEL,

LDAP (FHFE&EIR)
WNRIERY SUSE Linux Enterprise Server R4 E#IFERY LDAP ARSZ [/ RILAF IR, AF
BEEERITEN,

Kerberos ( B2 981IE )
BMRIELEHTT, EXRZEMITEVESELMK,

CUPS ( PI£E$TEN )
AP ZETED,

4. BREMKZRSBESEASTHABHNMKBRERT A IFERILER:

0 B2 PRl
TENANBRSRUSATHRNMERSSE/EFHLE, TEREMNDEE, B2k
SENELHBEE—FRNKR, FEESMMES,

a. B]fEF ping IP Hhbf 8% EHE (FF V2 BRARSB|HENE ) RREZERSBR
BIEEGITREBNMEFELMA, MRIEHSMI, RREMEXKNENEERET, FE
W& BFRARS I E ETA,

R ping LKW, ENERER BARENARAE , WRBERFNIAEMRSBERE
WEEHEEN. TAEMITENIET ping 1P il X EH TS GOREELNR SR
RAEFAE, NRFTUMNEMITTENIAEETTEN, MRAZKRSBERSITHREREE,
MR ping <L KMEIRE unknown host, MRRBIMFRS RIEBRESEANENER
IFff, EXZO@E#TE—LIRE, BSNUT R 4b, MR ping LS MAKMY, MeEEM <
RIERREC B S M B F R AR,

b. iEEMA host EW& REELSINERMIRS BTN B2 D5 1EMRNGEIRJy IP i,
RzZIr8R, WMRULELIRE TiZENA IP thht, WBZFMRSEAEERIET. WR host &<
KW, BRELEN LB S ARETEXH N EEE ST :

/etc/resolv.conf
EESZ 4 RT3 S RifE R B FRARSS 2R A1 TIR IR, W] FTIEiaXX 4, &M YasT
8 DHCP Bafif%, BICRABMAE, B, BHARILLXGABUTEMHERERY
P48 3t 3iEFN15 2 BB IE R TR
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search fully qualified_domain_name

nameserver ipaddress_of_nameserver

LRI AE & 2 2RSS 2R tt, ERAPUMELE— M EBITEMENLR
HIEMAIBFRREIT, WIRFBE, EFFEMA YaST “MEIRE" R ( “EHIE/DNS” EIN
+®) IBELEXH,

WMRMLEE 12 EIL DHCP AL IERY, E7E “YaST DNS FIEMEB" HRRAERFET DHCP
By ENBFEL DHCP EHa i s5fli€ =517, LASA DHCP REXEN BB
MRS ER.

/etc/nsswitch.conf
XX &R Linux Z/REEXRBMIRZES. ENERR:

hosts: files dns

networks: files dns

dns FHREWMEN. EFIF Lnux EERIIMSBRMRS 2, BEXLIE YasT BalE
B, ERFEEBEE,

MREN ERFAERXFZEIIER, BLRAEESNICE DNS [RSBF[EE, UHEREK
EERAEM, BXDNSHIFERER, BENAE 235 "HEZR%" . WRMEENM
DNS HRr5523RY DNS ECEIFF, BREMEMMKZIRENEE,

. MRAZTEZEMERSBEEIERE, HFECHRT BMRS LI BMAYETEE, MBREM <
MicE.
£ ip addr show M4#EiLZE MSRRENIZEREBEERRE. HREEMZEFME
R ( /1853 ) B9 inet address, HIR IP it HIR ARSI LR IBRIPERL — 1, 15fE
BMERELAER. NEWE, hERSE HITZIRE,

d. MRBMHRSFMMBEG S EMEEEHIEEETT, BEEFLINEBMEERZ A KT BB T
2K, EfEMA traceroute fully qualified_domain_name &< (BA root AF
HEHHIT) RIREFXLERMEZTHIMEZIRE, aHSEHE —BERANEITENEEER
HEMAEIMMAEMX (B ) . EPRFIE TSN EKSANGR AT 8] BA R LIRS 2 & ET1510],
B4 traceroute #l ping &&FERAUMENEREFBMEIERA,

—BmMETMNEKENERRE, MeIUETHRR (NMREOALELEECHUHENL) , HEFNBRAEE
RIEMEN, UWEHEERERSNEELENRE,
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38.5.1 NetworkManager [o]Z

MRMLEZEFB R, BRITI2 38.6, "UEHRRFIMLEEE" RATALEINEE, MR NetworkManager &
EEBRE, BRITUTER, CREMEXEIETRIEL NetworkManager KIKMEREHILLE:

1. M root APEMITHMRHER.

2. ERn NetworkManager :
systemctl restart Network.Manager

3. MEBAPBMITA—/AMIT, 80 http://www.opensuse.org 2, BEREEH T AEE,

4. WgE /var/log/NetworkManager H7%% NetworkManager IRZSHIERIEE,

BX NetworkManager WEZEE, BSEHE 34 = “(EH NetworkManager”

38.6 #IEo)ER

PRCARELCHBENEERBIERSS, B—<2RWY, NRAZK LNEERITHERAFTEMN

g, IEFATEENKRBIEEHTEN, UELEBTERALIEPER RS HFEFIAVIRZ, SUSE Linux
Enterprise Server {2t 7 £ A YaST IRRATFTRAZNHAME, UR—IPMBIERFATAINEBRE ZiHHY
R4,

38.6.1 EEHXMHIR

ERNERENEN X EEEERNITEN, Lnux %7 dd TR, ZTAATEIRMENEHE
K, 5 gzip —EEATTHH—LZE,

1TFE 38.7 &Mk ERELE
1. Y root AF8HMBIINE,
2. ERRIRE, BEFW /dev/sda (#xi1BJ SOURCE ),

3. AT EIREIHISETZEM (FRIEH BACKUP PATH ), EAEESEINEIRSEER, BREiE1H:
MR /dev/sda £, MBREXEREMEFE /dev/sda T,

4. BITUT LRI R4 RBRESI:

dd if=/dev/SOURCE | gzip > /BACKUP_PATH/image.gz
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5. AT a<mERa:
gzip -dc /BACKUP_PATH/image.gz | dd of=/dev/SOURCE

MRIAFEMREANDKX, B SOURCE SMUNERAMBNNDX, EXMERLT, BRESEFRTUMTR—
W2 L ARERST X,

38.6.2 {ERYUERS

EZMREARERRALELEEBNFNGEIT. RAFRBIERXGRARIN, EEXFRIFNG| SMEIE
FEERITERE RMEE,

7T BBNS AR RIX LRI, SUSE Linux Enterprise Server 12t T —EEZAIUS I SMRIER S, ZRIBRS
B—ANDE Linux R4, FTLAREEI— RAM BZEFH A root XEERBRIFSNEN, (EERTLAMINER(B]
Linux 7 X, ERZMIERS, sIURESIERRAEFEFA—NEEZNHE:

o BIFESEANEEXH,

* MEXHRAPWRENENENERHIE,
° /8] “EB& root” IMETHELRRRSR,

c ME, BRMENRRIISNAREFEE.

* NERBRWZERNIEFHATRRZRE,

* {FM parted @3 SIAES X K\, 7E GNU Parted B http://www.gnu.org/software/parted/
parted.html 2 ERJLAKEIBEXRZTEMNEZEE,

ZRERARATUNEMRBENUERI TR, RERNERRMNRIBZRRE L3ISEZRERE.

@ iX2: IBM z Systems: BIHIERS
£ IBM z Systems £, FIRRRAGATHIE. ERMKRIEBERS, BREE 3877 “IBMz
Systems: & initrd FA{ERIER A" PROIHEBIRIE,

1. BREFEARIEA DVD Ro)ZEH,
2. B35S R4,

3. IS | SFEE L% [F4] FiEE DVD-ROM, AENEFEERIIZEZ %,
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4. £ Rescue: RRFFMA root, TEOS,

NREMHREANE S DVD BahER, AJAMMERS|SZRERR, U T ROIERTZESISHE
2, MRERSZ—3ISHEK (F190DVD) , MEENIBIEDR info X, FHRIEBERR—H#Fi#{T5]

=)
<to

1. ¥\ PXE 5| 2iRBMECE, HRILATIT: install=protocol://instsource #rescue=1,
BINRFEZERNEERS, EFEA repair=1, MEEETRMIER—#, protocol KFRMEM
— MR SZ IR LE Y ( NFS, HTTP, FTP &) ; instsource REMELZRFENIERZ,

2. ¥ (HMEBHEmM) , F8E "HEEENARAMEIS" ,FE8T7 T “"SHMMREE" RATIAER “MLE%Rk
BE" 5| R4,

3. £ Rescue: RRFLHEA root, £EOS,

—BHENZBIEZRS, Eel@id (ALl F1] B [Alcl(Fo] HESRUAIEEIIZRIE,

AJPATE /bin BRTFHRESNTFIFS EMBERANIARER, Wl mounti2fF, /sbin BRESEENA
FEBNEE XU RANWXENNEIAER. LERXRTESATRAAEFNEEEN HHIXM, W
fdisk. mkfs. mkswap. mount #1 shutdown, BARFIF4EHMLEH ip # ss, B3R /usr/bin
BE vi fwi888. find, less #1 SSH,

EEERHZNE, BFEMAGS dnesg, fEM journalctl EBERZAHE,

38.6.2.1 1EMREERENHF

AN NBTZHERAREEEENG T, FRE—IMRAMHNEEXH, EXRATLTEEESIS,
] LB BIE R ARE R ZECE X,

s
2

BRRFEREXH, BRITUTIR:
1. BERRBEZ—EBERS.
2. BEBBRATENMT /dev/sdab T root XHHRL, EFERWNTHS:

mount /dev/sda6 /mnt

RAGFBEFRIAAEIMNT /mnt ZTF
3. B FRNRAFRERAR root XHERE:

cd /mnt

4. £ vi miEBRPITABRENEEX A, BEARGFEE,
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5. NBUBRAHENE root XHRS:
umount /mnt

6. E5|SiTEN.

38.6.2.2 EZEMNENHGFRA

BE, TRELEEGITHNRALEEXHZRE., RBTERH, BEEEBLERA root XHRE,
RA5|ISETHELLER “kernel panic” 453, EXMMERT, W—HHERMINBEE RS, ZRAE
BHSEEFIREHEE btrfs, ext2, ext3. extd., reiserfs., xfs., dosfs #1 vfat
XHERR, EeJhididesS fsck., XHERS, g, WRFEW btrfs HITXERARE, HEMA
fsck.btrfs,

38.6.2.3 MNBELRRA

MRFENRERANONERKERR, FEEE N root IMERRATILRIE, G190, EXREISMEREFES
BT ESAEF.

BREETELRABMEN root IME, BRITUTEZR:

1. 1817 1sblk MGEW M EWNMFRAS K, EARFIF, ZT=A /dev/sda2:
1sblk
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda 8:0 0 149,1G 0 disk
F-sda 8:1 0 2G 0 part [SWAP]
-sda2 8:2 0 20G 0 part /
Lsda3 8:3 0 127G 0 part
Lcr_home 254:0 0 127G 0 crypt /home

2. NERMAZRANEDX:
mount /dev/sda2 /mnt

3. R\ /proc. /dev # /sys #KX:

mount -t proc none /mnt/proc
mount --rbind /dev /mnt/dev

mount --rbind /sys /mnt/sys
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4. MERL “BRDK" REFBOIME, FHREE bash b5
chroot /mnt /bin/bash

5. &fa, RABRRAZNIRRIK
mount -a

6. MAFTNIBRIERKRZAR T, EE3ISRHFZAT, BMA umount -a EIENKHA “exit” B
H EW root IiE,

@ e, BRI

REWNELRAGNXEANNARFEREAEMN, BNHE—LEH., SITHNARERBIER S
SMIA, FNERAEN root IMES| S, BINZHXEES, NRAZIRERTEERE, ME
EMNEZRAZPRIMAZIER, ALH uname -r B YFIEESITH (BB ) AZRE, A

[EG&ERAE K root IMEH /1ib/modules BRTFTERAELENFER. IRZ, FINERAERR

ER, BN, FEEEMEE (FINNE ) FRUBERMIERRE, RSME, BIEAZRES5E
LRIZBRAARE, ZHET2LFARIERS, UAREERNERAFRE,

ERGER, EERA (ALh-(F1] B (Alc)-[Fe] RINIRIEEIGER, BRE “EiX root” K,

38.6.2.4 (ENMEMLRSISMEIEF

B, RALESISRENSISMARFEECHIA. fldl, MRLEEEITFNSISNHES, Bl
R EERYIEIRENBREEL R Linux X RFFRISEPRIE,

ERESISMARFEEHENRRSISNHERF, BRITUTLR:

S WNE6386.23 7 "ARIEEERZG FRRMITHENLSEUBRERRRL,

. RERK LREEXRX GRUB 2 5| SM&AREF. MRREZER, BR®K grub2 81FET

grub2-install /dev/sda

3. IRIEE 11 & "5|SINEHIEF GRUB 2" HFTIRR) GRUB 2 EEEREN, KMETIXHREEREE,
HREFTENAEE,

e /etc/default/grub

* /boot/grub2/device.map (GEAXH, FMLIBEAFE)
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* /boot/grub2/grub.cfg (LWXHERAZEMNI, FNEYRLE )

e /etc/sysconfig/bootloader

4. ERAUTHRLFRINERRRSISMEAIER:
grub2-mkconfig -o /boot/grub2/grub.cfg

5. EESX, K “Eikroot” MBHEHEHESISZRS:
umount -a

exit

reboot

38.6.2.5 BENIZETE

RZEH =L bug, IHSEMALKEZIT. HII, RERMEGNRNIEFENE, BMTLETR
MERZES, AXMELT, FEEEE—ATFERZ (NRERZELAITA) , INTRERLZRERLR
A%,

@ R MMEEFEREREILITRNZ

ATHIERSEHREMMERLEZRITSS, BERARAXSRAINGE, FE5H libzypp EEHE
REBMRLE RAZ,

fflgn, BRLRBEEAIARMARIEEGITHRNZ, BF
multiversion.kernels = latest,latest-1,running

VRINZEl /etc/zypp/zypp.conf X, BXIFAES, BEN (HEER) 145 "©€k2
NAZERE”

EMUNBERR, HEEEEHLTRJEHF AT SUSE Linux Enterprise Server E?—:E’Jlx%ﬁ’]ﬂb"iﬂﬁ?ﬁ}:r
B, Blan, HEEENEERSEIRSEN, tLaE# RAID 125128, ©F ZHEIIRENIE R A BEMRIRIE
RAGIR5, HNEEE Zi*ﬁ@ﬁlﬁlmﬁ&'ﬁ%ﬁﬁ&%‘;&[ﬂﬁirE’JTEJJ&FE?EM*"” (DUD),

XEMELT, SHEEZUARERAVRELRARSE, FHIEERNZEXEIE, BMNARKFIGELELERS

2.
=¥

1. M SUSE Linux Enterprise Server Z31i%/K5| &,
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N

- MREBEENAZEFRHRERRE, RIS R NRF2EARNEFEFWE (DUD), BHE
LG SRPGIR [Fo] RAWNZFERH, FERRNIZFERAIIRZN URL, RRWIAZ,

w

- NEISRBEAERMIERYZ, Hi% [Enter], JIRERFERM DUD, FKEREISEMFENIZF EHY
&,

4. 7£ Rescue: RBRFHFMA root, £EOS,

Ul

. FHBERRAN “Eiroot” RAFIFE, BXIFMER, BBNE 386237 "HREEZER
ZE” .

(o)

. WREAKZE DUD, BERER/EMKR/BHEMIEMRERINEFE, BEBRELRIAZRE
S5 ERERRNBNIEFRETEEE.
IREEEEMENAREREZR, FIUNTREREAUTIRLRERAZ.

a. £ hwinfo --cdrom #&<HELN DVD iR&E5E, £ mount /dev/sr0 /mnt &%

S N3
RKANIRE,

b. £finZl DVD LEFAZXEHIIBE R, W0, cd /mnt/suse/x86_64/,

c. A rpm -i HELREEBENIBHME kernel-*, kernel-*-base F1 kernel-*-

extra g,

7. BEMEEXMY, LENEEYRASISNHER, BXERER, BBNFE 386247 "ENFHE
MRRSISMEER" .

8. NRZWNBFHIRFABRISISHIRIK, REESIS.

38.7 IBM z Systems: 15 initrd R{EMIZE RS

WMRF K AEELT SUSE® Linux Enterprise Server for IBM z Systems B9A#%, MBJREREAR—HIVREST
BIMBESIB RS, BIHASFECLTRALKNNNE IPLITFREAN, EXMERLT, EoJUERTRASKIE
iz,

B (HEER) , F4E " IBMzSystems E%3%&" |, E 427 “HEELEE PAER, 3 SUSE Linux
Enterprise Server for IBM z Systems T&RALMNIT IPL, EEFIELE, ARBAMBLENSH, &R
RgpR#ZE, RAZWREEERWNEREERERLR, WRELEE SSH, WE, EaIURBAD
LHEEMU root 57iET SSH ERAR AR,

FUIEAT, SEMEHEEEE, FEEEEEACRIEENE,

1$7% 38.8 EE& DASD

1. BUATHSSEE DASD:
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dasd_configure 0.0.0150 1 0

DASD I 0.0.0150 i&#%, 1 RREUEXHME (LLAEER 0 WHER
DIAG #=" ( 1 fEHAERY DAIG i5EIFTA ) .

2. I7E, DASD RB ¥l ( B cat /proc/partitions &),

ITFE 38.9 B & ZFCP fi4E2

1. BCE zFCP MR, EEEMRE 2FCP TR, BERAA TGRS TAMIZERE:

zfcp_host_configure 0.0.4000 1
0.0.4000 RiATIEHNEZBMEE 1 RREGE(0 EIFTIZELN).

2. ATBRWANES, PICAECEME, BEAM T o< TmMIzRF:

0.0.4000 RUAFIFAYIE

HiAL GXEBH 0 BERHIETR),

3. W7E, zFCP R REXN (B cat /proc/partitions &),

zfcp_disk_configure 0.0.4000 1234567887654321 8765432100000000

Hif). 0 FREIE “F

HeIRFREHS

1

J& ID, 1234567887654321 Jg WWPN (Efriw OS5 World wide Port
Number), 1 8765432100000000 & LUN (24881 S%5 logical unit number). 1 ERERIEZ

HAIBATREGS.

I, MERAAEREREY, BAUARKEELRRNAR, BEXWARERENCIENIRE, B2

D% 38.62 T “ERABERA" .

IBM z Systems: 1% initrd FR{ERUIE RS SLES 12 SP2
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A SAEEFR

REIH T AEHIATEN,
AFMAEUT BEREIT T EH#:

e A1 “2016 & 10 B ( SUSE Linux Enterprise Server 12 SP2 F9¥J%a kR4S ) 7

e HA2F “2016 & 3 B (SUSE Linux Enterprise Server 12 SP1 B4 ERA ) ”

e 35A3T “2015 % 12 B (SUSE Linux Enterprise Server 12 SP1 FJ¥J#4hRZs ) ”

e FA4AT “2015F 2 B (XL HEERH) 7

e £A5% “2014 & 10 B ( SUSE Linux Enterprise Server 12 #I#J4hRA ) "

A.1

=

E3E

508

2016 & 10 H ( SUSE Linux Enterprise Server
12 SP2 WIHJABARZAS )

“YaST BX#LEH"

° £33 "HIBIEN PREEENBNERZEIENERNRL (XIEERF

#30116) ,

“ERBSITIASERHE"

e zypper patch ABEIARRFEIGIER, ELRANEIEIER, BEM --with-

optional S&%% (FATE#320447),

“iB1T Snapper #H{TRFMREFIIRBEIE"

o EE6.1.2T “HREFHIRMWER" HRIT /var/cache # /var/lib/libvirt/

images (Fate #320834),

e AINTEHE 6.6 "BiFERE" , HREEEIEEX Snapper BT EEIZ XY (Fate

#312751),

o AT [): (Fate#318799),

2016 £ 10 B ( SUSE Linux Enterprise Server---

SLES 12 SP2



£10=E “5|& Linux 24"
o BIVEAFEBEXHRL, URBXXHRRES|I ST (FATE#320443),
E 11 E “S5|IZNHFZERF GRUB 2"

o EE .27 “EEXHLH” FIRIMT /boot/grub2/custom.cfg ¥ grub-once A%
FIRHE X1 (Fate #319632),

o AMTE 6317 “AREIFNRFIRIES|SI0” (Fate #317972 #1 #318101) ,
o FEE 113337 “SISMAETHET£" FRINT EX]E5|S2HFHER (Fate #316553),
F15F “EARBMEN"

o RINTBXMEIMER/NT (FATE#320468), BESME 15.8 17 "B /NHIZE LHITRLE )
(S

o 5 Wicked B9 TUNNEL_DEVICE ( FATE#317977, 2 15.5.1.5 % “i@id Wicked {EF k%
]E" ) .

JEE: NFSv2
o RINTBXBA NFSv2 89iF#8 (https://bugzilla.suse.com/show_bug.cgi?id=919708 2),
$£22% “fEF NTP ESATE"
o RINTBXAATIFEFED BENEMAESR. Chroot jail REBAEKINZE.
E31E “KRERSE Squid”
o EHTTHN Squid 3.5 HIE T (FATE#319674),
E37.5T “ERREIRERREER"
o RINT BRERRLIZPOIEN B ESFEY/NT (FATE#320015),

Bug 1€
{83 Kerberos B9 NFS B8R ARSZ B FF (https://bugzilla.suse.com/show_bug.cgi?id=983230 2),

A.2 2016 & 3 H ( SUSE Linux Enterprise Server 12
SP1 BY4EFhR AN )
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https://bugzilla.suse.com/show_bug.cgi?id=919708
https://bugzilla.suse.com/show_bug.cgi?id=983230

$£10E “5|& Linux 24"
NI T B X initramfs M swap E#E LVM BYERE (https://bugzilla.suse.com/show_bug.cgi?id=2)

A.3 2015 £ 12 B (SUSE Linux Enterprise Server
12 SP1 BY¥]9ahR A )

M

* SUSE Linux Enterprise Server B34 EL#E (Subscription Management Tool for SLES 12
SP2) .

e SUSE RtRMEX MG EEGRBARREY B, ENFM#ITTEN, URMHXINEX,
o REFRARBEE TXHEAMXE/NCIBHRIMTRKEAS,
o FRAREZE M Novell Customer Center 245 SUSE Customer Center,

o WM7E, & YaST R, MF@E I A A LB AR E1EE, MESEMEE1EE (https://
bugzilla.suse.com/show_bug.cgi?id=867809 2),

6 E "M@ Snapper HITRZAIREFIIRIBEIR"

e EE 6547 “MERERIE" BIRINITHEX snapper delete BIFT --sync AXHER
(Fate#317066),

o RINTE 6.3.17 “ifEIFIHEFIRIES | SI0” (Fate#317972 # Fate#318101) ,

e FEFE 63T EINRES|ISRATRALDR" RRNTBRMAEIREPIALRIRSHER
BRAEH ZAPRSHVRT (Fate#317973 #0 Fate#317900 ) ,

e FINTH6.1.33F “BIBMIBAFFE" (Fate#318805, https://bugzilla.suse.com/
show_bug.cgi?id=9106022 ) ,
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https://bugzilla.suse.com/show_bug.cgi?id=
https://bugzilla.suse.com/show_bug.cgi?id=867809
https://bugzilla.suse.com/show_bug.cgi?id=867809
https://bugzilla.suse.com/show_bug.cgi?id=910602
https://bugzilla.suse.com/show_bug.cgi?id=910602

£75 “{EHVNCIERRiAHmE”

o JE—RFBNERM T —NET, ANTEXRERABATERZ2BINE VNCHIER
(Fate#318936), HEFRT tightvnc, EAEEBRL#H tigervnc BN, FAIBEXLEEED
FEE7217 “TTHEE” BNE,

E5E “FHSSTIEESERG”
o RMTEHES1.47 “NRIEACHBRXEAHIZFARS” (Fate#318827),

e EE 51317 "ZR2HPFAFIIEHER" HIRINT zypper list-patches --cve Y
B2 Rf (Fate#319053),

o TEFE5.1.2 T “fER Zypper ZEFMMIFRIRGE" HRIMTEE 5.1.2.6 7 “NEANMBEELZE
8", UWRBXERFE debuginfo EIRIIETR (Fate#316287),

o RNT—AIE, BEENAREBHZFERES5IS 5%, (Fate#317872),
%14 % “journalctl: &if systemd Hid”

o RIITE 14.6 7 “fEH YaSTidjE systemd Hi2” (Fate#318486),
ENME “5|SMEHES GRUB 2"

o BH/EIMLTEE, UESHEMI GRUB WRAE (L2175 YaST hkA ) 187
£128 “"UEFI (g—mI¥ REMEO)

o RNTEE 12147 “ERIENERINERF" (Fate#317593),
F15E "EARBRMEIR"

® 2 15.5.1.3% “Nanny” migt, MEEKIASBH Nanny (Fate#318977),

e RINTH 156 T “RHBEEAIRE" (Fate#317121, https://bugzilla.suse.com/
show_bug.cgi?id=8701322 ) ,

o WINTE 1597 “3RHF Open vSwitch BI3RHFE X IMLE” (Fate#318497),
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https://bugzilla.suse.com/show_bug.cgi?id=870132
https://bugzilla.suse.com/show_bug.cgi?id=870132

$£238 “HRRE%
o RINTE 23.3.2.9.1 7 “HAilkEXiE" (SXA4ER #1356) .
¥ 255 “WBT NFS HEXHZRAE”

°® 25327 "FHEHXHZRS BRMTERR, IBH NFSVA RAFRBEE --bind %
(Fate#316311),

8.1 1 “SHMBIERSRE”
° RATEATHERITHRL,
58 29F “Apache HTTP fRs388”

° 5£296.1.37 “FEUERNZZEMIER" B¥% CA.sh B TER openssl % ( XHHER
#28367)

o RINTE 2977 "ERE—IRSEE LE1T2/ Apache 31" (Fate#317786),

o ETIZEATR, UWESEFN Apache hRZAS 2.4 #87F (Fate#319012),
£38E “BERRBAREBRAAR"

° TE5 38.6.24 7 “EMAEMEES|ISNEER" PXET GRUB 2 MEHMRFIIE,
FIES “RE”

e RINTE20E “(EH kGraft FELIE4 Linux W4%Z”  ( Fate#313296 #0 Fate#313438) ,
Bug 1€

o EFRTHEEEY acpid.service (https://bugzilla.suse.com/show_bug.cgi?id=918655 A1),

e EETHE20E “HF kGraft FELIBH) Linux R#Z” FRIEIRFRER (https://bugzilla.suse.com/
show_bug.cgi?id=954250 2),

e BE T3 29F “Apache HTTP fRs328" HRIEEIRERIZ (https://bugzilla.suse.com/
show_bug.cgi?id=949395 2),

e 7EZ512.1.1 7 “7£ SUSE Linux Enterprise E32iE" AARINT BXERINBEATEBRAZ 25|
BIERSE (https://bugzilla.suse.com/show_bug.cgi?id=879486 2),

e EE 73T "HEVUNCHIE PERTEX VNCNREEOCHX, BAXMOS
£ SUSE Linux Enterprise Server RAR®] g (https://bugzilla.suse.com/show_bug.cgi?
id=941307 @),
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https://bugzilla.suse.com/show_bug.cgi?id=879486
https://bugzilla.suse.com/show_bug.cgi?id=941307
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° 5386237 "HOELERAG PUETEXERBEEATIHRERERARILE
(https://bugzilla.suse.com/show_bug.cgi?id=918217 @),

e EE 1027 “initramfs” FRIMTEXEXREKIA sysctl BEREH initramfs XERIFT
BB 7R (https://bugzilla.suse.com/show_bug.cgi?id=927506 A),

o EHE 25417 “fEH Yast EAXHMRGA” M 15.4.1.25 7 “HEMEIRE” PRMOTE
KBiLE Wicked {SF NFS R B RPMLKIZ &R (https://bugzilla.suse.com/show_bug.cgi?
id=9381527),

o 7EE 37.6 77 "WIZIEHRZIE" RUAIETHEX kernel-FLAVOR-extra BYIRSHRA
(http://bugzilla.suse.com/show_bug.cgi?id=922976 a),

e Btrfs/Snapper: EAMBRE S FERIREE (https://bugzilla.suse.com/show_bug.cgi?
id=910602 #),

o BX /var/lib ERYIMSI FEMR] TR Btrfs 34 (https://bugzilla.suse.com/show_bug.cgi?
id=930424 &),

A4 20155 2 B (XAS4EPIEERT)

B 138 “systemd SFHFIEF
UIETEANBLSHIBIRPE (https://bugzilla.suse.com/show_bug.cgi?id=900219 ),

A.5 2014 £ 10 B (SUSE Linux Enterprise Server
12 B9HIIRRR S )

=

HTABIRHE KDE, XFRT B KDE XIEMSERE,

BFAEXHF SuSEconfig, ZRTIBHEXSERR (Fate#100011),

M System V init B ZE systemd (Fate#310421), B T XEZEMIIERS,

YaST BITR A miBER EE AN ARSS EHIRET (Fate#312568), BHi 7 KRR MAIER 7,

HTFE XM ISDN 3, ERTHEX ISDN ZIENFRESE RS (Fate#314594),

HFAHBREM YaST DSL &R, KR T EHEXSE NS (Fate#316264),
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https://bugzilla.suse.com/show_bug.cgi?id=930424
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° BTFABRM YasST AHIMEHESERR, ZRTABREXSERE (Fate#316264),
¢ Btrfs EEARDXHIZIAAFZR L (Fate#315901), EH T XIFZEMEIERST.

o dmesg MAERMEMT ctime() #ENAI=IEATEIEY (Fate#316056), FEFT T XA

=
* syslog # syslog-ng E# rsyslog BXX (Fate#316175), B 7 XHZ&MAIE5 .
* MariaDB I7E{E Ik REWBEEMIAE MySQL 1214t (Fate#313595), B#i 7 XHZ2MWAVER5 .

e SUSE MX=mABTE http://download.novell.com 2 E1#t, MAETE http://
download.suse.com 7 Ei2f#t, BEECAEMIBRE,

e Novell Customer Center B4 SUSE Customer Center BYX., T T XEFZEMEYEES,
e /var/run EAJ tmpfs (Fate#303793), B 7 XEHZ MRS,
o FNEBXZIEATRRLEN: IA64 Fl1 x86, EH 7 XEZHMAVERS,

° R ifconfig REMBHELTTZEH wicked BVK, FH T XHREIMAIERS,

s FZMEHSEFA, UEHEMNGLEN (BFER ip ) . BN 7 XAEZEMEIES.

arp: ip neighbor

ifconfig: ip addr. ip link

iptunnel : ip tunnel

iwconfig: iw

nameif : ip link, ifrename

netstat: ss. ip route. ip -s link. ip maddr

route: ip route

o RIBRARBES THEPHRENAFHRNT AERNE.,
E3E “YaST BN EH"

* YaST I’ft 7T —MEINA TS AEEEA delta RPM (Fate#314867),

o ELRREZERMINEHEFZAT, YaST BBHE, FHEMEOTLUEFUAIMREIRIE,
F3I7E "WERATIZHNRAER"

e RINTE371T "ERIHFASAER" —77 (Fate#315869),

* JRINT /% Supportconfig 734 (SCA) TEFE&M—T: £ 3747 “HRAGEE"
(Fate#315699),
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o RIT—T: $F37.67 “NIZIEREIF" (http://bugzilla.suse.com/show_bug.cgi?
id=8691597),

o EMHFEMRERTIZE,
FA4E “NXAFHHA YaST”

o RMTEBEXRMFAERGREERPSRIERBES,
£ 6Z “iB Snapper HITRFZREFNRIBEIE"

o BT TZE, HANTIHINEE
( Fate#312751, Fate#316238, Fate#316233. Fate#316232, Fate#316222. Fate#316203. Fate#316222

o BNT—T: £63T “BIENREISKNITRAE
& (Fate#316231, Fate#316221, Fate#316541, Fate#316522),

7% "“fERA VNCiziisE”

e BIAVNC &EFZHM A tigervnc,

o RIMTHEXREKXKANC RIEFEHNEOEERNEERNS,
BL5E “EHBSITIEEERMGE"

* EBRTHX Zypper rug FRERILAIH (Fate#317708).

s ENRE T 5.1.6 T “F Zypper BEifjfiEfFEFE
£10E “5|% Linux Z4"

e HF System Vinit 24 systemd BXX, ZEREHIT T KIE4E . systemd PLERRE R IHEY
—ERNE: £ 13E “systemd sFIFER"

%13 & “systemd STIFIERF”
o ¥UARINT —EBX systemd F YaST [RBZEIEZZHINE (Fate#316631, Fate#312568 ) ,

o MBVE R KREAZERIYNT (http://bugzilla.suse.com/show_bug.cgi?id=892349 ),

%14 E “journalctl: &if systemd Hic”
¥R T —Z (http://bugzilla.suse.com/show_bug.cgi?id=878352 A1),
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$ 11 E “5|SMEHERF GRUB 2"

* J& GRUB Legacy X#4& AL T X F GRUB 2 FFET,

o BERT I LILO MIZH5,

o FIRMT—: £11.4%F “zSystems FRRERAARNESR" .
%128 “UEFI (#—FI¥ REMGEZEO) "

o B TZE, FRITINAE (Fate#314510, Fate#316365),

o RINTBEXEFAE SUSE ZIRIERBIES (STHLERE #25080) ,

F16E “FTENNIRIE"
IRIEFEY CUPS IRAEH TET, NERMLEAITENRIEIEIUE PDF (Fate#314630),

17 E “XWindow R4”
o BN TZE, URMEXBNHAEINNSEE.
s EBFTH 1717 “RRMEEFNK" .

E 158 “BEXRERMENR"

* NetworkManager ¥ 7E=2 Workstation Extension B—&84>: 58 15.4.1.1 71 “EEE 2 FEAME
In" (Fate#316888),

o RMTEXATMEEENFT wicked MEZRIV/NT: 51557 "FaliEMLEiERE"
(Fate#316649),

o 123 TERIMZE /etc/resolv.conf BIEMIET: 2 15527 “HEH”
(Fate#316048),
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g 288 “sLp”

o ENiRE T%E, KBEMTHEX slptool HmEMER.
E2BE "HRRAA"

° YaST DNS #RIIE 2 #5i% B5% & 88 (Fate#309036),
245 “DHCP”

° HTFABIRM dheped, MEEEHER (Fate#316111),
526 % “Samba”

o RINT—T: $£268% “BHEJ ,

o RIMT—T5: 5526.8.1 % “Btrfs EABANEELSR" .

o RIT—T: 526827 “lREE”
$ 258 “BiT NFS HEXHRSE”

o NFSv4 HZRIRBIAEES LS5 NFSV3 &I, 55 —RURIMAFENHERAIREREFH
(Fate#315589),

o ARHFESHRS |/ EARRA NS &,
B 27E “fEF Autofs FREREN"
* AMTHX autofs KY—E (Fate#316185),
% 29Z “Apache HTTP g5z 88"
° BFZERITEHREZEM mono 1 mod_mono, HLLEEMRESENTR,

o KENBBEH NS Apache 2.4 [RHE* (Fate#316067),

° EMRTHFAMIES NameVirtualHost , FHERMERHTE 29.2.2.1 1 "EIUEVEE" .

o {FANNER) Require B#i T Order. Allow # Deny #E%.

° WE 2967 “fER SSLIEELZ M Web fR52E"T PEMRTEMAY “Snake Oil” 28],
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$30E “(#EF YaSTiRE FTP R
o MfRT pure-ftpd (Fate#315176, Fate#316308),
$3E “BREEE"
o T pm-utils BIALTIRTSER,
$38E “ENREREMBRAR"
o FURINT —%5: 538337 “TLiEZEA Btrfs iR9X” (Fate#308679, Fate#315126),
o EMRTEXEZEH YaST {88 1Eh80/\¥ (Fate#308679),
Wi-Fi i &

° BT HXEER YaST #17 Wi-Fi BERET, E XA NetworkManager ek Wi-Fi &2
B: $34F “fFM NetworkManager” ,

I BB Pk
* ERTEXFIRBRMNEINET,
Bug €&

o RMT—F: £37.67T “WIZIBRIZIE" (http://bugzilla.suse.com/show_bug.cgi?
id=8691597),

o FURIT—E: £ 14E “journalctl: &if systemd Hig” (http://bugzilla.suse.com/
show_bug.cgi?id=878352 2),
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C GNU iFH=]iE
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GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth
Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute
verbatim copies of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional

and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it, either
commercially or non-commercially. Secondarily, this License preserves for the
author and publisher a way to get credit for their work, while not being considered
responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals
providing the same freedoms that the software does. But this License is not limited
to software manuals; it can be used for any textual work, regardless of subject
matter or whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a
notice placed by the copyright holder saying it can be distributed under the terms
of this License. Such a notice grants a world-wide, royalty-free license, unlimited

in duration, to use that work under the conditions stated herein. The "Document",
below, refers to any such manual or work. Any member of the public is a licensee,
and is addressed as "you". You accept the license if you copy, modify or distribute
the work in a way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or
a portion of it, either copied verbatim, or with modifications and/or translated into
another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or authors
of the Document to the Document's overall subject (or to related matters) and
contains nothing that could fall directly within that overall subject. (Thus, if

the Document is in part a textbook of mathematics, a Secondary Section may

not explain any mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal, commercial,
philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated,
as being those of Invariant Sections, in the notice that says that the Document

is released under this License. If a section does not fit the above definition of
Secondary then it is not allowed to be designated as Invariant. The Document may
contain zero Invariant Sections. If the Document does not identify any Invariant
Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.
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A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public, that
is suitable for revising the document straightforwardly with generic text editors

or (for images composed of pixels) generic paint programs or (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters

or for automatic translation to a variety of formats suitable for input to text
formatters. A copy made in an otherwise Transparent file format whose markup,
or absence of markup, has been arranged to thwart or discourage subsequent
modification by readers is not Transparent. An image format is not Transparent if
used for any substantial amount of text. A copy that is not "Transparent" is called
"Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF designed
for human modification. Examples of transparent image formats include PNG,

XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/
or processing tools are not generally available, and the machine-generated HTML,
PostScript or PDF produced by some word processors for output purposes only.
The "Title Page" means, for a printed book, the title page itself, plus such following
pages as are needed to hold, legibly, the material this License requires to appear
in the title page. For works in formats which do not have any title page as such,
"Title Page" means the text near the most prominent appearance of the work's title,
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either
is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a specific section name mentioned below,
such as "Acknowledgements", "Dedications", "Endorsements", or "History".) To
"Preserve the Title" of such a section when you modify the Document means that it
remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers

are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers may
have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or
non-commercially, provided that this License, the copyright notices, and the license
notice saying this License applies to the Document are reproduced in all copies,
and that you add no other conditions whatsoever to those of this License. You may
not use technical measures to obstruct or control the reading or further copying

of the copies you make or distribute. However, you may accept compensation in
exchange for copies. If you distribute a large enough number of copies you must
also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's license
notice requires Cover Texts, you must enclose the copies in covers that carry,
clearly and legibly, all these Cover Texts: Front-Cover Texts on the front cover,
and Back-Cover Texts on the back cover. Both covers must also clearly and legibly
identify you as the publisher of these copies. The front cover must present the full
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title with all words of the title equally prominent and visible. You may add other
material on the covers in addition. Copying with changes limited to the covers, as
long as they preserve the title of the Document and satisfy these conditions, can be
treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than
100, you must either include a machine-readable Transparent copy along with each
Opaque copy, or state in or with each Opaque copy a computer-network location
from which the general network-using public has access to download using public-
standard network protocols a complete Transparent copy of the Document, free

of added material. If you use the latter option, you must take reasonably prudent
steps, when you begin distribution of Opaque copies in quantity, to ensure that this
Transparent copy will remain thus accessible at the stated location until at least
one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well
before redistributing any large number of copies, to give them a chance to provide
you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role of
the Document, thus licensing distribution and modification of the Modified Version
to whoever possesses a copy of it. In addition, you must do these things in the
Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should, if
there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you

from this requirement.

C. State on the Title page the name of the publisher of the Modified Version,
as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of this
License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and

required Cover Texts given in the Document's license notice.
H. Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add to it
an item stating at least the title, year, new authors, and publisher of the
Modified Version as given on the Title Page. If there is no section Entitled
"History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item
describing the Modified Version as stated in the previous sentence.
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J.  Preserve the network location, if any, given in the Document for public
access to a Transparent copy of the Document, and likewise the network
locations given in the Document for previous versions it was based on.
These may be placed in the "History" section. You may omit a network
location for a work that was published at least four years before the
Document itself, or if the original publisher of the version it refers to

gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve
the Title of the section, and preserve in the section all the substance and
tone of each of the contributor acknowledgements and/or dedications

given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their
text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that
qualify as Secondary Sections and contain no material copied from the Document,
you may at your option designate some or all of these sections as invariant. To do
this, add their titles to the list of Invariant Sections in the Modified Version's license
notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements”, provided it contains nothing

but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization as
the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage

of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission from
the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions, provided
that you include in the combination all of the Invariant Sections of all of the original
documents, unmodified, and list them all as Invariant Sections of your combined
work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make the
title of each such section unique by adding at the end of it, in parentheses, the
name of the original author or publisher of that section if known, or else a unique
number. Make the same adjustment to the section titles in the list of Invariant
Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various
original documents, forming one section Entitled "History"; likewise combine any
sections Entitled "Acknowledgements", and any sections Entitled "Dedications". You
must delete all sections Entitled "Endorsements".
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6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding
verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations
of the Document under the terms of section 4. Replacing Invariant Sections

with translations requires special permission from their copyright holders, but

you may include translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers,
provided that you also include the original English version of this License and

the original versions of those notices and disclaimers. In case of a disagreement
between the translation and the original version of this License or a notice or
disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or
"History", the requirement (section 4) to Preserve its Title (section 1) will typically
require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long
as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in
spirit to the present version, but may differ in detail to address new problems or
concerns. See http://www.gnu.org/copyleft/ 2.
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Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any later
version" applies to it, you have the option of following the terms and conditions
either of that specified version or of any later version that has been published (not
as a draft) by the Free Software Foundation. If the Document does not specify a
version number of this License, you may choose any version ever published (not as

a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the
“with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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