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About This Document

This document describe how to use a OpenVAS or Nessus SaavdrerGTK+ GUI
“OpenVAS-Client”. This may not cover the whole functiortglof the OpenVAS or
Nessus Server nor does it claim to be complete.

Please note that a name change from NessusClient to Ope@\/AS-happened
early July 2007. NessusClient 1.x continues as OpenVA8rCIvhile the new Nes-
susClient 3.x release is a entirely new development bas€ilanstead of GTK+ and
is not a Free Software product.

Due to the name change the manual might be inconsistent in some places!

1 General Overview

The “Nessus” Project provides powerful, up-to-date ang/ éasise remote security
scanner as Free Software under GNU General Public Licensi& (GPL). Nessus
will allow you to audit remotely a given network and determimhether bad guys (aka
‘crackers’) may break into it, or misuse it in some way.

Intelligent Scanning Unlike many other security scanners, Nessus does not tgke an
thing for granted. That is, it will not consider that a givemmsce is running on a fixed
port - that is, if you run your web server on port 1234, Nessillsdetect it and test
its security. It will also not determine a security vulneali#pis present by just re-
garding the version number of the remote service, but walllyeattempt to exploit the
vulnerability.



Modular Architecture  The client/server arquitecture allows you flexibility tqodiey
the scanner (server) and the GUI (client) in multiple configions reducing manage-
ment costs (one server can be used by multiple clients) Sdaher éeatures of the
Nessus Security Scanner are:

CVE compatible Each plugin links to CVE for administrators to retrieve het in-
formation on published vulnerabilities. They also inclsdeferences t€ERT, Bug-
traq, and vendor security alerts.

Plug-in architecture Each security test is written as an external plugin. This,way
you can easily add your own tests without having to read thde acaf the Nessus
Server enginmessusd. The complete list of the Nessus plugins is available at
http://cgi.nessus.org/plugins.

NASL The Nessus Security Scanner includes NASL, (Nessus Attaggtihg Lan-
guage) a language designed to write security test easilyaititly. (security checks
can also be written in C)

Up-to-date security vulnerability database We mostly focus on the development of
security checks for recent security holes. Our securitgkfieatabase is updated on a

daily basis, and all the newest security checks are availtittp://www.nessus.org/scripts.php
and on the FTP servers and mirrors.

Can test an unlimited amount of hosts at the same time Depending of the power
of the station you run the Nessus Server onto, you can testéwar forty hosts at the
same time.

Smart service recognition Nessus does not believe that the target hosts will respect
the IANA assigned port numbers. This means that it will regag a FTP server run-
ning on a non-standard port (31337 say), or a web servermgram port 8080.

Multiples services Imagine that you run two web servers (or more) on your host,
one on port 80 and another on port 8080. When it will come ttrtgsheir security,
Nessus will test both of them.

Tests cooperation The security tests performed by Nessus cooperate so tHahgot
useless is made. If your FTP server does not offer anonynogirsd, then anonymous-
related security checks will not be performed.

Complete reports Nessus will not only tell you what's wrong on your networkt bu
will, most of the time, tell you how to prevent crackers frompmiting the security
holes found and will give you the risk level of each problemrid (from Low to Very
High)



Exportable reports The Unix client can export Nessus reports as XML, HTML, text,
IATEX, PDF and an easy-to-parse file format.

Full SSL support Nessus has the ability to test SSLized services such as sittyss,
imaps, and more. You can even supply Nessus with a certiodteat it can integrates
into a PKI-fied environement.

Smart plugins (optional) Nessus will determine which plugins should or should not
be launched against the remote host (for instance, thigptsthe testing of Sendmail
vulnerabilities against Postfix). This option is called tiopzations".

Non-destructive (optional) If you don’t want to take the risk to bring down services
on your network, you can enable the "safe checks" option aNg which will make
Nessus rely on banners rather than exploiting real flawsterahne if a vulnerability

is present.

Independent developers The Nessus developers are independent from the rest of
the world, so we will not hide a security vulnerability in theogram XYZ because we
have a contract with them.

Easy-to-reach developers You feel that there is a missing feature? Just contact
ushttp://www.nessus.org/contact/ or use the Nessusngdibts. We reply and im-
plement what makes sense.

Open bug tracking system. Found a bug? Report it here: http://bugs.nessus.org.

Huge number of tests There are more than 7000 nessus tests (and constantly grow-
ing!) which are divided into 23 different families:

e Backdoors

e CGl abuses

e CISCO

e Denial of Service

e Finger abuses

e Firewalls

e FTP

e Gain a shell remotely
e Gain root remotely

e General



e Misc.

e Netware

e NIS

e Port scanners

e Remote file access
e RPC

e Settings

e SMTP problems
e SNMP

e Untested

e Useless services

e Windows

2 Installation

Note that only the source is what the Nessus developer teamaily tests in depth.
Binary installation packages are likely to be availablerfarst standard operating sys-
tems but not necessarily be tested by the Nessus developeaemt

Operating systems not listed here may offer well-mainthjmeckages as well.

2.1 From Source

The usual way of installing from scratch is to get a currenS®napshot or a source
tar-ball of the module “OpenVAS-Client” and perform the absequence “./config-
ure ; make ; make install’. Please also as usual read the filest anstallation and
configuration options in the packages first.

2.2 Debian GNU/Linux

Please refer to the Debian documentation on how to installdsird Debian packages.
Debian actively support Nessus packages.

2.2.1 Debian “Woody” 3.0

The official version of Nessus for Woody is 1.0.10. This is dydutdated, you should
neither use Nessus Server nor Client as shipped with Woody!

The build- and run-dependencies of OpenVAS-Client are eagive so that you
do not need to backport any other package for backporting@p8-Client. Thus it
might work to create a so-called “backport” for Woody from ewer Debian source
package of OpenVAS-Client.



2.2.2 Debian “Sarge” 3.1

The official version of Nessus for Sarge is 2.2.3. OpenVARiElis compatible with
this Nessus Server, but itis recommended to update the Bl8gsuer to get the newest
bug-fixes.

The build- and run-dependencies of OpenVAS-Client are ewasive so that you
do not need to backport any other package for backportingy@p8-Client. Thus
it might work to create a so-called “backport” for Sarge framewer Debian source
package of OpenVAS-Client.

2.2.3 Debian “Etch”

At time of writing, Etch is the current Testing version of D& and thus in flux.
At least Nessus 2.2.7 is included. It is expected that Op&+@hent packages will
appear, once OpenVAS-Client is released.

2.3 RedHat Linux

In the download section of www.nessus.org you might also RfeM packages for
RedHat and Fedora, created by Tenable Network Security.

2.3.1 FedoraCore4 and5

This distribution actively maintains Nessus as extra pgekaln case you need a newer
version than shipped, you may find backports. Backports felpackages maybe
found via rpmfind.net or similar services. At time of writin@penVAS-Client is not
yet officially part of Fedora or Fedora extras.

The build- and run-dependencies of OpenVAS-Client are eagive so that you
do not need to backport any other package for backportingh@ps-Client. It might
even work to install newer packages directly.

2.4 SUSE Linux

In the download section of www.nessus.org you might also RfRM packages for
SUSE, created by Tenable Network Security.

2.4.1 SUSE Linux 9.2

Nessus is part of this distribution with the latest 2.0 regedt is highly recommended
you update Nessus Server to latest 2.2 release. Backpof®Pld packages maybe
found via rpmfind.net or similar services.

For OpenVAS-Client there is currently no official packageSJSE.

The build- and run-dependencies of OpenVAS-Client are ewasive so that you
do not need to backport any other package for backportingh@ps-Client. It might
even work to install newer packages directly.



2.5 MS Windows
2.5.1 Windows XP SP2

For Windows a regular setup package is available for OpenrtZAént, usually called
OpenVAS-ClientN.N.N-setup-LL.exe. Either execute it directly or use this in the Win-
dows Manager for Software. This is also the tool where youezsily and cleanly
deinstall OpenVAS-Client again. N.N.N defines the versibNessus, e.g. 1.0.0. LL
defines the language where “en” means english, “de” germatsati swedish version.

2.6 Migrating Nessus GTK Client from version 2.2

OpenVAS-Client has a new way to store session data locallypewed to the GTK
client that was included in Nessus 2.2. In fact, the wholecephof tasks, scopes and
reports is new since then.

The main difference is that Nessus GTK Clients upto 2.2 amrsa single file
“.nessusrc” in the users home directory. The newer versisaesa directory structure
with the main directory “.nessus” in the users home dirgctor

Nonetheless, there will be no conflict when running the nergiva because the
new version uses the .nessusrc file as the reference fordbalgletting (see below).
In other words, the configuration of your Nessus GTK Clier2 &ill be the default
configuration for OpenVAS-Client.

It is even possible to run a Nessus GTK Client 2.2 after a ne@esion has been
launched. Version 2.2 will simply use the same file “.nessuyghe new version uses
for the global settings.

3 The First Report

This section is intended to lead a novice user quickly thihoafjrst security scan with
Nessus. After a successful first scan it is recommended teprbwith the chapter on
the general usage of OpenVAS-Client.

3.1 Invoking OpenVAS-Client

On any unixoid system you can simply type “OpenVAS-Cliemt’ai command shell.
Of course you should have X running.

For Debian GNU/Linux, SUSE Linux, ReadHat/Fedora and MSdbims you will
additionally find a menu entry for OpenVAS-Client if instdl with one of the above
explained install packages.

3.2 The Nessus Scan Assistant

If you are new to Nessus and OpenVAS-Client you may want tathus@&lessus Scan
Assistant to perform you first scan. The intention of thissaaat is summarize the
core parameters you need to enter for a scan and to be sédfrexqry.



However,you should notethat the scan performed through the Assistant will be
based on the explicitely saved global settings. If you hawtched on some dangerous
options already in the global settings, these will be irtleelti

4 General Usage of OpenVAS-Client

This section is intended to explain all general elements pérWAS-Client and how
to use it in a standard way. A later chapter will then addressenspecific features
suitable for advanced users.

4.1 The Main Window

The main window of OpenVAS-Client is separated into two majections: On the
left-hand side the treelist with an overview of the locallgred tasks, scopes and re-
ports. On the right-hand side there is a notebook with pagrasinments, options and
reports. That is the place where a security scan is to be eopfigcommented upon
and the result reviewed.
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At the first start of OpenVAS-Client, you will see only onegnin the list: Global
Settings. These settings are defaults coming with Open@h&at. They are not cov-
ering a specific selection of plugins since a connection tesshis Server is required
for that. You can establish a connection with a server ancifspie global defaults for
a plugin selection. You should then save your preferredutisfaia menu item “Save
Global Settings” of menu “File”.

4.1.1 Tasks

Tasks are intended to cover all activities of a major topiay. Fa task could be “Test
the maschines of our headquarter” or “Customer XYZ Inc.”.

A task can contain a comment that explains the task in moagldéiso any type
of additional info or reminder can be entered in the commesd,ge.g. when to run the
next series of scans or based on which contract the scanedoemped.

A task has neither options nor a report. It just contains alremof scopes.

Possible operations for tasks are:

New Adds a new task entitled “unnamed”.

Rename Allows to edit the title right in the treelist either by cliclg on the title or
by selecting the corresponding menu item.

Remove This means the removal of all associated scopes and thusrttesal action
prompts for an additional confirmation.

4.1.2 Scopes

A scope can be seen as a sub-task. It defines a certain sesaity The title should
indicate the scope of this scan, e.g. “Careful scan of webesgroduction system”,
“Aggressive scan of web server alpha test sytem” or “All Sworkstations”.

Comments can also be specified for each scope and may exXpasodpe in more
detail as well as contain any other helpful hint regardirggribspective scope.

The scope is associated with a full set of options for the sigcscan. Creating
a new scope, the general preferences are copied. The sdansopte explained in
detail in a later chapter. However, for each scope a coroetdia Nessus Server can
be established. Has this been done, the actual selectitre @itgins being a part of
the options can be performed (a plug icon right-hand of tthe ithdicates the active
connection). The reason is that each Nessus Server mayircdstawn set of plugins
and thus with establishing a connection, OpenVAS-Clietiieeées the list of available
plugins.

Next, a scope may contain a number of reports. Whenever & ssapiccessfully
executed, the resulting report is added in its list of repoAlso, importing a report
from a file or from a Nessus Server will add the report to theentty selected scope.

Please note that changes to a scope are always and only atoe@dexecuting a
scan. If you make changes to a scope like a new plugin seteatid leave OpenVAS-
Client without running a scan, these changes will be disxrd
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Possible operations for scopes are:

Execute The scope configuration is stored to disk and a security scaxeécuted
with the currently specified options issueing the curreotignected Nessus Server.

New Adds a new scope entitled “unnamed” as part of the currertigcted task.
As a default the global settings are copied. Note, that orpfigitely saved global
settings are taken as defaults. If you changed them insida@x5S-Client without
saving them, they will have no effect.

Rename Allows to edit the title right in the treelist either by cliclg on the title or
by selecting the corresponding menu item.

Remove This means the removal of all associated reports and thustheval action
prompts for an additional confirmation.

Move to task It is possible to move a scope with all of its reports from omektto
another. This menu item has subitems which represent tleg tabks. Select one of
them and the scope will be moved.

Open You can load a scope file and add it to the current task withrttéau com-
mand. Note that here only the parameter sets are coveredbthienreports which
are represented by files of their own. So, opening and sageg ljelow) scopes is a
method to transfer you settings to someone else or to creagyeof the current scope
for yourself.

Save As Saves the current scope to a file (which is of nessusrc typate tHat only
the parameter sets are stored but not the reports. See di@ogdedcription of “Open”
for more hints.

4.1.3 Reports

A report is the result of a security scan. It contains theltesi the executed plugins
associated with the corresponding subnet, host, port aradlige
Managed within OpenVAS-Client, additionally a comment aifichvailable, the
scan options leading to the report, are stored. These additinformation are not
contained in the plain Nessus report files and thus get loehvleing exported. This
also means that imported reports have no comments or sciam®pssociated.
Possible operations for reports are:

Remove Deletes the report and, if associated, its comments andraptiThe user is
prompted to confirm the removal.

12



Import  Allows to import a report from a file. The standard exchangenft is NBE
(files suffixed “.nbe”). Older releases of Nessus used thm@#oNSR (files suffixed
“.nsr”). It is recommended to use NBE format only. The filees#ibon dialog allows to
select the desired report file. A error hint will be displaykthe file format was not
NBE. Else, the report is added to the currently selectedeschigither comments nor
options will be there for a report imported from a NBE file.

Export  Allows to export the currently selected report either in-émn@ortable format
(NBE or the deprecated NSR) or in a format for further processr presentation
(XML, old deprecated XML, HTML, HTML with Pies and GraphsJiX, ASCII Text
and PDF). It is recommended to use NBE if re-importing is ptthand to use PDF
for creating simple report documents that need no furthiéingd Use one of the other
if you want to further process the report or integrate it ippoir own document style.

Print  Selecting the Print command will issue the creation of a P&gert and run a
PDF Viewer installed on your system. A number of well-knowbPViewers is tried.
If you think you have one installed but it still does not wopkease check whether the
executable file is covered by the search paths.

4.2 Authentication

OpenVAS-Client needs to connect to a Nessus Server in asdetrieve the available
plugins and to actually execute a security scan.

OpenVAS-Client can handle mutiple connections to diffesmrvers. Each scope
has a connection of its own. Additionally, the Global Seftirtan be connected to a
Nessus Server to define default plugin selections and ppayi@meters. Note that only
explicitly saved Global Settings are taken as defaults év 8copes.

13
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The connection status is indicated with a icon in the taskgfss/reports treelist
next to the title of the global settings or a scope. Only ssog@ connected with
Nessus Server.

More information on the connection status is shown in theistar at the bottom
of the main window. There, the actual connection infornrat®displayed, ie. “Con-
nection: username@host.test.example”. At bottom rigatelis an icon indicating
whether the connection is encrypted or not, just like mogi r@wsers indicate this.

The connection dialog allows to specify the following datadstablishing a con-
nection to a Nessus Server:

Host The domain name or IP of the server where a Nessus Servemsgin

Port The port where the Nessus Server waits for connections.r®ldssus Servers
used 3001, but the official port now is 1241. With the defaultdn you can always
return to this default quickly.

Login Your username at the selected host. To use a Nessus Serveay®to have
an account for the Nessus Server. The administrator of tireisghould create one for

14



you.

Password The password for your Nessus Server account. Don’t use the sae
you have for your other user accounts and especially if yeu ese unencrypted con-
nections.

SSL Options

Use SSL encryption: For the authentication there are two basic methods, via
login/password combination or via certificate (with or vaith password). In any case
you should switch on SSL encryption to not have the passwargterred as cleartext.
However, if you are in an evironment where you don'’t get SSweéwk, switching it
off is the work around to run Nessus at last.

Trusted CA: This certificate defines a certificate authority (CA) you triith
this certificate you will check that you are connecting towsted Nessus Server. This
is checked if you have the Paranoia Level setto 2 or 3, it i€hetked with a Paranoia
Level of 1. Note, that you can set the Paranoia Level by hartddmessusrc files or
when first connecting to a Nessus Server where you are askdidtlx

The default path for the Trusted CA is the filename used by #msNs Server itself.
Thus, if you are running Nessus Client on the same maschihawerthe same volume
mounted, you can just use the default.

If you are running Nessus Client from a more remote masclimeneed to have a
copy of the CA certificate and place it to some arbitrary placgur home directory.

Authentication by Certificate: If you use this method you have to have a key/certificate
pair created for you. This is usually done by the administraf Nessus Server using
the corresponding scripts. The administrator will give ybe two files you need to
specify (User Certificate File and User Key File). The adstnaitor may create a key
without a password or with a password. If you have a passwarthe User Key File
you must enter the password in the corresponding textentry.

4.3 Scan Options

This section explains the most important configurationapsifor a security scan.
More special option (access rules, knowledge base detaciaed) are explained later
in the chapter on special features.

4.3.1 General

This page covers all the general scan options. See the sb@dor the main window
above.

15



Portrange Ports that will be scanned by Nessus Server. You can engesports,
such as “1-8000” or more complex sets, such as “21,23,28;2028,6000". Put “-1”
for no portscan, or put “default” to scan the default portthie Nessus services file.

Consider unscanned ports as closedTo save scanning time, you may ask Nessus
Server to declare TCP ports it did not scan as closed. Thisesgillt in an incomplete
audit but it will reduce scanning time and prevent Nessuse3drom sending packets
to ports you did not specify. If this option is disabled, tiéessus Server will consider
ports whose state it does not know as open.

Number of hosts to test at the same time Maximal number of hosts that the Nes-
sus Server will test at the same time. Be aware that the Ne&sugr will spawn
max_hosts max_checks processes!

Number of checks to perform at the same time Maximal number of security checks
that will be launched at the same time against each host. Beeatlat the Nessus
Server will spawn max_hosts x max_checks processes!

Path to CGls It is possible to check for the presence of CGls in multiplthpdike

“/cgi-bin”, “/cgis”, “/home-cgis” and so on. In that caseytpall your paths here sepa-
rated by colons. For instance: “/cgi-bin:/cgi-aws:/~dsva/cgi”.

Do a reverse lookup of the IP before testing it If this option is set, Nessus Server
will do a reverse lookup on the IP addresses before it testa tiThis may slow down
the whole test.

Optimize the test Security tests may ask the Nessus Server to be launched if and
only if some information gathered by other test exist in thewledge base, or if and
only if a given portis open. This option speeds up the testytay make Nessus Server
miss some vulnerability. If you are paranoid, disable tipigan.

Safe checks Some security checks may harm the target server, by digpthiare-
mote service temporarily or until a reboot. If you enabls thption, Nessus Server will
rely on banners instead of actually performing a securigckh You will obtain a less
reliable report, but you will less likely disrupt the netlkarsers by doing a test. From a
security point of view, we recommend you disable this optierom a sysadmin point
of view, we recommand you enable it.

Designate hosts by their MAC address If you enable this option, the hosts on the
local network will be designated by their ethernet MAC addrenstead of their IP
address. This is especially useful if you are using Nessus DHCP network. If
unsure, disable this option.
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Port Scanner This is the list of available port scanners. Port scannersaapecial

category of plugins and therefore presented separatatytie other plugins. The list
is only filled if a connection to a Nessus Server has beenlesiad. You can switch on
one or more of the scanners. Clicking on an entry shows trealglébr the respecitve

scanner plugin.

4.3.2 Plugins

The plugins are stored on the Nessus Server. Thus, to makectize of the plugins
to apply you need to connect to a server. Otherwise this pdgeemain empty.
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The Plugins are separated into a number of families whichbeaas a whole ac-
tivated or deactivated by checking the box right of familjeti Also, a family can
be expanded to show all of its member plugins where you canerdfie selection by
activating or deactivating single plugins using the checkio the right.

The column “Warning” contains warning sign for some plugifise warning sign
means that this plugin may harm the target host by disabtiegttacked service or by
crashing the host. You should be careful when you enablaéesi may force you to
reboot your servers or restart some services manually.

Below the plugin list the total number of plugins loaded frtm server is shown,
together with the total number of currently selected pluggnwell as the number of
plugins shown due to a applied filter.

The following actions are possible:

Enable all Enables all plugin categories.
Disable all Disables all plugin categories.

Expand all Expands the Plugin tree-list to maximum so that the list amstall
plugins.

Collapse all Only show the Plugin families.

Enable dependencies at runtime If you enable this option, then Nessus Server
will enable the plugins that are depended on by the set ofidugu selected.

Silent dependencies If you enable this option, then Nessus Server will not report
data coming from the plugins that you did not specificallyldaa

Filter The filter dialog lets you select plugins with the charasté$ you want.
Note, that you will erase your previous selection immedialtyhapplying a filter.

Plugin information dialog Double-Clicking on a specific plugin title will raise a
information dialog for the respective plugin.

The information shown are the ones specified within the spading plugin.

The following actions are possible in this dialog:

Set plugin timeout Allows to specify a timeout for the plugin.

Show dependencies Another info dialog is raised listing up the dependencies fo
the plugin. Also it is provided a hint whether the dependes@ire currently enabled
or disabled.
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4.3.3 Credentials

Some of the plugins allow to enter credentials to test aedpplications, for example
Samba or Web-Sites (HTTP). These plugins work the very sameas the plugins

listed in the “Plugin Preferences” list. For better hanglthey are collected under
“Credentials”.
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4.3.4 Plugin Preferences
Some of the plugins allow to refine with specific parameter$.ofthe configurable

plugins’ parameters are collected on this page where theniag modify the default
values.
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Only a comparably small number of plugins offers a configarat
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4.3.5 Target Selection
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Target(s) The first host(s) that will be attacked by Nessus Server. Ttiens below
allow you to extend the test to a larger set of computer. Yoy dedine several primary
targets by separating them with a comma (,). ie : “host12iost

A special syntax is “file:/some/where/targetlist.txt” whimeans that the actual
target names are loaded from that list. See for the file syailtaxbelow the description
for the button “Read from file”.

Read fromfile A textfile can be specified that contains the list of targelss Textfile
may contain comma-separated lists of host and also mayinantny of such lines.

Perform a DNS Zone transfer Nessus Server will perform an AXFR request (that
is, a zone transfer) to the target name server and will attéonpbtain the list of the
hosts of the target domain. Then, it will test each host.

4.4 Reports
4.4.1 Report Page of OpenVAS-Client

The report page consists of 3 elements. On the left hand disteslows to browser
via hosts, ports and severity to single reports. Ontop af tifgielist is a selection for
re-ordering the tree structure. On the right hand the tesd aontains the actual report
text. The whole design is focused on supporting an expl@athderstanding of the
scan results.

Jr—
) X Nessus Client L) (&) 1]
Fle View Task Scope Report Help
e Report for scope: unnamed scope (Task: unnamed task)

D<= =< ° 5 °
Comments | Options. Report
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Report 20060511-125959 2 o o ks T Eﬂte S;:Iup;m & w;u can set tt}.we z;wrectt/he ‘sewerT.agtens Prod' to Lm\td
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[ fnot connected Ty

4.4.2 Report Formats

The scan results can be exported into a number of formatsicalgsit can be dis-
tinguished between 3 types of formats: Interchange-Fanalitable Documents and
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Read-only Documents. The last type currently is the PDF Rdjje. With a capa-
ble view it allows to browse back and forth through the docomesing the various
inserted hyperlinks.

For further information see the section about the menu camarfReport->Export”.

5 Special Features

5.1 OpenVAS-Client Preferences

OpenVAS-Client allows to specify some individual prefezes that determine some
ways how the client GUI works.

> Preferences @1

User interface Connection to Nessus Server
¢ Auto expand tree elements | v Automatically connect

Flugin Cache
¥ Cache plugin information when connecting

¥ Use plugin cache with reports

v Load plugin cache for scopes immediately

Report

[ Include plugin details in PDF

External Links in HTML/PDF

MNessus IDs: |http:f,fcgi.nessus.orgmessus_id.php3?id=%s

CVE IDs: |mitreﬁﬁsﬁf:sﬁf:s.html

BugTraq IDs: |http:f,fcgi.nessus.org,fbid.php3?bid=%s

X Cancel ‘ ok

The following selection are available:

5.1.1 User Interface

Auto expand tree elements In the left-hand treeview clicking on a task or a scope
automatically expands the corresponding tree if checked.
If not checked, the user has to manually click on the expamil éach time.
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5.1.2 Connection to Nessus Server

Automatically connect If this setting is enabled, OpenVAS-Client will try to corate
to the server when a scope is executed. For user certificatiesuva password, this
will work immediately. For password protected user cerifss or simple password
based authentication, the password will be stored in merafiey a successful login
until OpenVAS-Client is closed.

5.1.3 Plugin Cache

Cache plugin information when connecting If this setting is enabled, OpenVAS-
Client will create a cache for the respective scope comntgiall plugin information.
This has essentially three effects:

First, reconnecting the same scope might be much fasteubed4D5 check sums
are used to find out about changed and new plugins. Only thegelsawill be down-
loaded. Of course, connecting to a different Nessus serileusually force a new
download of all plugins.

Second, all plugin information are available even when #wes has not been
connected. Thus you can review which plugins are selectéevhat the current plugin
preferences are. Note that the selection might change adtarecting for a actual
scan because new plugins occur and some might disappealatidraisually doesn't
happen. Loading the cache may take a couple of seconds. fgruwant this, switch
off option “Load plugin cache for scopes immediately”.

Third, the downside of caching: The cache will consume s#\WdBytes for each
scope. If this means a problem, you should disable this featlf you want to re-
move the caches, search for the files “nessus_plugin_céatlyeur Nessus directory
(“~/.nessus”). Simply deleting them is sufficient.

Use plugin cache with reports Enabling this setting will make OpenVAS-Client at-
tach all Plugin Information to newly created scan reporthisllows to review the
plugin selection and the plugin preferences for a reporh@én®@penVAS-Client GUI.
So, this cache is for increasing transparency not perfoceman

Again, the downside is that several MBytes of cache per tepdrbe generated.
Disable this option if this means a problem. If you want to cemthe caches, search
for the files “nessus_plugin_cache” in your Nessus dirgc{bt/.nessus”). Simply
deleting them is sufficient.

Load plugin cache for scopes immediately Disabling this option will cause OpenVAS-
Client to not automatically load a scope’s cache when matieeac¥ou won't see the
plugin selection nor the plugin preferences. So, in fat tption could remove the
second effect of the above described option “Cache pludamimation when connect-
ing” for the benefit of avoiding to load possibly huge cacheseoclicking on a scope
entry.
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5.1.4 Report

Include plugin details in PDF  Enabling this setting will make OpenVAS-Client add
an appendix to each PDF Report containing the details oktpbgyins that produced
relevant results for the report. They are linked within tli#so that the information
can easily be browsed.

Be aware, however, that this could significantly increasesthe of your PDF file.
On average, you can expect two plugin descriptions to copsame page.

5.1.5 External Links in HTML/PDF

These settings determine the URLSs for linking more infoiorabn Nessus Plugin,
CVE/CAN and BugTraq ID in Reports of format HTML or PDF. Thefadts as shown
in the screenshots are recommended since there up-toaftateation are to be found.
The defaults are reactivated when field is left empty.

In case you want to package a Nessus report with e.g. CVE/Galld for offline-
reading, you may enter an apropriate definition like “m#6e/%s/%s.html” in case you
have a directory structure relative to the report file withredCVE/yyyy/nnnn.html
and mitre/CAN/yyyy/nnnn.html where yyyy is the year and nimthe number of the
record. Then you could package all files together.

Note, that the strings defined here are filled into the htnid parameter “href” as
it is. The tool “htmldoc” is issued to produce a pdf out of thiml report. Depending
on the version and features the created links in the PDF filehaareated differently.

5.2 User-defined Access Rules
5.2.1 General

Nessus Server keeps a list of access rules similar to usesatfirrules. In no way can
these be overridden by the Nessus Client.

Furthermore, the Nessus Server Administrator can addfepades for each user
while applying the toohessus- adduser .

And finally, the User may add another set of rules in OpenVASFT

5.2.2 Syntax

A rule might either be a default definition: “default denytiefault reject” or “default
accept”.

Or it is a target specific definition that consists of the act{i@eny”, “reject” or
“accept”) and a target specified with its IP (eg. 192.16&.Q).

Note that it must be an IP. The use of hostnames is not allowedt@ security
reasons.

5.2.3 Manage rules in OpenVAS-Client

Arule consists of a action and (in case no default action iedfj a target. There are in
total 6 actions available where the user can select one isgleetion box. The target
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is to be specified manually in a text entry field.

Once clicking the button “Add rule”, the specified actiongit is added to the
group “Clientside userrules”.

If a rule in this section is selected, the button “Remove’ruldl delete it from the
list. No serverside rule can be removed of course.

5.2.4 Example for User-defined Access Rule

You are the security team of BigBank Corp. The managemehbaiaed you to scan
the network, BUT you're not allowed to scan 172.20.142.2axrahy circumstance,
because it's a SWIFT server and if it goes down, so does thie (@exad your company
and legal responsability). So you add :

deny 172.20.142.2

as a user rule in the GUI, and you are now SURE that you'll negan this IP - even
if you later on ask nessusd to scan it.

5.2.5 Example for a Adminstrator-defined Access Rule

By editing nessusd.rules (only the administrator for NesSarver can do that), you
make sure that nessusd will not be used to scan any systemditdshot scan. If

your internal network is 10.0.0.0/8, you basically want tak® sure that nobody
will scan anything else (either by fat-fingering an IP or jbgtmalice), so you edit
nessusd. rul es and you add :

allow 10.0.0.0/8
allow 127.0.0.1
defaul t deny

5.3 Local Security Checks: Theory
5.3.1 What are "local" security checks?

Starting with Nessus 2.1.0, it is possible to give Nessus &®8Hentials to log into the
remote Unix systems and determine which patchs need to biedpy/hat this really
means is that if you give Nessus the proper SSH key, it widli#lly log into the remote
host, extract the list of installed software, and tell youashipackages have an update
ready for them.

The real goal of this feature is to easily keep track of all tiesing patches of
a given system, without the potential hazards and falsetipesiof remote security
checks. ltis really important to understand that enablawgl security checks do not
discover flaws such as unauthorized suid binaries, theylgidepermine which patches
are missing from the remote operating system.

5.3.2 Which operating systems are supported at this time?

At this time, Nessus is able to determine the missing patohtbe following operating
systems :
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o AIX5.X

e Debian

e FedoraCore 1 and 2

e FreeBSD 4.x, 5.x (including the port collection)
e Gentoo Linux (all advisories from 2004)
e Mac OS X (and Mac OS X Server)

e Mandrake Linux (8.0 to 10.0)

e RedHat Enterprise Linux (2.1 and 3.0)
e Solaris (2.5.1,2.6,7,8and 9)

e SUSE Linux (7.0t0 9.1)

e Microsoft Windows NT, 2000, XP, 2003

We hope to support more systems in the future (HP-UX, Trut4.,.p

5.3.3 Which Solaris patches are checked for?

We have implemented checks for Solaris 2.5.1, 7, 8 and 9 (bothparc and i386
architectures). We check for every patch listed by Sun iritaéch containing security
fixes" of their patch page.

5.3.4 s itintended to support more systems?

We do notintend to support every operating system which ¥rsseirfaced on the face
of earth. However, we intend to create “working groups” objple working on a given

operating system. Basically, we are looking for people wioald be responsible for
producing the security checks relevant to the operatingesyshey use (and love). If
you are interested in taking part in such a group (or to eved &given OS group),
please contact the Nessus Development Team.

5.3.5 What are "local" security checks NOT?

At this time, Nessus does not check the local security palfdire remote system, like
Tiger does (ie: directories writeable by any users, wrongnigsions on a sensitive
configuration file, and so on...). Read about SLAD (Securidygdl Auditing Daemon)

for extensive on-site testing of remote targets that paakyrare compromised. SLAD
can be accessed via respective NASL scripts.

31



5.3.6 Why do we need to perform local security checks, is notéésus good enough
to determine security issues?

Nessus 2.0 is, at its heart, a network based scanner. Thissiiieat it will connect to
the remote host and attempt to determine the flaws affectieryeervice on it. How-
ever, testing everything from the point of view of the netlwoas its own shortcomings.
In particular, a 100% network-based security scanner cadathe following :

e Determine client-side flaws: There are more and more cBatg-vulnerabilities
published every day, ranging from flaws in mail clients to XNilraries. It
simply is not possible to check for those from the point ofwief an active
scanner. The only way to detect such flaws is to deploy a pass&nner (ie:
NeVO) or to locally check that every host has been patched.

e Determine local flaws: Obviously, the security level of Ibatlities can not be
determined from the point of view of the network. By runnimgdl security
checks, Nessus will tell you if a user logged into the remaist ftan use an
overflow in a suid binary to gain root privileges.

e Determine flaws in disabled services: If a host has a vulhessyvice installed,
but it's not running at the time of the scan, a vulnerabiliill be missed. Having
an unpatched disabled service is a potential security Haztthe service is ever
enabled in the future, it might be exploited.

So traditional network-based scanners have their inhdéimitations, which can now
be overcomed thanks to this new feature.

5.3.7 Will Nessus recognize individually compiled and instlled packages?

If you e.g. compiled your DNS server by hand instead of udiegslystem’s one: Will
Nessus see it ? No!

Nessus sticks to the patches provided by your OS vendor. tweote that it
usually is a good administrative practice to stick to youndar packages, as it makes
the upgrade of your system much easier.

In the future, Nessus might be able to detect if a runningesdsvnot of the same
version as the one installed by RPM (or any other packagistggy) and may improve
its output this way.

5.3.8 Why care about local security if there is no local user?

E.g. why should one care if the web server has local overflonsiid binaries but
there’s no local user on it, apart from oneself?

At the time this feature starts to be discussed, many peoplédrobject that they
don’treally care aboutlocal security because their sesiveply is a web server with no
local users, therefore nobody can exploit a local vulnditgbThe answer is a simple
security practicecontainment. If your web server is vulnerable to a given flaw (be
it a misconfiguration, a badly written PHP script, or an Oday\pache), an attacker
will be able to obtain a shell on your system. The questioliyést do you want to
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make it easy for the attacker to gain super-user privilegesgain the full control of
your system, or do you want to contain him to the privilegesryweeb server is running
with? (These privileges will prevent the attacker to modibur kernel, load a rogue
kernel module, and generally will make it harder for him teeohis tracks). Stocal
security really matters, since it's your last line of defense.

5.3.9 How can enabling local security checks improve my scaimg experience?

Depending on how you use them, local security checks canatreafly improve your
scanning experience:

e By reducing false positives: it is not always possible to o&sty determine if
a given service is vulnerable to a given flaw or not (sometithesonly way to
check for itis to actually crash the service, which is not ptian in a production
network). Sometimes, vendors do not upgrade a faulty proguthe newest
version but backport the fix instead (see Red Hat's stateatamit this), which
also makes life more difficult for network-based scanners .

e By speeding up the checks: if all you are interested in is tierddne if all
the patches have been installed on your remote hosts, youaat/to only
enable local security checks and dramatically reduce the it takes to scan
your systems. It only takes 6 seconds to find all the local flafva remote
system (over a VPN link) whereas it takes over one minute &m she same
system entirely with all the network checks.

e By scanning more often: Every network-based security seaareate the risk
of crashing devices/services on your network. This is net#je to Nessus, this
really is a hard fact about security scanning in general. réason is simple: a
scanner attempts to connect to all the services on the rdmsteand some ser-
vices (and TCP/IP stacks) out there are so poorly writtendbianecting to them
too quickly or not sending them the exact data they are waitin may crash
them. No matter how gentle the scanner is, there is alwayskaficrashing a
custom application, a loaded server which is low on memarg,so on. This is
especially true for embedded devices, most of which beisgded without any
consideration for security. There are scanners vendorthetg who are trying
to claim that they have reached “100% unintrusive scanniad this is simple
not true. If a scanner interacts with a network service aliealways a risk for
crashingit.

As a result, many people only scan once a month or once a guarés though
security issues appear every day!

By only enabling local checks and disabling port scannedseaery other plu-
gins, Nessus Server will only connect to the SSH port of timeote hosts - no
stress on the network, no bad surprises.

So wether you administrate a small number of hosts or a hugéeuof systems, local
security checks can definitely make your job much easier.
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5.3.10 Does this feature slow down the scan?

No. Nessus will minimize the number of SSH logins into the oterhost, and will
actually log in once, then load its knowledge base with wagimformation found on
the remote host. Please view the source code of the plugimsshinfo.nasl for more
details about what is gathered.
5.3.11 What are the caveats of this new feature?
At this time, the following caveats are known:

e Only SSHv2 is supported. You can not log into the remote heistguSSHv1.

e You have to use SSH public key authentication. It's sligtithrder to deploy
than a password, but it's much more secure.

e This documentation only deals with OpenSSH.

5.4 Local Security Checks: How to enable
5.4.1 The principle
To enable local security checks, the idea is to:
e Create a SSH private/public key pair for Nessus to use

e Create a user account on every system for which you want fornpesa local
scan

e Copy the SSH public key Nessus will use in the directory ofrtee user
e Tell Nessus to use this SSH private and public keys and partioe scan

As you can see this is pretty simple. Nessus can not use passwthentication,
otherwise it would be vulnerable to a man-in-the-middla@ktwhen scanning the
remote systems (we do not want to handle key managementfoetiote systems just
yet).

If you are not familiar with SSH public key authenticatiordaimderstand what it
does, you should consult the ssh documentation or correépgppublications.

5.4.2 Generating a SSH public key
To generate a SSH public key, use ssh-keygen and save the &eafe place.

$ ssh-keygen -t dsa

Generating public/private dsa key pair. Enter file in which to save the key
(/ Users/renaud/ . ssh/id_dsa):

/ hone/ r enaud/ Nessus/ ssh_key

Enter passphrase (enpty for no passphrase):

Enter sane passphrase again:
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Your identification has been saved in /hone/renaud/ Nessus/ssh_key

Your public key has been saved in /hone/renaud/ Nessus/ ssh_key. pub

The key fingerprint is: 06:4a:fd:76:ee:0f:d4: e6:4b: 74: 84: 9a: 99: e6: 12: ea
renaud@ryth. | oca

As you can see in the example above, two files have been created

e /home/renaud/Nessus/ssh_key is the private SSH key. Dérarwfer it on a
system other than the one running your Nessus client.

e /home/renaud/Nessus/ssh_key.pubis the public SSH keywifbcopy this file
on every system you want to scan with Nessus.

When ssh-keygen asks you for a passphrase, you may wanteioretirn twice (ie:
don’t set any passphrase). It's safer to protect a key withssphrase, however, given
the way Nessus is implemented it will not buy you extra séguais the passphrase will
have to circulate between your Nessus Client and the NessustSand will be stored
in clear text in your .nessusrc configuration file. If you feafer, feel free to enter a
passphrase.

5.4.3 Creating a user account and setting up the SSH key

On every platform you want to test, you want to create a newassunt dedicated
to Nessus. We will call this user nessus in this documentybutcan set his name to
any value. Once you created an account for the user (usingsaddr any utility that
the system provides you with), make sure that he has no vasidyord set (ie: when
editing the file with 'vipw’ make sure that the password fiefdyocontains a star):

# vi pw
(...)
nessus: *: 502: 502: : 0: 0: Nessus Test Account:/hone/ nessus:/bi n/ bash

(.-

Now that the user has been created, you simply need to coggeth® his home
and set the correct permissions on the .ssh directory:

# nkdir ~nessus/.ssh

# mv ssh_key. pub ~nessus/.ssh/authori zed_keys
# chown -R nessus: nessus ~nessus/.ssh/

# chnod 0600 ~nessus/.ssh/authorized_keys

# chnod 0700 ~nessus/.ssh/

5.4.4 Setting up Nessus

First, make sure that you are running Nessus 2.1.0 or nevaethan it has been com-
piled with SSL support. You can do that by typing nessusd -d:
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[root @yth Home] $ nessusd -d

This is Nessus 2.1.0 for Darwin 7.4.0

conpiled with gcc version 3.3 20030304 (Apple Conputer, Inc. build 1495)
Current setup :

nasl: 2.1.0

libnessus: 2.1.0 SSL support: enabled

Then start the OpenVAS-Client, and go to the “Credentiaéition and set the
SSH user name and SSH keys properly:

Make sure not to mix the public key (keyname.pub) and theapgione. Make sure
that the option “enable dependencies” at runtime (in thgipk) section is checked,
and run a scan against the remote host. The Nessus repoltl stiou tell you that
login in was successful, and should show you all the missiatghes on the remote
system:

Repeat the operation for every server for which you want ta dlmcal scan, and
you are ready to go!

5.4.5 Acknowledgements
The SSH local checks functionality is a courtesy of:
¢ Nicolas Pouvesle who wrote a lightweight SSH client implamaéon in NASL

e Tenable Network Security. Tenable wrote over 1200 plugig$goming local
security audits.

6 Optimizing and Fine Tuning

6.1 Knowledge Base

Knowledge Base saving allows you to not disturb the usersaf petwork by doing
daily portscans of a /24 network and to not waste the resulthadr tests.
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Global Settings ﬂ Plugins [T Enabla KB saving
=~ unnamed task
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Report 20051017 35 3 4 @Tﬂrge‘k selection
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Max age of a save
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-Message log

Welcome to Messus GTK Client, http:fiwww.nessus.argf
Copyright 1992-2004 by Renaud D eraison
Authors: Renaud Deraison, Thomas Arendsen Hein, |an-0liver Wagner, Michel Arbal (SSL-Support], Brue

. I !C annection: 'jan@til
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The Nessus Server as well as the Nessus Clients have a capiie to switch on
Knowledge Base support. Usually that is the case but you maystrvers or clients
installations without this feature.

In the OpenVAS-Client you find the configuration of the knoedé base on the
page “KB” of the “Options” notebook (provided the respeetitlient support the KB
feature).

6.1.1 Introduction

The knowledge base (KB) is the list of information gatherbduwd a tested host. It
contains the list of open ports, the operating system typgbehost, and many more
information. Its first purpose was to reduce the redundahttyatests, so that a plugin
A which finds a fact (for instance, a way to log into the remot®erver) writes can
share its result with the other plugins (for instance, a wlwghich needs to log into
the remote FTP server will look in the KB if there is a way to dx).sAfter a test,
the KB would be freed from memory, and would be rebuilt fromasch during the
next test. The idea behind the saving of the knowledge baserésuse it for another
audit, to reduce the bandwidth consumption of a test. Fdaiwt, if you have not
touched the configuration of your web server during the ldsi&s, it's very unlikely
that a new port will be opened when you do a new port scan oroitwl8/ waste your
bandwidth and time re-doing a portscan when you could justseethe result of the
previous portscan you did against this host ? Saving the kKBvalyou to:

e save bandwidth
e savetime
e test the hosts of your network for new vulnerabilities only

You can define a lifetime for the knowledge bases attacheldedested hosts. This
lifetime can range between a few seconds to a hundred of ygarsare free to con-
figure it the way you want. The purpose of this section is tdaRrp/ou how to enable
and use this feature to increase your security by making rests more often, thus
having a day-to-day view of your network.

6.1.2 Using the KB saving

If you want the knowledge bases to be saved on the NessusrSaee you must
enable the optionEnable KB saving' in the client:

This option enables all the knowledge base saving, and byliagahis checkbox,
you know that all the information collected about the remwtsts will be saved on
disk. If you enable this option only, then the data gatheredhfthe hosts you are
testing for will be saved on disk, and that's all. That is,sussl will not use it when
you test the same host again. If you want to take advantageaf the rest of your
tests, continue to read.

Technically speaking, each knowledge base is saved onti&ecost as a differ-
ent file for each tested host. A database may be pluggablérhive future, but at this
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time, this is fine. The files are located in “/usr/local/vasaus/username/kbs/” where
username is the Nessus Server login name in use.

6.1.3 Reducing the hosts tested to (re)populate the knowlgd bases

When “Enable KB saving' is set, then it is possible to reduce the set of tested hosts t
populate the knowledge bases of the current user. You mat/tavgunst test the hosts
that already have a knowledge base attached to, or at thesibgpgou may want to
only tests the hosts that have no, or an outdated, knowledge, 130 that the set of
knowledge bases is up-to-date and complete. That's wherththe optionsTest all
hosts', “Only test hosts that have been tested in the pasand “Only tests hosts
that have never been tested in the pastare handy.

o If“Test all hosts is set, then all the hosts present in the “Target” field ofttre
get selection panel will be tested; that is, no filtering Wwéldone, and everything
will be tested as it used to be.

¢ If you set the option Only test hosts that have been tested in the pdstonly
the hosts to which an up-to-date knowledge base is attachidobwested. This
allows you to make sure that, for instance, no port scan widtne against hosts
that have never been tested in your selection, so you ardhatreetwork noise
will be low.

e Last but not least, the optiorOhly test hosts that have never been tested in
the past” is set, then only the hosts that have no knowledge base, artdated
one, will be tested, and will be given a fresh new KB.

These three options allow you to do what you want :
e test everything
e make sure that no noise will be generated during this test

e populate the set of knowledge bases

6.1.4 Re-using the knowledge base between multiple tests

Re-using a knowledge base saved in the past may be dangsupp®se for instance
that the host you have audited yesterday was broken intaglthie night, and that the
attacker left a root shell open on a port that used to be cldégdu re-use the knowl-
edge base, then you will miss this fact. On the other hand,wellasecured network,
you may want to re-use a previously saved KB to save time astdhteestricted set of
new security checks against the host.

If you enable the optionReuse the knowledge bases about the hosts for the
test’, then the older knowledge base will be reloaded in memany, l[dessus Server
will make an active use of it. You can control what Nessus &enill make of it using
the four following options:
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If “Do not execute scanners that have already been execigadt, then scanners
you used in an older test won't be used again. The same forttiex three options.
If you just want to execute the new checks you gathered ueiagdommand “nessus-
update-plugins”, then it is suggested you enable all thesieres. If you just want to
reduce the noise of your network and don’t do any port scahgjuable the first option.
And so on...

6.1.5 Defining the meaning of up-to-date

Throughout this section, it is said that a KB can be declasefie&ing up-to-date or
outdated. What is meant by this is what you want. Each time aK&eated, it is
attributed a date tag. The optiomax age of a saved KB defines, in seconds, the
amount of time after which a KB is declared as being obsoletkvell be regenerated
from scratch.

The default value is 864000 (10 days), but you are free tofdhis to 3600 (one
hour), or less, or at the opposite, raise this value to wigatgou want.
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